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Background
Industry 4.0



#BHASIA   @BlackHatEvents

Background
Industrial Cellular Routers and Gateways

● Cellular connectivity for remote sites over the internet

● Features:

• Rugged design

• Industrial protocols

• Wi-Fi

• Security (Encryption/VPN tunnels/FW)

• Cloud management
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Background
Cloud-based management platforms

● Statistics

● Alerts

● Remote management

• Configuration changes

• Firmware update

• Reboot

• Remote access to local services

• Execute commands
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Motivation

+4.5M in 2021
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Motivation

Single Vendor
? Remote management
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Motivation

Single Vendor
Remote management
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• Leads to:
• Information exposure
• Denial of service
• RCE on devices
• Account takeover
• Compromise cloud servers

Attack vectors

• Asset registration

• Security configurations

• External API and Interfaces
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• Asset registration

• Security configurations

• External API and Interfaces
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• Connected to cloud and unregistered

• Registration = Manually link to cloud account

• Identifiers used for pairing

• Serial Number / MAC Address / IMEI

Asset registration
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• Unregistered device = Exposed to takeover

Asset registration
Device takeover

     2.   Register to his account

     3.   Device takeover

• Attacker can:

1. Collect identifiers
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Asset registration
Collect identifiers: SHODAN

Collect Register
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Asset registration
Collect identifiers: SHODAN

Collect Register



#BHASIA   @BlackHatEvents

Asset registration
Collect identifiers: WiGLE
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Oil Field

Asset registration
Collect identifiers: WiGLE
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Asset registration
Collect identifiers: Information disclosure by vendor

Collect Register
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Asset registration
Device takeover to RCE
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Attack vectors

• Asset registration

• Security configurations

• External API and Interfaces
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Topics for each router:  
 /v1/id/task/notice

  /v1/id/task/update

MQTT Creds
`

Subscribe
 /v1/id/task/notice

Registration

HTTP/S

iot.inhandnetworks.com

Device Manager

MQTT Creds
MD5(Email + Serial + salt)

MQTT/S

‘GET Config’
 /v1/id/task/notice

Config file
 /v1/id/task/update

InHand Networks cloud platform
Overview
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InHand Networks cloud platform
Overview

Upgrade Firmware
HTTPS

Admin
MQTT/S

‘FW Upgrade’
 /v1/id/task/notice

Upgrading..
 /v1/id/task/update

iot.inhandnetworks.com

Device Manager
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Security configurations
CVE-2023-22601 – Use of Insufficiently Random Values (1/3)

Registration

HTTP/S

MQTT Creds
MD5(Email_1 + Serial + salt)

Registration

HTTP/S

MQTT Creds

MD5(Email_2 + Serial + salt)

iot.inhandnetworks.com
Device Manager
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Security configurations
CVE-2023-22601 – Use of Insufficiently Random Values (1/3)

+2

+2

+2
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Security configurations
CVE-2023-22601 – Use of Insufficiently Random Values (1/3)

Another router’s ID:
{timestamp +    1    }6f5e5d001e66472
{timestamp +    2   }6f5e5d001e66472
…..
{timestamp + 300 }6f5e5d001e66472
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Security configurations
CVE-2023-22600 – Improper access control (2/3)

Subscribe:
/v1/{timestamp+1}….472/task/update
/v1/{timestamp+2}….472/task/update
..
/v1/{timestamp+300}..472/task/update

Publish: Config file
/v1/{timestamp+175}..472/task/update

Publish:  “SET Config”
/v1/{timestamp+175}..472/task/notice

Publish:  “SET Config”
/v1/{timestamp+175}.. 472/task/notice

iot.inhandnetworks.com

Device Manager
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Cloud to Firmware 
CVE-2023-22598 – OS command injection (3/3)
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Demo #1
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https://docs.google.com/file/d/1ixg_Ohui3rCQC1Ys1jsi9scv6r2-1v2t/preview
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Attack vectors

• Asset registration

• Security configurations

• External API and Interfaces
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Teltonika Networks cloud platform
Overview

rms.teltonika-networks.com
RMS

MQTT Creds

Connect

HTTPS

hardcoded cert+key

Serial Number
Mac Address
Firmware version

MQTTS

Connect

MQTT Creds
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External API and Interfaces
Impersonation to RMS managed device (1/3)

rms.teltonika-networks.com
RMS

MQTT Creds

Connect

HTTPS

MQTTS

Connect

MQTT Creds

hardcoded cert+key

Serial Number
Mac Address
Firmware version
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External API and Interfaces
Stored-XSS in RMS main page (2/3)

Mouseover
Trigger the 
XSS
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• Remote access to local WEB/SSH services over the cloud 

Teltonika Networks cloud platform
Tunneling over the cloud feature

ssh –R localhost:80:proxy:33333

proxy:33333 ⬄  356c46333a7d297c6568c11170febddf

Teltonika Networks
RMS

• URL is a RMS subdomain - *.proxy1-connect.rms.teltonika-networks.com
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Security configuration
Inclusion of web functionality from an untrusted source (3/3)
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• Replacing the local web server with malicious web page

Teltonika Networks cloud platform
Tunneling over the cloud feature

• Legit link leads to malicious web page

ssh –R localhost:80:proxy:33334

Teltonika Networks
RMS

proxy:33334 ⬄  255841df795da8d6209747747184ef90
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Malicious web page
• Leverage  “Task Manager” feature

• Create a “reverse shell” task

• Execute the task on all managed 

routers under this account
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Teltonika Networks cloud platform
Chaining all together – Mouseover to Takeover

Teltonika Networks
RMS

Remote 
management

2. Impersonate
3. Inject malicious page (XSS)

4. Connect to RMS

Oil
Fields

1. Found Serial/MAC of router

Attacker C2

5. Move mouse over the XSS



#BHASIA   @BlackHatEvents

Demo #2
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https://docs.google.com/file/d/1pPnftxzDPQ0C0VVSRJNNuWiOhUF02P8-/preview
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Recommendations
Clients

• Not using cloud? Disable!

• Register before using

• Built-in security feature useless once attacker pwned device

Internet4G/5G

PLC

HMI

Pump

Sensor

Valve

Actuator Firewall
+

VPN

Bridge

VPN tunnel
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Recommendations
Vendors

• Additional “secret” for registration

• Force initial setup of “default creds”

• Industrial IoT ≠ IoT
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Black Hat Sound Bytes
Key Takeaways

• Cloud-managed devices - huge supply chain risk!

• 3rd party in your network

• 1 vendor compromise, thousands of victims

• You may be exposed even if you don’t think so

• Your device is as safe as its weakest service
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STAY SAFE

Roni Gavrilov, Security Researcher (linkedin.com/in/roni-g)


