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About

• Call me Chrisando Ryan, @chrisandoryan or Siahaan
• Lecturer Specialist in Cyber Security, BINUS University, Indonesia

• CEO of Questlabs ID, a security-centered software development agency in Indonesia.
• Driven to a T-shaped culture by extensively studying AI, Computer Vision, and Big Data 

domains as well, and intertwine them with Cyber Security.

• Black Hat Asia Arsenal speaker, back in 2020 (covid-era L).

• CTF problem setter & judge at various competitions in Indonesia.
• Enjoy bounty hunting, building ventures, and conducting multi-disciplinary projects
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• Backstage story.
• Others who have tried…
• Our approach.
• The danger behind all these.
• Is there any cure?
• Takeaways.
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Backstage Story

One ordinary day, you’re in a Zoom meeting with colleagues.
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Backstage Story

You guys are doing your stuffs, discussing back and forth. 
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Backstage Story

Suddenly, while a colleague’s sharing their screen, they stumbled upon a page which forces 
them to do a sign-in using password.
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Backstage Story

Too lazy to stop the screen-sharing temporarily, they choose to continue typing their password;

Thinking that these black bullet-mask symbol will protect them…
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Backstage Story

All those led to our attempt to test a hypothesis:

If we are to live in a world where most meetings will be conducted 
through online video meetings… 

Then it might be possible to leak and mimic a user's typing 
behaviour through a screen -sharing video alone.
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Backstage Story: The Basics

So, about !"#$%&'()*+,$-. .

• A term coined as keystroke biometrics, that is: the process of measuring and analysing 
an individual's unique typing patterns or rhythms on a computer keyboard.

• Used for?
User authentication

Fraud detection 
Forensic analysis

• But, how?

Time between keystrokes (called !"#$%&'$()*+#$",( )
Duration of each keystroke (called -./0)*+#$",( )

Pressure or force applied to the keys
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Backstage Story: The Basics

!"#$%#&'(#$)*'+(,'-'#./0

How short (or long) the delay between each keypress

+
How short (or long) you hold-press each character

+
(**) How hard/strong you press the character keys

+
(**) How many typos/mistakes you made

=

/0!*)%!$1+!$-%234+55$6$1+!$-%7'[i.e., Welcome, Bob!]

!""#$%!"## $%&''&()'"*+,%#
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Backstage Story: The Basics

• Although not as widely-accepted as fingerprint, but keystroke biometrics are gaining 
attention.

• Some major players in the keystroke dynamics industry.
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The Idea, Originally

Create a better !"#$%&'!"()#*+,-.$( approach as a way to robustly 
+/%0"*%-.+%"(1"2-%-,+%"(/$"&$

!"#$%#&$&%#'()*+,#&%-&#.%"$'%&!"#$%&'8)" 9:)4+"' -,%&-/&$&0'"##)1
"#'-"2#2&3*2#-4

…and maybe use them for despicable reasons >:)

(we’ll come back for this)
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The Idea, Originally

We call this technique, 3+,$%&'!" .
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Others Who Have Tried…

• Silk-tv: Secret information leakage from keystroke timing videos (Balagani, et 
al., 2020)

& '()*+,*%(-,%!"-.-/")&0)1#"+)#"%+"*#) !!"##$%&'( ./*%012#%3456%(78+/9%.:(+;+(+,<=

& ><,%;+*,5%355(.9,%53%.%:568)(,4?@AB%6.:-+/,%<:4,,/%C-,4,%8.<<C54*%
6.<D+/9%:-.4.:(,4<%.4,%*+<8E.7,*%C-,/%)<,4<%(78,%(-,+4%8.<<C54*?012=

& FG(4.:(%,(*"+ $."2#*+&.") (+6+/9%+/3546.(+5/%3456%(-,%;+*,5%./*%3,,*%(-,6%(5%
H./*56%I54,<(%!HI#%:E.<<+3+,4%(5%84,*+:(%(-,%(78,*%8.<<C54*?012=

• Cracking Android pattern lock in five attempts (Ye, et al., 2017)

& 04585<,*%.%/5;,E%;+*,5JK.<,*%.((.:D%(5%+"%&(#*+1%*)3(4+&,4)!&%.)5-**"+(#=

& 6&"#)(&*)+"71,+") (-,%;+*,5%(5%:.8()4,%-(2 %&(*"(*)4,#5!-2"4)&()*8")#%+""( L%
5/E7%0,(/"+*,5)'&9"'"(*#:

& ><,%AMN%!)&"*+,-. / 01"&-,-. / '1)1*),%-2(.E954+(-6%(5%9,/,4.(,%65;,6,/(%
(4.O,:(547=
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Our Approach, Originally
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Our Approach, Originally

N)4+/9%(-+<%<()*7L%C,%,/:5)/(,4,*%!.(%E,.<(#%0&1+53%(-,%65<(%8.+/J<(.D+/9L%6+/*JK,/*+/9L%./*%K4.+/J

6,E(+/9%5K<(.:E,<$

& ;8-!!"(/")<=>) P5C%(5%4"*"%* ?8"( -)1#"+),#)*25,(/) 3456%.%6,4,%<:4,,/J4,:54*+/9%;+*,5%*.(.Q

& ;8-!!"(/")<@>) P5C%(5%4"*"%* ?8-*)%8-+-%*"+)+<%*25"4 K7%(-,%)<,4%&()"-%8)',!!,#"%&(4) 53%(-,%;+*,5Q

& ;8-!!"(/" <A>)P5C%(5%+"%&(#*+1%**8")9,%*,'B#)*25,(/)5-**"+() !,G(4.:(%,.:-%D,7<(45D,R<%(+6+/9?*,E.7%

+/3546.(+5/#Q

& ;8-!!"(/" <C>)P5C%(5%5+"4,%*D"E5&#")-)9,%*,'B#)5-##?&+4)3456%*8")!"-."4)*25,(/)5-**"+( Q
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!"#$%#&'#()*+,-&(,.&'/01&2/1/)1+%,&34-5

• First things first. From a mere screen-recording video, we need to:
=: F#&!-*" *8" #"/'"(* 53%(-,%;+*,5%?8"+" -)*25,(/)-%*,9,*2)&%%1+#=

@: GE*+-%*?8-*)%8-+-%*"+)+<%K,+/9%*25"4 K7%(-,%)<,4%&()"-%8)',!!,#"%&(4) 53%(-,%;+*,5=

The AHA!! Assumption:

the most recent typing activity must be occurred to the left of a text cursor object that 
appears on the screen.
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!"#$%#&'#()*+,-&(,.&'/01&2/1/)1+%,&34-5

• Use OpenCV to identify a moving rectangle-shaped object (i.e., the Text Cursor)
& S4.7<:.E,%T5/;,4<+5/%U%V(<)R<%A-4,<-5E*+/9

& T.//7%F*9,%N,(,:(+5/%U%W+(C+<,%XVH

• Identifies location of the Text Cursor, called Cursor Bounding Box (CBB) !"#$%&$'%()*+

Takeaway

The occurrence of CBB marks the start of the video segment with typing activities.

Challenge #1. Isolate the segment of the video where a typing activity occurs.
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!"#$%#&'#()*+,-&(,.&'/01&2/1/)1+%,&34-5

• We generate another bounding-box, called Isolation Bounding Box (IBB) relatively to the 
left of the Cursor Bounding Box (CBB) coordinates.

• However, in a single IBB region, there might be more than one character captured ! . 

• Hence, we need to know, which one is the most recently-typed character?

!"#$%#&'%"()*(+&'%,&-!''.

/$%012*%(&'%"()*(+&'%,&-/''.

!"#$%&''%(")*%+,-)".-/%0*1210)/23%01.),2/4

Challenge #2. Extract what character typed by the user on each millisecond of the video.

I4.6,%YZ[\
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!"#$%#&'#()*+,-&(,.&'/01&2/1/)1+%,&34-5

• Use Connected-Component Labeling (CCL) to separate 
multiple characters from the IBB frame.

• Yields the following components:
! "#$%&'()*+,-.&/(*

! 0#11.23,-.&/(*,4#%#,0.53,6)'2('7

! -/&839(23,68#'#$3.'

! :'.;/()2 <3=>.+,68#'#$3.'

Takeaway
The Rightmost Character, always located to the left of Tallest 

Region, indicates the most-recently typed character on the frame.

Challenge #2. Extract what character typed by the user on each millisecond of the video.

I4.6,%YZ[\
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'67+,-&8(11/#,&9/)%,$1#")1+%,

• From every frame in the video, we extract a character (aka the Rightmost Character 
component) and convert them to digital data with OCR (Optical Character Recognition).

• A single character in a single video frame is called a KUnit.
• But we observe that the same character might appear in more than one frame consecutively.

• Why?

Challenge #3. Reconstruct the victim’s typing pattern (extract each keystroke’s 
timing/delay information)
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'67+,-&8(11/#,&9/)%,$1#")1+%,

• If the same character appears in more video frames adjacently, we can assume the longer the 
key-delay of that character.

• Hence, we group characters from different frames based on similarity of the character’s 
coordinates relative to each other. We named it KeystrokePoint.

Challenge #3. Reconstruct the victim’s typing pattern (extract each keystroke’s 
timing/delay information)
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'67+,-&8(11/#,&9/)%,$1#")1+%,

• On the image, character ‘a’ is displayed in 3 video frames. Hence, the key-delay is 99ms. 

• Why?
• Because every video frame lasts for 33ms (30FPS). Thus, 3 video frames last for 99ms.

Challenge #3. Reconstruct the victim’s typing pattern (extract each keystroke’s 
timing/delay information)

Takeaway
The higher the number of KUnits (frame) are inside a KeystrokePoint (group), we 

assume the longer the key-delay of that character.
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311()*&+,&3)1+%,
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:(+15&:;6&1;/&<"$$=

• At this point, key-delay between characters can be extracted through a video alone.

• It is permission-less. No need to insert/install keylogger into the victim’s machine.

• This attack can occur when:

• A victim makes their screen visible to the attacker (i.e., in a Zoom meeting).

• The attacker records the victim’s screen, where the victim’s typing activities is visible.
• The delays between characters is extracted from the obtained video frames.

• Thus, this attack can be conducted remotely, without the victim even realizing.

• If the victim’s account is protected with keystroke dynamics authentication, we can mimic

their typing pattern and replay them to bypass the authentication.
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>*(65&?"1&+$&+1&:%#*+,-=

Before we go into the more despicable part. Let’s see how good the algorithm performs.
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?/,);@(#*+,-&1;/&311()*

• Aspects evaluated:
& H&?)#,',!-+) (-,%+"%&(#*+1%*"4*25,(/)5-**"+() 53%(-,%;+:(+6Q%!'(.(+<(+:%'+6+E.4+(7#

& H&?)"00"%*,9")(-,%.((.:D%.9.+/<(%I"2J+-% .)(-,/(+:.(+5/%!F;.<+5/%H.(,%U%FFH#

• We tested the attack on 14 victims (with consent), each on different Zoom meetings.
• The victims were asked to perform these typing activities:

!" #$%&'%()"*+,-"'. /0.12+/13( /"(%&+4%5.&16

! "#$$%&'( ")'#$* #+,()#+-#.'&$$/)*$*#

0!10 2'**/-34 5*3/*3.* )- 67 3#6* -$89:;<=

> ?&34 5*3/*3.* - %#3//& 4& #3( .)#34* /)* %&'@(
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?/,);@(#*+,-&1;/&311()*

We asked each victim to perform a typing activity, and record them:

And, to collect actual key-delay data, we use keylogger installed on the victim’s device.
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A+@+4(#+16&'/$1B&8($$C%#.&D#%"7

• Tested using Shapiro-wilk Test (Normality Test), 
Levene’s Test (Variance Test), and Wilcoxon Signed-
rank Test (Mean Similarity Test).

• Both key-delays are distributed normally and have 
equal variance.

• There is no significant mean differences between 
the reconstructed key-delays and the actual key-
delays; the data can be considered similar.

• Process time is 5.61FPS, or 5.35x longer than the 
actual video duration (30FPS). !"#$%&'(")*"+*,-.*/.0")(,&10,.2*3.4 5

2.6%4*%)2*,-.*70,1%6*3.452.6%4*
8%9.&%:.2;<

/13(+(0.127+123."12'1&45667"#6#1
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A+@+4(#+16&'/$1B&D#//1+,-&D#%"7

• Suffers lower performance compared to the password text group.

• There is still no significant mean differences between the reconstructed key-delays and 
the actual key-delays; the data can be considered similar.

• Process time is 6.78FPS, or 4.43x longer than the actual video duration (30FPS).

/13(+(0.127+"'$+8$91+#$'6$:;<=>?

!"#$%&'(")*"+*,-.*/.0")(,&10,.2*3.4 52.6%4*%)2*,-.*70,1%6*3.452.6%4*8=>?*%9.&%:.2;<



#BHASIA @BlackHatEvents

A+@+4(#+16&'/$1B&E%,-1/01 D#%"7

• Also suffers lower performance compared to 
the password text group.

• There is still no significant mean differences 
between the reconstructed key-delays and the 
actual key-delays; the data can be considered 
similar.

• Process time is 5.91FPS, or 5.08x longer than 
the actual video duration (30FPS).

/13(+(0.127+' @197$75$A5$19.$&"19A#$7"#$@54,.

!"#$%&'(")*"+*,-.*/.0")(,&10,.2*3.4 5
2.6%4*%)2*,-.*70,1%6*3.452.6%4*

8%9.&%:.2;<
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311()*&FGG/)1+H/,/$$

• KeyTrac is a AaaS (Authentication-as-a-service) platform that’s widely used by global 
companies around the world.

• KeyTrac supports two modes: Password-hardening mode and Freetext mode.

• How do we perform the attack against KeyTrac?

K"+0&+'-(%")L"*+,%#

& F;.<+5/%H.(,%!GM#$%6,.<)4,<%*8")
+-*")&0)*8")-**-%.)N",(/)
1(4"*"%*"4 =

& F]).E%F4454%H.(,%!GGM#$%6,.<)4,<%
(-,%+/:4,.<,?*,:4,.<,%53%
8,43546./:,%53%I"2J+-%
.)(-,/(+:.(+5/%<,4;+:,=
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^,7A4.: 8,43546./:,%+/%K-##?&+4 65*,L%K,354,%!!"0*#%./*%.3(,4%!+,/8* #%(-,%.((.:D=
,,-%./0&$12$'% 345678%9)2":$*9;)."1".)/<

=9".>1;%1?"#$/".01".)/%"#&$2#);' ./0&$12$'%@&)>%A3%")%75
B.C#%,--%./'.01"$2%"#$%'$0&$12./C%100?&10D%)@%"#$%(.)>$"&.0%2D2"$>%!'?$%")%EF-%.2%./0&$12./C+6

311()*&FGG/)1+H/,/$$B&<39 I<99 IF99
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^,7A4.: 8,43546./:,%+/%O+""*"E* !P+""*,(/ _%Q&(/*"E* 945)8#%65*,L%K,354,%!!"0*#%./*%.3(,4%!+,/8* #%(-,%.((.:D=
,,-%./0&$12$'% G773678%9)2":$*9;)."1".)/<

=9".>1;%1?"#$/".01".)/%"#&$2#);'% ./0&$12$'%@&)>%H%")%7I
B.C#%,--%./'.01"$2%"#$%'$0&$12./C%100?&10D%)@%"#$%(.)>$"&.0%2D2"$>%!'?$%")%EF-%.2%./0&$12./C+

311()*&FGG/)1+H/,/$$B&<39 I<99 IF99
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#$%6)"*+8%(16+9#8:+&3A(-BB*'*3/A#,/)*3/-.#/-&3A
/)'*$)&@($

311()*&FGG/)1+H/,/$$B&FH($+%,&9(1/

! V/%K-##?&+4)'&4" C+(-%.)(-,/(+:.(+5/%(-4,<-5E*%53%
`ZaL%b%5)(%53%cd%.((,68(<%<)::,<<3)EE7%<8553%^,7A4.:
+/(5%.EE5C+/9%(-,%.)(-,/(+:.(+5/%(5%8.<<%(-45)9-=

! A-.(%6,./<L%G9-#,&()M-*"#)RGMS),#)TUVW)54%.E65<(%
@)&0)A)-**-%.#),#)#1%%"##01!:

! >/354()/.(,E7L%5/%O+""*"E* '&4" C+(-%.)(-,/(+:.(+5/%
(-4,<-5E*%53%`ZaL%5/E7%`%5)(%53%cd%.((,68(<%
<)::,<<3)EE7%<8553%^,7A4.: +/(5%.EE5C+/9%(-,%
.)(-,/(+:.(+5/%(5%8.<<%(-45)9-=

! A-.(%6,./<L%G9-#,&()M-*"#)RGMS),#)CAV:
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:;(1&J(H/&:/&E/(#,/.=

The evasion rates (ER) were not able to reach beyond 70%, why?
! A-+<%+<%6.+/E7%.33,:(,*%K7%(-,%(78+/9%<8,,*%53%(-,%4,<85/*,/(%!e0B%54%C54*J8,4J6+/)(,#=

! A-,%-+9-,4%(-,%e0BL%(-,%E5C,4%(-,%/)6K,4%53%:.8()4,*%34.6,<=

! P,/:,L%(-,%*,E.7%<+6+E.4+(7%53%(-,%4,:5/<(4):(,*%(78+/9%8.((,4/%+<%.E<5%*,:4,.<,*=

! P+9-%e0B%<-5)E*%K,%:568,/<.(,*%C+(-%-+9-%;+*,5%34.6,%4.(,<%!I0'#=

So, are we done here? Well, not apparently.
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!"#$%&'( )*+,-'$.-/",-'01
We believe the method is working, but perfection is still far away…
Amidst the study, we encountered another WHAT-IF question scratching our curiosity.

If weÕre able to track text cursor and extract typing pattern out of screen-recording video,

then what happens if inside the video occur a user typing their password ?

3,%1;/#&E(6/#&%G&!"#+%$+16



#BHASIA @BlackHatEvents

!"#$%&'( )*+,-'$.-/",-'01We’re able to track them as well.

3,%1;/#&E(6/#&%G&!"#+%$+16
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E+@+1(1+%,$

• Typing pattern extraction sensitivity drops when there is a lot of movements, e.g., video 

playing, heavy screen-scrolling, etc.

• The higher the WPM requires more FPS to maintain high accuracy of the extraction. Most 

online-meeting platforms only support 30/60FPS video recording.

• Many keystroke biometrics authentication also uses hold-delay metric. As of now, we’re 

only able to extract the inter-key delay metric.
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K$&';/#/&3,6&!"#/=

• As in many other behavior-based attacks, there are no better solution than to applies a 
secure user behavior to prevent the leakage.

• That means, being mindful on who’s your audience during screen-sharing meetings.

• And being eager enough to stop the screen-sharing whenever we’re about to input 
something sensitive and confidentials.

• However, we also found some projects interesting to inhibit typing pattern extraction, 
such as:

& I!&-. K7f+//+, B5/.:5$ +/(45*):,<%4./*56%*,E.7%(5%D,7K5.4*%(78+/9%.(%(-,%*,;+:,%E,;,E=

& ^,7<(45D,%N7/.6+:<%@/5/76+g.(+5/%'7<(,6%!B+9*.EL%N=L%U%H5<,/K,49,4L%T=L%hZcb#
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'(*/(C(6$

1. Should keystroke biometrics adoption growth consistently in the next few years, we 

expect that more advanced mimicry (side-channel) attack will be demonstrated from 

unexpected sources of data.

2. By using a screen-recorded video, someone can achieve a statistically staggering 

similarity in key-delay timings as if they used a keylogger.

3. Relying on videos allows for the elimination of the need for any external hardware or 

modifications on the victim’s computer (i.e., keylogger).


