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There is a common belief that MCUs are not vulnerable to
microarchitectural timing side-channel attacks because
their microarchitecture is intrinsically simple
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Which unique microarchitectural elements on MCUs may create
new channels, and how can they be used to mount effective attacks?
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Attack Overview — Toy Example
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If-else statement compiled for Arm Cortex-M33 (-O0)
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cmp r3, #0o
beg.n ELSE

IF: movs r3, #1 | clk
str  r3, [r7, #0] 1 clk
b.n  END 2 clk

If-else statement compiled for Arm Cortex-M33 (-O0)
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: cmp  r3, #0 1 clk E
: beq.n ELSE 3 clk (else), 1 clk (if) :
1 IF: movs r3, #1 | clk
| str r3, [r7, #0] I clk !
: b.n  END 2 clk !
: ELSE: movs r3, #0 I clk :
I str  r3, [r7, #0] 1clk ,
' END: nop Iclk |

If-else statement compiled for Arm Cortex-M33 (-O0)
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SPY

cmp r3, #0 1 clk
_beq .n ELSE 3 clk (else), 1 clk (if)
!!: movs r!, !l ‘J!
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END:
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Challenges to mount BUSted

C1 - The bus is a stateless component;

C2 - No concurrent execution between Spy and Victim (single-core);
C3 - Victim execution cannot be interrupted;

C4 - Spy only has one chance to steal the secret.
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v/ C1 - The bus is a stateless component;
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v/ C3 - Victim execution cannot be interrupted:
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From Software to Hardware

#define CONTENTION_THRESHOLD 260
uint8 t detect contention(){
uint32 t *src = addrl, *dst = addr2;
uint32 t start _time, end_ time,
access_time, contention;

start_time = get time();
*dst = *src;
end_time = get time();

Trigger

access _time = end_time - start time;

if(access _time > CONTENTION_THRESHOLD)
contention = 1;

else
contention = 0;

return contention;
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start_time = get time();
*dst = *src;
end_time = get time(); Trigger

access _time = end_time - start time;
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contention = 1;

else
contention = 0;
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else @ IV eesessesssssssssasssseanes
contention 9;



From Software to Hardware

——————————————————————————————————

Detect Contention Reac
Offloaded to a JEEN

Hardware Gadget

__________________________________




Hardware Gadgets

A .
J

Spy

DMA



Hardware Gadgets

>

DMA

Spy

.




Hardware Gadgets

|||||||||||||||||||||||||||

J

Spy

.




Hardware Gadgets

|||||||||||||||||||||||||||

J

L

Spy

.




Hardware Gadgets

i Transfe




Hardware Gadgets




Hardware Gadgets

i Transfe

Transfer Without Contention



Contention!!!

Hardware Gadgets

i Transfe




Hardware Gadgets

4

 Interrupt
" (Detected
contention)

Contention!!!



BUSted Attack

signed int read_keypad(void){
int is_pressed, mask = 0x1;
int new_key_state = get_keypad_state();
for (int key = 0; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECURE WORLD T2 SECURE WORLD pin[pin_idx++] = key;

else
Victim dummy_pin[dummy_pin_idx++] = key;
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_ state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>@)
pin_len = read_keypad();
}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs



https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
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signed int read_keypad(void){
int is_pressed, mask = @x1;
int new_key state = get_keypad_state();
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is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECURE WORLD TZ SECURE WORLD pin[pin_idx++] = key;

else
Victim dummy_pin[dummy_pin_idx++] = key;
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>0)
pin_len = read_keypad(); while loop
}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs
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signed int read_keypad(void){
int is_pressed, mask = @x1;
int new_key_state = get_keypad_state(); read]gey
for (int key = @; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECURE WORLD TZ SECURE WORLD pin[pin_idx++] = key;

else
Victim dummy_pin[dummy_pin_idx++] = key;
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>0)
pin_len = read_keypad(); while loop
}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs
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signed int read_keypad(void){
int is_pressed, mask = @x1;
int new_key_state = get_keypad_state(); read]gey
for (int key = @; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECUREWORLD 1 Z SECURE WORLD pin[pin_idx++] = key; &
else =
Victim dummy_pin[dummy_pin_idx++] = key; éi
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>0)
pin_len = read_keypad(); while loop

}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs
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signed int read_keypad(void){
int is_pressed, mask = @x1;
int new_key_state = get_keypad_state(); read]gey
for (int key = @; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECURE WORLD TZ SECURE WORLD pin[pin_idx++] = key; if branch &=
else =
Victim dummy_pin[dummy_pin_idx++] = key; else branch é
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>0)
pin_len = read_keypad(); while loop

}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs
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signed int read_keypad(void){
int is_pressed, mask = @x1;
int new_key_state = get_keypad_state(); read]gey
for (int key = @; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)

NON-SECURE WORLD TZ SECURE WORLD pin[pin_idx++] = key; if branch (leak) &=
else =
Victim dummy_pin[dummy_pin_idx++] = key; else branch é
dummy_pin_idx = 0;
mask <<= 1;
TF-M }
key_state = new_key_state;
return (4 - pin_idx);
}
void read_pin(){
signed int pin_len = PIN_LEN;
while(pin_len>0)
pin_len = read_keypad(); while loop

}

Code based in Sancus and Texas Reference Implementation of a Keypad [1,2]

[1] https://github.com/sancus-tee/vulcan/blob/master/demo/ecu-tcs/sm_tcs_kypd.c
[2] Implementing An Ultra-Low-Power Keypad Interface With MSP430™ MCUs
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while clock != END do el Sl et il fentidl il
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signed int read_keypad(void){

int is_pressed, mask = @x1;
int new_key_state = get_keypad_state();
for (int key = 0; key < KYPD_NB_KEYS; key++){
is_pressed = (new_key_state & mask) & ~(key_state & mask);
if (is_pressed)
pin[pin_idx++] = key;
else
dummy_pin[dummy_pin_idx++] = key;
dummy_pin_idx = ©;
mask <<= 1;
}
key_state = new_key_state;
return (4 - pin_idx);
}
void read _pin(){
signed int pin_len = PIN_LEN;
while(pin_len>@)
pin_len = read_keypad();
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LINF] Starting bootloader

[INF] Swap type: none

[INF] Swap type: none

[INF] Bootloader chainload address offset: 0x13000
[INF] Jumping to the first image slot

TF-M isolation level is: Ox00000002

[NS] Non-Secure system starting
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Responsible Disclosure, and Black Hat Sound Bytes
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Countermeasures

Avoid secret-dependent code;

Avoid sharing memory banks;

Disable DMA during the victim execution;
Enforce priority-based arbitration policy:
Add random delays to the victim code.
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