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There is a common belief that MCUs are not vulnerable to 
microarchitectural timing side-channel attacks because 

their microarchitecture is intrinsically simple
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“Stay Cool! Understanding Thermal Attacks on Mobile-based User Authentication” by Abdelrahman and Khamis



“RSA Key Extraction via Low-Bandwidth Acoustic Cryptanalysis” by Daniel Genkin



“Lamphone: Passive Sound Recovery from a Desk Lamp's Light Bulb Vibrations” by Ben Nassi
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Which unique microarchitectural elements on MCUs may create 
new channels, and how can they be used to mount effective attacks?

Research
Question
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Basic Attack Example
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Summary
Responsible Disclosure, and Black Hat Sound Bytes



We presented BUSted, the 1st microarchitectural
side-channel attack for TrustZone-M MCUs.



Responsible Disclosure





Responsible Disclosure

TF-M
Application

(out of)
Threat Model



1. Evidence that MCUs are vulnerable to
microarchitectural side-channel attacks;

2. New class of software-based microarchitectural
timing side-channel attacks affecting MCUs;

3. Reference attack that bypasses the TEE of state-
of-the-art TrustZone-M MCUs!

Black Hat
SOUND BYTES



THANK YOU!

id9492@alunos.uminho.pt

@_CRodrigues__

sandro.pinto@dei.uminho.pt

@sandro2pinto

Cristiano Rodrigues  | Sandro Pinto, PhD
(Centro ALGORITMI / LASI, Universidade do Minho)
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Countermeasures

1. Avoid secret-dependent code;
2. Avoid sharing memory banks;
3. Disable DMA during the victim execution;
4. Enforce priority-based arbitration policy:
5. Add random delays to the victim code.
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