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There iIs a common belief that MCUs are not vulnerable to
microarchitectural timing side-channel attacks because
their microarchitecture Is intrinsically simple
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Which unique microarchitectural elements on MCUs may create
new channels, and how can they be used to mount effective attacks?

Research
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I Firmware I
Memory
— VIC
e | Bkl
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IF:

ELSE:

END:
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If
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Else
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beq

beq
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