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There is a common belief that MCUs are not vulnerable to 
microarchitectural timing side-channel attacks because 

their microarchitecture is intrinsically simple
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πRSA Key Extraction via Low -;įƨŕȎƆŕǭƀϐ ŎƳǵǡǭƆŎϐ=ǙȔǖǭįƨįƝȔǡƆǡρϐby Daniel Genkin



πLamphone : Passive Sound Recovery from a Desk Lamp's Light Bulb Vibrations ρϐby Ben Nassi
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Which unique microarchitectural elements on MCUs may create 
new channels, and how can they be used to mount effective attacks?

Research
Question
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