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Xiaosheng Tan

30+ Years experience from Ant -Virus to Cyber Security

Founder and CEO of Beijing Genius Cyber Tech Co.,Ltde 7 XX 3 > — Y
HO 331

Founder of ZhengQi cybersecurity trainingcamp €* = e

Served as Technology President and Chief Security Officer of Qihoo 360
Deputy Secretary General of China Computer Foundation(CCF)

Honored as the 10 best Cybersecurity professionals of China in 2018

Honored as high -end leading figure of Zhongguancun in 2012
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The Government

Information Classification: General



O

black hat

ASIA 2023

5 Key

Labor
Factors of o -+
Production “/ b
[ ]
Capital Technology

D Opinions of the Central Committee of the Communist Party of China and the State Council on Constructing a
More Complete System and Mechanism for the Market -oriented Allocation of Factors b q q March 30t 2020
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http://www.gov.cn/zhengce/2020-04/09/content_5500622.htm
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A Promote the open sharing of government data
A Elevate the value of social data resources
A Strengthen the integration and security protection of data

resources
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Data could
be a Game I
Igita
Changer Economy

Enlarge
o Superimpose
Industrial / Multiply
Economy & ! b

Capital Technology

Agricultural
Economy

s B

Land Labor
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p Continue to become stronger, better and bigger

The Fifth Plenary Session of the 18"
Central Committee of the CCP

Implement the national cyber
development strategy. and the
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our country Y s D

---- January 15t 20221 Xi Jinping

The Fifth Plenary Session of the 19®
Central Committee of the CCP

Develop the :
promote
, promote the
deep of the
and the real economy, and
create an

The 20" Central Committee of the
CCP

Accelerate the development of the
, promote the deep

integration of the digital economy
and the real economy, and create an

b


http://www.gov.cn/xinwen/2022-01/15/content_5668369.htm
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Data
Property
Rights

Circulation
Transactions

Income Security

Distribution Governance

pbRsl gl rgv rqg Exloglqj EdvIif V]|]vwhpv iru Gdww: wia QRAI I pIBHh wkh
©®QQ AT @Y ),
---- the Central Committee of the Communist Party of China and the State Council | Dec 19t 2022
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Data Property Rights a 3-7[3

F2 Promote Data Categorization, Classification,
& Rights Determination, Authorization Mechanism

3 Rights Separation

A Promoting authorized use
of public data

DEliEl [NElnt A Strengthen enterprise data
supply incentives Increase the
A Explore personal data supply of high -

quality data
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e

entrustment mechanisms

Data Categorization
Classification Public Data
Rights Determination Enterprise Data

Authorization
uthorizatio Personal Data
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Challenges

[ale[\Vile [VEES Public
Data
Fairness

Enterprise
Data

Efficiency
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Circulation Transactions a 8-11[

Admittance Compliance
Rule Standard
The way
of data Pricing

circulation

8Xx Improve the full data process compliance and supervision
system

31 Party

Data Provider Service
Provider

10: Cultivate data transaction circulation and transaction service
ecology
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Centralized
Floor Exchange
Trading
Exchange
OTC o ® Decentralized

w ﬁ Exchange

9:Build a standardized and efficient data exchange

Cross-border
Regulation

11: Build a data security compliance and orderly cross  -border
flow mechanism
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40+Data Exchanges

10

2014 2015 2016 2017 2018 2019 2020 2021 2022
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Income Distribution o 12-13[3

The market evaluates the contribution and Make better use of the guiding and regulating role of the
determines the reward mechanism according to government in the distribution of income from data

the contribution. According to the principle of elements. Pay more attention to public interests and
"whoever invests, who contributes, who relatively disadvantaged groups. Improve the overall
benefits”, promote the data element benefits to digital literacy of society, eliminate the digital divide,

be reasonably inclined to the creators of data ensure people's livelihood and well  -being, and promote

value and use value common prosperity
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Security Governance o 14-160

Give full play to social
forces such as industry
associations to standardize
the order of market
development

Information Classification: General

Innovate the government
governance mechanism, keep the

Government bottom line of  security , and clarify

the red line of supervision

Consolidate corporate
responsibility awareness and

Soclety sibil
self-discipline awareness
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The Laws
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Cyber Security Law e
Cryptography  Law
Data Securlty LaW E R YR
4 Laws Personal Information

Protection Law
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4 Regulations of Data Security in China

Regulations on the Classified Protection of Cybersecurity
Regulation on Protecting the Security of Critical Information
nfrastructure

Reqgulation on the Administration of Commercial Cipher Codes

Draft Regulations on the Administration of Network Data Security( For

public comments )

Information Classification: Genera
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3 Certifications on Data Security in China

Cyber Security Law Data Security Law Personal Information Protection Law

Regulations of the People's Republic of China on Certification and Accreditation
State Administration for Market Cyberspace Administration of State Administration for Market Cyberspace Administration of
Regulation China Regulation China

' mplementation Rules for Data Security Iementatlon Rules for Personal Information
Management Certification Protection Certification

Released June 5th 2022 Released Nov 18 ‘h 2022

% mplementation Rules for Mobile Internet
Application (App) Security Certification

GB/T 35273
GB/T 41479 Information Security Technology - Personal Information Security Specifications
Information Security Technology - Security Requirements for TC260-PG-20222A
Network Data Processing Security Certification Specification for Cross  -Border Processing of Personal
Information

Certification Object Certification Object Certification_ Object
Management System Product | Servicei Management System Product, Service(App)

DsM

ABCD

Personal Information ©

_ Protection Certification 2 2
Data Security Management

Certification

Mobile Internet application
program (APP) security
certification
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The Market
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Fast Growing € Unbalanced in Geography

Data Security Project Quantity Tracking |

Data Security Market Space Data Securitv Customer Ma
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100 (100 million) | Y
1000 80 | | o ) Ki‘*‘
M integration Project oy / o
900 Special Project 71.0 b rf l\'xu\_\}\ r\/r,,\‘,\\\ \ﬁ\\/,fj
70 \ (,J
800 /’
60
700 52.4 s’
600 50
41.8
500 40
400
30
300 |
‘ | | .
200 ‘ ‘
\ o
|||||| |u|.||1|||1|\ Hml |||||\|‘|‘| ||
gggggggggggggggggggg 2020 2021 2022

Information Classification: General



O

black hat

ASIA 2023

Government, Carriers, Financial sections are the pioneers

Quantity of industry | 2019 - 2022 Industry Distribution | 2022 Industry Growth | 2022
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Data Categorization and Classification, Privacy Enhanced
Computing and Data Security total solution are hot words In
2022

Document Management and Encryption

e [ qtg Security Protection

Database Securi ty Assessmen

~_Data Security Control

Data Classification

Multi-party Secure Computing
Federated Learning

Privacy Computation

Data Desensitization e
Data Encryption

Data Traceability

-0.500 0.500

The font size indicates the heat level, and the color depth indicates the high growth rate

Information Classification: Genera



O

black hat

ASIA 2023

Data Security shift from buy products to build systems

Product Competitiveness Quadrant | 2022 Product Competitiveness Quadrant (special project) |[2022
0,
120% Privacy 200% Privacy
110% Computing Computing
180%
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90% 160%
80% 140%
70% 120%
60% Database
0 100% Encryption
50% Database Dat
) ata
Encryption 80% ‘ Classification
40% Data
Classification 60%
30% ‘ DLP
Document encryption and management
0% t b ata security Contro 40% Data Security Control
. Document encryption and management ]
10% ‘ Data Desensitization Database Audit 20% ‘ Database Audit
DLP
0% ‘ ST 0% ‘ ‘ Database Firewall Data Desensitization
-10%
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Data Security Is still Fragmented

Business Requirement Organization
Risk Management SOP
Compliance Strategy
Human Resource
Strategy Auditing 1 Masking,
Organization DLP1 Backup & Restore 1
Technology/Tools Encryption, ldentification, Account
SOP Mgt, PAM, Privacy
Human Resource Computing > o
( ‘ Baseline Scan \
strategy Evaluation Risk Pen T_e_stmg
Risk Assessment Internal : T Vulnerability Scan
Auditing & Report Evaluation Operation | Code Review
Compliance Assessment Incident Response
Incident Red Team

Response Forensics
Partner Competency Certification External Backup&Restore

Partner Qualification Assessment Evaluation _. UEBA
Mornitoring Data Audit
Asset Audit p
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70.7%

2021

2020

49.8%
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Whohfrp Fduul hhotvaboutdDkta Securty

Telecom Product Competitiveness Quadrant | 2022 Telecom Product Competitiveness Quadrant (special project) | 2022
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Financial Industry o Banking

Released
Time

Feb 13t 2020

Released by

People's Bank of
China

Personal Financial Information
Protection Technical Specifications

IS the focus

Major Content

Divide personal financial information into three categories from C3 to C1 from high
to low sensitivity, and implement different levels of protection; from two aspects of
security technology and security management, put forward normative requirements
for the protection of personal financial information

Sep 23rd 2020

People's Bank of
China

Financial Data Security
Classification Guide

The objectives, principles and scope of financial data security grading are given, as
well as the elements, rules and grading process of data security grading

Jan 15th 2021

China Banking and
Insurance
Regulatory
Commission

China Banking and Insurance
Regulatory Commission
Regulatory Data Security
Management Measures (Trial)

Clarify the responsible department, and formulate regulatory data security work rules
and management procedures, technical protection measures, evaluation and
supervision and inspection systems, etc

Apr 8th 2021

People's Bank of
China

Financial data security data life
cycle security specification

It stipulates the security principles, protection requirements, organizational security
requirements and information system operation and maintenance security
requirements of financial data, and establishes a security framework covering data
collection, transmission, storage, use, deletion and destruction

Dec 3rd 2021

People's Bank of
China

Financial Data Security Assessment
Specification (Draft for Comment)

It stipulates the triggering conditions, principles, participants, content, process and
methods of financial data security assessment, and clarifies the three main
assessment domains of data security management, data security protection, and data
security operation and maintenance, as well as the main contents and methods of
security assessment
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Financial Industry - Data Security has Entered the Preliminary

Construction Stage

Finance Product Competitiveness Quadrant | 2022

200% Privacy Computing Database Audit _

Data Desensitization . . .
M Integration Project

Privacy Computing . Special Project

160% DLP .
Data Security Control I
140%

Document encryption and .

180%
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100%
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80%
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60% Y
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20%
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Finance Product Competitiveness Quadrant (special project) |
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Financial Industry

Sectors Is Uneven

Information Classification: General

Product Distribution of Bank | 2022

Data Classification

Data Security Control Database Firewall

Document encryption

and management Database Audit
DLP
Data Desensitization Privacy Computing

Product Distribution of Other Finance | 2022

DLP

Document encryption
and management

Database Audit
Data Desensitization

- Data Security Construction of Various Sub

Product Distribution of Insurance | 2022

Data Classification

Document encryption Database Encryption

and management

Database Audit
DLP

Privacy Computing
\ Data Security Control

Database Firewall
Data Desensitization

Product Distribution of Securities | 2022

Database Encryption Privacy Computing

Data Security Control

Data Classification Database Audit

Data Desensitization

DLP
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Healthcare F The Healthcare Security Administration takes the
lead

Medical and Health Project Quantity Tracking | 2019-2022 Medical and Health Product Competitiveness Quadrant | 2022

70%
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35
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s L
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Data Security Brand Popularity of China in 2022

Brand Competitiveness Quadrant | 2022 Brand Competitiveness Quadrant (special project) | 2022
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Industry Distribution of Data Security Brand Popularity of

China In 2022

Government (special project)

Dptech ~ PLDSEC

SECSMART
VRV
Hillstone H3C TOPSEC
UXSINO
DBSEC
Venustech DAS-Security
QAX
MEICHUANG Sangfor
NSFOCUS

Public Security and Justice (special project)

Strait Information

SECSMART
H3C UXSINO
Hillstone
‘ QAX
PLDSEC
Venustech
Dptech DAS-Security
TOPSEC
~ Sangfor
NSFOCUS
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Telecom (special project)

River Security
MEICHUANG UXSINO

Dptech VRV
Quanzhi Tech ‘ GuanAn
DBSEC ‘

DAS-Security

QAX
TOPSEC
s Venustech
NSFOCUS SIWEI
Education (special project)
PLDSEC TOPSEC
Dptech UXSINO

Zhong Xin Network Security

Quanzhi Tech ‘ Sangfor
ANKKI

Venustech

NSFOCUS

MEICHUANG
DAS-Security

H3C
DBSEC

Hillstone
QAX

Finance (special project)

Sangfor UXSINO

Hillstone
ANKKI )
0AX ‘ DAS-Security
MEICHUANG
GuanAn
ESAFENET
NSFOCUS
. . DBSEC
Digital China
WonderSoft\ ,
Quanzhi Tech
TOPSEC

Medical and health (special project)

NSFOCUS CETC
RV Interstellar Security

Venustech
GuanAn ' MEICHUANG
SkyGuard
TOPSEC
DAS-Security
ANKKI
Zhong Xin
Network Security
UXSINO QAX
DBSEC

Sangfor
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Technology,
Product and Service
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Data Security Technology/Product/Solution/Service Landscape

Data Security Platform

Data Categorization

Data Collection Data Classification

Data Security Service
Digital Signature

Data Destruction

Personal Information Protection

Data Masking —

PAM

Data Access Control
Zero Trust Architecture

Cipher

Data Security

VPN

Trusted Computing — Data Transmission DLP

Confidential Computing = Remote Desktop
Data Processing

Homomorphic Encryption — RE

Secure Multi-Party Computation —
Database Encryption/Decryption

Federated Learning =
Database Security Database Firewall

Document Encryption/Decryption —— Cipher PEIEIEEE AT

Data Store
Backup&Restore

Information Classification: General



O

black hat

ASIA 2023

Information Classification: General

Data Classification

Public Internal  Confidential Restricted Critical

e 1C € 2( € 3( € 4( € 5(
-
) Public Data i
CG L mmmmmmmmd hmmmmmmmai bmmmmmmmmi dmmmmmmmmml bmmmmmmmmmml immmmm e mm e !
N
-
o SRR A AUV N AU S SO S SO R SR
@)) Personal : !
D Data ] |
e e O L I
®
O
(O Enterprise Data ! |
+— S R N SR SR SR SR SR S R S |
M
A

Unclassified Sensitive Confidential  Secret Top Secret
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Challenges

A Just a few industries (include Financial and Telecom) released their standard for data

categorization and classification
A Not fully automated, a lot of human efforts
A The accuracy is a potential problem

A Tag are not used in the further data processing

Information Classification: Genera
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Access Control

A Distributed into different IT systems
A ZTA adoption just begins

A From IBAC,RBAC to ABAC,
TBAC,PBAC

Information Classification: General

User

1.1 User Inventory

1.2 Conditional User
Access

1.3 Multi-Factor
Authentication

1.4 Privileged Access
Management

1.5 Identity Federation &
User Credentialing

1.6 Behavioral, Contextual
1D, and Biometrics

1.7 Least Privileged
Access

1.8 Continuous
Authentication

1.9 Integrated ICAM
Platform

EXECUTION
ENABLERS

B) Do

Device

2.1 Device Inventory

2.2 Device Detection and
Compliance

2.3 Device Authorization with
Real Time Inspection

2.4 Remote Access

2.5 Partially & Fully Automated
Asset, Vulnerability and Patch
Management

2.6 Unified Endpoint
Management (UEM) & Mobile
Device Management (MDM)

2.7 Endpoint & Extended
Detection & Response (EDR &
XDR)

@ Organization

DoD Zero Trust Capabilities

Application &
Workload

3.1 Application Inventory

3.2 Secure Software
Development & Integration

3.3 Software Risk
Management

3.4 Resource Authorization &
Integration

3.5 Continuous Monitoring
and Ongoing Authorizations

@ Training

@ material

Data

4.1 Data Catalog Risk
Assessment

4.2 DoD Enterprise Data
Governance

4.3 Data Labeling and
Tagging

4.4 Data Monitoring and
Sensing

4.5 Data Encryption & Rights
Management

4.6 Data Loss Prevention
(DLP)

4.7 Data Access Control

@ Leadership

Network &
Environment

5.1 Data Flow Mapping

5.2 Software Defined
Networking (SDN)

5.3 Macro Segmentation

5.4 Micro Segmentation

@ Personnel

Automation &
Orchestration

6.1 Policy Decision Point
(PDP) & Policy Orchestration

6.2 Critical Process

Visibility &
Analytics

7.1 Log Al Traffic (Network,
Data, Apps, Users)

7.2 Security Information and

Automation Event Management (SIEM)
6.3 Machine Leaming ottt
8.4 Atificial 7.4 Us_er and Entity Behavior
6.5 Security a!‘Z)u:hestrallon. 7.5 Threat Intelligence

R 5 3
(SOAR) o

7.6 Automated Dynamic

6.6 API Standardization Policies
6.7 Security Operations
Center (SOC) & Incident
Response (IR)

@ Facilities
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Data Transmission
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Data Storage

Database

CASB Encryption/Decryption Document
Encryption/Decryption
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Data Exchange

Federa ted Lea ming

=
s 0% o
(¢) 0 o
o. oO = oo° (Q
.O S o é
Building better products with e

on-device data and privacy by default
omic from Google AL

Y
0-0J Loo-

Homomorphic Encryption APImonitoring basedflowing datasecurity Data Masking

Information Classification: General



O

black hat

ASIA 2023

lnnovations

Information Classification: General



blg?:k hat

ASIA 2023

FEMIR

DATACLOAK

Unleashing local computing power to protect data remotefyA Zero trust data security solution

TrustedTunnel

TrustedApplication Gateway

Transparent Encryption &
Decryption
Storage

Encrypted File System

Computing

Information Classification: General

Dataflow tracking andorensics
Remote credibility and continuous verificatic

Attributes basediskcoordinatedclosed
loop controlwith dynamic strategy

High performancéocal secure storage

Data secure
synchronization &
sharing

Distributedsecure
storage

Windows MacOS

Linux I0S/Android

Data can be referenced
————————————————————————————————— \ across multiple systems

.....................................................................................................................

I :
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Full ink data secutrity situational awareness platform

The full link data secutrity situational awareness platform is a data basin wide security management and control plan launched to address the data security risks generated during the ag gre gation, flow, and
exchange of big data from government and enterprise enterprises. It establishes a rule model from the perspectives of data, i nte rface, and personnel, and conducts comprehensive governance and compliance
supervision of data risks in scenarios of data collection, processing, sharing, and exchange. The situational awareness platf orm is used as the basic tool, Establish a data security supervision and control loop
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