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about://me

o Engaged in computer security since 2002

o Android security addict for the last 5 years

o Senior security researcher @Microsoft

@Ch0pin​​

o Father of two

@Ch0pin​​@infosec.exchange

o Writing music, guitar, piano
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Did you say Android ?
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Outline

Data and file sharing using content providers

Share Targets

Dirty stream attack

Impact

Defense

Blackhat Sound Bytes
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Content providers

A Content Provider conveys ways to securely share data 

with other Android applications

A Content Resolver is a proxy object, used to 

communicate with the Content Provider

A Cursor Loader is used to run an asynchronous query in 

the background not blocking the main thread

The result of a query can be retrieved via a Cursor 

Object
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Server

Consumer

ContentProvider: Query / Insert / Update / Delete

Structured File

ContentResolver: Query / Insert / Update / Delete

CursorLoader

ContentInterface

Content providers
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ActivityThread 

(Main Thread)

BIND_APPLICATIONo H.handleMessage

handleBindApplication

installContentProviders

installProvider ContentProvider

attachInfo

▪ Authority 

▪ Process Name

▪ Class name

▪ Package Name

Server
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o getContentResolver

o ApplicationContentResolver

query

Consumer

content://authority/table/filename

{"column_1","column_2",…,"column_N"}

o Cursor.get [String | Int | Long | Double | Float ](column index)



#BHASIA @BlackHatEvents

File providers

Subclass of the ContentProvider

Share files by creating content Uris instead of file

Specify shared directories in XML format, using child elements of 

the <paths>

openFile

openAssetFile

ParcelFileDescriptor

AssetFileDescriptor

file://

content://com.example.app/test_root
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file:///storage/emulated/0

content://com.example/test_root/data/data/com.example/

The file-paths file
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File providers (consumer)

o openInputStream

o openAssetFileDescriptor

content://

cache
External or

Internal directory
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content://com.android.calendar

content://com.android.contacts

Content providers Security
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FLAG_GRANT_[READ|WRITE]_URI_PERMISSION

Content providers Security
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Grant permission to access a specific Uri to another package, regardless of whether that package 
has general permission to access the Uri's content provider.

Class: android.content.Context

Notice anything 

strange ?

Content providers Security ?
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Share Targets

A share target is an Android application that can 
receive data or files from other apps

Examples: file/image/video processing, mail 

clients, messengers, social network, browsers ...

To create a share target:

o Use an Activity with a matching intent filter OR

o Use the ChooserTargetService OR

o Use the Sharing shortcuts API
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Share Targets
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Sending a file

Create an intent of action

ACTION_SEND or ACTION_SEND_MULTIPLE

Attach a file as an EXTRA_STREAM extra

Define the data type

Create a new intent using the Intent.createChooser

Use the startActivity to start the share-sheet dialog
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Sending a file



#BHASIA @BlackHatEvents

Handling a stream
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Handling a stream
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Handling a stream

Both values are controlled by 

the sender !
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Handling a stream
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Adversary Model

o User has installed a rogue app 

o No permissions needed

(INTERNET: only in case we want

to download a payload remotely )
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Dirty Stream Attack

Request to process file

What is the name of the file?

Name = ../../data/data/vuln.app/ [so | dex | js | xml | *]

openInputStream(Uri)

Content =  
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Create a customized file provider to share a payload

Modify the query method to return a mal-crafted file 

name

Minimize user interaction

Modify the openFile to return a file to descriptor to our 

payload

Dirty Stream Attack



#BHASIA @BlackHatEvents

Customizing the file provider
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Customizing the file provider
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Customizing the file provider

Get the incoming Uri

Obtain the path query parameter

Return a file descriptor the path 

obtained from the previous step
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Carrying the payload
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Minimizing user interaction

Target package name and component

content://com.exploit/dummy.ext?path=/data/data/com.exploit/files/payload

&name=../../target_file_name.ext&size=X&enc=[ True | False ]

_display_name _size _data title

../../target_file_name.ext X ../../target_file_name.ext ../../target_file_name.ext
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Exploiting Write Access

o Loading libraries from the data directory

o Using on-demand delivery modules

o Critical settings in the shared_prefs directory

o Loads code dynamically (DCL)
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if (file.exists()) abort()
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The .bak file

/data/data/com.example.app/shared_prefs/example.xml

example.xml.bak

example.xml

example.xml.bak -> 

example.xml
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READING FILES 



#BHASIA @BlackHatEvents

Exploiting Read Access

o Misconfigured content provider

o “Loose” file provider paths

o Caches the stream to a shared directory
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Misconfigured Content Provider

The application shares files using a content provider 

instead of a file provider.

content://com.vulnerable.app/file_path/../../../shared_prefs/user_auth.xml
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“Loose” file provider paths

content://com.vulnerable.app/root/

data/data/com.vulnerable.app/shared_prefs/user_auth.xml
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Caching to a shared dir

file:///sdcard/path/to/cache/file

Or not sanitizing the displayName query parameter

content://com.vulnerable.app/data/data/com.vulnerable.app/shared_prefs/user_auth.xml

?displayName=../../../../../attacker/readable/directory
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Impact

20 Android Apps Sample 

having > 100M installs
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Code Execution Show Case
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Code Execution Show Case
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Code Execution Show Case

md5(uri)

/storage/emulated/0/Android/data/deducted/cache/.deducted/

Filename returned from the file provider
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Code Execution Show Case
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Code Execution Show Case

Can we replace the native libraries ? 
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Code Execution Show Case

Can we replace the native libraries ? 

What about ?

/data/data/deducted/files/splitcompat/[v]/native-libraries/

[lib – config][arch].apk/lib[name].so

That wouldn't always work
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Code Execution Show Case

Can we replace the native libraries ? 

What about ?

/data/data/deducted/files/splitcompat/[v]/verified-splits/native.apk
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Code Execution Show Case
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Beyond Share Targets

Any interaction with another app 

that might involve an external 

content provider must be handled 

as untrusted
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Securing Share Targets

o Ensure that the incoming stream matches the filter criteria

o If possible, ignore the _display_name

o If not, take extra steps to sanitize it

• Canonicalize the file name

• Isolate the filename

• Filter out special characters
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Blackhat Sound Bytes

o Consider all data originating outside your app’s 

private sphere as untrusted. 

o Do not load executables from the data directory

o Never install applications from untrusted sources

Validate the data type, ignore the filename whenever is possible.

Avoid loading libraries, dex files etc. Replace them with clean 

copies whenever is possible.

PlayStore performs regular checks to ensure that applications 

meet certain criteria. 
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@ch0pin

ch0pin@infosec.echange

References:
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