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Two bugs with one PoC: 
Roo2ng Pixel 6 from Android 12 to Android 13
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Android kernel mitigations 101

• Android 12/13 – kernel 5.10(5.15)
• PXN - Privileged eXecute Never
• PAN - Privileged Access Never
• UAO - User Access Override
• PAC - Pointer Authentication Code
• MTE - Memory Tagging Extension
• KASLR - Kernel Address Space Layout Randomization
• CONFIG_DEBUG_LIST
• CONFIG_SLAB_FREELIST_RANDOM/HARDENED
• # CONFIG_SLAB_MERGE_DEFAULT is not set
• CONFIG_BPF_JIT_ALWAYS_ON



User Access Override

• Without UAO, corrupting addr_limit of thread_info is the only step to 
gain AARW
• AAR: write(pipefd[1], kbuf, count);/read(pipefd[0], ubuf, count);
• AAW: write(pipefd[1], ubuf, count);/read(pipefd[0], kbuf, count);



User Access Override

• Without UAO, corrup_ng addr_limit of thread_info is the only step to 
gain AARW
• AAR: write(pipefd[1], kbuf, count);/read(pipefd[0], ubuf, count);
• AAW: write(pipefd[1], ubuf, count);/read(pipefd[0], kbuf, count);

• UAO state
• KERNEL_DS(-1), enabled
• Other, disabled



CONFIG_DEBUG_LIST



CONFIG_SLAB_FREELIST_RANDOM

0 1 2 3

2 0 1 3

Without randomiza.on

With randomization



CONFIG_SLAB_FREELIST_HARDENED



# CONFIG_SLAB_MERGE_DEFAULT is not set

https://i.blackhat.com/USA-22/Thursday/US-22-WANG-Ret2page-The-Art-of-Exploiting-Use-After-Free-Vulnerabilities-in-the-Dedicated-Cache.pdf



CONFIG_BPF_JIT_ALWAYS_ON

https://googleprojectzero.blogspot.com/2020/12/an-ios-hacker-tries-android.html



Google Tensor

https://en.wikipedia.org/wiki/Google_Tensor



Android LPE aKack surfaces
• DAC

• ptmx (root root 0o666) ptmx_device
• tty (root root 0o666) owntty_device
• system (system system 0o664) dmabuf_system_heap_device
• ashmem (root root 0o666) ashmem_device
• binder(root root 0o777) binder_device
• kgsl-3d0 (system system 0o666) gpu_device / mali0 (system system 0o664) gpu_device

• SELinux policy
• ALLOW domain-->ptmx_device (chr_file) [map append write ioctl watch_reads getattr read watch lock open]
• ALLOW domain-->owntty_device (chr_file) [map append write ioctl watch_reads getattr read watch lock 

open]
• ALLOW domain-->ashmem_device (chr_file) [map append write ioctl getattr read lock]
• ALLOW untrusted_app-->dmabuf_system_heap_device (chr_file) [map ioctl watch_reads getattr read watch 

lock open]
• ALLOW untrusted_app-->binder_device (chr_file) [map ioctl watch_reads getattr read watch lock open]
• ALLOW untrusted_app-->gpu_device (chr_file) [map ioctl watch_reads getattr read watch lock open]



Motivation

• Why gpu_device?
• Not ubiquitous
• Complicated
• Bugs reported 



Motivation

• Why gpu_device?
• Not ubiquitous
• Complicated
• Bugs reported
• Exploitable bugs in the wild
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CVE-2021-28664 analysis

https://developer.arm.com/Arm%20Security%20Center/Mali%20GPU%20Driver%20Vulnerabilities



CVE-2021-28664 analysis

• kbase_mem_from_user_buffer diff(Bifrost r28 vs r29)

• Only GPU_WR permission check
• CPU_WR instead of GPU_WR



CVE-2021-28664 analysis

• kbase_mem_from_user_buffer diff(Bifrost r29 vs r30)

• Check both CPU_WR and GPU_WR



CVE-2021-28664 PoC

• KBASE_IOCTL_MEM_IMPORT
imported_ubuf.ptr = (u64)ro_page; // Read-only memory
imported_ubuf.length = ro_len;
mem_import.in.flags = BASE_MEM_PROT_CPU_RD | 
BASE_MEM_PROT_CPU_WR | BASE_MEM_PROT_GPU_RD;
mem_import.in.phandle = (__u64)&imported_ubuf;
mem_import.in.type = BASE_MEM_IMPORT_TYPE_USER_BUFFER;
mem_import.in.padding = 0;
mem_import.in.header_page_number = 0;

• mmap the buffer
mmap(0, ro_len, PROT_READ | PROT_WRITE, MAP_SHARED, fd, 
mem_import.out.gpu_va);



CVE-2021-28664 PoC

• Always SIGBUS



CVE-2021-28664 PoC

• Always SIGBUS
• No physical pages 🤔



CVE-2021-28664 PoC



CVE-2021-28664 PoC

• Cannot set KBASE_REG_SHARE_BOTH on my MTK phone 😢



CVE-2021-28664 PoC



CVE-2021-28664 PoC



CVE-2021-28664 PoC

• 1. Mmap the Read-Only anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 5. Write the CPU_VA1 via CPU_VA2



Insufficient fix

Import again

• It sounds like double fetch



Insufficient fix

Import again

• It sounds like double fetch
• KBASE_IOCTL_MEM_IMPORT: just touch the user 

memory
• KBASE_IOCTL_JOB_SUBMIT: import the physical 

pages



PoC

• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Munmap the CPU_VA1
• 5. Fixedly mmap the Read-Only memory (CPU_VA1) 
• 6. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 7. Write the CPU_VA1 via CPU_VA2



Fix

https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-39793.html



Exploit – Modifying the disk cache

https://www.blackhat.com/docs/eu-16/materials/eu-16-Taft-GPU-Security-Exposed.pdf

• Old way



Exploit – Modifying the disk cache

• New way

hSps://source.android.com/docs/core/architecture/kernel/loadable-kernel-modules



Exploit – Modifying the disk cache

• It’s similar to Dirty pipe exploit for Android

• Exploit steps:
• 1. Modify a shared library and hijack a privileged process
• 2. Patch the modprobe and a shared library as the kernel module, transit the 

SELinux context, and execute the patched modprobe
• 3. Insert the kernel module and gain the kernel arbitrary code execution 

ability



Exploit – Memory corruption

• Not GKI (<kernel 5.10)

• Module signing enabled



Exploit – Memory corrupXon

• Read only memory
• vm_insert_page
• User buffer can be imported



Exploit – Memory corrupXon

• Craft the flat_binder_object by modifying the binder’s user buffer



Exploit – Memory corruption

• Exploit the UAF bug like CVE-2020-0041
• https://labs.bluefrostsecurity.de/blog/2020/04/08/cve-2020-0041-part-2-

escalating-to-root/



Exploit – Memory corruption

• Exploit the UAF bug like CVE-2020-0041
• hjps://labs.bluefrostsecurity.de/blog/2020/04/08/cve-2020-0041-part-2-

escalakng-to-root/
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Bug #1 PoC more details

• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Munmap the CPU_VA1
• 5. Fixedly mmap the Read-Only memory (CPU_VA1) 
• 6. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 7. Write the CPU_VA1 via CPU_VA2
• Wait a moment for kbase_jd_user_buf_pin_pages to be called



Bug #1 PoC more details

• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Munmap the CPU_VA1
• 5. Fixedly mmap the Read-Only memory (CPU_VA1) 
• 6. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 7. Write the CPU_VA1 via CPU_VA2
• Sleep(5) == Always SIGBUS



Bug #1 PoC more details

• No physical pages, why?🤔



Bug #1 PoC more details

• Physical pages will be released when the JOB is finished
• Trigger the VM_FAULT before the pages are released



Bug #1 PoC more details

• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Munmap the CPU_VA1
• 5. Fixedly mmap the Read-Only memory (CPU_VA1) 
• 6. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 7. Write the CPU_VA1 via CPU_VA2
• Query the GPU VA whether the pages are imported or not



Bug #1 PoC more details



Bug #1 PoC more details

• The CPU mapping has not been handled 😊
• The imported pages can be freed and reclaimed



Two bugs One PoC
• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Mmap the GPU memory (CPU_VA2)
• 4. Munmap the CPU_VA1
• 5. Fixedly mmap the Read-Only memory (CPU_VA1) 
• 6. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES (CPU_VA2, 

same VA)
• 7. Read/Write the CPU_VA2 and trigger the VM_FAULT on the CPU side
• 8. Munmap and release the CPU_VA1
• 9. Read/Write the freed pages via CPU_VA2



Bug #2 PoC

• 1. Mmap the Read/Write anonymous memory (CPU_VA1)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES 

(CPU_VA2, same VA)
• 4. Read the CPU_VA2 and trigger the VM_FAULT on the CPU side
• 5. Munmap and release the CPU_VA1
• 6. Read/Write the freed pages via CPU_VA2



Fix



Exploit

• Physical pages Use-Aoer-Free
• In theory, all the pages within the free state can be imported and reused

User virtual address Physical pages

0x1337000 0x8001000

0x1338000

0x8337000

0x8338000

0x8300000

0x18003000

0x20005000



Exploit

• Physical pages Use-After-Free
• In theory, all the pages within the free state can be imported and reused

• Hijack a kernel object



Exploit
• Physical pages Use-Aoer-Free
• In theory, all the pages within the free state can be imported and reused

• Hijack a kernel object
• MIGRATE_UNMOVABLE VS MIGRATE_MOVABLE

hHp://i.blackhat.com/USA-22/Thursday/US-22-WANG-Ret2page-The-Art-of-ExploiIng-Use-AJer-Free-VulnerabiliIes-in-the-Dedicated-Cache.pdf



Exploit

• task_struct as the target object
• Leak kernel pointer to bypass KASLR
• Leak cred pointer to gain ROOT 

privilege later



Exploit

• task_struct as the target object
• Leak kernel pointer to bypass KASLR
• Leak cred pointer to gain ROOT 

privilege later
• Can be easily found 



Exploit

• cat /proc/slabinfo |grep task_struct
• task_struct 3536   3804   4736    6    8 : tunables 0    0    0 : slabdata

634    634      0

• Some objects can occupy two pages
• The physical pages corresponding to user addresses are unlikely to be 

conkguous

0 1 2 3 4 5



Exploit
User address

Share the same physical page(start address aligned)

PID/TGID

task_struct• Search the task_struct objects
• PID/TID
• Comm
• …

• The target object only 
occupies one page

• Leak kernel pointers
• Cred - *(u64*)(A + OFF_CRED –

OFF_PID)



Exploit

• The vic_m thread can be iden_fied
• The addr_limit of thread_info is completely under the control



Exploit

• The vic_m thread can be iden_fied
• The addr_limit of thread_info is completely under the control

• AARW – (Write primi_ve step)
• Main process write the data to pipe

• Any value 
• USER_DS

• Main process write KERNEL_DS to the addr_limit of vickm thread
• Vickm thread wake up and use the kernel pointer as read buffer

• Target kernel address
• addr_limit kernel address

• Vickm read the data from pipe



Exploit

• Exploit steps
• 1. Mmap a large chunk of anonymous memory(RW permission)
• 2. Import the CPU memory with BASE_MEM_PROT_CPU_WR
• 3. Submit a JOB with BASE_JD_REQ_EXTERNAL_RESOURCES
• 4. Read the mapped GPU VA and trigger the VM_FAULT on the CPU side
• 5. Munmap and release the anonymous memory
• 6. Spawn a large number of threads
• 7. Search the mapped GPU VA and find the target thread
• 8. Leak the kernel pointers and bypass KASLR
• 9. Patch the cred and SELinux state
• 10. Spawn a ROOT shell



Demo
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Black Hat Sound Bytes

• Analyzing the old bug is always an efficient way to find a new one.

• Memory corrup_on is good, logic bug is beter.

• Even with more and more both hardware and sooware mi_ga_ons, 
Android roo_ng is s_ll possible.
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