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Disclaimer

The views expressed In this presentatlon are strlctly personal, and
UYqWYnwdad! WIadGcayvy! 3l ki
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70nY!l JWs JWGI YHIJIT Do

A1 6 13U WiCHhaw I hrsidsers A LWUR a WUIR G G4 RIJt Wa 6 I U
ofthe ADY Gl 1Bt DA 1JG e H { éstabixhad ipptiieR U ¢ H0é £
Communist Party of China (CCP)

A It carries no judgement on the rich and fascinating Chinese
history, culture and society
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BLUFT Bottom line up front!

All ¢cUOT Wt a2adc¢cl ! alADHIOUqWAA9KY WH! HIJI WY G
military mobilisation (Operational Preparation of the Environmeny

A1l ¢ Ul WYHT WHGqR 2 1Ja WN&Hhormldiraerekidlimits hkHiAbloadk + L

AThe strategic shift

A Strategic information warfare as an enabler for air and sea control in the
South China Sea (and Taiwan Strait)

AAIWCT Tet qWagb DWHcGecURIWYNWGYs Il WRULWqG
naval power projection and Freedom of Navigation

AThe military cyber operations architecture

AMobilisation of wartime constructs like the Information Operations Group
(I0G) to rope in civilian authorities/threat actors
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BLUFT Bottom line up frontll

AThe tactical and infrastructural overlaps in threat activity clusters
ANG IJWe HY YI GagRYUWYnWhceqd6VYIl Rt WJT WnY! #I1Jt

AThe command-and-control

A Strategic information/cyber operations directly authorised by the Central
Military Commission

AThe politico -military objectives

Af UnYlI uco]RYUoFtl HIJI WY G| CG]RYU’r Wet WhnRI
cUI Wt RUDqRHAEWYGUI ¢ qRY Ut Wa Yoidystemnd 2 Ga LWq ¢

AThe degradation ofwill to resist and deterrent effects
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APart |: Recent prepositioning operations: Volt Typhoon and

RedEcho

AAc | qWf f alWUNSGIIWARBYGGHIWKY Wx RHWJI ¢ qRY
Force (SSF)

AA ¢ |
AA ¢ |

q
q

f ffalWNGIJW9 9AKt WR Gimdtontiot (@R Y U |
f éa LN 6-QiMilAusiok t W~RGRacl !

APart V: Summing it all: First strike and vital point (cyber) targets
APart VI: The geopolitics of the Ind®acific
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Introduction ASIA 2024

ABlue teamer in the day, geopolitical analyst at night
ABackground in malware analysis

AOYUOGeqll Wt #ARPVUARIWIUNRUWDIYI Ws Rqad W
from the Australian Defence Force Academy

APublished by the US Military Academy, US Army (ppeint),
Australian Defence College, Australian Strategic Policy Institute
and Indian Army
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My approach

Geostrategic and Malare analysis
geopolitical analyses o (\&
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Volt Typhoon
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Microsoft: Volt Typhoon targets
US critical infrastructure with

living-off-the-land techniques
24 May

FVEY: People's Republic of
China State-Sponsored Cyber
Actor Living off the Land to
Evade Detection Today

24 May 19 Apr
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SecurityScorecard: Volt Typhoon
Compromises 30% of Cisco RV320/325
Devices in 37 Days
11 Jan
Lumen: Routers Roasting on an Open

Firewall: The KV-Botnet Investigation
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Mandiant: Cutting Edge, Part 4:

S C U-IRI\EVVI:LMOre dlSCIOsureS Ivanti Connect Secure VPN

Microsoft: Volt Typhoon targets
US critical infrastructure with

living-off-the-land techniques
24 May

FVEY: People's Republic of
China State-Sponsored Cyber
Actor Living off the Land to

Evade Detection
24 May

2023

Post-Exploitation Lateral
Movement Case Studies
5 Apr
Treasury & DoJ: Treasury Sanctions
China-Linked Hackers for Targeting

U.S. Critical Infrastructure
25 Mar

Dragos: VOLTZITE Threat Group’s Under the
Radar Cyber Espionage on U.S. Critical Systems

22 Feb

FVEY: PRC State-Sponsored Actors Compromise
and Maintain Persistent Access to U.S. Critical

Infrastructure
7 Feb

US DoJ: U.S. Government Disrupts Botnet
People’s Republic of China Used to Conceal

Hacking of Critical Infrastructure
31 Jan

SecurityScorecard: Volt Typhoon

Compromises 30% of Cisco RV320/325 n
Devices in 37 Days black hat
11 Jan
Lumen: Routers Roasting on an Open ASIA 2024
Firewall: The KV-Botnet Investigation Today
13 Dec 19 Apr

2024
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Volt Typhoon Notables

ATarget geographies: Continental and nomontinental US (Guam), Asia
Pacific and Africa

ATargets: Transportation, water and wastewater, electric utilities, power
transmission and distribution, satellite networks, telecommunications,
emergency management, defence industrial bases and geographical
Information systems

APotential infrastructural and tactical overlaps withKostovite (Dragos),
APT31, Mirai botnet and UTA0178 (2024 Ivanti Oday)

AUnremarkable but effective TTPs: extensive preompromise recon,
hands-on keyboard activity and livingof-the-land

AActive since at least five years
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the Pacific

Alaska
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Hawaii
Johnston Y
Atoll
Kingman
Reef
Howland ® o Palmyra
Island Atoll
Q
Baker Jarvis
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American
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ASIA 2024

Continental U.S.
(Logo Map)
Puerto Rico
(]
Navassa
Island inJrgi
Islands

Source: thechinaproject.com
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The South Asia military activity cluste

RedEchoRedFoxtrot TAG38 and TAE26
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2021-22: RedEch@andRedFoxtrot ASIA 2024

Recorded Future: Threat Activity
Group RedFoxtrot Linked to China’s
PLA Unit 69010; TargetsBordering

AsianCountries Recorded Future: Continued

Targeting of Indian Power Grid

Recorded Future: China-linked Assets by Chinese State-Sponsored

Group RedEcho Targets the Indian

Start: Indo-China Power Sector Amid Heightened AchwgprGroup End: Indo-China
border standoff Bordegs'l;gpsmns Galwan Valley clash border standoff
5 May 15 Jun 9 Dec

2020 2022
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RedEch@andRedFoxtrot Notables

Alnfrastructural overlap with APT41 and Tonto Team; and tactical overlap
with APT31

A~Cc qHG It WéYiqlN! G6 Y KRdgivrall8mte LoadlDasRdich
Centres, highvoltage transmission substation, thermal power plant,
seaports, multinational logistics company, national emergency
response system, and an MSP providing OT services to British utilities

ASome tactical similarities with Volt Typhoon: The use of compromised
edge/loT devices like IP cameras for C2; the use of Fast Reverse Proxy
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The Strategic Support Force
(PLASSF/SSF)
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From CMC Joint Staff Department From CMC Joint Staff Department

T ¢

High-res image:https://epistemicsecurity.org/black -hat-asia-2024/Asia-24-Singh
ChinasMilitaryCyberOperations SSFReorganisation.png
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The Theatre Commands



Northern Theater Command
- Responsibilities: Korean peninsula, Russian border
- Predecessors: Jinan, Shenyang Military Regions

- Number of Commanders/PCs: 9

blgc":k hat
ASIA 2024

Central Theater Command

- Responsibilities: Capital defense

- Predecessor: Beijing Military Region
- Number of Commanders/PCs: 1

Western Theater Command [
- Responsibilities: India, Central Asia, “counterterrorism" ¥ Eastern Theater Command

- Number of Commanders/PCs: 7 - Predecessor: Nanjing Military Region

- Number of Commanders/PCs: 3

Southern Theater Command
- Responsibilities: South China Sea, border defense

- Predecessor: Guangzhou Military Region ) ]
- Number of Commanders/PCs: 2 Source: chinapower.csis.org
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STRATEGIC TIER

TACTICAL TIER
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High-res image:
https://epistemicsecurity.org/bla

ck-hat-asia-2024/Asia-24-Singh

ChinasMilitaryCyberOperations

CCP-Infowar-C2-Overall.png
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N 6 1J L 9nPovarG21Mhe strategic tier
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g To provincial
offices

High-res image:https://epistemicsecurity.org/black -hat-asia- ,
2024/Asia-24-Singh-ChinasMilitaryCyberOperations CCP- To the theatre
Infowar-C2-Strategic.png commands
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A Tonto Team (Northern TC) A APT10 (Tianjin SSB)
A Tick (Northern TC) A APT27 (Shanghai) (4]

- blackhat
A BlackTech(Eastern TC) A APT31 (Hubei) ASIA 2024
A Naikon (Southern TC) A APTA40 (Hainan)

A RedFoxtrot(Western TC) A EarthLusca (Sichuan)
A APT41 (Sichuan)

TN
TC Technical

\

TC Technical
' From the
national To the
From TC Techoical offices of county and
Jocc AR the MSS, municipal
MPS and organs
CAC

. | Eastern Theatre Command

TC Technical

TC Technical

;F;uf;a;ﬁ-»e,,-j,l.b.~‘_-;.m —

To Services High-res image:https://epistemicsecurity.org/black -hat-asia-2024/Asia-24-
TRB Singh-ChinasMilitaryCyberOperations CCP-Infowar-C2-Operational.png



https://epistemicsecurity.org/black-hat-asia-2024/Asia-24-Singh-ChinasMilitaryCyberOperations-CCP-Infowar-C2-Operational.png
https://epistemicsecurity.org/black-hat-asia-2024/Asia-24-Singh-ChinasMilitaryCyberOperations-CCP-Infowar-C2-Operational.png

blgc,:k hat
ASIA 2024

Military-Civil Fusion ( > )

uAx HOR! HIJI OYGIIlI ¢qVYIl t OYaqUea G HIJI KO
9! HIJI KO~ Rt t RYUI[ YI HIJIOH! K¢ On ¢ Hc

-- Jacquelyn Schneider in her testimony to the UShina Economic and Security
Review Commission
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Military Struggle ( H ) In cyberspace
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Military-Civil Fusiormr Guiding principles sz

ALEGC OGO WRY!I DAWHRNDWE&W) RGE I

AbOR2ZRORcUWI 21 RUNDWGIWE HIIqR
5Cl aqRU IJw Wb )
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The digital guartermaster&xamples

ANot only tool-based overlaps, but also
Infrastructural or operational overlaps

AShadowPad Moonlighting contractors and the pecking
order

AAPT31: Anonymised C2 and opportunistic targeting

AExploit supply chains: 2021ProxyLogonmass-
exploitation and many edge device vulnerabilities
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Q.
Warfighting principles RV

‘V\format\oﬁ wqrfare 1!:! /l_.\1’kl —ﬁ% — (SPQCe +
network + electronic + political) warfare

three warfares —

integrated joint operations (RVEXE {Ekk

in+egr‘a+ed network-electronic warfare PE—{ARLL

infF-ormation and Pirepower‘ warfare EEBNJT—&R L

noh-linear, non-contact and non-svmmetric




blgt,:k hat
ASIA 2024

Strategianfowar first strike and
political warfare
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The strategic presets and key strike tar _:s: =2

uvuv

AStrategic preset and first strike ( 2 )

AmmAldhue RI_IJWHCE | 1Ine b L& thatitheHret Bakd)dihai L a ¢
kiland soft-t RO G WA et el It WHCUWAYUuGO gl
hYGUIl ¢cqRYUcdO W "t qPulYnt 't qldut K bl

AA X Kt WEHRIJIUHAII LWYKeWRO2R) &Keystrike! WE q |
mr \e/\t/§( )/ vital point targets ( ¥ ) for

ANational and military decision-making elements, strategic early
warning systems, military information networks, and financial,
energy and transportation networks

AEqlL ¢caqlNDRAEWA! HYJI! Ws ¢l necl IJWRY We W
AHYUnio REqwLM ) (Chen, 2022)
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The great power competition In
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grand strategy
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Realism and the Balance of Power theory
Source: eia.gov of International Relations
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Bottom line- | ASIA 2024

ARecent Chinese cyber operations have all the hallmarks of a military
mobilisation (Operational Preparation of the Environmenj

AThe strategic shift

A Strategic information warfare as an enabler for air and sea dominance in the
South China Sea and Taiwan Strait

AAIJcT Tet qWUagdé JWHecGCcURIIWY nWGYs JI WH! Wl R
projection and Freedom of Navigation in the region

AThe military cyber operations architecture

AMobilisation of wartime constructs like the Information Operations Group
(I0G) to rope in civilian authorities
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BLUFT Bottom line- I

AThe operational and tactical overlaps in threat activity clusters
ANG IJWe HY YI GagRYUWYnWhceqd6VYIl Rt WJT WnY! #I1Jt

AThe command-and-control

A Strategic information operations directly authorised by the Central Military
Commission

AThe political objectives
AlInformation operations, followed by electronic warfare and kinetic
YGUIl ¢cqRYUt WaVYWI Rt | 2 Gishsep@ddI WC T 2131+ ¢ 1! i
AThe degradation of will to resist and fight
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Annexures



— =
CMC Network-Electronic . CMC Joint Staff Deptt.

Bureau

RIS FR

PLAN: PLA Navy

PLAAF: PLA Air Forg Strategic Support Force
FREIA RRFIMZE SRR IR A

e —

AirDef. AirDefense
3PLA: Third Depart
4PLA: Fourth Depart '
Department — -

ECM: Electronic Cou Network Systems Department Space Systems Department
RI: Research Institute PILERGFER IMEXFRESAER

MR: Military Region

TRB: Technical Reco

)

. 3PLA: 1st Bureau, 2nd Bureau...12th Bureau

4PLA: AirDef ECM Brigade, ECM Brigade (Lanfang), ECM Sat Station
3PLA: 56th RI, 57th Rl and 58th RI
4PLA: 54th RI
Base 311

High-res image:hit
2024/Asia-24-SingQ
Reorganisation.pn
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Theatre Commands

kX

A\

Beijing MR TRB (66407)
Chengdu MR TRB (78006 and 78020)
Guangzhou MR TRB (75770)
Jinan MR TRB (75770)
Lanzhou MR TRB (68002)
Nanjing MR TRB (73610 and 73630)
Shenyang MR TRB (65016)

PLAAF TRB (3)
PLAN TRB (2)

ECM Units: PLA, PLAAF and PLAN

—




