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Disclaimer

The views expressed in this presentation are strictly personal, and 
ŰŸƣШŸŉШůǃШĲůƓũŸǃĲƖќƚ



7ĲŉŸƖĲШƽĲШƓƖŸĦĲĲĬв

ÅìőĲŰШfШƚċǃШљChinaњШŸƖШљChineseњЯШŔƣШŔůƓũŔĲƚШƣőĲШƚƣċƣĲШċŰĬШŸƖŊċŰƚШ
of the ÂĲŸƓũĲѢƚЮÅĲƓƨĤũŔĦЮŸŉЮ9őŔŰċЮёÂÅ9ђ, established by the 
Communist Party of China (CCP)

ÅIt carries no judgement on the rich and fascinating Chinese 
history, culture and society



BLUF т Bottom line up front - I
Å]ƖċŰĬШƚƨůůċƖǃаШÅĲĦĲŰƣШÂÅ9ќƚШĦǃĤĲƖШŸƓĲƖċƣŔŸŰƚШőċƻĲШċũũШƣőĲШőċũũůċƖťƚШŸŉШċШ

military mobilisation (Operational Preparation of the Environment )

Å]ƖċŰĬШŸĤŢĲĦƣŔƻĲаШÑŸШƚĲĦƨƖĲШƣőĲШÂÅ9ќƚШŊĲŸ-economic interests in its near-abroad

ÅThe strategic shift
ÅStrategic information warfare as an enabler for air and sea control in the 

South China Sea (and Taiwan Strait)
ÅÅĲċĬŢƨƚƣШƣőĲШĤċũċŰĦĲШŸŉШƓŸƽĲƖШŔŰШƣőĲШƖĲŊŔŸŰШĤǃШĬŔƚƖƨƓƣŔŰŊШƣőĲШÖÉќƚШũŸŊŔƚƣŔĦƚЯШ

naval power projection and Freedom of Navigation

ÅThe military cyber operations architecture
ÅMobilisation of wartime constructs like the Information Operations Group 

(IOG) to rope in civilian authorities/threat actors



BLUF т Bottom line up front - II

ÅThe tactical and infrastructural overlaps in threat activity clusters
ÅÑőĲШċĤƚŸƖƓƣŔŸŰШŸŉШћċƨƣőŸƖŔƚĲĬШŉŸƖĦĲƚќШŔŰƣŸШƣőĲШƽċƖƣŔůĲШf§]

ÅThe command-and-control
ÅStrategic information/cyber operations directly authorised by the Central 

Military Commission

ÅThe politico -military objectives
ÅfŰŉŸƖůċƣŔŸŰоĦǃĤĲƖШŸƓĲƖċƣŔŸŰƚШċƚШћŉŔƖƚƣШƚƣƖŔťĲќЯШŉŸũũŸƽĲĬШĤǃШĲũĲĦƣƖŸŰŔĦШƽċƖŉċƖĲШ
ċŰĬШťŔŰĲƣŔĦШŸƓĲƖċƣŔŸŰƚШƣŸШĬŔƚƖƨƓƣШƣőĲШċĬƻĲƖƚċƖǃќƚШƚǃƚƣĲů-of-systems
ÅThe degradation of will to resist and deterrent effects



Agenda

ÅPart I: Recent prepositioning operations: Volt Typhoon and 
RedEcho
ÅÂċƖƣШffаШÑőĲШÂĲŸƓũĲќƚШxŔĤĲƖċƣŔŸŰШ ƖůǃќƚШыÂx ьШÉƣƖċƣĲŊŔĦШÉƨƓƓŸƖƣШ

Force (SSF)
ÅÂċƖƣШfffаШÑőĲШ99ÂќƚШŔŰŉŸƖůċƣŔŸŰШƽċƖŉċƖĲШĦŸůůċŰĬ-and-control (C2)
ÅÂċƖƣШféаШÑőĲШÂx ќƚШ~ŔũŔƣċƖǃ-Civil Fusion
ÅPart V: Summing it all: First strike and vital point (cyber) targets
ÅPart VI: The geopolitics of the Indo-Pacific



Introduction

ÅBlue teamer in the day, geopolitical analyst at night

ÅBackground in malware analysis

Å9ŸůƓƨƣĲƖШƚĦŔĲŰĦĲШĲŰŊŔŰĲĲƖШƽŔƣőШċШůċƚƣĲƖќƚШŔŰШĦǃĤĲƖШŊĲŸƚƣƖċƣĲŊǃШ
from the Australian Defence Force Academy

ÅPublished by the US Military Academy, US Army (pre-print), 
Australian Defence College, Australian Strategic Policy Institute 
and Indian Army 



My approach

Geostrategic and 
geopolitical analyses

Malware analysis



Volt Typhoon



~ċǃќΞΟаШ[ŔƻĲШEǃĲƚШċŰĬШ~ŔĦƖŸƚŸŉƣ



?ĲĦќΞΟ-sċŰќΞΠаШxƨůĲŰШċŰĬШSecurityScorecard



sċŰќΞΠШт Now : More disclosures



Volt Typhoon - Notables
ÅTarget geographies: Continental and non-continental US (Guam), Asia-

Pacific and Africa

ÅTargets: Transportation, water and wastewater, electric utilities, power 
transmission and distribution, satellite networks, telecommunications, 
emergency management, defence industrial bases and geographical 
information systems

ÅPotential infrastructural and tactical overlaps with Kostovite (Dragos), 
APT31, Mirai botnet and UTA0178 (2024 Ivanti 0day)

ÅUnremarkable but effective TTPs: extensive pre-compromise recon, 
hands-on keyboard activity and living-of-the-land

ÅActive since at least five years



]ƨċůаШÑőĲШÖÉќƚШũċƚƣШůŔũŔƣċƖǃШŸƨƣƓŸƚƣШŔŰШ
the Pacific

Source: thechinaproject.com



The South Asia military activity cluster: 

RedEcho, RedFoxtrot, TAG-38 and TAG-26 



2021-22: RedEcho and RedFoxtrot



RedEcho and RedFoxtrot - Notables
ÅInfrastructural overlap with APT41 and Tonto Team; and tactical overlap 

with APT31

Å~ċƣĦőĲƚШéŸũƣШÑǃƓőŸŸŰќƚШƣċƖŊĲƣŔŰŊШĦƖŔƣĲƖŔċаШRegional/State Load Despatch 
Centres, high-voltage transmission substation, thermal power plant, 
seaports, multinational logistics company, national emergency 
response system, and an MSP providing OT services to British utilities

ÅSome tactical similarities with Volt Typhoon: The use of compromised 
edge/IoT devices like IP cameras for C2; the use of Fast Reverse Proxy



The Strategic Support Force 
(PLASSF/SSF)



From CMC Joint Staff Department From CMC Joint Staff Department

High-res image: https://epistemicsecurity.org/black -hat-asia-2024/Asia-24-Singh-
ChinasMilitaryCyberOperations-SSF-Reorganisation.png 
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The Theatre Commands



Source: chinapower.csis.org



ÑőĲШ99ÂќƚШŔŰŉŸƖůċƣŔŸŰШƽċƖŉċƖĲШ
command-and-control



High-res image: 
https://epistemicsecurity.org/bla
ck-hat-asia-2024/Asia-24-Singh-
ChinasMilitaryCyberOperations-
CCP-Infowar-C2-Overall.png 
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ÑőĲШ99ÂќƚШinfowar C2: The strategic tier



High-res image: https://epistemicsecurity.org/black -hat-asia-
2024/Asia-24-Singh-ChinasMilitaryCyberOperations-CCP-
Infowar-C2-Strategic.png 
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ÑőĲШ99ÂќƚШinfowar C2: The operational tier



ÅTonto Team (Northern TC)
ÅTick (Northern TC)
ÅBlackTech (Eastern TC)
ÅNaikon (Southern TC)
ÅRedFoxtrot (Western TC)

ÅAPT10 (Tianjin SSB)
ÅAPT27 (Shanghai)
ÅAPT31 (Hubei)
ÅAPT40 (Hainan)
ÅEarth Lusca (Sichuan)
ÅAPT41 (Sichuan)

High-res image: https://epistemicsecurity.org/black -hat-asia-2024/Asia-24-
Singh-ChinasMilitaryCyberOperations-CCP-Infowar-C2-Operational.png 

https://epistemicsecurity.org/black-hat-asia-2024/Asia-24-Singh-ChinasMilitaryCyberOperations-CCP-Infowar-C2-Operational.png
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Military-Civil Fusion ( ›)

џÂx ЮĦǃĤĲƖЮŸƓĲƖċƣŸƖƚЮŸƨƣŰƨůĤĲƖЮƣőŸƚĲЮŸŉЮÖдÉдЮ9ǃĤĲƖЮ9ŸůůċŰĬѢƚЮ
9ǃĤĲƖЮ~ŔƚƚŔŸŰЮ[ŸƖĦĲЮĤǃЮċЮŉċĦƣŸƖЮŸŉЮŰĲċƖũǃЮƣĲŰЮƣŸЮŸŰĲѠ

-- Jacquelyn Schneider in her testimony to the US-China Economic and Security 
Review Commission



Strategic, 
integrated joint 

information 
warfare

Theatre-command 
level information 

warfare & authorised 
forces ( )

Reserve information warfare 
forces ( )

Military-Civil Fusion - Organisation

SSF-aligned TRBs

TC-aligned TRBs 
and provincial 
bureaus of the MSS, 
MPS and CAC

Wartime 
information 
operations 
groups (
⌠ Ἢ)

Military Struggle ( Ⱨ ) in cyberspace



Military-Civil Fusion т Guiding principles

ÅљÉůċũũШĦŸƖĲЯШĤŔŊШƓĲƖŔƓőĲƖǃњШыᶋ ʺ ᵰ )

Åљ9ŔƻŔũŔċŰШĬƨƖŔŰŊШƓĲċĦĲƣŔůĲЯШůŔũŔƣċƖǃШĬƨƖŔŰŊШ
ƽċƖƣŔůĲњШы, )

Åљ9~9ШũĲċĬƚЯШƣőĲċƣƖĲƚШŉŔŊőƣЯШċŰĬШƚĲƖƻŔĦĲƚШĤƨŔũĬњ



The digital quartermasters - Examples

ÅNot only tool-based overlaps, but also 
infrastructural or operational overlaps

ÅShadowPad: Moonlighting contractors and the pecking 
order

ÅAPT31: Anonymised C2 and opportunistic targeting

ÅExploit supply chains: 2021 ProxyLogon mass-
exploitation and many edge device vulnerabilities



ÑőĲШÂx ќƚШĬŸĦƣƖŔŰċũШ
constructs for infowar



High-res image: 
https://epistemicsecurit
y.org/black-hat-asia-
2024/Asia-24-Singh-
ChinasMilitaryCyberOpe
rations-PLA-IW-
Doctrine-
Chalkboard.png 
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Info dominance -> air + sea dominance



System-of-systems warfare and political 
warfare



Warfighting principles



Strategic infowar, first strike and 
political warfare



The strategic presets and key strike targets
ÅStrategic preset and first strike ( ) 
ÅљÅĲƕƨŔƖĲШĦċƖĲŉƨũШƚĲũĲĦƣŔŸŰШŸŉШƣċƖŊĲƣƚвso that the first salvo of hard-

kill and soft-ťŔũũШůĲċƚƨƖĲƚШĦċŰШĦŸůƓũĲƣĲũǃШĦƖŔƓƓũĲШċŰШĲŰĲůǃќƚШ
ћŸƓĲƖċƣŔŸŰċũШƚǃƚƣĲůШŸŉШƚǃƚƣĲůƚќњШыuċŰŔċШċŰĬШ9ŸƚƣĲũũŸЯШΞΜΝΥь

ÅÂx ќƚШÉĦŔĲŰĦĲШŸŉШ~ŔũŔƣċƖǃШÉƣƖċƣĲŊǃШKey (2020) - Key strike 
targets ( )/ vital point targets ( ᵲ ) for 
INEW:
ÅNational and military decision-making elements, strategic early 

warning systems, military information networks, and financial, 
energy and transportation networks

ÅÉƣƖċƣĲŊŔĦШĦǃĤĲƖШƽċƖŉċƖĲШŔƚШċШљƚĲƻĲƖĲШĲƚĦċũċƣŔŸŰШŸŉШŔŰƣĲƖƚƣċƣĲШ
ĦŸŰŉũŔĦƣњШы⁯ᴪ ) (Chen, 2022)



The great power competition in 
the Indo-ÂċĦŔŉŔĦШċŰĬШƣőĲШÂÅ9ќƚШ

grand strategy



~ƨũƣŔƓŸũċƖШ ƚŔċќƚШћ]ƖĲċƣШ]ċůĲќ
ÅљÑőĲШ~ċũċĦĦċШ?ŔũĲůůċњ
Å3rd of all maritime traffic 
Å½ ƽŸƖũĬќƚШĦŸŰƣċŔŰĲƖШƣƖċŉŉŔĦ
Å2/3rd ŸŉШÉŸƨƣőШuŸƖĲċќƚШĲŰĲƖŊǃШŰĲĲĬƚ
ÅΣΜӖШŸŉШsċƓċŰќƚШĲŰĲƖŊǃШƚƨƓƓũŔĲƚ
ÅΥΜШƓĲƖШĦĲŰƣШŸŉШ9őŔŰċќƚШĦƖƨĬĲШŸŔũ

Å99ÂќƚШљŊĲŸƓŸũŔƣŔĦċũШĦũċƨƚƣƖŸƓőŸĤŔċњ
ÅΤШŸŉШΝΜШƽŸƖũĬќƚШũċƖŊĲƚƣШċƖůŔĲƚ
Å5 nuclear-armed nations

Realism and the Balance of Power theory 
of International Relations

9őŔŰċќƚШĲċƚƣШĦŸċƚƣаШΦΜӖШƓŸƓƨũċƣŔŸŰЯШΤΡӖШ
economy

Source: eia.gov



Bottom line - I
ÅRecent Chinese cyber operations have all the hallmarks of a military 

mobilisation (Operational Preparation of the Environment )

ÅThe strategic shift
ÅStrategic information warfare as an enabler for air and sea dominance in the 

South China Sea and Taiwan Strait
ÅÅĲċĬŢƨƚƣШƣőĲШĤċũċŰĦĲШŸŉШƓŸƽĲƖШĤǃШĬŔƚƖƨƓƣŔŰŊШƣőĲШÖÉќƚШũŸŊŔƚƣŔĦƚЯШŰċƻċũШ

projection and Freedom of Navigation in the region

ÅThe military cyber operations architecture
ÅMobilisation of wartime constructs like the Information Operations Group 

(IOG) to rope in civilian authorities



BLUF т Bottom line - II

ÅThe operational and tactical overlaps in threat activity clusters
ÅÑőĲШċĤƚŸƖƓƣŔŸŰШŸŉШћċƨƣőŸƖŔƚĲĬШŉŸƖĦĲƚќШŔŰƣŸШƣőĲШƽċƖƣŔůĲШf§]

ÅThe command-and-control
ÅStrategic information operations directly authorised by the Central Military 

Commission

ÅThe political objectives
ÅInformation operations, followed by electronic warfare and kinetic 
ŸƓĲƖċƣŔŸŰƚШƣŸШĬŔƚƖƨƓƣШƣőĲШċĬƻĲƖƚċƖǃќƚШƚǃƚƣĲů-of-systems
ÅThe degradation of will to resist and fight



Annexures



Key:
PLA: People's Liberation Army
PLAN: PLA Navy
PLAAF: PLA Air Force
AirDef: Air Defense
3PLA: Third Department of the General Staff Department
4PLA: Fourth Department of the General Staff 
Department
ECM: Electronic Countermeasures
RI: Research Institute
MR: Military Region
TRB: Technical Reconnaissance Bureau

High-res image: https://epistemicsecurity.org/black -hat-asia-
2024/Asia-24-Singh-ChinasMilitaryCyberOperations-SSF-
Reorganisation.png 


