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What is COM?

e Component Object Model (COM)

COM Server
e COM is everywhere, OLE, ActiveX, DirectX,

Windows Runtime, WM, etc.
COM Interface

Querylinterface

* COM Server O Unknown  —— P
« DLL/EXE files with one or more COM classes Release

e COM Object Method A

O Interface A —— Method B

 Aninstance of a COM class which implements
one or more interfaces

COM Object
e COM Interface

* A set of methods that can be invoked by clients



O

black hat
ASIA 2024

COM/DCOM

COM Server

 |In-Process Server Client Process COM Server

 Runs in the same process of the client

e (Qut-of-Process Server

Application COM Object
 Runsin a separate process Code
e Interact through ALPC ‘ ‘
e Remote Server (DCOM) ALPC/RPC

COM Stub

* Runsin aremote computer COM Proxy _

* Interact through RPC

out-of-process server / remote server
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Out-of-process COM

Launch and Activation

RPCSS

1. Request COM Object
e.g., CoCreatelnstance

2. Create new process and
new COM object

3. Register &
Activation info

4. Activation info

Client > COM Server

5.Access COM interfaces and methods
through ALPC

Access
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DCOM

Computer A Computer B

2. Request COM Object
> Port 13 RPCSS

RPCSS

1. Request COM Object
e.g., CoCreatelnstance

l 3. Launch and Activation

Dynamic
> oo COM Server
4. Access thlrough RPC

Client
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Potato Attacks and Kerberos Relay

Potato attacks and Kerberos Relay abuse COM activation for LPE

MS15-076 —>  Local User to SYSTEM LPE
Remote attack surface?

Rotten Potato . -
© o
Juicy Potato L Service Account to SYSTEM LPE
Rogue Potato i
Remote Potato - Domain User to SYSTEM / Other Local Sessions LPE < Kerberos Relay

Local Potato - Local User to SYSTEM LPE

The beginning of the story: CoGetIinstanceFromIStorage
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CoGetinstanceFromiStorage

Windows APIs to create COM objects

* CoGetClassObject
 CoCreatelnstance(Ex)

* CoCreatelnstanceFromApp
 CoGetlnstanceFromFile

* CoGetinstanceFromiStorage

Create a new COM object and initializes
it from a storage object

——————————————————————————————————————————

HRESULT CoGetinstanceFromlStorage(

in, optional] COSERVERINFO *pServerinfo,
in, optional] CLSID *pClsid,
in, optional] IlUnknown *punkOuter,

[in] DWORD dwClsCtx,

in]

IStorage *pstg,

lin

in] DWORD dwCount,
in, out] MULTI_Ql *pResults

The pstg parameter is an interface pointer

—

to the storage object
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COM Marshaling/Unmarshaling

. . . OBJREF_CUSTOM
Interface pointers must be marshalled into OBJREF structures in

crossing apartment/process/computer communication. MEOW OBJREF Type
COM Client  GetUnmarshalClass 11D
IStorage  IMarshal =
_ Marshalinterface
T T > CLSID
marshal
EvilStroage *pstg > OBJREF_CUSTOM
cbExtension Data Size
COM Server
> Data

unmarshal Create object and get
interface pointer

OBJREF_CUSTOM
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COM Marshaling/Unmarshaling

COM Client _ _ .
GetUnmarshalClass —> PointerMoniker

IStorage  IMarshal —

T T _ Marshalinterface  ——> OBJREF_STANDARD
marshal
EvilStroage *pstg > OBJREF_CUSTOM
COM Server unmarshal

PointerMoniker::Unmarshallnterface

OBJREF_CUSTOM |
Unmarshal OBJREF_STANDARD

OBJREF_STANDARD

MEOW OBJREF Type
11D
Flags cPublicRefs
OXID (Object Explorer ID)
OID
IPID

StringBindings

SecurityBindings
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COM Marshaling/Unmarshaling

i - COM Server
StringBinding
Towerld NetworkAddress Unmarshal OBJREF_STANDARD
SecurityBinding
RPCSS ResolveOxid2
AuthnSvc Reserved l
Service Principal Name

Initiate an RPC connection to the

address specified in the StringBinding

StringBinding[1]: TowerId=NCACN_IP_TCP, NetworkAddr="192.168.2.1"
TowerId: NCACN_IP TCP (0x0007)
NetworkAddr: 192.168.2.1
SecurityBinding[1]: AuthnSvc=0x0010, AuthzSvc=0xffff, PrincName="rpcss/desktop-winl@.demo. lab"
AuthnSvc: RPC_C_AUTHN_GSS_KERBEROS (0x0010)
AuthzSvc: Default (@Oxffff)
PrincName: rpcss/desktop-winl@.demo. lab
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CoGetinstanceFromliStorage

= Previous research
Attacker’s COM Client ‘\3) e Attacker’s COM client and the victim COM server
CoGetlnstanceFromlIStorage(..., @ ..., |[EvilStorage,|...) are on the same machine
* |Impersonate / Relay identities of high-privileged

Launch and Activation

Relay NTLM / Kerberos
authentication to

l COM Servers for LPE
§ Unmarshal OBJREF
Impersonate the high-
ResolveOxid2 over RPC —— privileged user running the
: w — T g COM server
High-privileged RPCSS ‘OxidBindings . Attacker’s
COM Server - 5 (StringBindings and SecurityBindings) | Rogue Server
I
I
,

A new COM connection to the address in OxidBindings
F——————— ! other services

Both connections require authentication
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Remote CoGetinstanceFromiStorage

—> typedef struct COSERVERINFO {

HRESULT CoGetlInstanceFromIStorage( DWORD dwReserved1:
[in, optional] COSERVERINFO *pServerinfo, LPWSTR pwszName: ’ Remote Computer Name
lin, optional] CLSID *pClsid, COAUTHINFO *pAuthinfo;  Remote Auth Info
[in, optional] IUnknown *punkOuter, DWORD dwReserved?2;
in] DWORD dwClsCtx, } COSERVERINFO;
in] IStorage *pstg,
in] DWORD dwCount, > typedef enum tagCLSCTX {
in, out] MULTI_Ql *pResults

CLSCTX_REMOTE_SERVER Remote Activation

}
CoGetInstanceFromIStorage also supports remote COM activation

Can we use CoGetInstanceFromIStorage to coerce a remote computer connect to us over RPC/DCOM and
exploit it for a NTLM/Kerberos Relay attack ?
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Remote CoGetinstanceFromiStorage

e Suppose an attacker has Domain User / Domain Computer privileges

Use CoGetIinstanceFromIStorage to activate a COM object on a remote domain computer

PS C:\Users\attacker\Desktop> .\RemoteCoGetInstanceFromIStorage.exe 192.168.2.100
[*] Use default CLSID: 90f18417-f0f1-484e-9d3c-59dceee5dbd8

[*] Attacked Target: 192.168.2.100

[*] Rogue OxidResolver: 192.168.2.1

objref : TUVPVWEAAAAAAAAAAAAAAMAAAAAAAABGEQIAAAAAAADLE L k+k81cP77FdBmhrf5dAmwAABWF ///hJptuVPOTOXIADgAHADEAOQAYACAAMQA2AD
sALgAyACAAMQAAAAAACED/ /WAAAAA= :

192.168.2.1

[*] Forcing SYSTEM authentication

FT*71 lledina C1CTN: QF1RAN17_F0OF1 _NQQNa_QA2-~ _CQAdraaadhAdAR
L 4 M ik A AT

System.UnauthorizedAccessException: Access is denied.

Access is denied.

at Exploit.0le32.CoGetInstanceFromIStorage(COSERVERINFO pServerInfo, Guid& pclsid, Object pUnkOuter, CLSCTX dwCls(
X, IStorage pstg, UInt32 cmg, MULTI_QI[] rgmgResults)
at Trigger.Program.Main(String[] args)

> Access is Denied
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COM Security

System-wide Launch and Activation Limits
* Defined in HKEY _LOCAL MACHINE\SOFTWARE\Microsoft\Ole

Launch and Activation Permission ? X Launch and Activation Permission ? X
COM Launch / Activation / A St e
nch / Activation / ~
a u c c a o ccess GFOUP or user names: Gl‘OUp or user names:
~ S-1-15-3-1024-2405443489-874036122-4286035555-1823 A
COM CI ient el ALL APPLICATION PACKAGES
S-1-15-3-1024-2405443489-874036122-4286035555-1823 1% Performance Log Users (DESKTOP-WIN10\Performance L
42 Administrators (DESKTOP-WIN10\Administrators) £2 Distributed COM Users (DESKTOP-WIN10\Distributed CON
42 Performance Log Users (DESKTOP-WIN10\Performance L¢ -
< > < >
Add... Remove Add... Remove
. — Permissions for Everyone Allow Deny Permissions for Administrators Allow Deny
System-wide ACL =
L_locall aunch @ Q _laocall aunch L ]
Remote Launch ] ] Remote Launch ]
|ocal Activation [ [ ] |__Local Activation M []
Remote Activation ] ] Remote Activation ]
Process-wide ACL
OK Cancel OK Cancel
Y
COM Server By default, only users in specify high-privileged local groups|are allowed
to perform Remote Launch and Remote Activation
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Remote Attack Surface?

Low-privileged accounts (e.g., Domain Users, Domain Computers) are not
allowed to activate any COM object on a remote computer in Windows default

COM security configuration

Where is the remote attack surface ? —~



O

black hat
ASIA 2024

Remote Attack Surface in Active Directory

Fﬁ Add Roles and Features Wizard

Windows Select server roles
° Wl ndOWS defa u It CO M Secu rlty Conflgu ratlon Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles

* Preinstalled COM classes in Windows

Server Selection
[ ] Active Directory Certificate Services

vAlActive Directory Domain Services (Installed)
[] Active Directory Federation Services

.- W' d -- Ve, . et [] Active Directory Lightweight Directory Services
.- In OWS .. Actlve D I recto ry [ ] Active Directory Rights Management Services
’ [ ] Device Health Attestation

[ ] DHCP Server

+/ DNS Server (Installed)

[ ] Fax Server
b [m] File and Storage Services (2 of 12 installed)

[ ] Host Guardian Service

Active Directory 0 tpery
U, Network Cor_wtroller _
* Widely used services in Active Directory @ S R e

. . [ ] Remote Access
* COM classes introduced by these services W s o
[] Web Server (lIS)

* Special COM security configuration introduced by [ T'iWintiows Degloyiient Sarites

[ ] Windows Server Update Services

these services




blgc’zk hat

ASIA 2024

Special COM Security Configuration

RDS (Remote Desktop Service)
* Widely used by enterprise virtual application/desktop solutions, e.g., Citrix, VMware Horizon

Launch and Activation Permission ? X

Security Limits

Group or user names:

$2 Distributed COM Users (WINSERVER\Distributed COM Us A
”(RDS Remote Access Servers (WINSERVER\RDS Remots
82 RDS Endpoint Servers (WINSERVER\RDS Endpoint Serv
2 RDS Management Servers (WINSERVER\RDS Managem

< >
Add... Remove
Pemissions for RDS Remote
Access Servers Allow Deny
Local Launch ]
Remote Launch O
Local Activation [ |
Remote Activation O

Cancel

:\Users\administrator.DEMO>net localgroup "RDS Endpoint Servers”
Alias name RDS Endpoint Servers

omment Servers in this group run virtual machines and host sessions uhere users RemoteApp programs and perqonal

virtual desktops run. This group needsc:\ysers\administrator.DEMO>net localgroup "RDS Management Servers®
nd RD Virtualization Host servers u<e

Alias name RDS Management Servers
Comment Servers in this group can perform routine administrative actions on servers running Remote Desktop Servic
es. This group needs to be populated on all servers in a Remote Desktop Services deployment. The servers running the RDS

Central Management service must be included in this group.

DEMO\WINSERVER$
NT AUTHORITY\NETWORK SERVICE
he command completed successfully.

Members

NT SERVICE\RDMS
NT SERVICE\TSCPubRPC
NT SERVICE\tssdis

RDS Remote Access Servers, RDS Endpoint Servers and RDS Management Servers have
Remote Launch and Remote Activation privileges.

In the RDS default configuration, no low-privilege domain accounts in these groups.
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Special COM Security Configuration

SCCM (System Center Configuration Manager)

Launch and Activation Permission ? X
Securty Lims SMS Admins group has Remote Launch and Remote Activation privileges.
GI’OUp or user names:
e : By default, each administrative user in a hierarchy and the site server
B8 Do o0 U (50D COM computer account are members of the SMS Admins group.
Add. | Romove No low-privilege domain accounts in the SMS Admins group.
Permissions for SMS Admins Allow Deny
Local Launch ]
Remote Launch 1| C:\Users\administrator.DEMO>net localgroup "SMS Admins"
Local Activation L] Alias name SMS Admins
Remote Activation ] Comment Members have access to the SMS Provider.

Permissions for SMS Admins

You can view the rights and permissions for the SMS Admins group in the WMI Control

group is granted Enable Account and Remote Enable on the Root\SMS WMI namespace. []340NEle [l shR-auar-Rxe]s
Execute Methods, Provider Write, and Enable Account. DEMO\sccm$

When you use a remote Configuration Manager console, configure Remote Activation DCOM permissions on both the
site server computer and the SMS Provider. Grant these rights to the SMS Admins group. This action simplifies

administration instead of granting these rights directly to users or groups. For more information, see Configure DCOM
permissions for remote Configuration Manager consoles.
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Special COM Security Configuration

AD CS (Active Directory Certificate Service)

Launch and Activation Permission ? X

Security Limits

. > Certificate Service DCOM Access group has Remote Activation privilege
roup or user names:

‘;Z Administrators (ADCS\Administrators)

o C:\Users\administrator.DEMO>net localgroup "Certificate Service DCOM Access”
2 Pt.arfc?nnanoe i e (ADCS\?erformanoe Far e Alias name Certificate Service DCOM Access
’J?. Distributed COM Users (ADCS\Distributed COM Users)

_ A Certificate Service DCOM Access (ADCS\Cettificate Service

Members of this group are allowed to connect to Certification Authorities in the enterprise

v
<

>

Add... Remove NT AUTHORITY\Authenticated Users
Piitisninis for CatRsats Senics he command completed successfully.
DCOM Access Allow Deny ¢
Local Launch D [:]
Feesnots Laud % The|Authenticated Userg group is in the Certificate Service DCOM Access group
Local Activation v/
Remote Activation ]

By default, any domain account can pass the system-wide ACL check and are
allowed to activate COM objects remotely on ADCS

OK Cancel
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Special COM Security Configuration

AD CS (Active Directory Certificate Service)

Template: CodeSign
Subject: CORP\user
EKU: Code Signing

Public key: <pubkey>

CodeSign
Template

EKUs: Code Signing
Enroliment Permissions:
Domain Users

Athecertificatetemplateexist? Certificate Signing RequeSt (CSR) PrOtOCOI

O 2. Client sends a certificate request

1. Client (user or (CSR) to an Enterprise CA server

computer) generates
public/private key pair Client

i e MS-WCCE (DCOM)
@ MS-ICPR (MS-RPC)
HTTP

Enterprise CA

5. Client stores certificate in
Windows Certificate store and

uses to perform actions allowed —

by the certificate (authentication, <

code signing, etc.) Signature: <CA ::

Certif-icate

signature>
Subject: CORP\user
EKUs: Code Signing

https://posts.specterops.io/certified-pre-owned-d95910965cd?2

4. CA generates a certificate and
signs it using the CA private key

The special configuration is for MS-WCCE to
allow any domain account to send a CSR to AD CS with DCOM
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CertSrv Request Properties ? X
. . - Securit : :
Process-wide Security Genersl Location Securty Endpoints  Identiy e e
. aunch and Activation Permissions
) P roceSS-W I d e AC L General properties of this DCOM application (O Use Default Launch and Activation Permission ? X
¢ I d en t|ty Application Name: CertSrv Request (® Customize Security
* A u t h en t I Ca tl on I—eve I Application ID: {DS9E6GE74-FC88-11D0-B498-00A0C90312F3} G°“°r user names:
* I m p ersona t 1on Leve I Application Type: Local Service A;\wé%s P_enflssms ’

CertSrv Request Properties ? X
Authentication Level: | Default

General Location Security Endpoints Identity

Service Name: CertSve
R . t Which user account do you want to use to run this application? Add... Remove
¢ ISTr
e g S _y . Permissions for Everyone Allow Deny
® Defl N ed N The interactive user. Local Launch ' n
: Remote Launch ] [l
HKEY CLASSES_ROOT\AppID\{AppID_GUID}\  Te=ses 0
o 0 . . is user. Remote Activation ]
* ColnitializeSecurity API o

Browse...

* COM server can call it explicitly to override the
configuration in the registry

(® The system account (services only).
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Find Exploitable COM Classes on ADCS

Process-wide ACL for Launch / Activation / Access

Defined in the LaunchPermission and AccessPermission
registry values

What kind of exploitable COM do we need?

COM servers that are already launched
* Certificate Service DCOM Access group does not have
Remote Launch privilege in the ADCS system-wide ACL

Process-wide ACL allows remote activation by low-privileged
domain accounts

General Location Security Endpoints Identity

Launch and Activation Permissions

(O Use Default

(® Customize

Access Permissions

(O Use Default

@ Customize

Configuration Permissions

O Use Default

(® Customize

Launch and Activation Permission ? X

Security

Gl'OLlp or user names:

Add... Remove
Permissions for Everyone Allow Deny
Local Launch ] ]
Remote Launch ] ]
Local Activation ]
Remote Activation || L
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Find Exploitable COM Classes on ADCS

|d entlty CertSrv Request Properties ? X
* Defined in the RunAs registry value General Location Securty Endpoints Identiy
° The user Identlty the COM Server runs as Which user account do you want to use to run this application?

The Interactive user
* Use the user that is currently logged on to the computer for

authentication

The interactive user.

The launching user.

(O This user.
The system account Browse...
 Use the domain computer account for authentication '

What kind of exploitable COM do we need?
e COM servers with the identity set to any user can perform ® The system acoount (services only).
network authentication except
* Local Service, which use the anonymous user for network
authentication
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Find Exploitable COM Classes on ADCS

My Computer Properties

Authentication Level Default Protocols COM Security MSDTC
« Defined in the AuthenticationLevel registry value e oerere et Propertes
* The default value is RPC_C_AUTHN_LEVEL_CONNECT, which ~ Zoeommesearmmeme

means no signing and sealing in DCOM connections

[ ] Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties

The Authentication Level specifies security at the packet level.

I m pe rSO n ati O n LEVE' Default Authentication Level:
* The default value is RPC_C_IMP_LEVEL_IDENTIFY, which corned -
means the server cannot impersonate the client o P e o Setermine
using the client's identity.
What kind of exploitable COM do we need? e -
Target of Relay Attack Authentication Level Impersonation Level
LDAP/LDAPS RPC_C_AUTHN_LEVEL CONNECT >= RPC_C_IMP_LEVEL IDENTIFY
SMB >= RPC_C_AUTHN_LEVEL CONNECT RPC_C _IMP_LEVEL_IMPERSONATE

ADCS HTTP(S) >= RPC_C_AUTHN_LEVEL_CONNECT RPC_C_IMP_LEVEL_IMPERSONATE

ADCS MS-ICPR >= RPC_C_AUTHN_LEVEL_CONNECT RPC_C_IMP_LEVEL_IMPERSONATE
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Exploitable COM Classes on ADCS

Exploitable COM classes on ADCS

ldentity Authentication Level Impersonation Level
CertSrv Request d99e6e74-fc88-11d0-b498-00a0c90312f3 SYSTEM CONNECT IDENTIFY
CertSrv Admin d99e6e73-fc88-11d0-b498-00a0c90312f3 SYSTEM CONNECT IDENTIFY
OCSPRequestD 3ab092c4-deba-4dcd-be9e-fdacbb05759¢ SYSTEM CONNECT IDENTIFY
OCSPAdminD 6d5ad135-1730-4f19-a4eb-3f78e7c976bb SYSTEM CONNECT IDENTIFY

CertSrv Request and CertSrv Admin

* installed in ADCS by default for MS-WCCE Use the ADCSS computer account  Relay ADCSS’s authentication

for network authentication messages to LDAP(S)
OCSPRequestD and OCSPAdminD
* introduced by the ADCS Online Responder role
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NTLM Relay / Remote Kerberos Relay

S,
(a)
Attacker

Remote CoGetlnstanceFromlStorage

=]
=]
=J

ADCS

ResolveOxid2 over MS-RPC

OxidBindings

DCOM with ADCSS’s NTLM / Kerberos
authentication messages

An attacker can use CoGetinstanceFromIStorage to
activate an exploitable COM object on ADCS remotely

DCOM OXID Resolver, ResolveOxid2

Operation: ResolveOxid2 (4)
[Request in frame: 60]

OxidBindings: STRINGBINDINGs=2, SECURITYBINDINGs=1
NumEntries: 65
SecurityOffset: 45

AuthnSvc: RPC_C_AUTHN_GSS_KERBEROS (0x0010)

AuthzSvc: Default (Oxffff)
PrincName: ldap/dc.demo. lab

StringBinding[1]: TowerId=NCACN_IP_TCP, NetworkAddr="DESKTOP-WIN10[23456]"

SecurityBinding[1]: AuthnSvc=0x0010, AuthzSvc=0xffff,

OxidBindings

PrincName="1ldap/dc.demo. lab"

- SecurityBinding
* AuthnSvc can be set to NTLM / Kerberos

PrincName can be set to any SPN
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NTLM Relay / Remote Kerberos Rela
o =2 =2
(=) = =
Attacker ADCS Domain Controller

DCOM with ADCSS’s NTLM / Kerberos
authentication messages

Relaying NTLM / Kerberos to LDAP(S) RBCD / ShadowCredentails attack

The authentication in this DCOM connection will adhere to the process-wide security
configurations of the exploitable COM

The attacker can then relay ADCSS’s authentication messages to LDAP(S) to
perform RBCD / ShadowCredentials attack
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NTLM Relay / Remote Kerberos Rela

-~ (——) =0

(= = =]
Attacker ADCS Domain Controller

Remote CoGetinstanceFromlStorage

>

ResolveOxid2 over MS-RPC

OxidBindings

>

DCOM with ADCSS’s NTLM / Kerberos

authentication messages
<

Relaying NTLM / Kerberos to LDAP(S) RBCD / ShadowCredentails attack
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Privilege Escalation to Domain Admin

Attack Path #1

e Use S4U2Self/S4U2Proxy to request a domain admin’s ST to access the ADCS
* RCE on the ADCS with PSEXEC, WMIEXEC, WINRM ... to dump the private key
* Escalate to Domain Admin with the Golden Certificate attack

Attack Path #2

e Use S4U2Self/S4U2Proxy to request a domain admin’s ST to access the ADCS

* Use the domain admin’s ST to request a certificate with MS-WCCE/MS-ICPR/...
e Use the domain admin’s certificate to request a TGT with PKINIT

 Escalate to Domain Admin with the TGT



blgt’:k hat
ASIA 2024



https://youtu.be/OHwjeGUSM4w
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Patch and Mitigation

Patch - CVE-2022-37976

e Released on October 11, 2022

 The patch raised the authentication level to RPC_C AUTHN_LEVEL PKT_ PRIVACY in the
Certificate Service.

DCOM Authentication Hardening

e Released on November 8, 2022

 The update automatically raised authentication level for all non-anonymous activation requests from
DCOM clients to RPC_C_AUTHN_LEVEL_PKT_INTEGRITY if it's below Packet Integrity.

Enable Protection for Relay Attacks
* LDAP Signing and Channel Binding
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Can We Relay to Other Services?

e Relaying to ADCS HTTP(S) / SMB / MS-ICPR requires the impersonation level of
authentication set to RPC_C _IMP_LEVEL_IMPERSONATE

* No remotely activatable COM class on ADCS satisfies this requirement

A (— )
\/ (— )
(o) =
Attacker ADCS

Remote CoGetlnstanceFromlStorage

>

ResolveOxid2 over MS-RPC

<

e Can we relay the authentication in the ResolveOxid2 RPC connection? —
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Can We Relay to Other Services?

rpcss.dll'ResolveClientOXID

QoS.Version = v86;
QoS.Capabilities = v86;
QoS.IdentityTracking = v86;
QoS.ImpersonationType = 3; // RPC_C_IMP_LEVEL_IMPERSONATE
v110 = RpcBindingSetAuthInfoExW(
Binding,
PSPN,
2 - ((*((_DWORD *)v20 + 11) & 2) != 0),
v108,

AuthzSvc,
(unsigned int)AuthzSvc,
&QoS),

The impersonation level of the ResolveOxid2 RPC authentication is RPC_C IMP_LEVEL _IMPERSONATE

NTLM Relay

* We can relay ADCSS’s NTLM authentication messages in the ResolveOxid2 RPC to
another ADCS Server‘s HTTP / MS-ICPR (without IF_ ENFORCEENCRYPTICERTREQUEST flag)
* Requires two ADCS server in the domain, because we can’t relay NTLM back to the same machine
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Kerberos Relay ?

SecurityBinding rpcss.dll!ResolveClientOXID

else

AUth nSVC Reserved g rpcssSPN = (char *)L"RPCSS/" - (char *)ServerPrincName;
v100 = length;
. . . ServerPrincName_ = ServerPrincName;
Service Principal Name x

if ( !(OX7FFFFFFE - length + v100) )
break;
v102 = *(RPC_WSTR)((char *)ServerPrincName_ + rpcssSPN);
if ( 'vie2 )
break;
*ServerPrincName_++ = v102; // Copy RPCSS/ to ServerPrincName

Can we set arbitrary SPN in the forged | -vase;

while ( v100 );

OBJREF’s SecurityBinding? 0 aop e 3

v103 = ServerPrincName_;
*v103 = 0;

7
StringCchCatW(_ServicePrincName, length, _MachineNameFromStringBinding);// RPCSS/ + MachineName from StringBinding

The SPN in the ResolveOxid2 RPC authentication is forced to RPCSS/MachineNameFromStringBinding

o)

Kerberos Relay o~
* Unable to trigger Kerberos Relay with the SecurityBinding
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StringBinding

RPC Protocol Sequence

Towerld

NetworkAddress

RPC sequence type

* identifies the protocol to be used in RPC calls

TCP, UDP, SMB, NetBIOS, HTTP, MQ ...

Can these protocols be abused for NTLM/Kerberos Relay?

Tower Id

0x04
0x07
0x08
0x09
0x0C
O0x0D
OxOE
OxOF
0x10
0x13
0x16
Ox17
Ox1A
Ox1D
Ox1F
0x21

RPC Transport
ncacn_dnet _nsp

ncacn_ip tcp
ncadg_ip udp
ncacn_nb tcp
ncacn_spx
ncacn_nb_ipx
ncadg_ipx
ncacn_np
ncalrpc
ncacn_nb_nb
ncacn_at _dsp
ncadg_at ddp
ncacn_vns_spp
ncadg_mq
ncacn_http
ncacn_hvsocket
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RPC Protocol Sequence

- (— )
\// (— )
() =3
Attacker ADCS

Remote CoGetinstanceFromIStorage

>

* ncacn Ip tc
ResolveOxid2 over MS-RPC _Ip_tcp

| < i * ncacn_http
i OxidBindings i

. >

i | * ncacn_ip tcp
! DCOM ' |

i ) COM Connection : . ncacn_http

* ncacn_np
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RPC over HTTP (ncacn_http)

* Support both RPC over HTTP v1 and RPC over HTTP v2
e Usethe RPC over HTTP v2 first; if that fails, the client will fall back to the RPC over HTTP v1

= <) = ) Authentication messages in the RPC packet <—
= =]
i 192.168.2.1.. 192.168.2.1 HTTP RPC_CONNECT 192.168.2.1:593 HTTP/1.1
Cllent Server 192.168.2.1 192.168.2.101 HTTP HTTP/1.1 200 OK
192568211 a1 9 2551 6 8 M2t HTTP Continuati
HTTP RPC_CONNET 2.1 ST

192.168. 192.168.2.101 Continuation

| |
. 1
No auth in HTTP layer . > |
! 1 Frame 84: 288 bytes on wire (23 00 0c 29 7d b8 e8 3e 22 fb 79 13 65 08 00 45 02 )} >"|'y-eE
I HTTP/]. 1 200 OK I Ethernet IT, Src: 3e:22:fb:79:1) 01 12 00 00 40 00 40 06 00 00 O a8 02 01 cO a8 Q@
l : I ot Piitoeol Verslonas ob 02 65 00 50 cc db 46 c2 45 5a da 49 e5 f2 50 18 -e-P--F- [EZ-I--P
l I Transmission Control Protocel. | 0030 10 @0 86 bb 00 00 05 00 Oc 07 10 00 @0 00 ea 00 = EEEREEEY
l ) I ' 0040 ab 00 03 00 00 00 f8 Of f8 Of 78 56 34 12 05 00 - - - CeXV4
' RPC bind I iiypertextilians fierBROrotol 0050 39 39 39 39 00 00 01 00 00 @0 00 00 00 00 04 5d  9999:: - |-+ - ]
! I File Data: 234 bytes 0060 88 8a eb 1c c9 11 9f e8 08 00 2b 10 48 60 02 00 .- .- - e
l > I Data (234 bytes) 0070 00 00 @a @5 00 00 00 00 00 00 4e 54 4c 4d 53 53 .-+ - NTLMSS
Raw RPC Packet ! I Data [truncated]: 05000c@7 0080 50 00 02 00 00 00 08 00 08 00 38 00 00 00 15 82 P:-++::: - 8ronns
l . I [Length: 234] 0090 89 e2 8a 56 94 €9 7f 2f 6b 4a 00 00 00 00 00 00 [ :-V-++/ KJ--- -
' RPC bind ack I 0020 00 00 66 00 66 00 40 00 00 @0 0a 00 63 45 00 @0 | -f-f-@ -:--CE:-
' < - I 00b0 00 OFf 44 @0 45 00 4d 00 4f 00 02 00 08 00 44 00 | -D-E-M- O-----D-
' I 00c0 45 00 4d 00 4f 00 01 00 [04 00 44 00 43 00 04 @0 E-M-0--- []-D-C---
' I 00d0 10 00 64 @0 65 00 6d 00 6 00 2e 00 6c 00 61 00 | -d-e'm- o-.-l-a-
' I 00e0 62 00 03 00 16 00 64 00 63 00 2e 00 64 00 65 @0 p-----d- c-.-d-e-
' e I 00f0 6d 00 6f 00 2e 00 6c 00 61 00 62 00 05 00 10 00 fn-0-.-1- a-b-- -
' < > I 0100 64 00 65 00 6d 00 6f 00 2e 00 6 00 61 00 62 @0 H-e'm-0- .-l-a-b-
! I 0110 07 00 08 00 7e 02 32 6a a5 8d da @1 00 00 00 00 | - +~:2j «:cc----
|
|

RPC over HTTP vl
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RPC over HTTP (ncacn_http)
RPC over HTTP v2
=) =) =] =
= = = =
client server client server

! HTTP RPC IN DATA HTTP RPC_OUT_DATA
- = >

i > | i i
E (HTTP/1.1 200 Success E No auth in HTTP layer : HTTP/1.1 200 Success .
| l : < :
| RPCRTSPacket . i RPCRTS Packet |
: : I < !
| ' | Raw RPC Packet | |
i RPC bind > i ! ) RPC bind_ack !
i > i < i
RPC over HTTP v2: RPC_IN_DATA RPC over HTTP v2: RPC_OUT_DATA

Authentication messages in RPC packets
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RPC over HTTP (ncacn_http)

RPC over HTTP (ncacn_http)
* No authentication in the HTTP layer @

e The RPC authentication in ncacn_http works the same as it is in ncacn_ip_tcp

NTLM Relay / Kerberos Relay

* We can perform NTLM Relay / Kerberos Relay with RPC packets in HTTP
connections the same as RPC over ncacn_ip_tcp

e RPCover HTTP traffic may bypass some network restrictions or NDR devices
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RPC over Named Pipe (ncacn_np)

e The DCOM connection also support RPC over Named Pipe (ncacn_np)

* The ncacn_np uses the identity of RPCSS (NETWORK SERVICE) for network
authentication in the SMB layer

192.168.2.1.. 192.168.2.1 SMB Negotiate Protocol Request

192.168.2.1 192.168.2.101 SMB2 Negotiate Protocol Response

19Z2.168.7.1.. 19Z2.168.7.1 SMBZ SEssion setup Request, NTLCMSSP_NEGOUTIATE

192.168.2.1 192.168.2.101 SMB2 Session Setup Response, Error: STATUS_MORE_PROCESSING_RE—
192.168.2.1.. 192.168.2.1 SMB2 Session Setup Request, NTLMSSP AUTH, User: DEMO\ADCS$
192.168.2.1 192.168.2.101 SMB2 Session Setup Response

192.168.2.1.. 192.168.2.1 SMB2 Tree Connect Request Tree: \\192.168.2.1\IPC$
192.168.2.1 192.168.2.101 SMB2 Tree Connect Response, Error: STATUS_NETWORK_SESSION_EXF
192.168.2.1.. 192.168.2.1 SMB2 Session Setup Request, NTLMSSP_NEGOTIATE

192.168.2.1 192.168.2.101 SMB2 Session Setup Response, Error: STATUS_MORE_PROCESSING_RE
192.168.2.1.. 192.168.2.1 SMB2 Session Setup Request, NTLMSSP_AUTH, User: DEMO\ADCS$

The ADCS machine account +~—
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RPC over Named Pipe (ncacn_np)

The impersonation level of the authentication is , Which
means the client can be impersonated by the server.

NTLM Relay
* We can relay ADCSS’s NTLM authentication messages in the SMB to another ADCS
Server’s HTTP / MS-ICPR (without IF_ ENFORCEENCRYPTICERTREQUEST flag)

* Requires two ADCS server in the domain

Kerberos Relay
* The SPN in the authentication is forced to be CIFS/MachineNameFromStringBinding
 Unable to trigger Kerberos Relay


https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilea
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CVE-2022-37976 Patch Analysis

000000014000EDFO MainWndProc (HWND__| 899000014000EEF4  or

primary

0000BOO14GRDEEFC
00DDDORTAGEREEFF  test
00980014000EF0T  JZ

BEF10

000000 14000EDFO  MainWindProc (WAND__ +,uint,unsigned __1int6d,__int6d)
006000 140B0EFE3  mov i
906000 140B0EFBS 8010

cx 8
c8:[__imp_?CSPrintErrorLinef11e00YAXK 02 " te e YAXK

N

MainlindProc(HAND__ +,uint,unsigned __int6d,__int6d)
mov. X, b4 edi

mov
0000000 1400EFBA  call

000000014000 EDFO
009980014600EF 18
0099B0O14G0BEF12  mov.
00980014000EF17  call
000DDOOTAGRREFTD  xor
00DDDOOTABABEFTF  xor
0000DOO14GRREF2]  call
00DDDOOIAGOOEF2T  cmp
00DDDOOTAGOREF2A  mov
0009DOO14GRDEF2C
00DDDOOTAGOBER2F  test
000DDOOTAGEREFIT  Jz

ecx, b1 BXTASOIFT
cs:[__imp_7CSPr intE rrorLineF1ledoYAXKJOZ] z Print 1neF11e00YAXK

cs:[__inp_CoInitializex] imp_CoInitiall

6600000 14000F 134

600000 14000F1 41

,unsigned _ -int64) 000000014000F03

secondary

000000014 000F 630
000990014608F 143
000990014 000F 145

MainlindPr oc (HWND.
mov. e

mov X, bi 8x480108
000000014000F 144 call es:[__imp_7CSPrintErrorLineF1

*,uint, unsigned

YAXKZ] t . AXK

N

8600000140600 30

0B0DDD14000F1 6C
BBODDD1400F16F  test
80000 14000F1 71

MainiindProc(HNND__ +,uint,unsigned __int64,__int6d)

80099 14009F1 52 ecx 8x79991F7
88000014008F157  call cs:[__imp_7CSPrintErrorlinef1lednyAXKIZ] imp_7CSPrint 1
0B0DDD14008F150  xor edx 1
BBODDD14000F1 5F  xor ecx ecx PR
BBODDD14000F161  call cs:[__imp_Conitializetx] iy

x 1

32 x14000F18E

080080O1400OEFSF  mov

X, b1 BXIS4BIFT

0000060146BEFE1  mov e
000000014000EDFE  MainWndP roc(HND__ +,uint,unsigned __int6d,__int6d) 00000014000E0F0  MainWndProc(HWND__ +,uint,unsigned __int6d, _inted
00680001 4BOEFF3  cmp c5:[ 70_fStar thsServ1ceoo3HA ], b4 ebx 800000D1A0DEFEE  cal cs:[ _tmp_7CSPrintér ror LineF11eBaVAXKIZ]
06680001 40OEFFO  jnz €x140667033 BO0OBOOIAODEFEC  test
3z 81400078
600000014000E0F0  Ma iniindProc(HNND__ +, uint ,unsigned __int6d, _int6d) 000000 14000EDFS  MainWindProc (WNND__ +,uint,unsigned __int6d
800BB014000EFFE  xor ecx, b ecx // nExitCode 6680000 14000EF 78 mov ecx i X1
72 call PostQuitMessage ] 1mp_PostQuith

000000014000F030  Ma inMindProc(H|
0BODODO14B0BF250  cmp
BOODDOI400BF2SF  Jnz o1

T
~ !
~ I
~ i
i
]
~ |
- }
~ |
|
N ¥
[nt64) I __* ned __int64,__int6d)
14 int ] int - 0000001 4000F18E  call ?Initial 1zeComSecur 1tydaYAJXZ
MSG_E_OLE INIT_FAL i 4SG_E_OLE_INIT_FAILED) 00000601 46007193 mov edi
igned int | Igned int 00000001 40007195 test eax; bi eax
AAJPEBU_EVENT_DESCRI PTOROOKP EBQE BOKPEBE0Z | [ENT_DESCRIPT ORDOKPEBQEBGKPE BEOZ 00000601 46007197 2 0x14006 184
! 7 T
I d =~_
1
I Vi
| e -~
I , S~
I ,/
¥ Y
0000000 14000EDFO  MatniindProc (WNND__ +,uint, unsigned __int6d, _int64) l0014000F030  MatnndProc(ND__ +, utnt, unsigned __intf, _intss) 000000014000F030  MairndProc(HWND__ +,uint, unsign
0000000 4OBOEFAE  mov < s I 014000F199  xor 3, b4 rod int16 ax 0000D014000F 184 mov ecx, bi e
00RO 14000EFS®  call ?certsrvStartServe rddYAMOZ 0014000F19C  lea ©8:[MSG_E_OLE_INIT_SECUNITY FAILED] MSG_E_OLE_INIT_SECURL ©00000014000F 186  call ?certsrvStar tServerday)
0000008 14000EFSS ax oerda0er1 A3 eax igned 1 00009014000F 188 mov edi, bi eax
000000 14000EFST  test ax lorsaoerine  call 7LogE vent OCETHEVentLogaCer t V0 QEAN JPE BU_EVENT_DESCRIPTORDOKPEBQE BGKPESS 000000014000F 180 test x
0000000 140BOEFSS )2 ox1 40005 loerd000F 148 mov dx, b4 edi 000000014000F 187 2
loe14000F 140 mov X, b4 BxTADBIFT
lerdaverisz  jnp 0x14068F1CC
000000014000EDFO  MainWndProc(HWND__ =, uint unsigned __int64, __int6d) 0000000 14000F030  MainWndProc(HWND__ * uint,unsigned __int64,__int6d)
ed, bi eax 000000 14000F1CS  mov edx, b1 eax

000014000F1CT  mov x78481F7

16146007636 MatnadP roc( HND.
je14600F261  xor eox

*,uint, unsigned

?InitializeComSecurity@@YAJXZ

06008668 140088F197

edl, eax
eax, eax
Bx146668F1B4

certsrv.exe before patch

certsrv.exe after patch
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CVE-2022-37976 Patch Analysis

MainWndProc
* InitializeComSecurity This function is introduced by the patch
* ColnitializeSecurity

W=
loc_14000CE2D: ; PReserved3
mov [rsp+78h+1lpdwOwnerSize], ri3
xor rod, rod ; PReservedl . .
mov dword ptr [rsp+78h+pOwner], ri13d ; dwCapabilities Impersonat|on Level is set to
xor r8d, r8d ; asAuthSvc >
mov [rsp+78h+lpdwsaclslze], ri3 ; pAuthList RPC_C IMP_LEVEL IMPERSONATE
or edx, OFFFFFFFFh : cAuthSvc - = - -
ﬂgv dword ptr [rsp+78h+pSacl], ; dwImpLevel
v rcx, 112 PSECDESC I I I
mov dword ptr [rsp+78h+lpdeaclslze], 5 deuthnLevel—>AUthentlcatlor'l Level Is set to
ST o TR 2SIy RPC_C_AUTHN_LEVEL_PKT_PRIVACY
mov ebx, eax - — — — —
test eax, eax
jz short loc_14000CE7F
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Kerberos Reflection

The patch for CVE-2022-37976 changed the impersonation level of the Certificate Service
(CertSrv Request and CertSrv Admin) to RPC_C_IMP_LEVEL IMPERSONATE

NTLM Relay
With the patch, we can relay DCOM to ADCS HTTP / MS-ICPR running on a different machine

Kerberos Reflection

Kerberos Reflection is not restricted, we can relay Kerberos back to the same ADCS server
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Kerberos Reflection

Request a certificate of ADCSS

& =
S =0
(a) =
Attacker ADCS
Remote CoGetInstanceFromIStorage with the CertSrv Request COM
: >
E ResolveOxid2 over MS-RPC E h
I < !
i Stri Bi d . k ’ hi i nCacn_ip_th
| OxidBindings Strlng_ ”:3- |r(1jg Ettac Zr S (rjnac |-neI | | o or
i ecurityBinding : http/adcs.domain.loca N i ncacn_http
i DCOM with ADCSS’s Kerberos AP-REQ messages i _
| ( !
i Relaying Kerberos AP-REQ to ADCS HTTP E
| S !
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Mitigations

ADCS HTTP Endpoints

* Follow to enable EPA (Extended Protection for Authentication) on
your ADCS HTTP endpoints

 EPA can protect your ADCS HTTP endpoints from both NTLM Relay and Kerberos Relay

MS-ICPR

 Keep the default settings of the MS-ICPR, don't remove the IF_ ENFORCEENCRYPTICER
TREQUEST flag


https://support.microsoft.com/en-gb/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429
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Black Hat Sounds Bytes

CertifiedDCOM
* Aremote attack surface of DCOM and AD CS
* Privilege escalation from Domain Users to Domain Admin

 Take Kerberos Relay to the next level, make it a remote attack vector
e Attacks may also work against customized DCOM with misconfigurations

Mitigations

 Update your AD CS to install the patch for CVE-2022-37976

 Update all your machines to enable DCOM Authentication Hardening

 Enable LDAP Signing and Channel Binding & Enable EPA for ADCS HTTP

 Check your customized system-wide and process-wide COM security configurations
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