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• From Sikkim, India

• Senior Threat Researcher (Cloud)

• Presented at Black Hat USA, HITB, HackInParis...

• VulnerabiliBes in cloud services via Zero Day IniBaBve

• X: @_niteshsurana || Web: niteshsurana.com

https://en.wikipedia.org/wiki/Sikkim
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The Art
Azure Functions

Azure Machine Learning

Managed Identities
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The Ar(sts
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EPISODE I: Azure Functions
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Azure Func(ons

• Serverless plaNorm

• User code inside CSP
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Azure Functions

• Running user code

Any user code!?

import azure.functions as func
import os

def main(req: func.HttpRequest) -> func.HttpResponse:
val = req.params.get('msg')

return check_output("echo '{0}'".format(val), shell=True) 
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Azure Functions

• AuthenBcaBon

• Triggers
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Research

• Simulation of compromise

• Analysis of environment

• Configuration changes
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Authentication

• Tokens

• Client certificate

• Custom logic
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Triggers

• HTTP(s) request

• Events
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Timeouts

4.5 m5 m
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Environment analysis

• whoami

• mount, capsh

• env
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Environment variables

• Popular pracBce in DevOps

• OWen stores secrets
• References as a !!! VAULT !!!
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Environment variables

• Fundamentals

unless a new table passed as arguments 
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Is this some debugger magic?

Environment variables

https://github.com/torvalds/linux/blob/23956900041d968f9ad0f30db6dede4
daccd7aa9/fs/binfmt_elf_fdpic.c#L64
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AzureWebJobsStorage

CONTAINER_ENCRYPTION_KEY

CONTAINER_START_CONTEXT_SAS_URI
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AzureWebJobsStorage

Azure Function Storage Account

source code
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{
   "encryptedContext" : 
"Lk8nHZ/2m+6TGuK0pfhtNA==./cYdq+AnpWjICTECMSDgT5SsgFPGm6ouZFtlY7UzQUXvdEiE
kDsDSQreIAZNoeFRcIUmFuZG9tIENoYXJhY3RlciBHZW5lcmF0b3IKCkJhcmRvdCBCcnVzaApo
dHRwczovL2JhcmRvdGJydXNoLmNvbSDigLogY2hhcmFjdGVyLWdlbmVyYXRvcgoKVGhpcyB0b2
9sIGdpdmVzIHlvdSBpZGVhcyBmb3IgdW5pcXVlIGNoYXJhY3RlcnMgdG8gZHJhdyEgVXNlIHRo
ZSBkZXNjcmlwdGlvbiB0byBkZXRlcm1pbmUgdGhlIGNoYXJhY3RlcidzIHBoeXNpY2FsIGFwcG
VhcmFuY2UgYXMgd2VsbCBhcyB0aGVpciBzdXJyb3VuZGluZ3MsIC4uLgoKQdoZW4geW91IHByZ
XNzIHRoZSBidXR0b25zLCB0aGV5IHdpbGwgZ2VuZXJhdGUgLi4uCg==.YWJjZGVmZ2hpamtsbW
5vcHFydHN0YXNma2FzZmQ5NHUwMjNmYXM5MDAxZmtlaWxpZXV5Nzk3OTcyMTM0MTI0NA=="

}

CONTAINER_START_CONTEXT_SAS_URI

{ 
  "encryptedContext" : "AES_IV . payload . SHA256"
}

CONTAINER_ENCRYPTION_KEY
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Decrypted context

• Authentication tokens

• Managed identity proxy settings
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Managed Identities

Storage AccountAzure Function Image

STORAGE_ACCOUNT_CREDENTIALS
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Managed Identities
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Managed Identities
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Findings

• Environment variables

• Proxy parameters

• Valid JWT tokens outside Azure
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Why?

• Environment variables popularity

• Not knowing fundamentals

• Ignoring the risks
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What do you suggest David?
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Why?



#BHASIA  @BlackHatEvents

Disclosure Timeline

04 / 22 – Issue found
05 / 22 – Issue shared with MS
06 / 22 – blogpost released

07 / 23 NetSPI discovers the issue
09 / 23 Fix in progress

hNps://www.netspi.com/blog/technical/cloud-penetraPon-tesPng/mistaken-idenPty-azure-funcPon-apps/
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EPISODE II: Azure ML



#BHASIA  @BlackHatEvents



#BHASIA  @BlackHatEvents



#BHASIA  @BlackHatEvents

Azure Machine Learning

Workspace
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Storage Account

Jupyter Notebooks

Datasets

Models

Python Scripts

Logs

Snapshots
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Compute Instance
Jupyter

VSCode

Docker

PythonPyTorch

TensorFlow

GPU Drivers

Conda
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Compute Instance
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Approach

• Inspect network traffic

• Running processes

• Reverse CSP agents

• Examine default logs
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User Assigned Managed IdenBty
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System Assigned Managed IdenBty

System Assigned Managed Identity
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GET /MSI/auth/?resource=https://management.core.windows.net/&api-
version=2017-09-01 HTTP/1.1
Host: 127.0.0.1:46808
User-Agent: python-requests/2.31.0
Accept-Encoding: gzip, deflate
Accept: */*
Connection: keep-alive
secret: 6cvsqlMIRvIyURbztZ3P

az login --identity

idenBtyresponderd
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identityresponderd 
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identityresponderd

/etc/environment.sso

/mnt/azmnt/.nbvm
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Outbound Traffic from identityresponderd

/mnt/batch/tasks/startup/certs/sha1-<THUMBPRINT>.{pem,key}

POST 
/nbip/token/subscripMons/<SUB>/resourceGroups/<RG>/workspaces/<WS>/comput
es/<CI_NAME>

Host: <REGION>.cert.api.azureml.ms

certThumbprint=<THUMBPRINT>
instanceld=<CI_NAME>
resource=hWps%3А%2F%2Fmanagement.core.windows.net%2F
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identityresponderd 200 OK with M.I. JWT



#BHASIA  @BlackHatEvents

401 Unauthorized
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≠
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Let’s see everything
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dsimountagent
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Spying The Scien(st

/ci-api/v1.0/services/jupyter/logs

azureuser : TTY=pts/0 ; PWD=/ ; USER=root ; 
COMMAND=/usr/bin/cat /etc/shadow



#BHASIA  @BlackHatEvents

Spying The Scien(st

h"ps://msrc.microso-.com/update-guide/vulnerability/CVE-2023-28312

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28312
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Config of dsimountagent

A section of environment variables used by DSIMountAgent
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Purpose of dsimountagent

Compute InstanceFile Share

every 120schecks & mounts
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$AZ_BATCHAI_XDS_ENDPOINTdsimountagent
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Outbound Traffic from dsimountagent
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Fetching AML Workspace Informa(on

dsimountagent
AML Workspace Metadata

fn: hosjools/clients.GetWorkspaceInfo

$AZ_BATCHAI_XDS_ENDPOINT
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Fetching Storage Account Key

fn: hosttools/clients.GetWorkspaceSecrets

dsimountagent
Storage Account JWE $AZ_BATCHAI_XDS_ENDPOINT
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$AZ_LS_ENCRYPTED_SYMMETRIC_KEY

dsimountagentenv/dsiidlestopagentenv

$AZ_BATCHAI_CLUSTER_PRIVATE_KEY_PEM
Decrypted Symmetric Key

JWE of Storage Account Access Key
Storage Account Access Key

Decrypted Symmetric Key
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Attack Scenario

Storage Account Access Key

Environment Variables

Certificate + Private Key

Storage Account Access Key

Environment Variables

Certificate + Private Key
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Does rotating the key help?
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Does the story end here?
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Cloud Agents

👑👑👑👑
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Fetching more {“RequestType”:”?”}
hosWools/clients.GetWorkspaceSecrets

hosttools/clients.generateXDSApiRequestSchema
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Fetching System Assigned MI JWT

fn: hosWools/clients.GetAADToken

$AZ_BATCHAI_XDS_ENDPOINT

identityresponderd Entra ID JWT of Managed Identity
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Response containing Azure AD Token of System-Assigned Managed IdentityEntra ID JWT of System Assigned Managed IdenBty
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Fetching User Assigned MI JWT
fn: hosttools/clients.GetAADToken

$AZ_BATCHAI_XDS_ENDPOINT

idenMtyresponderd
Entra ID JWT of Managed Identity
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Recap

‘whoami’ of AML Workspace
Storage Account Access Key
Managed IdenBty JWTs
…

$AZ_BATCHAI_XDS_ENDPOINT
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But we can use the logs, right?
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Legitimate Activity

Fetching Managed Identity JWT from a Compute InstanceFetching Managed Identity JWT from a Compute Instance

$ az login --iden(ty
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Malicious Ac(vity

$AZ_BATCHAI_XDS_ENDPOINT

Entra ID JWT of Managed Identity
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Generated Logs
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How to detect stolen certs?
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Why is this even a vulnerability?
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https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overviewh"ps://learn.microso1.com/en-us/azure/ac5ve-directory/managed-iden55es-azure-resources/overview
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This is trust.. But did you verify?
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Call Azure Support! 🔥
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Call Azure Support! 🔥
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Persistence

• Fetch rotated keys, MI JWTs, etc.

• CerBficate valid for two years

• Logging discrepancies == 🔥
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Disclosure Timeline
04/07/23 – ZDI reported the vulnerability to the vendor.
04/11/23 – The vendor acknowledged the report.
07/13/23 – ZDI asked for an update.
07/19/23 – The vendor asked us to join a call to discuss the report.
07/19/23 – ZDI joined the call and provided the vendor with addiPonal details.
07/20/23 – The vendor states that they are considering this bug low severity and that they would release a fix in 30-45 
days.
07/20/23 – The ZDI informed the vendor that the case is due on 08/05/23 and that we are publishing this case as a 
zero-day advisory on 08/09/23.

https://www.zerodayinitiative.com/advisories/ZDI-23-1056/

https://www.zerodayinitiative.com/advisories/ZDI-23-1056/
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References
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How many services support M.I.?
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50+ Azure Services

https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/managed-identities-status#services-supporting-managed-identities
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Future Scope: Azure Services x M.I. 🎯
API Management Azure Container Instance Azure Event Hubs
Application Gateway Azure Container Registry Azure Image Builder
Azure App Services Azure Machine Learning Azure IoT Hub
Azure Arc Azure Data Box Azure Kubernetes Service
Azure Automanage Azure Data Explorer Azure Logic Apps
Azure Automation Azure Data Factory Azure Log Analytics
Azure Batch Azure Data Lake Azure Media services
Azure Blueprints Azure Data Share Azure Service Fabric
Azure Cache Azure DevTest Labs Azure Stack Edge
Azure Container Apps Azure Event Grid Azure Virtual Machines
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Takeaways

• Use environment variables carefully

• Threat model CSP services

• Least privilege for identities

• Examine Cloud APIs & find 🔥 bugs
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Takeaways

• Test & Secure AuthN & AuthZ scopes 

• AcBonable logging for detecBon

• Assume Breach scenarios & edge cases

• Challenge official documentaBon
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Acknowledgements

@thezdi

X: @thezdi
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Q/A

Source: https://surveysparrow.com/blog/funny-customer-service-memes/
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niteshsurana.com x.com/anu4is

Find us 👇
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⚡ Black Hat Sound Bytes ⚡

Assume breach x edge cases == variants of bugs

Challenge official documentation

Examine Cloud APIs & find 🔥 bugs


