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Introduction

Background of Netlink

• Mainly used for bidirectional communication between the kernel 

and user-space processes

• Support full-duplex, asynchronous and multicast communication

• Two categories in usage: Classic Netlink and Generic Netlink



Introduction

Programming model of Classic Netlink 

• (Classic) Netlink socket is supported since 1999 with Linux 2.2

• The programming model



Introduction

Flaws of Classic Netlink

• Limited number of Netlink protocol

• Complex usage

Generic Netlink



Introduction

Programming model of Generic Netlink 

• Generic Netlink socket is supported since 2006 with Linux 2.6.15

• The programming model



Attack Surface Analysis

• Netlink architecture

• Kernel mechanism of Classic Netlink 

• Threat model  of Classic Netlink

• Kernel mechanism of Generic Netlink 

• Threat model  of Generic Netlink



Attack Surface Analysis

Netlink architecture



Attack Surface Analysis

Kernel mechanism of Classic Netlink 

• Transfer Message Format

- nlmsg_len    : sizeof(nlmsghdr + pad + payload + pad)

- nlmsg_type : message content type

- nlmsg_flags : additional flag

- nlmsg_seq : sequence number

- nlmsg_pid : sending process port id



Attack Surface Analysis

Kernel mechanism of Classic Netlink 

• Parsing Transfer Message

Check Nothing!



Attack Surface Analysis

Threat model  of Classic Netlink 

• Top-down: attack the parsing of Classic Netlink 

messages received from user space

- Attack-1: check the skb->len, nlh->nlmsg_len and

NLMSG_HDRLEN  ===>  NLMSG_OK

- Attack-2: check the length of payload 

- Attack-3: check the parsing of payload content



Attack Surface Analysis

Threat model  of Classic Netlink 

• Bottom-up: attack the building of Classic Netlink 

messages sending to user space

- Classic Netlink + file_operations (ioctl/write/…) 

- Classic Netlink + socket (tcp/…)

- Classic Netlink + …



Attack Surface Analysis

Kernel mechanism of Generic Netlink (based on Classic Netlink ) 

• Transfer Message Format



Attack Surface Analysis

Kernel mechanism of Generic Netlink 

• Transfer Message Format

struct genlmsghdr

- cmd : generic netlink command

- version    : generic netlink version

- reserved : reserved field

struct nlattr

- nla_len : sizeof(nlattr + pad + attr payload + pad)

- nla_type : attribute type



Attack Surface Analysis

Kernel mechanism of Generic Netlink

• Parsing Transfer Message

Check by nla_policy!



Attack Surface Analysis

Kernel mechanism of Generic Netlink

• Parsing Transfer Message

struct nla_policy

- type            : data type of attribute 

- len : type specific length of attr payload

- union { … } : validation union



Attack Surface Analysis

Threat model  of Generic Netlink 

• Top-down: attack the parsing of Generic Netlink 

attributes received from user space

- Attack-1: check the settings of attribute policy

- Attack-2: check the validity of each attribute

- Attack-3: check the parsing of attribute payload



Attack Surface Analysis

Threat model  of Generic Netlink 

• Bottom-up: attack the building of Generic Netlink 

attributes sending to user space

- Generic Netlink + file_operations (ioctl/write/…) 

- Generic Netlink + socket (tcp/…)

- Generic Netlink + …



Case Study

• Vulnerabilities statistics

• Case study 1: attack the parsing of Classic Netlink message

• Case study 2: attack the building of Classic Netlink message

• Case study 3: attack the parsing of Generic Netlink attributes

• Case study 4: attack the building of Generic Netlink attributes



Case Study

Vulnerabilities statistics (up to 2024/04/15)

• Number and Classification

• 4 vendors, 19 CVEs, 19 confirmed, all fixed

• Distribution



Case Study

Case study 1: attack the parsing of Classic Netlink message

• CVE-2023-32880 (NETLINK_FGD OOB Read)



Case Study

Case study 1: attack the parsing of Classic Netlink message

• CVE-2023-32880



Case Study

Case study 1: attack the parsing of Classic Netlink message

• Root Cause Analysis

- Attack-1: check the skb->len, nlh->nlmsg_len and NLMSG_HDRLEN  ===>  NLMSG_OK

- Attack-2: check the length of payload

• Reflection: are all the out-of-bounds read data located in the receive buffer?

- setsockopt(sock, SOL_SOCKET, SO_RCVBUF, &size, sizeof(size))  ===>  2304B (not fixed)

- Carefully construct payloads to fill the receive buffer



Case Study

Case study 2: attack the building of Classic Netlink message

• CVE-2024-20833 (NETLINK_FIPS_CRYPTO Use After Free)



Case Study

Case study 2: attack the building of Classic Netlink message

• CVE-2024-20833 • Root Cause Analysis

- Classic Netlink + ioctl

- Unprotected global variable



Case Study

Case study 3: attack the parsing of Generic Netlink attributes

• CVE-2024-26811 (Linux Kernel ksmbd smb2_read_pipe OOB Read)



Case Study

Case study 3: attack the parsing of Generic Netlink attributes

• CVE-2024-26811



Case Study

Case study 3: attack the parsing of Generic Netlink attributes

• CVE-2024-26811 • Root Cause Analysis

- Generic Netlink + tcp

- Attack-3: check the parsing of attribute content



Case Study

Case study 4: attack the building of Generic Netlink attributes

• CVE-2023-52103 (Driver flp OOB Read)



Case Study

Case study 4: attack the building of Generic Netlink attributes

• CVE-2023-52103 • Root Cause Analysis

- Generic Netlink + write

- Unchecked validity of input data



PoC and Exploitation

• PoC of Classic Netlink

• PoC of Generic Netlink

• Exploitation



PoC and Exploitation

PoC of Classic Netlink

• Resolve the source port occupation problem 

- Using getpid() as port in multi-process

- Try different port to bind() in multi-thread

• PoC template



PoC and Exploitation

PoC of Generic Netlink

• Resolve the Family ID acquisition problem • PoC template



PoC and Exploitation

PoC of Generic Netlink

• PoC template



PoC and Exploitation

Exploitation

• CVE-2023-32878 (Arbitrary Read)

• CVE-2023-32882 (Write-What-Where)



Conclusion

Summary

• Netlink is a hidden attack surface buried deep in the Android ecosystem

• When customizing Classic Netlink, kernel will do no checks on Netlink messages

• When customizing Generic Netlink, kernel will do checks by attribute policy

• Generic Netlink does more than Classic Netlink, but it also introduces new secure threats

Suggestions for vendors

• Try to customization using Generic Netlink instead of Classic Netlink

• Understand Netlink mechanism and APIs before using them



Thanks for your listening!


