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03

Armv8 -M Only Defines Protection 
Controllers at The CPU-level (MPU, 

SAU, IDAU)

Vendors Are Forced to Develop 
System Protection Controllers (PPCs, 

MPCs)

PSA Level 2/3 Need CPU- and System-
level Memory Protection Controllers (the 
ƭŀǘǘŜǊ ƛǎƴΩǘ ŘŜŦƛƴŜŘ ōȅ !ǊƳǾу-M)



While System-Wide protections are a must, Armv8 -M only defines 
CPU-level memory protections .  We hypothesize that this dichotomy 
(together with a lack of  understanding of the PSA isolation levels) 

may open security holes in modern TrustZone -M systems   

Hypothesis



A Bumpy but Revealing Journey
Weak Protections, TEE Assessment and our Responsible Disclosure Journey 
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We report to Microchip that the lack of a MPC may create security 
issues, special in PSA level 2/3, Microchip ŕƆŕƨσǭϐǭįƙŝϐany actions! 

Responsible Disclosure: Microchip
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