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PARADOXAL OBSERVATIONS

Armv8 -M Only Defines Protection
1 TRUSTZONE-M HAS A CPU-CENTRIC VIEW Controllers at The CPU-level (MPU,
SAU, IDAU)

Vendors Are Forced to Develop

SYSTEM-WIDE PROTECTIONS ARE PROPRIETARY | RRAICIURE(CE ey CO)ntrollerS (PPCs,
MPCs

PSA Level 2/3 Need GRlud System

MISSMATCH BETWEEN TZ-M AND PSA LEVELS level Memory Protection Controllers (t
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System-Wide protections Armv8 -M
CPU-level memory protections hypothesize that this dichotomy

may open security holes

Hypothesis



A Bumpy but Revealing Journey




» MICROCHIP



& MICROCHIP [o ii{UE3Rel\le



MSMICROCHIP | ¢ IIsiSRiLel\[e:

SAML11



& MICROCHIP [o ii{UE3Rel\le

SAML11 Kinibi- M



aaaaaaaaaaaaaaaaaaaaaaaaa

Mircochip First "
Kinibi-M Platfor

‘0 Use Turstonic Revolutionary
m For Microcontrollers

LYV [eINOIe IRl EI TRUSTONIC

SAML11 Kinibi- M



security@nformed con

Making The World A Safer Place

ElectronicDesign

Artificial Intelligence (Al) Mobile Access Healthcare Security Cybe NN e T

Microchip Debuts Cortex-M23
MCUs

June 25,2018 [l

Two of the first Cortex-M=23 microcontrollers
have arrived—developed by Microchip—and
advanced security is among the features.

Mircochip First "
Kinibi-M Platfor

‘0 Use Turstonic Revolutionary
m For Microcontrollers

William G. Wong

LYV [eINOIe IRl EI TRUSTONIC

SAML11 Kinibi- M



security@nformed con

ElectronicDesign. LOGIN JO

Making The World A Safer Place

Artificial Intelligence (Al) Mobile Access Healthcare Security Cybe e T e EEDLED

Microchip Debuts Cortex-M23

Mircochip First To Use Turstonic Revolutionary|mcus =
Kinibi-M Platform For Microcontrollers |

Two of the first Cortex-M23 microcontrollers
have arrived—developed by Microchip—and

advanced security is among the features.

William G. Wong

TRUSTONIC FIND OUT MORE

Not just droning on! The rise of Kinibi-M | ¢!

31 OCTOBER 2017



Securityonformedmm Electronic De$ign LOGIN JO

Making The World A Safer Place

Artificial Intelligence (Al) Mobile Access Healthcare Security Cybe e T e EEDLED

Microchip Debuts Cortex-M23

Mircochip First To Use Turstonic Revolutionary|mcus

. ol o . June 25,2018
Kinibi-M Platform For Microcontrollers A S R
advanced security is among the features.

William G. Wong

7N
TRUSTONIC O i @@ X
' " TODAY

= Flying Vehicles v Smart Cities Vv Transportation v Robotics IIoT v Security v More

Not jUSt drom’ng on! The rise of Kinibi-M | Trustonic Embeds IoT Security Technology in Microchip
MCU

31 OCTOBER 2017 The IoT security technology will be embedded at the chip level using Trustonic’s Kinibi-M software.




secu rityﬂnformedmm ElectronicDesign. LOGIN O

Making The World A Safer Place

Artificial Intelligence (Al) ~ Mobile Access  Healthcare Security ~ Cybe e T e EEDLED

Microchip Debuts Cortex-M23

Mircochip First To Use Turstonic Revolutionary|mcus

June 25,2018 &

Kinibi-M Platform For Microcontrollers o of the fist Cortex-Mag microcontrollers

have arrived—developed by Microchip—and
advanced security is among the features.

William G. Wong

TRUSTONIC [ B 98X

= Flying Vehicles Vv Smart Cities Vv Transportation v Robotics IToT v Security Vv More ™

Not jUSt drom’ng on! The rise of Kinibi-M | Trustonic Embeds IoT Security Technology in Microchip
MCU

31 OCTOBER 2017 The IoT security technology will be embedded at the chip level using Trustonic’s Kinibi-M software.

CLOuUD DESIGN + OPTIMISATION ENERGY MANAGEMENT HOSTING + COLOCATION INFRASTRU

Trustonic launches loT device security
solution

Blockchain-based Digital Holograms, trusted device provisioning and a modular,
secure OS combine to bring trust to constrained loT devices.

[ 6 years ago Posted in



Securityonformedcom Electror“CDeSign LOGIN JO

Making The World A Safer Place

Artificial Intelligence (Al) Mobile Access Healthcare Security Cybe N Y T Sy

Microchip Debuts Cortex-M23

Mircochip First To Use Turstonic Revolutionary|mcus

June 25,2018 &=

Kinibi-M Platform For Microcontrollers Two of the first Cortex-Mag microcontrollers

have arrived—developed by Microchip—and
advanced security is among the features.

William G. Wong

TRUSTONIC [ g HEoX [Em

" TODAY
Flying Vehicles v Smart Cities Vv Transportation v Robotics IIoT v Security v More
Not ]USt droni Ng on! The rise of Kinibi- |\/| Trustonlc Embeds IoT Security Technology in Microchip
MCU
31 OCTOBER 2017 The IoT security technology will be embedded at the chip level using Trustonic’s Kinibi-M software.
Py A - EWSLETTER MEDIA EVENTS SHOP RSS @+w Sevausn XN X In &
lektroniknet.de Marki&Technik | Elektronik | Elektmnik  Helonis
CLOUD DESIGN + OPTIMISATION ENERGY MANAGEMENT HOSTING + COLOCATION INFRASTRUQ = Rubrics | ticker Pictures videos Market overviews White paper Web seminars glossary Q
Home > Semiconductors > Microcontrollers = arm Cortex-M23 plus on-chip security for the loT
Trustonic launches loT device security Microchip introduces SAM L10/L11 MCUs
solution

Blockchain-based Digital Holograms, trusted device provisioning and a modular, arm cortEX'M23 plus On Chlp Securlty for the IOT

secure OS combine to bring trust to constrained loT devices.

B3 6 yearsago Posted in June 25,2018, 12:30 am | Frank Riemenschneider



MICROCHIPSAML11

measure —{_| |
BYPASS |m "

-

=
CURRENT

EE  ewr
on<..znzu.nw

5.0V VCC 3 (=g

o

MI BYPASS "
CORTEX DEBUG

a5

MEASUREMENT

S

MicrocHIP

BLACKHAT 24

ESRG/3



ESRG/3

MICROCHIPSAML11

aNO

aNo|
| O
“TNi8 10

| Nl e N e e e
[Ollm.|

S LA XXX NN XX

il g R
— SE8 oF

= E

-
L]
L ]
L]
L ]
®
®
L ]
.
®
L

Overview

The SAML11 Xplained Pro evaluation kit is ideal for evaluating and prototyping with the ultra low
power SAML11 ARM® Cortex®-M23 based microcontrollers integrating robust security which
includes ARM® TrustZone®, secure boot, crypto acceleration, secure key storage and chip-leve|
tamper detection. In addition to security the SAM L11 MCU features general purpose embedded
control capabilities with enhanced peripheral touch controller and advanced analog.
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SAM L11 Specific Security Features

This chapter provides an overview of the security features which are specific to the SAM L11.

Features
SAM L11-specific security features can be divided into two main categories.

The first category relates to the ARM TrustZone for Cortex-M technology features:

» Flexible hardware isolation of memories and peripherals:
— Up to six regions for the Flash
— Up to two regions for the Data Flash

— Up to two regions for the SRAM

— Individual security attribution (secure or non-secure) for each peripheral using the Peripheral Access
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which looks for the secure module that will handle this command. As every secure module runs in

unprivileged mode, the Kinibi-M kernel switches to unprivileged and sends the command to the handler
of the secure module. When the secure module has finished handling the command, a system call
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