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About us

Meggie He, 

A security researcher at OPPO, 

specializes in security certification, 

security feature research, and security 

tool development.

She leads in certification projects, leads 

the writing of OPPO's IoT security 

specifications, and development of this 

tool.

Abbie Zhou, 

A security researcher and engineer,

specializes in reverse, development of 

security features and security tools.

He led the development of Privacy 

Detective. And he has a long-standing 

interest in mobile security and mobile 
privacy related issues.
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Background
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Companies Challenges

Europe United States

Source: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4426146
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Companies Challenges

Source： https://www.enforcementtracker.com/?insights

• Course of overall sum of fines (cumulative):

• Course of overall number of fines (cumulative):

• The maximum fine for a GDPR violation is €20 

million, or 4% of a company's global annual 

revenue, whichever is higher. 

• The sum of fines has been growing 

dramatically, while the number is stably 

increased. 
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Source： https://www.enforcementtracker.com/?insights

• Course of overall sum of fines (cumulative):

• Course of overall number of fines (cumulative):

• The maximum fine for a GDPR violation is €20 

million, or 4% of a company's global annual 

revenue, whichever is higher. 

• The sum of fines has been growing 

dramatically, while the number is stably 

increased. 

• All-area companies are under legislative’s 

inspection. 
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• The device should only use secure and non deprecated (TLSv1.2) 

channels for communication (HTTPS).

• The source code reveals hardcoded URLs.

• Only certificates signed by a trusted CA are accepted.

• Pre installed application should only communicate with servers in EU.

• Encryption is the best way to protect data during transfer and one way 

to secure stored personal data.

Specific External Requirements (from GDPR)
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Consumer Concerns

Some third-party E-commerce apps are like mind-reader. …

Where are you 
heading this 
vacation?

Maybe Singapore?

On Sale
Ticket to Singapore

Source: https://www.pwc.com/gx/en/industries/consumer-markets/consumer-insights-survey-feb-2023.html

Consumers level of Privacy concern 

retailers

Social Media China

China Global

Global

Very concern Extremely concern
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Motivations: 

• European area’s increasing regulation requirements;

• Reduce the risk of increasingly strict inspections for the company.

• Curious about convenient apps are achieved.

Objectives: 

• Find non-compliance transmission behaviors and prepared for further 
analysis
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Preparations

We have already integrated a novice-friendly auto-deployment script in the 

tool， while you still need the following preparations:

1. Win 10 or higher

2. Python 3.10 or higher

3. An emotional stable security researcher : ) 
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Our Research

• Overview

• Data collection 

• Data processing

• Data analysis
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Overview

Supported functions:

• Network & cipher capture

• TLS decryption

• Decryption of nested encryption

• H2 header decoder

• Sensitive data scanner
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Data Collection

TCP&TLS Capture

TCP Socket Hook(Runtime):

• Hook

• TCP data: “java.net.SocketOutput(Input)Stream”

• Invoke

• Server name: “getHostString()”

• Ips: “getLocal(Remote)SocketAddress()”

• Ports: “getPort()”

• Thread id: “myTid()”
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Data Collection

TCP&TLS Capture

SSL Hook(Native):

• Hook

• SSL data: “libssl: SSL_read(write)”
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Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：

Hooked workflow：

` ` ` ` ` `

`

position



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：

Hooked workflow：

` ` ` ` ` `

`

position



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：

Hooked workflow：

` ` ` ` ` `

`

position



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• One small tip. 

Bytebuffer

` ` ` ` ` `

`
position

Original workflow：

Hooked workflow：

` ` ` ` ` `

`

position



# BHASIA @BlackHatEvents

Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):
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• Splice the blocks and return the cipher text with plain text.
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Data Collection

Cipher Capture(JVM hook):

Cipher Hook(Runtime):

• Hook (“javax.crypto.Cipher”)

• Cipher blocks: “update()”, “doFinal()”

• Parameters: “chooseProvider()”

• Get encryption key and parameters in chooseProvider

• Splice the blocks and return the cipher text with plain text.
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Data Processing

Can we decrypt TLS?

What we get in one connection?

• Time-based TLS and TCP  data 
sequence.

How do TCP and TLS relate?

SSL_Write

SSL_Write

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

SSL_Write

SSL_Write

TCP_Send

……
Let’s dive into TCP/TLS workflow.
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Data Processing

How do TCP and TLS relate?

Receive Routine:

Send Routine:
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Data Processing

Can we decrypt TLS?

What we get in one connection?

• 4 different data

What is in the context of TLS?

• TCP_Recv follows:
one or multiple SSL_Read

• one or multiple SSL_Write follows: 
TCP_Send

Plain text1

Cipher text1

Plain text2

Cipher text2

Plain text3

Plain text4

Cipher text3

SSL_Write

SSL_Write

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

TCP_Send

TCP_Recv

SSL_Read
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Data Processing

Can we decrypt TLS?

Plain text1

Cipher text1

Plain text2

Cipher text2

Plain text3

Plain text4

Cipher text3

SSL_Write

SSL_Write

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

TCP_Send

TCP_Recv

SSL_Read

……

YES,
Plain text1

Cipher text1?

Plain text2?

Cipher text2

Plain text3

SSL_Write

SSL_Read

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

TCP_Send

SSL_Read

SSL_Read

……

BUT

????

????

????
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Data Processing

Can we decrypt TLS?

Plain text1

Cipher text1?

Plain text2?

Cipher text2

Plain text3

SSL_Write

SSL_Read

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

TCP_Send

SSL_Read

SSL_Read

……

BUT

????

????

????

In one app or service, 
there may be multiple TCP connections.



# BHASIA @BlackHatEvents

Data Processing

Can we decrypt TLS?

How to find one TCP connection?

• Match the ip and port in TLS & 
TCP.

SSL_Write
IP: 1.2.3.4  Port:66

SSL_Write
IP:1.2.3.4  Port: 66

TCP_Send
IP 1.2.3.4 Port: 66

TCP_Recv
IP: 1.2.3.4 Port:66

SSL_Read
IP:1.2.3.4 Port: 66

SSL_Read
IP:2.3.3.3 Port:101

TCP_Recv
IP:2.3.3.3 Port:101
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Data Processing

Can we decrypt TLS?

How to find one connection?

• Theoretically, we can match 
the ip and port in TLS & TCP.

• Practically, we cannot 
obtained the ip and port in 
TLS.  T^T
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Data Processing

Can we decrypt TLS?

How to find one connection?

• Theoretically, we can match 
the ip and port in TLS & TCP.

• Practically, we cannot 
obtained the ip and port in 
TLS.

• So, we move to thread id

SSL_Write
Thread id: 23333

SSL_Write
Thread id: 23333

TCP_Send
Thread id: 23333

TCP_Recv
Thread id: 23333

SSL_Read
Thread id: 23333

SSL_Read
Thread id: 12345

……

TCP_Recv
Thread id: 12345
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Data Processing

Can we decrypt TLS?

How to find one connection?

• Theoretically, we can match 
the ip and port in TLS & TCP.

• Practically, we cannot 
obtained the ip and port in 
TLS.

• So, we move to thread id

SSL_Write
Thread id: 23333

SSL_Write
Thread id: 23333

TCP_Send
Thread id: 23333

TCP_Recv
Thread id: 23333

SSL_Read
Thread id: 23333

SSL_Read
Thread id: 12345

TCP_Recv
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Data Processing

New encryption?

What are captured?

• Sequenced TLS and TCP  
data stream

• Sorted data stream by 
thread id. 

• Matched TCP and TLS. 

What We Get?

• Plain TCP data！
• But everything done?!

What’s this?
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Data Processing

New encryption?

What are captured?

• Sequenced TLS and TCP  
data stream

• Sorted data stream by 
thread id. 

• Matched TCP and TLS. 

What We Get?

• Plain TCP data！
• But everything done?!

H2 head compress
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Data Processing

How to decompress HTTP/2.0 header completely?

1. Implement the algorithm to reverse the h2 encode algorithm.

2. Use the existing libraries. 

3. What we get？

Fake a connection.

TCP_Send

TCP_Recv

TCP_Send

TCP_Send
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Data Analysis

Privacy info scanner:

We used a self-developed regex-based script to scan the plaintext.

We highly recommend researchers have their own scan rules, or use 
open-source libs. 
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Data Analysis

Our findings:

• Xprivacy
• Virtualdroid
• Godinsec
• Daniu
• ……
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Deployment

Automation:

• Install.bat : 

Install or upgrade dependency;

• Init.bat : 

Push Frida-server into device;

• run.bat :

Run Frida & Invoke disable-usap.bat;

Waiting kill command. 
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Prospects

• Add UDP support

• Add Chrome & Firefox core support

• Add pcap output

• Rewrite a Xposed version
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• Add UDP support
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Takeaways

• How to decrypt TLS in TCP traffic without IP info.
➢ By using Linux thread ID as the feature, and through analysis of the packet sequences, we 

decrypt TLS traffic on Android without IP, port or certificate information.

• How to decrypt nested encrypted TCP data.
➢ We hooked most implementations of “Cipher” class to get all the encryption and decryption 

data, then restored the double-encrypted content in TCP. But please be careful with Byte 
Buffer.

• How can we protect our privacy from tracking.
➢ As we showed on “Our findings” slides. For a Android user, we highly suggest you to use the 

latest version to obtain the newest security & privacy strategy, practice the principle of least 
privilege.
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Q&A
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The End


