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Companies Challenges
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Source: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4426146
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Companies Challenges

* Course of overall sum of fines (cumulative):

€ 4,500,000,000

e The maximum fine for a GDPR violation is €20

I million, or 4% of a company's global annual
revenue, whichever is higher.

€ 1,000,000,000

€ 500,000,000
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 The sum of fines has been growing

* Course of overall number of fines (cumulative):

dramatically, while the number is stably

increased.
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Source: https://www.enforcementtracker.com/?insights
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Companies Challenges

* Course of overall sum of fines (cumulative):

€ 4,500,000,000 . -
- Fines by sectors

€ 4,000,000,000

€ 3,500,000,000

€ 3,000,000,000

€ 2,500,000,000

&5 000.000.000 Industry and Commerce

€1,500,000,000 Media, Telecoms and Broadcasting

€1,000,000,000 219, Individuals and Private Associations

€500,000,000 Public Sector and Education

ﬂi{o o © m Finance, Insurance and Consulting
S 0:: ?“Q PP ° @ Health Care

1!
m Employment

m Mot assigned

m m Transportation and Energy

m Accomodation and Hospitalty

* Course of overall number of fines (cumulative):
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Source: https://www.enforcementtracker.com/?insights
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Specific Extemnal Requireents (from GDR)

The device should only use secure and non deprecated (TLSv1.2)
channels for communication (HTTPS).

The source code reveals hardcoded URLs.

Only certificates signed by a trusted CA are accepted.

Pre installed application should only communicate with servers in EU.

)

)
)

)

Encryption is the best way to protect data during transfer and one way @

to secure stored personal data.



t

black hat
ASIA 2024

Consumer Concemns

Some third-party E-commerce apps are like mind-reader. ...

Consumers level of Privacy concern

Where are you
heading this
vacation?

Maybe Singapore?

Global

o :i% 46 0/0

24% 22%

Global

30%
0O
< —
Ticket to Singapore k B = 15% 7% 18%  12%
-

m Very concern m Extremely concern

Source: https://www.pwc.com/gx/en/industries/consumer-markets/consumer-insights-survey-feb-2023.html
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Motivations:

 European area’s increasing regulation requirements;
 Reduce the risk of increasingly strict inspections for the company.

* Curious about convenient apps are achieved.

Objectives:

* Find non-compliance transmission behaviors and prepared for further
analysis
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Preparations

We have already integrated a novice-friendly auto-deployment script in the
tool, while you still need the following preparations:

1. Win 10 or higher
2. Python 3.10 or higher

3. An emotional stable security researcher : )
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e Overview

 Data collection

Our Research

* Data processing

* Data analysis



£

black hat
ASIA 2024

Overview

Android System Privacy Detective
- Android Runtime Data Collection
Supported functions: — ,
Core Libraries > Cipher Hooks
javax.crypto.Cipher N

— 3 Socket Hooks & Invokations

° N etwo rk & Ci p h er ca pt ure java.net.SocketOutputStream ,  OpenSSL Hooks & Invocations

Java.net.SocketInputStream

Data Processing

* TLS decryption

android.os.Process ——————— Decrypt TLS

* Decryption of nested encryption

D Http/2 Head
Native Libraries ecompress HTTp eaders

libssl.so Decrypt Nested Encryptions
 H2 header decoder o " "
SSL__wr'i’re() Data Analysis
* Sensitive data scanner ibe.s0 S
gettid()

Output
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Data Collection
TCP&TLS Capture

TCP Socket Hook(Runtime):

* Hook
TCP data: “java.net.SocketOutput(Input)Stream”

* Invoke

* Server name: “getHostString()”

* lps: “getLocal(Remote)SocketAddress()”
 Ports: “getPort()”

* Threadid: “myTid()”

Android System

Android Runtime
Core Libraries

javax.crypto.Cipher

Java.net.SocketOutputStream

Jjava.net.SocketInputStream

android.os.Process

Native Libraries

libssl.so

SSL_read()
SSL_write()

libc.so

gettid()

Privacy Detective

Data Collection

Cipher Hooks

Socket Hooks & Invokations

socketReadO() | socketWriteO()
Get TCP data & invoke:

Y

Get host name
Get addresses

Get ports

—|—> android.os.Process.myTid()

OpenSSL Hooks & Invocations
Data Processing
Decrypt TLS
Decompress Http/2 Headers
Decrypt Nested Encryptions
Data Analysis
Privacy Info Scanner

Output
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Android System Privacy Detective

"src-ip": "2

"src-port”: 443,

"dst-ip": "10.

"dst-port”: 42618,

"timestamp”: "2024-01-19 11:05:23:452859",

"sequence”: null,

"thread id": 24349,

"tls": null,

"hostname™: "mapi

"funcname”: "TCP_recv”,

"hex": "17030302453A6BA55F5FC83672880A81E8A6B81463D707E9985DF97005103E8335640FFC87E59044F8EFECF399B2A41FEF6184FE7D
"str": . cee-].p.->. .IN....X."a...z...]3.W.[ _}.N¥m... Q....

“getLocal(Remote)SocketAddress()”
Ports: “getPort()”
Thread id: “myTid()”

Decompress Http/2 Headers

Decrypt Nested Encryptions

Data Analysis

Privacy Info Scanner

Output
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Android System

Android Runtime
Core Libraries

javax.crypto.Cipher

Jjava.net.SocketOutputStream

Java.net.SocketInputStream

android.os.Process

Fi¢

Privacy Detective

Data Collection

Cipher Hooks
Socket Hooks & Invokations

OpenSSL Hooks & Invocations

SSL_read() | SSL_write()
Get SSL data & invoking:

Get sequence

SSL Hook(Native):

Get version
—>
Get servername ¢ HOOk
o . L : “libssl: SSL r write)”
Native Libraries libc:gettid() SSL data bssl: SS - ead( te)
libssl.so
SSL_read()
SSL_write() Data Processing ° InVOke

SSL_get_read_sequence()
SSL_get_write_sequence()
SSL_get_version()
SSL_get_servername()

libc.so

gettid()

Decrypt TLS

Decompress Http/2 Headers

Decrypt Nested Encryptions

Data Analysis

Privacy Info Scanner

Output

SSL seq. no.:
SSL version:
Server name:
Thread id:

“SSL_get_read(write)_sequence()”

“SSL_get_version()”

“SSL_get_servername()”

“gettid()”
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"src-ip": null,

"src-port”: @,

"dst-ip": null,

"dst-port”: 0,

"timestamp”: "2024-01-19 11:05:23:853486",

"sequence”: 1,

"thread_id": 24349,

"tls": "TLSv1l.2",

"hostname”: "mapi. .com”,

"funcname”: "SSL read”,

"hex": "485454502F312E3120323030204F4BODOA446174653A204672692C203139204A616E20323032342030333A30343A303220474D540D0A436F6E74656E74

"str”: "HTTP/1.1 200 OK..Date: Fri, 19 Jan 2024 ©3:04:02 GMT..Content-Type: application/binary;charset=UTF-8..Content-Length: 2480.
b

SSL_write() Data Processing VORC
SSL_get_read_sequence()

SSL_get_write_sequence() D +TLS . K “« : ”
T ecryp SSL seq. no SSL_get_read(write) sequence()

SSL_get_servername() . . “ . ”
Decompress Http/2 Headers SSL version: SSL_get_version()

libc.so

Server name: “SSL_get_servername()”
Thread id: “gettid()”

gettid() Decrypt Nested Encryptions

Data Analysis

Privacy Info Scanner

Output
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Data Collection
Cipher Capture(JVM hook):

Cipher Hook(Runtime):

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

One small tip.
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

One small tip.
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

One small tip.
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

Hooked workflow:
* One small tip.

I

position
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

Hooked workflow:
* One small tip.

I

position
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

Hooked workflow:
* One small tip.

I

position
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Data Collection
Cipher Capture(JVM hook): pytepuffer

Original workflow .

Cipher Hook(Runtime):

I

position

* Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

Hooked workflow:
* One small tip.

I

position
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Data Collection
Cipher Capture(JVM hook):

Cipher Hook(Runtime):

Hook (“javax.crypto.Cipher”)
Cipher blocks: “update()”, “doFinal()”

Parameters: “chooseProvider()”

Get encryption key and parameters in chooseProvider

Splice the blocks and return the cipher text with plain text.
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Data Collection

CIpher ca “transformation™: "AES/GCM/NoPadding”,

"block size": 16,

Cipher Hook(R

Hook (“javax.c 857343D227D",
"plain_string"
{\"weather-location-service\" :\"jiuz jwZ1K551MA0ME5z trIpWEG
Parameters: +Ft1rYM3ZvOVcIphid=\"1}",

“crypto”:

Cipher blocks:

W
T

RFC2A443

-'I:

I'\.
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R
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Get encryption ke

-

L ':

1 L R W]

I = R
=] LLJ B M
i T s R e T Y iy |

 r
(I I I W |

L
|

|

|_

= = O
=Y B L
[ |

[

L ad
:

[ BN
|
I-I
LM
LD
B

Splice the blocks :
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Data Collection

CIpher ca “transformation™: "AES/GCM/NoPadding”,

"block size": 16,

Cipher Hook(R

Hook (“javax.c A57343D227D",

"plain_string"

{\"weather-location-service\" :\"jiuz jwZ1K551MA0ME5z trIpWEG

Parameters: +Ft1r¥YM3ZvOvcIpd=\"1}",
“crypto .

Cipher blocks:

W
T

RFC2A443

-'I:

I'\.

S

[ T I

R
L s
|
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L B S T L

Get encryption ke
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Data Processing

Can we decrypt TLS?

What we get in one connection?

e Time-based TLS and TCP data
sequence.

How do TCP and TLS relate?

Let’s dive into TCP/TLS workflow.

SSL_Write

SSL Write

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

SSL_Write

SSL Write

TCP_Send
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Data Processing
How do TCP and TLS relate?

Receive Routine:

Send Routine:

— L

\ _/
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Data Processing

Can we decrypt TLS?

What we get in one connection?

|| TcP_Send |f|| TCP_Recv ||
. ; (TS) " (TR) :
4 different data i L —— ):
(F ; 2\
|| ssL_write |[|| SSL_Read |-
(SW) (SR)
= 4 SSL_Write TCP_Recv
One or ' (SW) (TR)
multiple " - -
P .- : , TCP_Send || TCP_Recv
TCP_Send SSL_Read (TS) (TR)
(TS) (SR)

IEI IEI

{3
(=



£

blackhat
ASIA 2024

Data Processing

Can we decrypt TLS?

What we get in one connection? rcp_send | || TcP_Recy

« 4differentdata L M B
SSL_Write SSL_Read

What is in the context of TLS? S Y B

- 4 SSL_Write TCP_Recv
* TCP_Recv follows: One or : (W) (R)
one or multiple SSL_Read multiple 7} : :
v - . . TCP_Send TCP_Recv
TCP_Send SSL_Read (TS) (TR)
 one or multiple SSL_Write follows: (TS) (SR)
TCP_Send \__©® @ J\_

@
-
-

@
-
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Data Processing

Can we decrypt TLS?

What we get in one connection?
e 4 different data

What is in the context of TLS?

e TCP_Recv follows:
one or multiple SSL_Read

 one or multiple SSL_Write follows:
TCP_Send

SSL_Write

SSL_Write

TCP_Send

TCP_Recv

SSL_Read

SSL_Read

TCP_Send

TCP_Recv

SSL_Read
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Data Processing
Can we decrypt TLS?

What we get in one connection?
e 4 different data

What is in the context of TLS?

e TCP_Recv follows:
one or multiple SSL_Read

 one or multiple SSL_Write follows:
TCP_Send

SSL_Write

Cipher textl
SSL_Write
TCP_Send Plain textl
TCP_Recv Cipher text2
SSL_Read

Plain text2
SSL_Read
TCP_Send Plain text3
TCP_Recv Cipher text3
SSL_Read Plain text4
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Data Processing

Can we decrypt TLS?

YES, BUT

SSL Write Plain textl SSL Write Plain textl
SSL_Write SSL_Read 7

Cipher textl
TCP_Send TCP_Send ||Cipher text1?
TCP_Recv Cipher text2 TCP_Recv Cipher text2
SSL_Read SSL_Read

Plain text2 Plain text2?
SSL_Read SSL_Read
TCP_Send Plain text3 TCP_Send Plain text3
TCP_Recv Cipher text3 SSL_Read ?77?
SSL_Read Plain text4 SSL_Read ??77?




£

blackhat
ASIA 2024

Data Processing

Can we decrypt TLS?

In one app or service,
there may be multiple TCP connections.

BUT
SSL Write Plain textl
SSL_Read ??7??
TCP_Send ||Cipher text1?

TCP_Recv Cipher text2
SSL_Read

Plain text2?
SSL_Read
TCP_Send Plain text3
SSL_Read 2777

SSL_Read

277?
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Data Processing

Can we decrypt TLS?

How to find one TCP connection?

e Match theip and port in TLS &
TCP.

SSL Write
IP:1.2.3.4 Port:66

SSL Write
IP:1.2.3.4 Port: 66

TCP_Recv
IP:2.3.3.3 Port:101

TCP_Send
IP1.2.3.4 Port: 66

SSL_Read

IP:2.3.3.3 Port:101

TCP_Recv
IP:1.2.3.4 Port:66

SSL_Read

|IP:1.2.3.4 Port: 66




£

blackhat
ASIA 2024

Data Processing

Can we decrypt TLS?

"src-port”: @,
"dst-ip™: null
. . "dst-port": @,
How to find one connection? .06 10357
“thread id": ;656_.
"tls": "TLSv1.3",
"hostname™ :
"funcname": "S

 Theoretically, we can match
the ip and port in TLS & TCP.

* Practically, we cannot
obtained the ip and port in
TLS. TAT
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Data Processing

Can we decrypt TLS?

How to find one connection?

Theoretically, we can match
the ip and port in TLS & TCP.
Practically, we cannot
obtained the ip and portin
TLS.

So, we move to thread id

"hnetname" * "catdnt .com"

"src-ip": "2 .15",

"src-port": 443,

"dst-ip": "1€ 52",

"dst-port": 42362,

"timestamp”: "2024-03-25 19:11:16:036542",

"caauence: null

"thread_id": 26814,

"tIs™: null,

"haoctnama®™: "catdot

"funcname": "TCP_recv",

"hex": "17030300C5A989859BF947EB78DBE641347C3894AEE069020083F15B27813[]
"str": " eeedicea["e=\\).z.VMQ.3z..h.%..P...$..].AZ

"src-ip": null,

"src-port": 0,

"dst-ip”: null,

"dst-port": 0,

"timestamp”: "2024-03-25 19:11:16:037539",
"seauence”: 14.

"thread_id": 26814,

TISTTTLSVILZ S,

3

"funcname": "SSL read",
“hex™: “485454502F312E3120323030204F4BODOA5365727665723A206F70656E7261
"str”: "HTTP/1.1 200 OK..Server: openresty..Date: Mon, 25 Mar 2024 11
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Data Processing

Can we decrypt TLS?

How to find one connection?

* Theoretically, we can match

the ip and port in TLS & TCP.

* Practically, we cannot
obtained the ip and portin
TLS.

* So, we move to thread id

SSL Write
Thread id: 23333

SSL Write
Thread id: 23333

TCP_Send
Thread id: 23333

TCP_Recv
Thread id: 12345

TCP_Recv
Thread id: 23333

SSL_Read
Thread id: 23333

SSL_Read
Thread id: 12345
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Data Processing

Can we decrypt TLS?

How to find one connection?

* Theoretically, we can match

the ip and port in TLS & TCP.

* Practically, we cannot
obtained the ip and portin
TLS.

* So, we move to thread id

SSL Write
Thread id: 23333

SSL Write
Thread id: 23333

TCP_Recv
Thread id: 12345

TCP_Send
Thread id: 23333

SSL_Read

Thread id: 12345

TCP_Recv
Thread id: 23333

SSL_Read
Thread id: 23333
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Data Processing

New encryption?

What are captured? |
 Sequenced TLS and TCP [jeietsss

"dst-ip": null,
"dst-port": @,

data St rea m "timestamp": "2024-01-19 11:03:35:302677",

"sequence”: 4,
"thread_id": 24014,

e Sorted data stream b e sz, ]
y ostname™: "1x@.meituan.com”, What's thls?

": "SSL write",
- .
t h re a d I d "hex": "0000750104000000038384418BA3C817A4A64DA3A9721E9F874F@55554462D385A839BD9AB4@8DBOASBOF2993117C949124D497F890BAREDCE5968220]
.

"str”: "..y........A......M..r...0.UTF-8Z....@......1..I.MI....m.Yh\"."P... .@.M.TZ\"A.........~..5. ..u.b.&=LtA..$...L.7.Y.\\...9
e Matched TCP and TLS
atcne dan .

What We Get?

* Plain TCP data!
* But everything done?!
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Data Processing

New encryption?

What are captured? |
 Sequenced TLS and TCP [Esass

"dst-ip": null,
"dst-port”: @,
d ata St rea m "timestamp”: "2024-01-19 11:03:35:302677",
"sequence”: 4,
"thread_id": 24014,

* Sorted data stream by

me": "1x@.meituan.com”
N ": "SSL_write",
th rea d Id "hex™: "0000750104000000038384418BA3C817A4A64DA3A9721E9F874F@55554462D385A839BD9AB4@8DBOASBOF2993117C949124D497F890BAR6DC659682201
. "str: "..y........A......M..r...0.UTF-8Z....@...... 1..I.MI....m. Yh\"."P....@.M.TZ\"A.........~..5. ..u.b.&=LtA..$...L.7.Y.\\...9

e Matched TCP and TLS. H2 head compress

2 "funcname”: "SSL_write",
What We Get * "hex": "505249202A20485454502F322E300D0AODOA534DODOAODOA"

* Plain TCP data A TP
* But everything done?!
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Data Processing

How to decompress HTTP/2.0 header completely?
1. Implement the algorithm to reverse the h2 encode algorithm. °

2. Use the existing libraries. @

3. What we get?

TCP_Send

TCP_Recv

TCP_Send

TCP_Send

J
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Data Processing

"src-ip":
"src-port"”: 49246,

"dst-ip": "

"dst-port": 443,

"timestamp": "2024-03-25 19:11:08:993762",

"thread_id": 28071,

"tls™: "TLSv1l.2",

"hostname”: "cat

"funcname”: "TCP send”,

"hex™: "000115 000",

"str": "HTTP/2.0 [<RequestReceived stream _id:3, headers:[(':method', 'POST'), (':path’,
p=1&unionId=b ) "), (':authorit
('content-type', 'application/x-www-form-urlencoded'), ('user-agent', 'Dalvik/2.1.0 (Li
('accept-encoding', 'gzip'), ('content-length', '257')]>, <DataReceived stream id:3, fIl¢
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Data Analysis

Privacy info scanner:

We used a self-developed regex-based script to scan the plaintext.

We highly recommend researchers have their own scan rules, or use
open-source libs.

patterns = {"private_ssh_key": "-----BEGIN PRIVATE KEY-----[a-zA-Z0-9\\S]{100,}-----END PRIVATE KEY----- ”.
"private rsa key": " -BEGIN RSA PRIVATE KEY --[a- -9\\5]{1@8, }-----END RSA
"pgp_private_ :*y_j'ﬁrr"- M- BEGIN PGP PRIVATE KEY BLOCK----- "

”.tHHrl e [alAllp|PI[i|TII[_1?[kIKI[e|EILy|Y]. I\ 1[e-9a-zA-21{32,45}* |\""
" | ][elE][clCcI[rIRI[e|EI[t]T].* |\ ] '1_-H ;].___4 .[ )

"ip 111 e5 ': r E?:{?: |2[ 11 1121
”liﬂh_fiﬂdeﬁ”: "((?:https?://|www\d{@,3}[.])[
" F' 35SWOr '..-l_i rl_U r__l m - T [ a- :':"| _ : ] : EI , _]. ':1 : _."' ,"'I .'I. \ . ) : ! .
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Data Analysis

Our findings:

“transformation”: "DES/CBC/PKCS5Padding",

"block_size": 8,

"opmode": 1,

“plain™: "7B2241

"plain_string”: "{\"data\":[\"biz.bokhorst.xprivacy\",\"de.robv.android.xposed.i
\"com.soft.apkee8v\",\"net.digitalfeed.pdroidalternative\”,\"net.anylocation\"”,\
tools\",\"com.dobe.sandbox\",\"com.x1aobai.gaiji\",\"com.sigma rt.totalcontrol\",\
ggwapp.shadowside\",\"com.qyqd\", \"top.ale24bytes.mockloc.ca.propushservice\”,\"co
daniu\",\"com.soft.aok@e8v\",\"zpp.wjy.xxsg\",\"com.wanl.you\",\"com.eagle.mdz\",\
dimonvideo. luckypatcher\"”,\"com. speedsoftware.rootexplorer\”,\"com.rinzz.avatar\" , k—eom=
example.my.zjabc\",\"com.safe.dz\"]}",

"crypto”: "778D5 DFDC2",

"password”: "6B

"IVT

Xprivacy
Virtualdroid
Godinsec
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Data Analysis

Our findings:

"transformation”: "DES/CBC/PKCS5Padding"”,

"block size": 8,

"opmode": 2,

"plain™: "53454C45435420434F554E542830292046524F4D206576656E74207768657265206C6576656C3C3D3F",
"plain_string"”: "SELECT COUNT(©®) FROM event where level<=?",

"crypto”: "OF3436FF35CCB8376C6AC43D385069E381E5B2E19B54E7874DDEC5337A5FDCF649F6DD8723D80B63FEQOCS5DA7D580622"
"password"”: ’ "

2
" IV" . " g i
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Data Analysis

Our findings:

"plain_string”: "{\’ , \"android _1d\":\"2c 60\",\"did\":\"\",
"bssid\":\"68: :al\",\"mac\":\" 90. :C5\",\"1me1\":\"\",\"1ime12\":\"\",

TAmsINT NN, N meid\ " NN, N s\ T NN, NV rapn VT s VT wa AN, N net\ "\ "WIFIN ", \"wifi\" :\"on\",

"mno\"” :\"unknown\",\"1ccid\":\"\",

"uuid\" :\"0000. 7524\",
"dpid\":\"403l ) "040\",
"union_1d\":\"b92’ . “179\%, \
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Data Analysis

Our findings:

"spc-ip": "192.168.137.177",
"src-port": 51230,
"dst-ip”: "13.36.124.147",
"dst-port": 443,
"timestamp”: "2024-©3-12 12:00:31:767377",
"thread_id": 28541,
"tls": "TLSv1.2",
"hostname": "weather .com",
"funcname": "TCP_send",
"hex": "
"str": "HTTP/2.0 [<RequestReceived stream_id:11, headers:[(':method', 'POST'), (':path', '/weather/location,
), (':authority', ‘weather .com'), (':scheme', 'https'),
("cipherinfo', '{\"crypto-cipher-service\":{\"tmpPublicKey\":\"MFkwEwYHK0ZIzjOCAQYIK0oZIzj@DAQcDQgAEOTA4U2\\\\/
MlgHjt+yh2eh@1i6R0QaBfnpP\\\\/4DgowwI2JuD5wLMQhnjgR\\\\/2noIndIB5I1v4QN5q8BxAQuU4DCXcRAA==\",
\"salt\":\"Y6W8SM1FiPvH84DsYL88rnTIXmfBr62blGvufSY2R76U=\",\"info\":\"d2VhdGhlcilsb2NhdGlvbilzZXJ2aWN1\"}}"),
( "wrapperkey', '{\"cipher\":\"389cN4ANAPOmX3Samiac58gb@eZm]2s49RhVwXuPGnfPudUwatIIR19\\\\/205Pz62g\\\\/OMEVT\\\\/
CFpNdOf1xofsBOBnX3eNECb53db+n\\\\/Zzo+zZeIiBvIFh6\\\\/1+s=\",\"iv\" :\"RRWWGTbEi4WYaPSP\"}"'), ('encryptflag’,
"3'), ('content-type', 'application/json; charset=utf-8'), ('content-length®, '38@'), ('accept-encoding’,
‘gzip'), ('user-agent', 'okhttp/4.9.0"')]>, <DataReceived stream id:11, flow controlled length:380,
data:7b2261637469766174696F6e54696d657374616d>, <StreamEnded stream _id:11>] Data:
{\"bssid\":\"86: :04\",\"latitude\" :\"KUCVO5YF\",\"ssid\" :\"\\\" ALY,
\"todayLocateCnt\":\"10\",\"longitude\" :\"KkOIIJOIWQ==\",\"ts\":\"2024-03-12 12:00:30 GMT+08:00\"}",
"num”: 37,
"identity": {
"MAC": [
"86:
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Data Analysis

Our findings:

"transformation”: "AES/CTR/NoPadding"”,
"block size": 16,

"opmode": 1,

"plain”: "3 4",
"plain_string”: "11 . 94",

"crypto”: "2A4388209D0959",
"password”: "16 |

"IV": "D4

"transformation”: "AES/CTR/NoPadding",
"block size": 16,

"opmode": 1,

"plain”: "3 S
"plain_string”: "2 . 35",

"crypto”: "2940953B9605",

"password”: "16

“IV*': "D4
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Deployment
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Deployment

Automation:
 |nstall.bat:

Install or upgrade dependency;
* I|nit.bat:
Push Frida-server into device;

* run.bat:

Run Frida & Invoke disable-usap.bat;

Waiting kill command.

‘ install bat ‘

_—
i

Install or upigra'de dependency

:‘_J
;;»{ init bat ‘

Search the frid:aﬁéwer file in its path
[P

I
Push the server |nt0 target device

:‘P{ run.bat ‘
! r—b{ disable-usap bat

disable the USAP ieature for stability

Run fﬁda—sew&r as root
e
i
i

Input zllm,r 'key to exit
e

—»{ kill bat ‘

Kill the frid:a—séwer in device
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Add UDP support
Add Chrome & Firefox core support
Add pcap output

Rewrite a Xposed version
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Data Collection
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Cipher Hooks

chooseProvider()
Get the cipher parameters

> updata()

Android System Get the intermediate blocks

Android Runti
roid Runtime doFinal()

G (s Get the end of blocks

Iguax.coygta.Cighes Socket Hooks & Invokations

socketReadO() | socketWriteO()

Jjava.net.SocketOutputStream Get TCP data & invoke:

>
Pn java.net.SocketInputStream Get host name
Get addresses
Get ports
android.os.Process
—— android.os.Process.myTid()
Native Libraries
libssl.so OpenSSL Hooks & Invocations
SSL_read() > sSL_read() | SSL_write()
SSL_write() Get SSL data & invoking:

SSL_get_read_sequence()
SSL_get_write_sequence()
SSL_get_version()
SSL_get_servername()

Get sequence
Get version

Get servername

libc.so

> libc:gettid()
gettid()

Data Processing
Decrypt TLS

Using thread id & algorithmic rules

Decompress Http/2 Headers

Using h2 library with a fake client & server

Decrypt Nested Encryptions

Using the captured cipher data to match
and decrypt TCP data.

\/
Data Analysis

Privacy Info Scanner

Using regular matching rules to identify

Output

/tmp:
Captured intermediate data;
/result:
Final results
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Takeaways

 How to decrypt TLS in TCP traffic without IP info.
» By using Linux thread ID as the feature, and through analysis of the packet sequences, we
decrypt TLS traffic on Android without IP, port or certificate information.

* How to decrypt nested encrypted TCP data.
» We hooked most implementations of “Cipher” class to get all the encryption and decryption

data, then restored the double-encrypted content in TCP. But please be careful with Byte
Buffer.

* How can we protect our privacy from tracking.
» As we showed on “Our findings” slides. For a Android user, we highly suggest you to use the

latest version to obtain the newest security & privacy strategy, practice the principle of least
privilege.
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