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ABSTRACT 
In-car dash cameras (dashcams) have become quintessential to our daily lives, 
supported by guidelines and regulations from insurance companies as part of 
insurance reduction or substantiating claims during an accident. However, this 
can be a double-edged sword without proper security measures, potentially 
compromising privacy and increasing susceptibility to identity theft. 
 
This study presents in-depth findings on hacking over two dozen leading dashcam 
models, documenting the various hacking methodologies found for each model. 
These are fed into a 10-stage attack flow which provides a step-by-step approach 
to conducting an automated drive-through compromise on dashcams, resulting in 
major privacy breach within 6 minutes. We have coined the term "DriveThru 
Hacking" for this novel attack vector, and created a tool called "DriveThru 
Hacker" which automates the process of Wi-Fi discovery, hacking, data 
exfiltration, LLM summarisation and insights generation, focusing on a 
vendor-agnostic attack and performance. 
 
The tool's performance was field-tested on 40 participants, and we have 
documented the exploitability, points of failure and the reconnaissance data 
gathered from sample dashcam footage, such as private conversations and daily 
routes. The impacts of our compromise are also expounded, uncovering the 
severe lack of emphasis placed on privacy within this space. Finally, we discuss 
countermeasures to these attacks and precautionary practices we should adopt 
both as manufacturers and consumers of such Wi-Fi enabled peripherals. 
  
Keywords: Dashcam Security, Wi-Fi Hacking, LLM Summarization 

 



 

ABSTRACT 1 
1. EXECUTIVE SUMMARY 4 
2. BACKGROUND 5 

2.1 Existing Literature on Dashcam Vulnerabilities 5 
2.2 Wi-Fi Hacking in the Modern World 5 
2.3 Leveraging GenAI in Reconnaissance 7 
2.4 Background Research on Manufacturers 8 
2.5 Securing Wi-Fi Enabled Internet of Things (IoT) Devices 8 

3. RESEARCH METHODOLOGY 10 
3.1 Design of DriveThru Hacker 10 

3.1.1 Attack Flow Stages 26 
3.2 Detailed Experimental Set-up 27 

3.2.1 Process Flow 27 
3.2.2 Methodology to derive Attack Vector Susceptibility 28 

4. RESULTS AND ANALYSIS 29 
4.1 Passive Sampling Results 29 

4.1.1 Brand Distribution of Dashcams in Singapore 29 
4.2 Participant Dashcam Results 29 

4.2.1 Active Attack on Participant Dashcams 29 
4.2.3 Cloud-connected Dashcams 30 

4.3 Vulnerability Disclosure 32 
4.3.1 Vulnerability Summary 32 
4.3.2 Assigned CVEs 34 
4.3.3 Vendor Disclosure 35 

5. FUTURE CONSIDERATIONS 37 
5.1.1 Lateral Movement 37 
5.1.2 Tool Optimizations 37 
5.2.1 Key problems in the dashcam industry 38 
5.2.2 Recommendations to manufacturers 38 
5.2.3 Potential Partnerships 40 

6. CONCLUSION 41 
7. REFERENCES 42 

 

2 



 

1. EXECUTIVE SUMMARY 
This white paper provides a focused study into the methodology of dashcam exploitation, and the severity of impact 
this attack vector brings. With dashcam security as an under-considered niche in IoT technology, there has been little 
literature regarding the safeguards put in place to prevent compromise. This has led to a lack of security 
implementation in most common dashcam designs, spanning weaknesses in authentication mechanisms and file 
storage. 
 
Recognising these vulnerabilities, the DriveThru Hacker Tool has been developed as a result of an experimental 
study into the ease with which dashcams can be exploited, regardless of vendor. Leveraging LLM summarisation, 
the severity of such an exfiltration is also examined, with major privacy concerns arising from both dashcam audio 
and video footage. Field research was conducted to determine the dashcam distribution on Singaporean roads, with 
the collection of over 1000 SSIDs for analysis. 
 
This paper introduces a proposed methodology for rapid exploitation and pivoting of dashcam footage, particularly 
in the case of those with Wi-Fi capabilities, along with a deep dive on the extensive privacy and data concerns these 
vulnerabilities entail. Section 2 outlines the current research on dashcam vulnerabilities, as well as the ease of 
exploiting weak Wi-Fi network configurations in the modern threat landscape. Section 3 introduces the overall flow 
of the attack vector, and the key attack stages demonstrated in the tool. Section 4 contains results of field research, 
and performs a statistical analysis to determine the true impact of the experiment findings. Finally, Section 5 
discusses the key highlights and takeaways from this study, proposing future enhancements and insights for dashcam 
manufacturers. 
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2. BACKGROUND 
This section explores the current research done on dashcam vulnerabilities, and has an overview of the relevance of 
Wi-Fi hacking in recent times. Additional insights on the rise of GenAI in the context of reconnaissance have also 
been included. 

2.1 Existing Literature on Dashcam Vulnerabilities 

While dashcams are ubiquitous in modern society, research on their vulnerabilities are far less so. Few studies have 
surfaced on this topic, especially compared to the slew of new features modern dashcams have been furnished with. 
Existing research has been made on the security vulnerabilities of Wi-Fi enabled dashcams, with a focus on poorly 
configured firmware and weak authentication protocols that can be bypassed through packet interception (J. Park et 
al., 2016). A threat analysis on the Wi-Fi connected dashcam was also conducted, highlighting the potential for 
unauthorised video access or modification, misoperating of the dashcam system, and control privilege of the 
dashcam (Park et al., 2018). 
 
With the rising trend of connected cars, there is an increasing reliance on the integrity of automotive IoT to not only 
improve performance, but safeguard against incidents and insurance claims (Dumasia & Raghunath, 2023). 
Connected cars have already had several critical discovered remote vulnerabilities, relating to components such as 
remote keyless systems, connected smartphone applications, the OBD port and more (Gülsever, 2019).  
 
In a recent deep-dive on dashcam custom protocols (Lee & Park, 2024), analysis was done on the firmware of 
dashcams, which were typically available for download from most of the official websites. The file system was then 
extracted from these firmware using tools such as binwalk and 7-zip. Port scanning and Boot Logic Analysis were 
also conducted on these dashcams, providing statistics on open ports, running processes and the network. Finally, the 
main binary was decompiled, allowing for static analysis, step-through debugging, and protocol analysis. Through 
this, insights on the vulnerable features of dashcams were revealed, such as the RTSP protocol providing live view 
functionality, or problems with the firmware update function. Finally, the team managed to discover a stack of 
Zero-Day vulnerabilities ranging from Shell Script Execution (CWE-553) to OS Command injection (CWE-78). 
 
Security measures have been proposed against these established weaknesses, such as using blockchain technology to 
prevent forgery and falsification, coupled with multi-signature-based access control methods based on GPS (Global 
Positioning System) to ensure authenticity and privacy (Na & Park, 2022). 

2.2 Wi-Fi Hacking in the Modern World 
Since its inception, the modern Wi-Fi protocol has gone through many iterations, with the crux of Wi-Fi security 
lying in the strength of its encryption protocol (Firdus et al., 2024) - from vulnerabilities in the RC4 Key 
Distribution algorithm affecting WEP, to heightened security from WPA to WPA2 due to encryption length 
differences between Temporal Key Integrity Protocol and AES, and finally using the Dragonfly handshake in WPA3 
to guard against offline dictionary attacks. This exponentially rapid pace of evolution correlates directly with its 
widespread adoption in modern society. 
 
Indeed, while the newest WPA3 fixes previous design flaws such as forward secrecy and management frame 
security (Vanhoef, 2022), with the speed of today’s cyberscape, existing vulnerabilities have already been found, 
such as disconnection attacks (e.g. KRACK, FragAttacks, Dragonblood) and network layer attacks (e.g. ARP 
Poisoning, abusing shared Wi-Fi group key to inject packets).  
 
Furthermore, the shift from WPA2 is still ongoing, with many modern IOT devices still not supporting WPA3 
(HKCERT, 2020), and hence possessing many of the inherent vulnerabilities in WPA2. These include vectors such 
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as rogue access points, compromising the confidentiality of the authentication key via interception, or 
de-authentication attacks blocking the availability of the legitimate access point. WPA2 is also susceptible to offline 
dictionary attacks, even with AES encryption, and the pre-shared key can easily be obtained through cracking (Najar 
& Mir, 2021).  
 
This opens up a whole host of Wi-Fi attacks, such as sniffing, injection and cracking, with plenty of open-source 
tools available for ease of adoption (Bugcrowd, 2024). Notable examples include Aircrack-ng, which supports all 
types of wifi attacks, or tools to speed up cracking such as hcxtools or hashcat. Even for WPA3, tools such as 
Wacker exist to facilitate online cracking. 
 
This ease of exploitation at high performance speeds has led to practices such as wardriving, which initially started 
out as a hobby of  “driving around, looking for wireless networks”, but has evolved in the hands of malicious actors 
to include gaining access to those systems (Caviglione, 2011). 
 

Attack Detected 
Anomaly 

Skills Needed WLAN 
Affected 

Security 
Risk 

Countermeasures 

SSID unlock None. Automatically 
done in several 
software 

ALL 1 None at this level. 

Active scan None. Automatically 
done by interfaces' 
drivers 

ALL 0 Forecasted in the standard. Check 
periodically MAC addresses of traffic 
flows. 

Passive scan None, but proper 
software and a 
proper interface is 
needed. 

ALL 2 Reduce the transmission power. 

WEP crack Minimum If WEP 
Protected 

10 Avoid WEP. If WEP must be in place 
(for legacy support) change password 
often. Monitor traffic to detect peaks and 
activate MAC filtering (at least). Force 
users to adopt VPN and disable DHCPs. 

MAC spoofing Medium. Kernel 
patches could be 
needed. 

ALL 8 MAC-based policies must be adopted 
jointly with encryption techniques. 

Packet injection Medium If WEP 
Protected 

5 Tools for performing packet injection 
can also monitor the WLAN like IDS. 

De-authentication 
flood 

Medium For WPA 7 The attacker could be "serious." Change 
the WPA password to avoid a dictionary 
attack. 

5 



 

Unsolicited traffic 
in indoor 
environments 

Medium/High ALL 9 When in presence of limited transmitting 
power, the attacker relies on high-gain 
antennas, thus could be a prepared 
attacker. 

Unrecognized High ALL 10 It could be a "false positive" or the 
attacker could be able to produce his/her 
own tools. 

Table 1 Summary of wardriving threats and possible countermeasures 
 
As a community dedicated to cracking WLAN networks on the go, the pace of Wi-Fi exploitation is relentless, and 
users of Wi-Fi enabled products should be aware of these risks and mitigate against them accordingly. 

2.3 Leveraging GenAI in Reconnaissance 
A mainstay topic in most security discussions in recent times, GenAI has brought monumental shifts in the way 
hackers conduct their attacks. 
 
When looking at the potential for abuse of GenAI, the intersection between the type of harm inflicted and intentions 
of the malicious actors can be charted (Ferrara, 2024). 
 

 
Fig. 1 Examples of GenAI abuse 
 
As can be seen, with GenAI, threat actors have far greater potential in leveraging previously less salient attack 
vectors or personal information, to inflict greater harm and more lasting impact.  
 
For example, GenAI can be used to facilitate more targeted phishing campaigns, where hackers can quickly craft 
professional looking phishing emails tailored to victims based on their public profile information, increasing both 
the quantity and quality of such malicious emails that can be sent out (Monetary Authority of Singapore, 2024).  
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Thus, GenAI has the potential to supercharge existing TTPs - refined social engineering, such as generating 
convincing spear phishing emails based on OSINT and data breaches, is just one of the ways hackers can do more 
with far less information (Krishnan, 2024). This also extends to other phases such as reconnaissance, where LLMs 
can quickly identify vulnerabilities and cracking passwords, and even lowering the barrier to entry for malicious 
actors by quickly enhancing scripting techniques. 

2.4 Background Research on Manufacturers 

In recent years, dashcams have become a near-essential accessory for vehicle owners, driven by their widespread 
availability, affordability, and the practical value they offer. No longer reserved for commercial fleets or tech-savvy 
drivers, dashcams are now commonplace across all types of vehicles. Their presence serves as a passive safeguard - 
providing convenient and reliable documentation in the event of accidents, road incidents, or criminal activity. 
Whether supporting insurance claims, legal cases, or simply offering peace of mind, dashcams have become a key 
part of the modern driving experience. 

Based on our SSID discovery sample of 1000 items, dashcams from IROAD emerged as the most prevalent, 
accounting for nearly 50% of all dashcams identified in our research. This finding underscores IROAD's widespread 
market presence and provides insight into the underlying ecosystem of dashcam manufacturing. A particularly 
noteworthy observation is that many of these dashcams, regardless of brand, often originate from the same 
manufacturing facilities or OEMs (Original Equipment Manufacturers). As a result, multiple brands frequently share 
identical or highly similar hardware configurations and firmware versions. 

This uniformity introduces a significant cybersecurity concern: an exploit developed for one model has a high 
probability of being replicable across multiple other brands, especially if they share the same chipset, firmware base, 
or wireless stack. The wireless stack refers to the combined set of hardware, firmware, and software layers that 
manage how the device communicates wirelessly - such as through Wi-Fi or Bluetooth - including everything from 
the physical wireless chipset to the network protocols and drivers that control it. 

Because many devices use the same or similar wireless stacks, a vulnerability in one component could serve as a 
universal entry point across different brands and models. Additionally, it is not uncommon for third-party mobile 
applications, not produced by the original dashcam manufacturers, to be capable of discovering and connecting to 
these devices. These apps can sometimes access dashcam storage, live video feeds, or other sensitive content, further 
broadening the attack surface and making unauthorized access even more feasible. 

Moreover, many original equipment (OE) dashcams installed in high-end vehicles - such as those from 
Mercedes-Benz, Audi, or BMW - are often sourced from the same OEMs that supply consumer-grade dashcams. 
These overlapping supply chains blur the line between premium automotive tech and off-the-shelf consumer 
electronics, amplifying the potential risk surface. Exploiting a vulnerability in a widely distributed consumer model 
could, in theory, expose similar weaknesses in OE models integrated into vehicles, with potentially serious 
implications for both privacy and vehicular security (FCC Report on WHB, n.d.). 

2.5 Securing Wi-Fi Enabled Internet of Things (IoT) Devices 

With the advent of IoT devices bringing immeasurable convenience to modern society, security mindsets towards 
the use of these devices have not evolved at the same pace for the common consumer. In Singapore, 16% of 
networks use default or common passwords, highlighting the complacency and false sense of security the populace 
holds towards Wi-Fi security (Lim, Rahman, & Sikdar, 2025). This weakness has already been weaponized as a 
primary vector in many exploits, where great coverage can be attained with just low-hanging fruit. In IoT networks, 
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password matching or theft holding are some popular techniques used by intruders to gain unauthorised access 
(Stiawan et al., 2019).  

In fact, this remains a concern even for manufacturers, who are responsible for generating default factory passwords, 
with many routers never changing their factory default credentials (Abdullahi & Ariffin, 2015). Even direct 
prompting of users to change their passwords may be insufficient, with many underestimating the dangers of weak 
password settings and opting for the convenience of leaving the default credentials, exposing themselves to basic 
Wi-Fi hacking (Murakami, Fujita, & Okabe, 2022).  
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3. RESEARCH METHODOLOGY 
This section explains the design flow and implementation of DriveThru Hacker, a dashcam hacking tool devised to 
exfiltrate dashcam footage and extract relevant findings via LLM summarisation. 

3.1 Design of DriveThru Hacker 
DriveThru Hacker delivers an automated, vendor-agnostic attack on vulnerable dashcams that are stationary and 
within range for a brief period of time. The attack primarily extracts dashcam footage, both audio and video feeds, 
and uses LLM summarisation to garner useful insights. Below is a table detailing the attack stages used in the 
exploit. 
 

Dashcam 
Model 
Highlight 

Attack Stage 

J 1 Discover – dashcam SSIDs 

J, K, E, F, H, 
P 

2 Connect – using default/fixed/common passwords (fallback to traditional cracking of 
handshake captures) 

J, K, E, F, H, 
P, C 

3 Bypass – device registration or physical pairing 

C 4 Silence – dashcam warning sounds during the attack (if applicable) 

all 
5 Authenticate – file storage services using hardcoded credentials found in APKs/firmware 

(if applicable) 

B, O 6 Dump – all video, audio, meta data such as GPS data 

K, G, L 
7 Sabotage – change configurations such as disabling recording, deleting footage, or 

sabotaging the car battery 

I 
8 Extract – key video frames containing landmarks and road signs to infer point-in-time 

location (if GPS data isn’t available) 

I 
9 Process – transcribe audio, identifying background music and summarizing key 

conversations via LLM 

I, M 
10 Insights – generated using driving routes, lifestyle patterns, and conversational topics, 

presenting them to the car owner at the end of the drive-through 

Table 2 Attack Flow stages in DriveThru Hacker 
 
As seen, the attack flow has been divided into 10 key stages, from discovery to dumping to insight generation. Each 
stage has been correlated with the dashcam models that are most relevant to it, with the actual brands having been 
abstracted to alphabets for anonymity.  
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3.1.1 Attack Flow Stages 
The following details the attack flow stages employed by the DriveThru Hacker, going into the underlying logic 
behind each phase. 
 
Stage 1 - Discover 
Upon starting up DriveThru Hacker, the tool scans for Wi-Fi networks and generates a list of target dashcam SSIDs. 
The attack starts with the known hardcoded defaults if applicable, running the model-specific scripts for identified 
dashcam models based on the SSID. If none of the scanned SSIDs are known, likely unrelated SSIDs (such as those 
prefixed by known ISPs) are first removed using a blacklist, before moving on to the second stage. 
 
Stage 2 - Connect 
Through OSINT and scouring dashcam-affiliated applications, a database of default dashcam app credentials along 
with common-weak passwords was compiled for iteration in the cracking phase. Hence, if the SSIDs have no known 
defaults, the common passwords are used in credential stuffing to attempt to establish connection. 
 
To ensure a vendor-agnostic approach was formulated, 24 Wi-Fi enabled dashcam models across 15 distinct brands 
were procured and analyzed. Each unit was evaluated based on its shipped password configuration, changeability, 
and relative susceptibility to handshake capture and cracking. 
 
From the 15 brands surveyed, 14 brands were shipped with identical default credentials across all their dashcam 
units. Only one brand implemented a unique random password per unit, which still adhered to a predictable structure 
of eight lowercase alphabetical characters. Based on existing password-cracking benchmarks, this configuration 
remains highly susceptible to brute-force attacks. Using modern cloud cracking tools, these passwords can often be 
cracked in under an hour - a timeframe irrelevant in typical long-duration attacks but impractical for a short-term 
drive-through exploit. As such, these passwords are deprioritized in the DriveThru Hacker methodology. 
 
Furthermore, only 11 of the 15 brands allow end users to modify the default password, with the remaining 4 brands 
having hardcoded, immutable credentials. This introduces a significant security risk - any nearby adversary who 
knows the default password can connect to the dashcam's Wi-Fi network without restriction.  
 
Within the subset of 11 configurable brands, user-set passwords were not cracked unless they remained default, or 
were commonly used (e.g., 12345678, password). Secure passwords were considered out of scope, as the DriveThru 
Hacker’s focus is on easily exploitable credentials. This reflects the real-world constraints of DriveThru Hacking: 
limited proximity and brief attack windows. Dashcams requiring extensive brute-force efforts or time-intensive 
cracking were excluded from this study, as they fall outside the scope of rapid, opportunistic compromise. 
 
An unexpected finding emerged during analysis: 4 dashcam brands were configured to use a publicly routable .com 
domain as their internal domain name. This misconfiguration introduces potential risks such as DNS leakage and 
susceptibility to man-in-the-middle (MITM) attacks. More critically, the domain in question had not been registered 
at the time of discovery. To mitigate immediate risk to end users, we registered the domain ourselves and notified all 
four affected manufacturers within 24 hours, offering a secure transfer of ownership. As of this writing, no responses 
have been received, and the domain remains under our control to prevent malicious registration. 
 
Stage 3 - Bypass Device Registration 
Three distinct methods were identified to bypass the device registration or pairing mechanisms that many dashcams 
implement as a second factor of authentication. These mechanisms are designed to ensure that only a trusted, 
physically-paired smartphone can access sensitive data such as video feeds. However, research findings reveal 
critical implementation flaws across multiple brands that render these protections ineffective. 
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Method 1: Direct Access Without Pairing 
Many dashcams require physical interaction - a button press on the device - to initiate a secure pairing session with a 
smartphone. Manufacturers claim that this process restricts access to a single trusted device and prevents 
unauthorized remote connections. 
 
However, in the case of Dashcam Model C, once an adversary is connected to the dashcam’s Wi-Fi, it is possible to 
access the HTTP server directly without completing the pairing process. This allows an attacker to retrieve video 
feeds and metadata without ever pressing the physical button - completely defeating the purpose of this 
second-factor mechanism and enabling fully remote exploitation. 
 
Method 2: MAC Address Spoofing to Impersonate Trusted Devices 
Four dashcam brands with fixed, non-editable default passwords rely heavily on the device pairing process as their 
primary form of access control. Since the password cannot be changed, the device uses the MAC address of the 
previously paired smartphone to identify trusted devices. 
 
The dashcam stored the MAC address of the trusted device and used it as the key for ongoing access. By conducting 
an ARP scan in the vicinity of the target vehicle, the paired device’s MAC address can be identified. This MAC 
address can then be spoofed on any Kali Pi test device, which will allow for the bypass of the pairing mechanism 
entirely and allow adversaries to gain full access to the dashcam. 
 
This method highlights a major oversight in access control - trust based solely on MAC address is inherently 
insecure and easily circumvented using readily available tools. 
 
Method 3: MFA Fatigue via Voice Prompt Loop 
The final attack vector involves actively triggering the dashcam's pairing prompt repeatedly to induce MFA fatigue 
in the driver. In affected models, when an unauthorized device sends repeated pairing requests, the dashcam 
responds with a voice prompt instructing the user to press the Wi-Fi button to authorize the connection. 
 
By implementing a script that spams pairing requests to the dashcam, voice prompts can be played continuously. 
This introduces an auditory disturbance inside the vehicle, intending to exploit user frustration or distraction, 
eventually prompting the driver to press the Wi-Fi button out of annoyance, unknowingly granting full access to the 
attacker’s device. 
 
This social engineering tactic through sensory fatigue is a novel and effective way to circumvent physical access 
limitations, highlighting the need for more robust access control policies that do not rely solely on user action. 
 
Stage 4 - Silence Dashcam Voice 
Some dashcams provide voice feedback when certain actions are triggered - typically through app-level API calls 
rather than lower-level network interactions. This voice guidance can alert drivers to unauthorized activity during a 
drive-through attack. 
 
To avoid drawing attention, the voice prompts can be temporarily suppressed. A configuration change to mute or 
lower the volume can be sent at the start of the script, followed by a subsequent change to restore the original setting 
once the operation is complete. 
 
For example, with Dashcam Model C, this is accomplished with a single additional API call at the start and end of 
the exploit chain - effectively silencing the dashcam during the attack. 
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Stage 5 - Service Discovery and File Access 
Upon successful Wi-Fi connection, DriveThru Hacker then conducts service discovery on the compromised 
dashcam to wirelessly download the dashcam footage.  
 

Dashcam 
Models / Ports 

FTP Telnet http & 
proxy 

RPC RTSP API TCP Video Audio ADB 

B   80   7777 53 7778 7779  

O   80   7777 53 7778 7779  

S   80   7777 53 7778 7779  

A (4 x budget 
cams) 

21  80, 
8080 

 554, 
8080 

80, 
3333 

8081    

R 21  8080  554 3333     

D   80 111       

C   80  554 80     

G   80  554 80     

L  23 80  554 80     

M  23  111 554  53    

I 21    554      

L  23 80  554      

M  23   554      

Q  23 80  554      

E 21    9092  9091    

F     9092  9091    

H     9092  9091    

J     9092  9091    

P     9092  9091    
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P     9092  9091    

N     9092  9091    

K   80, 
8080 

 8554     5037 

Table 3 List of Dashcam models and discovered protocols 
 
As seen above, the dashcam models vary in available protocols and their respective ports, introducing 
model-specific complexity to the attack vector that had to be accounted for in the tool’s capabilities. 
 
With these protocols, the tool is able to establish connections to the dashcam to facilitate file transfer in subsequent 
stages.  
 
Stage 6 - Exfiltrate Video and Audio 
 
For models B, O, and S, an initial Nmap scan shows only port 7777 open - identified via the APK as the dashcam’s 
API port. 
 

 
Fig. 2 Nmap result of model B 
 
This API is queried to retrieve a list of media files, which are organized into four categories: drive, event, parking, 
and photo. 
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Fig. 3 Sequence Diagram between DriveThru Hacker and model B’s protocols 
 
Next, to access the actual video and audio data, a series of predefined byte sequences is sent - similar to port 
knocking - which triggers the dashcam to temporarily open port 7778 (video) and port 7779 (audio). 
 
Once these ports are open, the tool begins downloading the media. It automatically merges audio and video files into 
a single playable stream before continuing to the next batch. 
 
Another example is seen in model A, where a set of CMD codes linked to specific API actions were mapped out 
from the decompiled APK. By sniffing communication traffic between the app and the device, the exact API calls 
were identified and subsequently used to list and download video files. This allowed for the scripting of the entire 
media dump process without needing the official app. 
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Fig. 4 Wireshark Packet Capture after using Application to trigger Download action in model A 
 
As seen in the packet above, CMD was populated with the value 3015, appearing to correspond with an API 
command listing all the files in the dashcam storage. To verify this, the CMD parameter was set to 3015 in a curl 
command and the response was observed.. 
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Fig. 5 curl response with CMD set to 3015 
 
The curl response proves that CMD value 3015 triggers a “list” action from the dashcam. A list of pertinent CMD 
values and their corresponding actions were tabulated with the key values illustrated below: 
 

CMD Value Action 

3016 Basic message mailbox function. 

2015  Initiates live stream function for dashcam. 

3001  Sets work-mode flag enabling dashcam to allow Download actions (e.g. 4001) via API.  

3015  Lists all files in the directory. 

4001 Initiates download of specified file. 

Table 4 Key CMD Values and Corresponding Actions 
 
The tool was then scripted to use the CMD API commands to list out the video files present on the dashcam, and 
extract footage. 
 
Sample curl command for download: 
 curl "http://192.168.1.254:80/VID/MOV0055_241106012646.AVI?custom=1&cmd=4001" --output 
MOV0055_241106012646.AVI 
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Alternatively, the RTSP service could also be used for extracting video streams. 
 
Sample ffmpeg command for video streams: 
ffmpeg -i rtsp://192.168.1.254:554/VID/MOV0071_241106225942.AVI -c copy -f AVI MOV0071_241106225942.AVI 
 
 
Stage 7 - Sabotage and Root Remotely 
Simultaneously while the media files are being exfiltrated, the DriveThru Hacker will attempt to remotely root these 
devices. 
 
On dashcam model K, an unauthenticated upload endpoint was discovered on its HTTP server. After fingerprinting 
the server, a CGI-based webshell was crafted. 
 

 
Fig. 6  CGI-based webshell  
 
This webshell was uploaded via cURL, and successfully executed remote commands. 
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Fig. 7  Uploading the webshell 
 
With shell access, the /etc/passwd and /etc/shadow files were dumped out, allowing for the cracking of the root hash, 
and successfully resulting in escalated privileges. 

 
Fig. 8  Cracking of the root hash 
 
With this configuration, other kinds of damage could be dealt: 
 

1) Malware injection: Download URLs could be altered so users unknowingly fetch malware when trying to 
download the mobile viewer. 
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Fig. 9  Altered download URL on the http server 
 

2) Car sabotage: By disabling battery protection, the vehicle's battery can be drained overnight, especially 
when the dashcams are not attached with external batteries. 

 
Fig. 10  Disabled battery protection parameter in setup.ini 
 

3) Credential control: Despite the seemingly immutable default password, by modifying the config file, the 
Wi-Fi password can be changed entirely. This allows an attacker to force an unauthorized password change, 
locking the legitimate user out completely as dashcam model K does not have a reset button. 
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For further exploitation, a Netcat binary was uploaded to upgrade the webshell to a reverse shell. Unfortunately, 
running the binary bricked the dashcam irreversibly, as there was no way to re-flash the firmware. 
 
On dashcam model G, a similar pattern of misconfigurations was observed. Device settings could be altered either 
through unauthenticated API calls or by directly overwriting the configuration file via an exposed upload endpoint. 
In this case, the upload function was accessible from the root web directory, making it trivial to locate and exploit. 
 

 
Fig. 11  Upload function in web directory 
 
For dashcam model Q, both the /etc/passwd and /etc/shadow files were publicly accessible on the web server. 
Similarly, the root credentials were extracted and used to login via Telnet, and a script was executed that triggered a 
crash - exploiting the device’s fragile network stack. This effectively disabled the dashcam remotely, which was 
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exacerbated by model Q’s built-in battery and lack of  hardware reset mechanism. Once crashed, the device becomes 
unresponsive until the internal battery fully drains, leaving users locked out for hours. 
 
For dashcam model L, the firmware was directly retrieved from the manufacturer’s website and analyzed using 
binwalk. This revealed both user and root account credentials embedded in the image.  
 

 
Fig. 12 Account credentials in embedded image 
 
With Telnet openly accessible, remote root access is trivial. 
 

 
Fig. 13 Successful remote root access via Telnet 
 
Once inside, full control of the system was possible - allowing for persistent backdoors, firmware tampering, or 
further lateral movement. 
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Stage 8 - Extract Road Signs and Detect Location 
 
After gaining file access to the dashcam, the weaponization of the exfiltrated data commences. LLM summarization 
is conducted on both the video and audio portions of the dashcam footage in order to extract information about the 
victim. The following chart outlines the overall weaponization flow after dashcam access. 
 

 
Fig. 14  Weaponization Flow  
 
For the dashcam video footage, the video is downsampled to lessen the processing load, and the sampled frames are 
subsequently passed through a pre-trained object detection model called ssd_mobilenet_v2 (eugeneyan84, 2021) to 
identify and extract road signs. 

22 



 

 
Fig. 15  Identified frames with clear visuals on road signs 
 
Subsequently, OCR is applied to the detected road sign to extract the vehicle’s approximate location. These 
recognized locations are then processed by OpenAI's API to determine their longitude and latitude, which are 
associated with the timestamps of the dashcam footage.   
 

 
Fig. 16  Script output depicting location coordinates and timestamp 
 
These location-time pairs are then plotted on a map to get an approximate route the victim has taken. 
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Stage 9 - Process Audio Transcription 
After sampling the footage clips, the footage is processed, and the audio stream is extracted. 

 
Fig. 17  Processing the audio from the footage clip 
 
Firstly, the audio is processed with a song detection tool - in this case, Shazam - to identify any songs played in the 
background. Next, the audio is transcribed using OpenAI’s Whisper to get an accurate transcript of what was being 
discussed and picked up by the dashcam’s microphone. Other audio information, such as voice-assisted navigational 
instructions, can also be picked up if there is no conversation at the time. The transcript is processed through a Large 
Language Model (LLM) such as OpenAI’s ChatGPT to summarise any insights and highlight any secrets heard. 
Furthermore, by way of noise reduction, any identified song lyrics are filtered out via GenAI prompts as well. 
Finally, a comic strip is generated through OpenAI for a visual summary of the insights. 
 

 
Fig. 18  Song Detection, Whisper Transcript and Audio Summary 
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Stage 10 - Insights Generation 

 
Fig. 19  Final Dashboard 
 
Upon completing the audio and video analysis of the exfiltrated dashcam footage, the information gathered is 
represented in a dashboard as seen above. 
 
The dashboard contains a summary of the following information: 

● Overall Insights summarizing the key topics obtained from the conversation 
● Songs that were being played  
● Plotted map of routes victim has taken 
● AI comic strip for a pictorial representation of victim’s conversation 
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3.2 Detailed Experimental Set-up 

3.2.1 Process Flow 

 
Fig. 20 Overall Flow of Components 
 
Putting it all together, DriveThru Hacker’s attack happens in 3 main phases: 

1) Initial Access Phase with Wi-Fi discovery and Cracking (Stage 1-4) 
2) Service Discovery and File Access (Stage 5-7) 
3) Weaponization Phase with Data Sampling, Exfiltration and LLM Summarisation (Stage 8-10) 

 
True to its name, these phases have been designed to be tested in the format of a drive-through kiosk. In our tests, we 
simulated the experience of going through a fast food drive-through for the testing of DriveThru Hacker. As the  
average fast food drive-through wait time is 84.18 seconds, while average service time is 244.86 seconds (Klein, 
2024), the entire drive-through experience was designed to last approximately 360 seconds, or 6 minutes. 
 

 
Fig. 21 Drive-Through Experiment Timeline 
 
As seen in the diagram above, before the victim reaches the drive through, DriveThru Hacker will be passively 
scanning for SSIDs in the vicinity and conducting the initial access phase.  
By the time the victim first reaches the “Menu Sign Board”, the tool has typically established a stable Wi-Fi 
connection, and the service discovery and file access phase can begin. The “Menu Sign Board” station will have the 
car stationary at the kiosk for about 2 minutes, factoring in customer ordering time. 
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Following this, the victim then proceeds to the “Order Summary and Payment Confirmation” screen, where the car 
will remain stationary for about another 1 minute. 
Next, the victim will wait for their order to be prepared for approximately another 2 minutes. 
Finally, the victim can proceed to the final “Order Collection Window”, where the final dashboard will be shown 
with all the insights gathered from DriveThru Hacker. 

3.2.2 Methodology to derive Attack Vector Susceptibility  
Field research was conducted to establish the susceptibility of this attack vector within the Singaporean context.  
 
Passive Wi-Fi SSID Sampling 
This test was used to estimate the distribution of dashcam models on Singapore roads. A list of over 1000 unique 
dashcam SSIDs were collected from Singapore roads, with the make and model of dashcam subsequently being 
derived from the SSID convention and format. 
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4. RESULTS AND ANALYSIS 
After conducting the research outlined in the section above, the results were collected and analyzed to derive the 
relevancy of the tool. 

4.1 Passive Sampling Results  

4.1.1 Brand Distribution of Dashcams in Singapore 
To gain a picture of the brand distribution of dashcams in the context of Singapore, passive discovery of Wi-Fi 
SSIDs were conducted, accumulating over 1000 dashcam SSIDs in total. As dashcam SSIDs typically prefix the 
brand of the dashcam, the brands could be discerned directly from the default SSIDs, and the distribution was 
plotted below. 
 

 
Fig. 22 Brand Distribution of Dashcams in Singapore (Brand X redacted to allow time for necessary remediation) 
 
IROAD was the most widely used brand by far, being 48.6% of the dashcams observed, with 70mai being the 
second highest at 12.5%. Other notable brands include i-DRIVE, GNET and Marbella, which were all above 5% of 
the total sample. 
With these statistics, DriveThru Hacker can continue to be tuned on these more popular dashcam brands to improve 
its relevance in the context of Singapore. 
 

4.2 Participant Dashcam Results  

4.2.1 Active Attack on Participant Dashcams 
Participants were led through the drive-through simulation, with the DriveThru Hacker actively trying to exploit 
their dashcams. Below is a summary of the hacking results from the field test. 
 

28 



 

Participant 
# 

Count Dashcam 
Model(s) 

Hacking Result Key Reason 

11 1 J Successful Owner’s phone was connected 

1, 3, 4, 5, 
13, 14, 18, 
19, 24, 26 

10 I, G, A, B, C, 
Q 

Successful Same config and model as our 
training dashcams 

2, 6, 8, 9, 
12, 16, 

21-23, 25, 
31, 33, 34, 

40 

14 J, Q, S, T, Q, 
X, Y, Z 

Failed Script broke because of model 
or configuration differences 

7, 27, 29, 
32, 35, 
37-39 

8 J, N, U, W, E, 
H 

Failed Owner's phone was not 
connected 

10, 15, 17, 
20, 28, 30, 

36 

7 V, A, C, M Failed Default password was changed 

Table 5 Participants’ Dashcam Hacking Results 
 
As seen above, the final exploitability of the attack vector in this field test was 11 out of the 40 participants. 
 
DriveThru Hacker, in its current iteration, largely succeeded in its model-specific scripts, as dashcams with the same 
model as the training dataset were successfully exploited. However, configurational changes could break more 
tenuous attack paths, such as in the case of API call replication. Some of the attack paths also required owners’ 
phones to be connected to their dashcams, failing otherwise. 
 
For the dashcam passwords, as seen in the last row, only 7 dashcam owners (17.5%) had changed their default 
passwords to secure passwords, falling beyond the tool’s scope. This low percentage is partly due to the immutable 
nature of most dashcams’ default passwords, with 26 out of the 40 models here preventing owners from changing 
the default password. Hence, in the remaining 14 cases, half of the owners deigned to change the default password. 
 
These results highlight good security practices dashcam owners can incorporate into their usage, such as changing of 
default passwords if applicable, and disconnecting from their dashcams when the interface is not needed. 
 
While the success rate of DriveThru Hacker is currently at 27.5% based on our sample, with more dynamic scripting 
to account for differences between models, the chances of compromise should improve. However, to caveat, the 
current participant sample was selected to represent a good mix of the dashcam distribution observed in the 
Singapore context, and hence had greater compatibility with our training dataset based on the same distribution.  
 

4.2.3 Cloud-connected Dashcams  
Cloud-connected dashcams introduce another layer of exposure. In the case of Dashcam D, anyone can install the 
mobile app and access public video streams - even without owning a device. 

As seen below, the mobile app allows users to select from a variety of streams, with real-time location, speed, and 
car model information. 

29 



 

 
Fig. 23 Dashcam D Mobile App Public Stream Map 

Selecting these livestreams, as shown in the screenshot below, real-time video and audio feeds from inside vehicles 
are openly accessible, effectively turning the app into a rolling surveillance platform. 
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Fig. 24 Sample Video Feeds from Public Streams for Dashcam D 

At the time of writing, this has been flagged to the manufacturer, who has confirmed this configuration is by design, 
as users have been informed via a disclaimer for their dashcam usage which reads: “By sharing your live view, you 
can let other users vicariously experience the excitement and pleasure of driving all over the world.” 

While positioned as a feature, given the absence of granular controls or clear consent prompts, this scenario 
highlights the lack of consideration for the security implications dashcam information holds. 

4.3 Vulnerability Disclosure  

4.3.1 Vulnerability Summary 
The following section summarizes the key vulnerabilities across the tested dashcams and the conditions under which 
DriveThru Hacking becomes viable. The analysis is grouped by exploit type and color-coded by prevalence, with 
blue denoting models with the highest market share observed on Singapore roads. 

1. Device Registration Bypass (Blue) 

These dashcams enforce a pairing mechanism that links the owner’s phone to the dashcam - typically requiring a 
physical button press. However, multiple ways were found to bypass this pairing. 

Notably, several models use fixed, immutable passwords. For these, the key condition is that the owner’s phone is 
connected to the dashcam’s WiFi network at the time of the attack. This allows pairing bypasses or MAC spoofing 
techniques to succeed. 
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2. Unauthenticated Web Servers (Yellow) 

A number of dashcams expose HTTP services without authentication. In such cases, the only real barrier is the 
Wi-Fi password. 

If the default password has been changed, traditional wireless cracking will need to be employed - capturing the 
handshake and brute-forcing it offline, which increases the effort and time required significantly. 

3. Default or Common Credentials (Purple) 

Some models continue to ship with default or easily guessable credentials, allowing immediate login over FTP, 
Telnet, or HTTP. 

Device or app pairing mechanisms - when present - were often poorly implemented, and could be bypassed at 
various layers: app, network, or firmware level. 

4. Media Access and Remote Control 

Media file access was trivial on dashcams exposing FTP or HTTP interfaces. Even when authentication was 
required, credentials were often found in plaintext - either hardcoded in the APK or leaked through unencrypted 
network traffic. 

On models with unauthenticated upload endpoints, web shells could be uploaded to gain remote root access, 
escalating the attack further. 

 
 

Visible Market 
Share of Brands on 
SG Roads* 

Tested Dashcam 
Model(s) 

Main Exploited Vulnerability Criteria for Compromise 

~48.6% J, K, N, P 

Bypass device registration/pairing 
(device level) 

Paired device needs to be 
connected to dashcam network 

~6.7% H 

~5.6% E 

~3.0% F 

~4.4% D All files exposed via unauthenticated 
http 

Default 8-char lower-case 
alphabetical password to be 
cracked from handshake 

~12.5% C Bypass app pairing (app level) 

Password needs to be 
default/common 

~2.6% B, O All files exposed via unauthenticated 
custom ports 

~2.6% M Pairing can be bypassed when 
connected via unauthenticated telnet 
(network level) 

~2.3% I All files exposed via FTP that’s 
authenticated with plaintext password 
from APK 
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<2.0% A All files exposed via unauthenticated 
FTP and custom ports 

<0.5% G 
All files exposed via unauthenticated http 

<0.5% L 

Table 6 Summary of Vulnerabilities according to Dashcam Model 

4.3.2 Assigned CVEs 
 

Brands/Stage Connect Bypass Auth Dump Upload Sabotage Priv Esc / 
Sniff 

Marbella CVE-2025-3012
5 

 
CVE-2025-30

124 
CVE-2025-301

27 
 

 
CVE-2025-301

26 
 

70mai Pending CVE-2025-30112 Pending Pending Pending Pending Pending 

BlackVue   
CVE-2025-23

55 
 Pending Pending CVE-2025-235

6 

GNET CVE-2025-3013
9 CVE-2025-30142 CVE-2025-30

137 
CVE-2025-301

41 
 

CVE-2025-301
38 

CVE-2025-301
40 

YI Smart Dash 
Cam 

   
CVE-2024-568

97 
   

I-Drive CVE-2025-1878 CVE-2025-1880 CVE-2025-18
79 

CVE-2025-188
1 

 
CVE-2025-188

2 
 

IROAD X, Q 
series CVE-2025-2341 CVE-2025-2343, 

Pending 

CVE-2025-23
42, 

CVE-2025-30
108 

CVE-2025-234
4 

 
CVE-2025-234

5 
CVE-2025-234

6 

IROAD FX 
series 

 CVE-2025-2347  
CVE-2025-234

8 
CVE-2025-235

0 

CVE-2025-301
33, 

CVE-2025-301
35 

CVE-2025-234
9, 

CVE-2025-301
31 

HikVision Pending  Pending Pending   Pending 

Thinkware CVE-2025-2120 CVE-2025-2119 CVE-2024-53
614 

 
CVE-2025-212

1 
CVE-2025-212

2 
 

”Brand X” 
 

CVE-2025-3011
5 

CVE-2025-30114 CVE-2025-30
113 

CVE-2025-301
16 

 
CVE-2025-301

17 
 

Audi CVE-2025-3011
8 

 
CVE-2025-25

55 
CVE-2025-255

6 
 

CVE-2025-255
7 

 

ROADCAM   
CVE-2025-30

123 
    

SAFECAM   Pending     

Table 7 Assigned CVEs according to Attack Stage 
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Having identified these vulnerabilities in the various dashcam models, CVEs were assigned to them to inform 
dashcam owners of these issues. As seen above, they have been categorised based on the attack stages for ease of 
tracking and management for manufacturers to monitor their security posture. While most of them are low in 
severity, if chained together, they can lead to dashcam compromise and even remote root access, as demonstrated in 
earlier sections. 
 
At the time of writing, these CVEs have been submitted, with some of them still pending acceptance as indicated 
above. 

4.3.3 Vendor Disclosure 
 

Brand Status 

Blackvue Fixing 

Brand “X” Fixing (asked for additional 3 months of 
non-disclosure) 

Audi Mitigated via a mobile update. A more comprehensive 
fix is pending 

HikVision Accepted our findings 

Thinkware Acknowledged 

Marbella Informed 

I-Drive Informed 

GNET Informed 

70mai Informed 

IROAD Informed 

ROAD CAM Informed 

YI Cam Informed 

Table 8 Disclosure to Dashcam Manufacturers 
 
All manufacturers listed above were contacted as part of the responsible disclosure process, ensuring follow-up 
emails were sent in case the initial messages were overlooked. 
 
Out of the 15 brands: 

● Only one had a dedicated security inbox 
● 11 had a generic support email address. 
● Several low-cost dashcams had no contact information, making disclosure impossible. 

 
Of those contacted: 

● Five acknowledged our reports. 
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● One has rolled out a mitigation via a mobile app update. 
● Two are actively working on fixes. 

 
In one case, direct conversations revealed that the report prompted the manufacturer to establish a formal 
vulnerability handling process - something they lacked previously due to relying solely on a generic support inbox. 
Thus, it can be seen that this vector is a matter of concern to manufacturers, and can actively help to improve 
dashcam security with the right awareness. 
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5. FUTURE CONSIDERATIONS 
Beyond dashcam file access locally, potential lateral movement paths are also being explored, such as pivoting from 
mobile applications to the dashcams, infotainment systems, and finally to the vehicular network. 
 
5.1 Potential Enhancements  

5.1.1 Lateral Movement 

Fig. 25 Lateral Movement Path 

To achieve lateral movement within the vehicle’s internal network, we are investigating the feasibility of spoofing 
the dash camera’s connectivity to the associated mobile application. By executing a Man-in-the-Middle (MitM) 
attack over the Wi-Fi connection, two potential approaches are considered: 

1. Infotainment System Exploitation Pathway: 
Vulnerabilities within the infotainment system are exploited, allowing us to escalate privileges to obtain 
root access, and upload modified firmware. Following this, we would perform lateral movement to access 
the Controller Area Network (CAN) bus, reconfigure the CAN gateway, and subsequently issue CAN 
commands to the Electronic Control Units (ECUs). 

2. Mobile Application Pathway: 
CAN commands will be issued directly through the mobile application itself. This would involve 
performing lateral movement from the application to the CAN network, reconfiguring the CAN gateway, 
and issuing arbitrary commands to the ECUs. 

Both approaches aim to demonstrate the critical risks posed by insecure dashcam-to-application communications 
and highlight the importance of robust security controls across all connected vehicle components. 

5.1.2 Tool Optimizations 
For future enhancement of DriveThru Hacker’s capabilities, some attack stages can be optimised.  
 
Dump - Selective footage dump 
Performance optimisations can be made with more selective footage exfiltration, considering the short timeframe of 
exposure to the target vehicle. The tool can sort out the footage files chronologically, either via the Date Created 
metadata value, or the Timestamp value commonly included in dashcam footage filenames. As dashcams largely 
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only run when the engine is on, and dashcam footage is recorded in 1 minute clips, intervals of greater than 30 
minutes between each clip can be used to define periods where the car is driving. 
From there, the sampled videos for each period can be taken 5 minutes after the car has started, as well as 5 minutes 
before the engine cuts, capped at 10 days worth of data in the interest of time efficiency. 
If neither the Date Created nor Timestamp values can be identified, LLM will be used to attempt to derive any 
discernible chronological pattern from the filenames. If nothing is detected, the tool will allow users to pick 
stipulated parameters for sampling, such as an evenly-distributed sampling of X number of files over Y number of 
days, where X and Y are user-defined. 
 
Additional enhancements in the other attack stages are being looked into as well. 
 
 
5.2 Manufacturer Insights 

5.2.1 Key problems in the dashcam industry 

Fig. 26 Summary of Key Problems Identified 

During our research, notable variations were identified in the connection processes employed by different dash 
camera manufacturers. Some manufacturers implemented structured connection procedures designed to mitigate the 
risk of public data exposure, even though the devices maintained continuous SSID broadcasting. 

However, several security shortcomings were also observed. Specifically, the use of insecure communication 
protocols, such as FTP, and weak device pairing mechanisms were common. In certain cases, manufacturers 
permitted device connectivity without enforcing the advertised pairing procedures, thereby undermining the 
intended security model. Additionally, firmware and security updates for dashcams were infrequent and not 
systematically maintained, further exposing these devices to potential vulnerabilities. 

5.2.2 Recommendations to manufacturers 
As dashcams become increasingly connected to smartphones, vehicles, and cloud services, they introduce new 
security and privacy risks for consumers. Our research revealed that while some manufacturers have begun 
implementing structured connection mechanisms, critical vulnerabilities remain due to insecure defaults, weak 
authentication practices, and infrequent firmware updates. 
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To address these challenges and build more resilient products, manufacturers must adopt a security-first approach 
throughout the dashcam lifecycle — from design and production to deployment and maintenance. The following 
recommendations outline key security measures that manufacturers should consider to enhance the overall security 
posture of their dashcam devices: 

Adopt Secure-by-Design and Secure-by-Default Principles 
While some dashcam models have implemented structured connection processes, certain models continue to allow 
the use of default passwords without requiring users to change them, posing significant security risks. Manufacturers 
should adopt Secure-by-Design and Secure-by-Default principles by: 

● Enabling and enforcing the use of strong, unique passwords during initial setup. 
● Implementing encryption and challenge-response mechanisms to prevent unauthorized remote pairing. 
● Utilizing secure APIs with proper authentication (e.g., API keys) to ensure that only authorized clients can 

access server resources. 

Attack Surface Reduction 
To minimize potential vulnerabilities: 

● Manufacturers should reduce exposed attack surfaces, such as by disabling SSID broadcasting when not 
necessary. 

● Conduct regular threat modeling exercises to proactively identify and mitigate possible attack scenarios. 

Secure Authentication and Encryption Practices 
Robust authentication and encryption practices must be enforced, including: 

● Proper hashing of passwords to prevent exposure in plaintext. 
● Adoption of certificate-based pairing mechanisms to strengthen device trust. 

Security for Cloud-Connected Dashcams 
For dashcams connected to cloud services: 

● Implement strong built-in security protocols to prevent unauthorized streaming or access to web interfaces. 
● Incorporate two-factor authentication (2FA) for user access to cloud-stored data. 
● Enforce the use of TLS 1.2/1.3, and where appropriate, mutual TLS (mTLS) for server-client 

communications. 

Firmware Update Mechanisms 
To ensure devices remain protected: 

● Provide firmware updates through secure over-the-air (OTA) channels, or allow authenticated downloads 
via official websites, enabling USB-based firmware updates when necessary. 

● Notify users via associated mobile applications when critical security-related firmware updates are 
available. 

Bug Bounty and Vulnerability Disclosure Programs (VDP) 
Manufacturers should establish formal vulnerability reporting processes by: 

● Providing a dedicated contact point (e.g., security@domain.com) for reporting security issues. 
● Considering the launch of a Bug Bounty Program or a formal Vulnerability Disclosure Program (VDP) to 

encourage responsible reporting and timely remediation of security vulnerabilities. 
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5.2.3 Potential Partnerships 
Security of dashcams are often overlooked, and to advance research on dashcam security, we hope to establish 
potential partnerships with OEM, automotive manufacturers, regulators, and the wider cybersecurity community to 
strengthen the overall security posture of vehicles and ensure a safer and resilient automotive ecosystem. 
Our next steps include analysing and testing out attack vectors that could allow dashcams to serve as entry points for 
vehicle-wide cyber threats, developing mitigation strategies such as intrusion detection systems, and proposing 
security frameworks that align with security design principles.  
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6. CONCLUSION 
Through this experiment, it has been made evident that the under-researched nature of dashcam security has resulted 
not only in a lack of awareness in consumers, but in manufacturers as well. Beyond the dashcam’s functionality for 
recording and storage, little security consideration has been given to its design, from weak encryption in the 
accompanying APKs, to insecure connection protocols allowing for ease of exfiltration. Naturally, the severity of 
this is exacerbated by users not employing security best practices, with a large portion of users still using default 
passwords for convenience.  
 
Developing the DriveThru Hacker as a lightweight rapid compromise tool, this study demonstrates the ease with 
which attacks on car dashcams can be carried out, and the severe privacy concerns it can lead to. With the usage of 
rapid LLM summarisation, the speed with which these insights can be gathered is especially sobering, particularly in 
time-sensitive attack vectors, as demonstrated in the drive through scenario. This intimates a much more real-world 
application of the tool - for example, in car jams, petrol stations, or any other scenarios allowing for proximal access 
longer than 6 minutes. 
 
Ultimately, there is a clear need to recognise the sensitive nature of the information car dashcams hold - and by 
extension, all Wi-Fi enabled peripherals which could gather similar data. The pervasive nature of IoT in our personal 
spaces has become so commonplace as to invite complacency, and consumers should still maintain heightened 
awareness in their personal spaces, and adhere to security best practices in their usage of these technologies. 
Furthermore, developers and manufacturers hold a large part of the responsibility, and should adopt 
Secure-By-Design and Secure-By-Default principles to safeguard sensitive information. Simple measures such as 
unique default passwords already add a layer of complexity for adversaries to overcome, and building more secure 
APKs should be the standard for any surveillance device.  
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