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Preauth bugs & exploitations

@ The history of Windows Preauth RCE Memor__Corruptlon.Exo101tat10n

N/UI:NSS: : ‘HfA: :0/RC: (WE-416: Use After Free

. 21487 LN/UT:N/S: : tH/A: :USRL:O/RC CWE-416: Use After Free
CV E — 2 @ 1 ll' — 6 3 2 1 W l n S h O C |( 214 .:I'-Jf:IJI: /S : : e . 3 U/R :CI_."RL::: CI-JE—'l%E: Heap-based Bu-iff: ( E-r*‘flow
E] L:NAUL:N/S: : :H/A: :U/RL:0/RC: CWE-122: Heap-based Buffer Overflow
3 CNAUT:N/S:U/C:H/T:H/A: :UfRL:0/RC CWE-416: Use After Free
35 NAUI:NSS:U/C: : : :U/RL:0/RC: C : Use After Free
CV E - 2 @ 1 7 - @ 1 4 4 E t e r n a -L B-l- u e 38 CNAUL:NSS:USC: tHfA: : IL:0/RC: CWE-122: Heap-based Buffer Overflow
38 NSUT:N/S:U/C: H L :U/RL:0fRC:C CWE-416: Use After Free
38 :NAUI:NSS:U/C: :H/A: :U/RL:0/RC: CWE-191: Integer Underflow (Wrap or Wraparound)
CV E - 2 @ 1 9 - @ 7 @ 8 B -l_ u e |(e e p 38 LiNAUT:N/S:U/C:H/T:H/A: :U/RL:0/RC CWE-191: Integer Underflow (Wrap or Wraparound)
386 NAUI:NSS:U/C: tH/A: :U/RL:0fRC:C CWE-122: Heap-based Buffer Overf
38 L:NAUI:NSS:U/C: tH/A: :U/RL:0/RC: CWE-122: Heap-based Buffer Overflow
CVE_2®2®_®796 SMBGh 3 NSUT:N/S:U/C: tHfA: :U/RL:0/RC CWE-416: Use After Free
() 55 1: -38 NAUI:N/S:U/C: :H/A: :U/RL:O/RC:C C Use After Free
-38 CNAUT:N/S:U/C:H/T:H/A: :U/RL:0O/fRC: C : Use After Free
28 CNSUT:N/S:U/C: tHfA: :U/RL:0O C Use After Free
cecece 38 NSUT NS 'C: tH/A: :UfRL:0/RC:C C Use After Free
7 : NSUT:N/S:U/C: tHfA: :U/RL:0O/RC: CWE-415: Double Free
CVE-: 9 1/AV: :L/PR:N/UI:N 'C: :H/A: :F/RL:0/RC [¢ Use After Free
. E V e r y y e a r t h e r e a r e n ume rous p r e a u t h : € 1 :::ﬁ N '_ tH/T:h N/E:U/RL:0fRC:C CWE-: lIIntE-ii; D'-.-'|E:-r11:1<:nw or Wraparound
; g 3 . N/UT:N/S: : : :U/RL:0/RC: C : Use After Free
VE-: 7 : L:NAUL:N C:N/I:N/A: :U/RL:0/RC CWE-122: Heap-based Buffer Overflow
3 3 3 3 : 1/ 'PR:N/UT: N/ &3 :HfA: :U/RL:0fRC:C CWE-122: Heap-based Buffer Overflow
memory Corruptlon Vulnerabllltles ( : 49 1/ :H/PR:N/UL:N/S:U/C: tH/A: :U/RL:0/RC:C CWE-416: Use After Free
( : 3 1/AV: 'PR:N/UI:N 'C:H/I:H/A: :U/RL:0O C! Use After Free
o o ( 1/ ‘PR:N/UI:N/S:U/SC: : 3 :U/RL:0/RC CWE - Integer Overflow or Wraparound
1n Wlndows ) but on.ly a few Of ( -49115 1/ H/PR:NSFUL:NSS:U/SC: tHSA: : IL:0/RC: CWE-416: Use After Free
( -49116 1/AV:H 'PR:NSUTI:N/S:U/C: tHfA: :U/RL:O/fRC: CWE-416: Use After Free
. . ( -49118 1/AV:N ‘PR:N/UL:N/S:U/C: :H/A: :U/RL:O/RC: CWE-416: Use After Free
h -L -L h -l_ \ -49122 1/ “H/PR:N/UTL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C CWE-416: Use After Free
t ese are rea y ave exp O 1tat 10n ® ( -49126 1/AV: K ‘PR:NSUI:N/S:U/C: tHfA: :UfRL:0/RC: CWE-416: Use After Free

-49127 1/AV:N tH/PR:NAUL:N/S:U/C: :H/A: :U/RL:O/RC: CWE-416: Use After Free

-49128 1/ tH/PR:NSUT:N/S:U/SC: tHfA: : IL:0fRC: CWE-416: Use After Free
: cNSAC:H/PR:N/UL:NS/S:U/C: tH/A: :U/RL:0/RC: CWE-416: Use After Free

Part of memory corruption vulnerabilities in 2024
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Mitigation in Windows

@ Mitigation 1n modern Windows
Control Flow Guard (CFG)
GuardStack (GS) / Canary
Arbitrary Code Guard (ACG)
Control-Flow Enforcement Technology (CET)
Address Space Layout Randomization (ASLR)

® CVE-2024-38077 Madlicense
Windows Remote Desktop License Server Preauth RCE

One bug to Rule Them All
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Remote Desktop Service

® Remote Desktop Service 1s a core service on Windows
Personal Remote Access
Server Management

Remote Desktop Rental Services

® Many historical security vulnerabilities
From CVE-2012-0002 to CVE-2024-43599

No remote exploit for many years
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Remote Desktop Service Framework

A "

RD Web Access RD Gateway RD Licensing

@

RD Connection Broker

[ -

RD Virtualization Host RD Session Host
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Remote Desktop License Service

Remote Desktop Licensing Properties (Local Computer) >

General |ogOn Recovery Dependencies

® Client will need a Client Access License

. Service name: TemServ Licensin
(CAL) to access RD Session. :
Display name: Remote Desktop Licensing
Description: Provides registered licenses for Remote Desktop

Services clients. If this service is stopped, the server

wiilll ke vimssesilahbla ta iconia Bameta NMaoldan

e 170, 000+ RDL exposed to the Internet Path to execttable:
CAOWINDOW Shaystem 32 svchost 4 TSLicensing

Startup type: Automatic e
Service status: Running
Stop Fause Resume

You can specify the statt parameters that apply when you start the service
from here.

| OK l Cancel Apph
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Remote Desktop License
Service RPC Internals
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Remote Desktop License Service Internals

@ Using RD Licensing Manager to manager RD Licensing Server

u]
X

1) RD Licensing Manager -
Action View Help

= u fdeu- =22

:‘J" Ud j':ll ===
= ;;.J All servers License Version and Type License Program Total Licenses Available Issued Expiry Date Keypack ID
3 Q= _ . . -
dw ‘) Windows 2000 Server - Built-in TS Per De... Built-in Unlimited Unlimited 0 Never

IE) Windows 20C
) Reports
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Remote Desktop License Service RPC

® Provided RPC interface

@ Lack of authentication(Flags == @0x0 and no Security Callback)

® 119 RPC interfaces 1n lserver.dll

Pid Uuid Ver Type Procs Flags Callback Stub
3120 18f70770-8e64-11cf-9af1-0020af6e72f4 0.0 RPC 5 Bx21 LO000TEER cof5,_Interpreted
3120 3d267954-eeb7-11d1-b94e-00c04fa3080d 1.0 RPC 119 I'D:d]l nterpreted
Procedures n
Index  Mame Address Format
0 TLSRpcGetVersion Cee00007FFB0cTbf1f0  CreDOOOTFFB0Cc258fb2 |
1 TL5RpcConnect Oe00007Ff80c1bc 710 OwDO00TFF30c258f ed
2 TLSRpecDisconnect Cre00007F80c1bcb 10 CeeDO007FFB0c25900e
3 TLSRpcSendServerCertificate Ou00007FF30c1 c3f20  (pa0DD0TFFE0c25903a
4 TL5RpcGetserverMame Cee00007FFB0c bedald CuDOOOTFFE0c259072
5 TLSRpcGetServerScope Cre00007FFB0c 1 belfl  (reDO00TFB0c2590bE
& TL5RpcGetinfo Cr00007Ff30c 1 bdd70 OxDO00TFFE0c2590f4
7 TLSRpclssuePlatformChallenge Ooc00007F80c1bfbfD  (eD0DD0T7FFE0C25914a
8 TLERpcRequestMewlicense On00007FF30c1c2630 Ou0DD0TFFE0c259104
g9 TLSRpcUpgradelicense On00007FFB0c] c4dbl Ou00DOTFFE0c2597fC
10 TLSRpcAllecateConcurrentlicense Cu00007FFB0c 1 bb 70 Ouw00D0TFF30c25925e
11 TLSRpcGetLastError (00007801 bddB0 eD0D0THB0c2592a2
12 TL5RpcKeyPackEnumBegin C00007FFB0c1 0120 CueDOOOTFF30c2592e0
13 TL5RpcKeyPackEnumMest O00007Ff30c1 030 CuDO0OTFF30c259324

e

|

T < I < < IDI'I I I T I T I I T @&

T =
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RPC-Based Calls

® TLSRpcConnect

Malloc context struct and return the handle
TLSRpcConnect(

® context->clientFlags [in] handle_t binding,

[out] PCONTEXT_HANDLE =*pphContext
None Access -> 0x00000000 );

Normal Access -> 0x00000001, 0x00000004, 0x00000008
Admin Access -> 0x00000002
Full Access -> OxXFFFFFFFF

.. typedef struct context {
e Normal Access: Limited access LPTSTR clientName;

DWORD refCount;

TLSRpcGetVersion :
DWORD clientFlags;
TLSRpcGetSupportFlags DWORD lastError;
TLSRpcSendServerCertificate DWORD  contextType;
HANDLE contextHandle;
TLSRpcGetServerName 1

@ If set context->clientFlags = OXFFFFFFFF
We can call all RPC methods in lserver.dll!
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TLSRpcChallengeServer and TLSRpcResponseServerChallenge

® TLSRpcChallengeServer
TLSRpcChallengeServer(

Get pServerChallenge [in] PCONTEXT_HANDLE phContext,

[in] DWORD dwClientType,

[in] PTLSCHALLENGEDATA pClientChallenge,

[out][in] PTLSCHALLENGERESPONSEDATA* pServerResponse,
® TLSRpcResponseServerChallenge [out][in] PTLSCHALLENGEDATA* pServerChallenge,
[ref][out][in] PDWORD pdwErrCode

Send pClientResponse );

Set clientFlags to OXFFFFFFFF

TLSRpcResponseServerChallenge(
[in] PCONTEXT_HANDLE phContext,
. [in, ref] PTLSCHALLENGERESPONSEDATA pClientResponse,
@ How to calculate pClientResponse [in, out, ref] PDWORD pdwErrCode
. );
md5(pServerChallenge + fixed Guid)

e Congratulations! You beat the Microsoft
homemade cryptosystem and make your

context have full access to all the RPC method.
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CVE-2024-338077
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TLSRpcTelephoneRegisterLKP

Activate Server Wizard X
Licen=e Server Activation I

Enter the license server 1D, -

F e

® TLSRpcTelephoneRegisterLKP

To activate your license server, please call Microsoft at this number:

. . 0800 D00 000 or Intl. + 43 1795 673 56
Telephone activation
For the most curmrent list of telephone numbers, see hitp /oo microsoft com fwlink
Flink|D=122174.
You will need your Product 1D to complete this operation. Your Product 1D is:
. [Md 54 -40000-58511-AT 122
® License Server ID
The Microsaoft Customer Support representative will provide you with a license server 10
1 T this 10V in the following b )
License Key Pack (LKP) 1pe tis 1D nthe olowing boxes

Using Product ID to get 1t

TLSRpcTelephoneRegisterLKP(
[in] PCONTEXT_HANDLE phContext,
[in] DWORD cbData,
[in, size_is(dwData)] PBYTE pbData,
[out, ref] PDWORD pdwErrCode

);

= Back | Mext = | Cancel




£

blackhat
ASIA 2025

CVE-2024-38077

@ Heap overflow 1n CDataCoding::DecodeData
TLSRpcTelephoneRegisterLKP -> TLSDBTelephoneRegisterLicenseKeyPack ->
LKPLiteVerifyLKP -> B24DecodeMSID -> CDataCoding: :DecodeData

(c30.144c) ;. Access wiolation — code 0000005 (first chance)

. . First chance ezceptions are reported before any exception handling.
. LKPtheverlfy LI(P Thi= emception may be expected and handled.
ntdll!EtlpHpTagFreeHeap+lxtoo:
0O0007ff8° 1=22d78dc 4cBb44d1f8 moF rf, . gword ptr [rcz+rd=*8-8] d=:000001ee” OG392E££0=222 0900700077
. . . 0:011 k
Base24 DeCOdlng using lnpUt # Child-SP Retaddr Call Site
00 0000005 17378600 00007f£f8° 12246915 ntdll |EtlpHpTagFreeHeap+0xboo
01 000000=e5"17370690 00007f£8 0207062 ntdll |EtlFreeHeap+0x2 85
3 _ 3 02 000000e5"17370780 00007f£f8 0clec?93 lzerver | LKPLi teVerif vLEFP+0xaes
F 1xed S 1 Z e h ea p ( ®X2 @ ) 03 000000=5"173787d4d0 00007££3° 0zlcd3eh lserver | TLSDETelephoneRegisterLicensekevFaclk+0x163
04 000000es"1737d1led 00007££8°143£1913 lzerver | TLSREpcTelephoneRegi=ster LEP+0x150
05 0000005 1737eadd 00007E£8°1d3374ed REPCRT4 | Invoke+0x73
06 000000=e5"1737eb30 00007f£8° 1d336f6a EPCRET4 IHdrStubCall2+0x30d
07 0o0000es"1737eded 00007f£8° 14343897 REPCRET4 IHdrServerCall2+0xla
08 000000e5"1737e=l10 00007f£8° 14356014 REPCRET4 | DizspatchToStubInCHodvrf+0x17
. (j I1 1:]- 0% 0000005 1737e=60 00007f£8° 14355204 EPCRET4 |FPC_INTERFACE: :DispatchToStubVorker+0=x194
Oz 0000005173730 00007f£f8° 1d36b6l1a REPCRT4 |RPC_INTERFACE: :DispatchToStub+0xlfd
. UnreStrICte eap Over OW Ob 0000005 1737£1d4d0 00007£f£8°1d36b3c1 REPCRT4 1 05F _SCALL: :DispatchHelper+0xlia
O 0000005 1737£2f0 00007f£8° 1d36a049 RPCRT4105F_SCALL:  DispatchRPCCall+0x89
Od 000000eS " 1737£320 00007££8° 1436868 RPCRT4 I 05F SCALL: : ProcessReceivedPDU+0xe1
Contro-l_-l_able Contents 0= 000000=5"1737£3c0 0000F££8° 1d3807ec RPCRT4 1 0SF SCONNECTION : : ProcessReceiveConplete+0xlic
Of 0000005 1737840 00007££8 1balbBal RPCRT4I1CO_ConnectionThreadPoolCallback+0xbo
10 000000=5"1737£540 00007££8° 1=2950a7 KERHELBASE | BazepTploCal lback+0=51
. 11 000000=5"1737£590 00007£f£f8  1=24934e ntdll | TpplopExecutelal lback+0=x1b?
LOW Fragmentatlon Heap ( LFH) 12 0000005 1737£610 00007££8 lochlfd? ntdll | TpplorkerThread+0z57e
13 000000=5"1737£970 00007ff8  1=231b66c KERHEL32 |BaseThreadInitThunk+0=17
14 000000=5"1737£9a0 00000000 00000000 ntdll Et1UTzerThreadStart+0x2c
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Exploitation

e Key Points 1n the exploit
Leak Address and bypass ASLR
heap address, ntdll address, PEB address, PE address, dll address, ..
Hijack Rip
Bypass CFG

® One bug to Rule Them All
CVE-2024-38077
Using one vulnerability to defeat all the mitigation on the latest Windows

Server
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Finding the victim: Context in TLSRpcConnect

@ Struct context will malloc 1in TLSRpcConnect
Size = 0x20

Two key pointers

typedef struct context {
LPTSTR clientName;
DWORD refCount;
DWORD clientFlags;
DWORD lastError;
DWORD contextType;
HANDLE contextHandle;

® clientName -> Leak address

TLSRpcRetrieveTermServCert

@ contextHandle -> Hijack control flow

TLSRpcKeyPackEnumNext
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® TLSRpcRequestTermServCert

Request the Terminal Server Cert

® TLSRpcRetrieveTermServCert
Retrieve the Terminal Server Cert

pbCert contains context->clientName

1.TLSRpcRequestTermServCert
2.TLSRpcRequestTermServCert Respone

Client 3.TLSRpcRetrieveTermServCert RDL Server

4 .TLSRpcRetrieveTermServCert Respone

TLSRpcRequestTermServCert and TLSRpcRetrieveTermServCert

TLSRpcRequestTermServCert(
[in] PCONTEXT_HANDLE phContext,
[in] PTLSHYDRACERTREQUEST pbRequest,
[in, out, ref] PDWORD cbhChallengeData,
[out, size_is(, *cbChallengeData)] PBYTE=*
pbChallengeData,
[in, out, ref] PDWORD pdwErrCode
);

TLSRpcRetrieveTermServCert(
[in] PCONTEXT_HANDLE phContext,
[in] DWORD cbResponseData,
[in, size_is(cbResponseData)] PBYTE
pbResponseData,
[in, out, ref] PDWORD cbCert,
[out, size is(, *cbCert)] PBYTE* pbCert,
[in, out, ref] PDWORD pdwErrCode
);
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TLSRpcRetrieveTermServCert

TUSRpcRetrieveTermServCertpcap

AD A0 mBEBE

Eile Edit

fl
No.

Time

View Go Capture Analyze Statistics

Wireless Jools Help

Qes>2¢tIEE QQa®

Source

Destination

14 9.004067 192.168.86.1 192.168.80.128 ;
15 9.025550 192.168.80.1 192.168.80.128 DCERPC
16 8.025914 192.168.80.128 192.168.80.1 DCERPC
17 9.029656 192.168.80.1 192.168.80.128 DCERPC
18 8.046319 192.168.80.128 192.168.80.1 TCP
19 8.046340 192.168.80.1 192.168.80.128 DCERPC
20 9.846552 192.168.80.128 192.168.80.1 DCERPC
21 0.047508 192.168.80.1 192.168.80.128 DCERPC
22 0.e47777 192.168.80.128 192.168.80.1 DCERPC
23 9.049946 192.168.80.1 192.168.80.128 DCERPC
24 9.050221 192.168.80.128 192.168.8¢2.1 DCERPC
25 9.051342 192.168.80.1 192.168.80.128 DCERPC
+ 26 8.057892 192.168.80.128 192.168.80.1 e
’ 27 8.057924 192.168.80.128 192.168.80.1 ce
28 9.057935 192.168.80.1 192.168.80.128 TCP
29 0.0957963 192.168.80.128 192.168.80.1
30 9.0858056 192.168.80.128 192.168.80.1 DCERPC
31 0.058070 192.168.80.1 192.168.80.128 1CP
32 9.059124 192.168.80.1 192.168.80.128 e
33 0.059278 192.168.80. 192.168.80.1 TCP

Length Info

54 10207 - 49674 [ACK] Seq=1 Ack=1 Win=1249600 Len=0
166 Bind: call_id: 1, Fragment: Single, 1 context items: 3d267954-eeb7-11d1-b94e-09c@4fa3280d V1.0 (32bit MOR), NTLMSSP_NEGOTIATE
360 Bind_ack: call id: 1, Fragment: Single, max_xmit: 4280 max_recv: 4288, 1 results: Acceptance, NTLMSSP CHALLENGE
163 AUTH3: call_id: 1, Fragment: Single, NTLMSSP_AUTH, User: \
S4 49674 - 10207 [ACK] Seq=307 Ack=222 Win=65280 Len=0
78 Request: call id: 2, Fragment: Single, opnum: 1, Ctx: © 3d267954-eeb7-11d1-b94e-00c@4fa3esed V1
192 Response: call id: 2, Fragment: Single, Ctx: @ 3d267954-eeb7-11d1-b94e-00cB4fa3080d V1
196 Request: call id: 3, Fragment: Single, opnum: @, Ctx: 8 3d267954-eeb7-11d1-b%4¢e-00c@4fa3e8ed V1
86 Response: call _id: 3, Fragment: Single, Ctx: © 3d267954-eeb7-11d1-b%4e-00c@4fa3esed V1
262 Request: call id: 4, Fragment: Single, opnum: 34, Ctx: @ 3d267954-eeb7-11d1-b9e-02c04fa3082d V1
110 Response: call id: 4, Fragment: Single, Ctx: 8 3d267954-ceb7-11d1-b94e-00c@4fa3e80d V1
150 Request: call_id: 5, Fragment: Single, opnum: 35, Ctx: @ 3d267954-eeb7-11d1-b94e-02cB4fa308ad V1
1514 49674 - 10207 [ACK] Seq=443 Ack=602 Win=64768 Len=146@ [TCP segment of a reassembled PDU]
1514 49674 - 18207 [ACK] Seq=1903 Ack=6082 Win=64768 Len=1460 [T(P segment of a reassembled PDU]
54 10207 - 49674 [ACK] Seq=602 Ack=3363 Win=1849600 Len=@
1414 Response: call id: 5, Frags 2
834 Response: call id: 5, Fragment: Last, Ctx: @ 3d267954-eeb7-11d1-b9%4e-02c04fa308ed V1
54 10207 - 49674 [ACK] Seq=602 Ack=5503 Win=1849600 Len=@
54 10207 ~ 49674 [FIN, ACK] Seq=682 Ack=5503 Win=1049600 Len=
54 49674 - 10207 [ACK] Seq=5503 Ack=683 Win=64768 Len=d

Frame 29: 1414 bytes on wire (11312 bits), 1414 bytes captured (11312 bits) e do 61 ba 18 e3 c7 42 fa 44 5f ad 6 9

Ethernet II, Src: Wware_48:9a:20 (00:0c:29:48:9a:20), Dst: Wware_c0:00:01 (90:50:56:¢0:00:01) ¢ 99 38 bf f2 25 3d 4f de 12 da de ea 88

Internet Protocol Version 4, Src: 192.168.80.128, Dst: 192.168.80.1 ¢ b6 74 ed Sb 7c f1 30 6b a@ af 65 e7 2a

Transmission Control Protocol, Src Port: 49674, Dst Port: 10207, Seq: 3363, Ack: 602, Len: 1360 : b2 Ba ab 99 8c 86 b8 ed 9a 60 57 58 5

[3 Reassembled TCP Segments (4280 bytes): #26(1460), #27(1460), #29(1360)] € 68 a0 ad 41 da 22 23 6a 75 15 75 a7 32

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Response, Fragment: 1st, Fraglen: 4280, Call: 5, Ctx: @, [Req: #2 ¢ 00 30 82 84 16 30 82 03 02 a@ 03 02 01

€ ©1 80 00 0 ©5 30 09 86 05 2b fe 03 02

30 Ge 31 Oc 30 0a 96 @3 55 @4 @3 13 @3
30 1e 17 @d 32 34 31 32 32 . 12222216
S5a 17 ed 33 38 30 31 31 34 90314072
30 81 ac 31 81 a9 30 27 04 03 @' celeee o
6e 00 63 00 61 00 00 00 69 +Ce ne_+i.p-
5f 0@ 74 @0 63 ee o0 00 39 -4 aaa
39 @6 03 55 e4 o7 32 63 00 “necea-c
00 Ge 0@ 5f 00 69 00 70 74 00 «_tecop
00 3a 00 31 00 39 ee 32 31 ee . 2 +.-1-6-8
0 2e 00 38 00 30 00 2e 43 06 . +10C- .U+«
@5 1e 3c @0 5a 00 57 0@ 0@ Sa . W VYL 7w
56 @0 6c 90 Sa 00 57 00 20 Sa Vel-Z-W-
56 @@ 6c @0 5a 00 57 €0 00 5a ‘We Vo1:Z-W-
56 80 6c 80 5a 00 57 00 00 0d ]
12 30 ©d 06 €9 2a 86 48 86 e1 01
03 01 90 a3 82 01 4 30 82 01 0 30 14 06 09 1921688010
06 01 04 01 82 37 12 64 01 01 Ff 04 €4 01 00 . . ..
00 30 3c 96 09 2b @6 @1 ©4 01 82 37 12 02 01 sBC e ceeTennn
ff 84 2c 4d 00 69 @0 63 re,Medec

SR8 n8888Y

Y8IBIRNRTS
SERRARS888R

- 4. Frame (1414 bytes)  Reassembled TCP (4280 bytes)

® B TLSRpcRetrieveTermServCert.pcap Packets: 47 - Displayed: 47 (100.0%) Profile: Default
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Heap Overflow Overflowed Heap Block address Overflowed Heap Block
From LKPLiteVerifyLKP oW From LKPLiteVerifyLKP
typedef struct context {
LPTSTR clientName; <-- here data OXARAARAAA
DWORD refCount;
DWORD clientFlags;
DWORD lastError;
DWORD contextlype; heap overflow
HANDLE contextHandle; context context
} address on the heap » clientName(0x256000280) partially overwrite — clientName(0x256000100)
refCount refCount
clientFlags clientFlags

high
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Time
25954 39.108300
25955 38.1089%64
25956 38.111285
25957 38.111223
25958 38.111238
25959 30.111235
259608 38.111401
25961 39.111411
25962 38.113115
25963 39.113249
25964 38.1139%41
25965 38.116186
25966 38.116283
25967 38.116211

Source
192.168.80.128
192.168.80.1
192.168.80.128
192.168.80.128
192.168.80.1
192.168.80.128
192.168.80.128
192.168.80.1
192.168.88.1
192.168.80.128
192.168.88.1
192.168.80.128
192.168.808.128

Leak heap address

Hex value
Destination
192.168.80.1
192.168.80.128
192.168.88.1
192.168.80.1
192.168.80.128
192.168.80.1
192.168.80.1
192.168.80.128
192.168.80.128
192.168.80.1
192.168.80.128
192.168.80.1
192.168.80.1
192.168.808.128

01 88 B7 00 02 59
Protocol
DCERPC
DCERPC
TCP
TCP
TCP
DCERPC
DCERPC
TCP
DCERPC
DCERPC
DCERPC
TCP
TCP
TCP

Find Cancel

Length Info
110 Response: call_id: 8611, Fragment: Single, Ctx: @ 3d267954-eeb7-11d1-b94e-80c04fa30Bad V1
158 Request: call_id: 8612, Fragment: 5ingle, opnum: 35, Ctx: @ 3d267954-eeb7-11d1-b94e-B8cBdfaleded V1
1514 51836 + 12644 [ACK] Seq=9185663 Ack=3552662 Win=64768 Len=1468 [TCP segment of a reassembled PDU]
1514 51836 = 12644 [ACK] Seq=9107123 Ack=3552662 Win=64768 Len=1468 [TCP segment of a reassembled PDU]
54 12644 + 51836 [ACK] Seq=3552662 Ack=9188583 Win=131328 Len=0
1414 Response: call id: 8612, Fragment: 1st, Ctx: @ [DCE/RPC 1st fragment, reas: #2596@]
834 Response: call_id: 8612, Fragment: Last, Ctx: @ 3d267954-eeb7-11d1-b9de-88cB4faibBad V1
54 12644 - 51836 [ACK] Seq=3552662 Ack=9118723 Win=131328 Len=0
262 Request: call id: 8613, Fragment: Single, opnum: 34, Ctx: @ 3d267954-eeb7-11d1-b94e-80cB4falaged V1
119 Response: call_id: 8613, Fragment: Single, Ctx: @ 3d267954-eeb7-11d1-b9de-B@cadfa3esed V1
150 Request: call_id: 8614, Fragment: Single, opnmum: 35, Ctx: 8 3d267954-eeb7-11d1-b94e-80cdfa3lbsed V1
1514 51836 + 12644 [ACK] Seq=9118779 Ack=3552966 Win=64512 Len=146@ [TCP segment of a reassembled PDU]
1514 51836 - 12644 [ACK] Seq=9112239 Ack=3552966 Win=64512 Len=1468 [TCP segment of a reassembled PDU]
54 12644 -+ 51836 [ACK] Seq=3552966 Ack=9113699 Win=131328 Len=8

25968 38.116217 192.168.808. DCERPC 1414 Response: call_id: 8614, Fragment: 1st, Ctx: @ [DCE/RPC 1st fragment, reas: #25969]
192.168.80.1

192.16

25969 38.116342 .88.128 DCERPC 762 Response: call id: 8614, Fragment: Last, Ctx: @ 3d267954-eeb7-11d1-b94e-80cB4fa3bBed V1
25978 38.116355 192.168.80.1 192.168.808.128 TCP 54 12644 » 51836 [ACK] Seq=3552966 Ack=9115767 Win=131328 Len=0
25971 38.834689 192.168.80.1 224.8.98.251 MDNS 85 Standard query 8x@808 PTR _microsoft_mcc. tcp.local, “QM" gquestion
25972 38.834978 fe8l::fd2a:ad3e:65bf:30el FfB2::fb MDNS 185 Standard query @x8808 PTR microsoft mcc. tcp.local, "OM™ question
Command - [tcp:server=1%2.168.80.128 port=12345] Process with service TermServLicensing -... O .t 2 @2 a be fa
T Lol . Duuu LLg Ltoiluooug ouou: LLg Loioooaog T LLLLIIW o ey s bl & L Ll L Ll L ] 67 Ba 28 5b

HodLoad: 00007££%° 1cB00000 00007££8 1822000  C:~WINDOWS-System3Zwclboatg.dll - ba 18 7
HodLoad: 00007££5° 15410000 00007f£58° 15f4=000 C:~Windows System3Z-ns=nlé . dll - b 2 de Ne--h-
ModLoad: 00007£f8° 1achb0000 00007ff8° lache000  C:~WINDOWS-System32~CRYPTEASE . DLL . 4 Sb b - ce-*h3|
HodLoad: 00007££%° 1ad00000 00007££58°12d13000  C:~WINDOWS-System32~HSASH1 .dll a at 90 fic BF b8 of Ga €O 57 SB £5 17 50 B8 e oncenns =vhe. B
HodLoad: 00007£f%8° 0cle0000 00007f£8 Oclee000  C:~WINDOWS-system32wtls236.dll e
ModLoad: 00007£f5° 1ac90000 00007f£8° lacac000  C:~WINDOWS-System32~CRYPTSP.d1l =
HodLoad: 00007££%° 12540000 00007££8° 12608000  C:~WINDOWS“system3Z-rsaenh.dll '8 i
HodLoad: 00007££%°1b590000 00007f£58° 1b5SB4000  C:~WINDOWS-system3Zprofapi.dll =t
ModLoad: 00007£f58° 1aab0000 0D0007ff68° 1aadb000  C:~WINDOWS“-.system32~USERENV.d11l <
ModLoad: 00007££%5° 12230000 0000Ff£8° laec0000  C:~WINDOWS-System3 2 ncrypt.dll 2 17 &d
HodLoad: 00007£f%8° 1a=40000 00007f£8° 12e7£f000  C:~WINDOWS-System32~NTASH1 .dll 17 22 33
ModLoad: 00007£f8° 0£930000 O0007f£58° 0f95a000 c:“windows“system32~SAMLIE dl1 M 63 30 @d 86 B3 55 84 83 le PA A1 AR A7 Belcd--- U---)---
ModLoad: 00007££8°11£50000 00007££8 11£c8000  C:~WINDOWS-Sy=tem32~ES.DLL ) e
HodLoad: 00007££5° 10660000 00007££8°110583000  C:~WINDOWS-System32~PROPSYS.d11 2 LE
ModLoad: 00007£f5° 12960000 0O0007ff6° 1aa0b000  C:~WINDOWS-system32-mswl_0 . DLL 2 L)
HodLoad: 00007££8° 12960000 00007££8° 15377000  C:~WINDOWS-=system3Z“NtlmShawed ALl
{1f40.1db0): Break instruction exception — code 80000003 {(first chanes
ntdll ! DbgBreakPoint :
00007££8° 12363440 cc int 3 - o1 B1 B0 a3 82 B1 F4 30 ceeeeeer on
0:014> lheap 38 Pl B4 81 82 37 12 BA v eBeved wveaeeFen
Heap Addre== HT. Segnent He=f a4 10
0000025987000000 Segnent Heap o o 7 o

72 78 72
6@ 6f 90 6e 00 @@ 1 dd @e

Reassembled TCP (4280 bytes)

Frame (1414 bytes)

(0014 |
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TLSRpcKeyPackEnumNext

® TLSRpcKeyPackEnumNext

Need context->contextType == 1 TLSRpcRequestTermServCert(
. [in] PCONTEXT_HANDLE phContext,
TLSDBL1censeKeyPackEnumNext [in] LPLSKeyPack 1lpKeyPack,

) [in, out, ref] PDWORD pdwErrCode
-> TLSDBKeyPackDescFind );

-> vtable call

typedef struct context {
LPTSTR clientName;

i DWORD clientFlags;
Modify context->contextType to 1 DWORD  lastError:

. DWORD contextType;
Modify context->contextHandle to fake handle HANDLE contextHandle;
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Constructing Fake Object

@ Find functions that can parse our input and save 1t to the heap
TLSRpcRegisterLicenseKeyPack
TLSRpcSendServerCertificate

® Heap spraying
Construct multiple fake objects

Improve the accuracy of predicted addresses
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Bypass CFG

@ Hijack Rip to rpcrt4!NdrServerCall2(PRPC_MESSAGE pRpcMsg)

RPC_MESSAGE

+0x0 Handle

+0x8 DataRepresentation

+0x10 Buffer

\ 4

ArgumentsBuffer

Fake Arguments

RPC_SERVER_INTERFACE

+0x18 BufferLength

+0x1c ProcNum

+0x20 TransferSyntax

+0x28 Rpclnterfacelnformation

+0x30 ReservedForRuntime

+0x38 ManagerEpv

+0x40 ImportContext

+0x48 RpcFlags

@ Also feasible to allocate and execute

\ 4

+0x0 Length

+0x4 Interfaceld

+0x18 TransferSyntax

+0x30 DispatchTable

+0x38 RpcProtsegEndpointCount

+0x40 RpcProtseqgEndpoint

+0x48 DefaultManagerEpv

+0x50 Interpreterinfo

\\IP\evil\evil_dlIl.dll

\ 4

MIDL_SERVER_INFO

Y

+0x0 pStubDesc

Fake Dispatch Table

+0x8 DispatchTable

+0x10 ProcString

+0x18 FmtStringOffset

+0x20 ThunkTable

+0x28 pTransferSyntax

+0x30 nCount

+0x58 Flags

+0x38 pSyntaxinfo

shellcode 1n memory

Y

LoadLibrary
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Next

® The exploitation seems really simple!

® but ... really?
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BRIEFINGS

Playing with the LFH
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Low Fragmentation Heap

Segment Heap

allocation not larger than
approximately 16 KB = 0x4000

User LFH
sizeof(context) == 0x20 < 0x4000

VS

Large Block

LFH Block
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Low Fragmentation Heap

LFH SubSegment

LFH SubSegment Header

LFH Block Bitmap

LFH Commit State

LFH Blocks
(same size)

Mark LFH Block Free/Allocation
status

// - Each represent 0x20

//  Blocks Free/Allocation
//  status

// - n is depended on the

//  number of blocks in this
//  subsegment

unsigned __int64
Bitmap_Entry[n];

LFH Block Bitmap

Bitmap_Entry[0]

Bitmap_ Entry[1]

Bitmap_Entry[2]

Bitmap_Entry[3]

Block O ~ Block Ox1F

Block 0x20 ~ Block Ox3F

Block 0x40 ~ Block Ox5F

Block 0x60 ~ Block Ox7F
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Low Fragmentation Heap

®@ LFH Block Random Allocation

Bitmap_Entryf[i]

LFH Block O LFH Block 1 LFH Block 2
Freed Freed Freed
LFH Block 3 LFH Block 4
Freed Freed

Allocate 5 times

Random Sequence

LFH Block 2
Allocated

LFH Block 5
Allocated

LFH Block O
Allocated

LFH Block 7
Allocated

LFH Block 3
Allocated
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Low Fragmentation Heap

LFH SubSegment Header

ListEntry
: Stat
® LFH Delay Free mechanism ae
: State
DelayFreeList
When Freeing LFH Block 2 DelayFreeCount
Bitmap_Entry]i]

LFH Block O LFH Block 1 LFH Block 2

Allocated Allocated Allocated Not set to Freed state until Actually Freed

—
LFH Block 3 LFH Block 4

Allocated Allocated

Delay Free Delay Free
LFH Block x LFH Block y
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Low Fragmentation Heap

® LFH header encoding

LFH Delay Free Block

FreelList Next LFH Delay Free Block

Encoded_key Encoded by (HEAP_LFH_CONTEXT->EncodeKey, Block _Address, FreelList)

Encoded_key is checked when the Delay Free Block actually gets freed
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Heap Spray

e Context Allocation
® Allocate enough contexts

@ Fill up Bitmap_Entry[i] with contexts(No other block)

Bitmap_Entry[i-1]

LFH Block Ox3ff
Allocated
context

,| Bitmap_Entry[i]

LFH Block Ox3ff
Allocated
context

| Bitmap_Entry[i+1]

LFH Block O LFH Block 1 LFH Block O LFH Block 1 LFH Block O LFH Block 1
Allocated Allocated Allocated Allocated Allocated Allocated
other context context context context context
LFH Block 2 LFH Block 3 LFH Block 2 LFH Block 3 LFH Block 2 LFH Block 3
Allocated Allocated Allocated Allocated Allocated Allocated
context other context context context context

LFH Block Ox3ff
Allocated
context
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Heap Spray

e Creating Holes
® Free small number contexts

@ Dig hole in Bitmap_Entry[i] where all the blocks in it is context

Bitmap_Entry[i-1]

LFH Block Ox3ff
Allocated
context

| Bitmap_Entry([i]

LFH Block Ox3ff
Allocated
context

A 4

Bitmap_Entry[i+1]

LFH Block O LFH Block 1 LFH Block O LFH Block 1 LFH Block O LFH Block 1
Allocated Allocated Allocated Allocated Allocated Allocated
other context context (Delay Free) context context
LFH Block 2 LFH Block 3 LFH Block 2 LFH Block 3 LFH Block 2 LFH Block 3
Allocated Allocated Allocated Allocated Allocated Allocated
context other context (Delay Free) context context

LFH Block Ox3ff
Allocated
context
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Heap Spray

e Delay-Free Consideration

® Wait for a while until delay free blocks actually get freed

Bitmap_Entry[i-1]

LFH Block O LFH Block 1
Allocated Allocated
other context
LFH Block 2 LFH Block 3
Allocated Allocated
context other

LFH Block Ox3ff
Allocated
context

| Bitmap_Entry([i]

LFH Block O LFH Block 1
Allocated Freed
context
LFH Block 2 LFH Block 3
Allocated Freed
context

LFH Block Ox3ff
Allocated
context

A 4

Bitmap_Entry[i+1]

LFH Block O LFH Block 1
Allocated Allocated
context context
LFH Block 2 LFH Block 3
Allocated Allocated
context context

LFH Block Ox3ff
Allocated
context
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Heap Spray

e Allocating the Overflow Block

® Trigger CVE-2024-38077 heap overflow

Bitmap_Entry[i-1]

LFH Block O LFH Block 1
Allocated Allocated
other context
LFH Block 2 LFH Block 3
Allocated Allocated
context other

LFH Block Ox3ff
Allocated
context

| Bitmap_Entry([i]

fake context

LFH Block O LFH Block 1
Allocated Allocated
context Overflow Block 2
LFH Block 2 LFH Block 3
Allocated Freed

LFH Block Ox3ff
Allocated
context

A 4

Bitmap_Entry[i+1]

LFH Block O LFH Block 1
Allocated Allocated
context context
LFH Block 2 LFH Block 3
Allocated Allocated
context context

LFH Block Ox3ff
Allocated
context
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Exploitation Summary

@ Exploitation flow chart

Heap, Ntdll, PEB,

Information Leak Heap Spray Address

Hijack Execution Heap Spray Fake Object Bypass CFG
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Success Rate Nearly 100%
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BRIEFINGS

Summary
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Summary

® Introduction of Remote Desktop Licensing Service

Component of Remote Desktop Service

e CVE-2024-38077 we found 1in RDL
Preath Heap Overflow

@ Exploitation using CVE-2024-38077
Leak address
Hijack Rip and Bypass CFG
Technique to play with the LFH
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Summary

@ Highlights
Based on the Windows Server 2025
All mitigation enabled
One bug to rule them all

® Security reinforcements in Windows killing countless vulnerability exploit paths
1in the last 25 years
But not all of them are dead

But 1n Madlicense, the same old heap overflow from 1990s beats Windows Server (
2025) Agailn
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BRIEFINGS

Thanks!
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