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* MDM9207: Security ass

ARM Boot ROM only executes
verified code”

TrustZone restricts access to CP
(MSS) memory

CP Boot ROM cannot be read

CP Boot ROM only executes
verified code”

MSS - Modem Sub-System * on fused/production devices
CP - Communication Processor
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MDM9607 / MSM SoC Security Architecture

SECURE BOOT CHAIN

QFPROM 4:]8 SBL1 TrustZone aboot HLOS MBA / MPSS
(OTP Root Key) (ROM (mask)) C RSA cert chain verification ) ( PIL: loads modem via TZ )
e N A N
Cortex-A7 (Apps Processor) RPM (Cortex-M3) QDSP6 v5 (Modem DSP) Debug / QDSS

Secure World Non-Secure World

B TrustZone (QSEE) [l HLOS (Linux)

DAP (JTAG/SWD)

RP Modem FW (MPSS)

M Firmware
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CoreSight ETM/ITM

Power Contro ‘ MBA (Modem Boot Auth)

MPU (no MMU) Q6 MMU (TLB, SYSCFG)

RPM MSG RAM (IPC) MSA (PIL)

MMU (Secure / Non-Secure)

QDSS Fuse Gate

RMB Regs DBGEN / SPIDEN

SCR.NS bit (TZ gate) DACR / Domain AC
OSLOCK / AUTHSTATUS

VMID 0 (TZ) / VMID 3 (HLOS) / VMID 11 (APCPU)

System NoC / PCNOC / BIMC Fabric (AXI / AHB)
VMID-tagged transactions -- every slave port protected by XPU

XPU2 Firewalls (VMID-based access control)
BIMC_MPUO SEC_CTRL_XPU OCIMEM_XPU PCNOC_XPU CRYPTO_XPU MSS_XPU RPM_XPU GCC_XPU QFPROM_XPU

4 B 4 ) 4 ' g 1 ( '

DDR (LPDDR2) OCIMEM (SRAM) QFPROM (OTP Fuses) SEC_CTRL GCC + Peripherals

HLOS region SBL1 / TZ staging OVERRIDE [ JTAG_CTL UART /SPI | SPMI/12C
mBA/MPss [ RPM MSG RAM XPU protected Fuse shadow regs TLMM GPIO JUSB / SDCC
. J \ J

BIMC_MPUO per-region VMID ACLs
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S ° - 00167ECO @5 @0 A@ E1 70 80 BD E8 2t 2F 61 70 70
Se -Slgne @0107ED@ 62 6C SF 73 61 68 61 72 61 2E 63 00 10
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40 2D E9 bl_sahara.c..@-.
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00167F20 ©0 00 50 E3 01 10 Ae 03 ©0 10 84 05 10 80 BD E8 ..P.............

©0107F30 1C 35 00 08 00 81 07 V@ 2E 2F 61 70 70 73 2F 70 .5....... /apps/p

o J uSt One Well_kncwn 00107F40 62 6C S5F 73 61 68 61 72 61 2E 63 @0 00 02 @0 E3 bl sahara.c.....
P9107F50 1E FF 2F E1 ©5 OC ©0 EA ©1 O00 AG E3 10 40 2D E9 ../........... =

20107F60 55 OC 00 EB 08 10 9F ES ©0 00 A@ E3 00 00 81 E5 U...............

Ove rfI OW Vu I n @0107F70 10 80 BD E8 1C 35 @0 63 10 40 2D E9 00 40 A@ E3 ......... @--.-..
@0107F30 8B F7 FF EB ©0 00 50 E3 0Ol 40 AQ 03 04 00 A@ E1 ...... Pececccaas

20107F90 10 30 BD EB 00 00 50 E3 10 40 2D E9 04 00 00 1A ...... Piee-ee...

0@107FAG 32 29 AQ E3 00 30 A@ E3 38 00 8F E2 35 13 @@ E3 2).......000000n

©0107FB@ B7 F8 FF EB 40 00 9F E5 Al E6 FF EB @@ @0 SO E3 .............. P.

(] Dum PBL 0O1O7FCEe 04 00 00 1A 34 20 9F E5 00 30 A@ E1 14 @@ 8F E2 = Lt
p 20107FD@ 3B 13 00 E3 AE FB FF EB ©0 00 A@ E3 36 OC @O EB ;.......cc000en.

00107FEQ ©0 00 AO E3 10 80 BD E8 2E 2F 61 70 70 73 2F 70 .......... apps/p

@0107FF@ 62 6C S5F 73 61 68 61 72 61 2E 63 @0 5C 30 @@ 03 bl _sahara.c.\@..

00103000 00 81 6C 20 70 40 2D E9 00 00 51 E3 00 30 A0 El --pfd-...Q.....

® Start address OX1 OOOO 00103010 ©2 50 AG E1 00 00 AG E3 ©0 00 55 13 00 40 A@ E1 .P........ u..@..
001058020 OC 00 00 OA ©8 00 53 E3 00 (O AO E3 04 20 AB E3 ...... Seccccanae

00108030 ©3 F1 9F 37 31 00 00 EA 63 80 10 00 70 80 106 @@ ............ P---

00108040 90 80 10 00 B4 80 10 00 ©0 31 10 00 00 31 10 B0 .........cc0cee.

PBL — Primary Boot Loader
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Device (Target / EDL) Computer (Host / PC)

Emergency DOWnload 1. HELLO (0x01)

Version, supported modes

Mode (EDL) i s 000
Implemented in ARM PBL oo,

4. RAW DATA

(Boot ROM) e
Device identifies itself (SRANDATA
th ro u g h U S B 7. END_IMAGE_TRANSFER (0x04)

Status (Success)

8. DONE (0x05)

Confirmation

9. DONE_RESPONSE (0x06)
Exit, launch bootloader

blgzzkhat@
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* Sahara: what

<

=~ Z int __fastcall sub_104ECC(_DWORD *p_addr‘, Ga/signed in'f/si;e)
"~ = {

= > — S ==
\ \{A int v2; // r2

Not || but && SS—

v2 = 0;
if ( size < OxFFDF69C3 )
{ _ |
So what if size > OXEFFE? S
! if ( (unsigned int)(v3 - 0x20963D) <= OXEFFE )
i
Bypass p_addr checks
¥

¥

Got arbitrary write primitive

if ( I (*(int (__fastcall **)(int *, unsigned int))(dword 80034EC + 0x34))(off 80034C8 + OxF, v9)
&& loff 80034C8[0xF] )
{

return 38;

¥
if ( !p _filesz || (v5 = /SAHARA read data_from USB BULK(p offset, p filesz, v9, off 80034C8[0xF])) == 0 )

{
v10 = (*(int (__ fastcall **)(int *))(dword 8003518 + 0x10))(off_80034C8);
if ( vio )
p filesz = 0;
else
v = 0x21;
if ( lvie )

. blgékhat”
return v5; ASIA 2026
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‘Sahara: exploit

Gain ability to write multiple
times via rewrite funcs table

Write out code to the
0x215000

Rewrite 0x1940000 with

OUR addr
Write ZERO to reboot
Profit

DCD
DCD
DCD
DCD
DCD

Modified Program Header Entry (EIf_Phdr)

o

p_offset 0x00000000 Offset in File

p_vaddr 0x00000000 Virtual Address

p_paddr 0x08003500 Physical Address

Target Value:

p_filesz 0x0000F000 Size in File (Bytes) OxFO00

p_memsz OXx0000FOO0 Size in Memory (Bytes)

File Data (Segments)

(text, .data, .rodata...)

p_flags 0x2 (PF_W) Flags (Write)

p_align 0Xx00000000 Alignment

Section Header Table

mcr(15, 0, al, 13, 0, 0);

~_mcr(15, 0, (unsigned int)&unk 200000, 2, 0, 0);

vl = sub 1003C8();
__mcr(15, 0, sub 1003BC(v1), 8, 7, 0);
__mcr(15, 0, 0, 2, 0, 2);

__mcr(15, 0, (unsigned int)&unk 200000, 2, 0, 0);

v2 =  mrc(15, 0, 1, 0, 0);
Base Address OX190XXXX
Target Reach 0x1940000
Permissions AP[2:0] = 011

\Execution XN =1

Covers 0x1900000 to 0x19FFFFF (1 MB range).

Accessible (It is 256 KB offset from the base).

Full Access (Read/Write for both Kernel and User).

Blocked (Execute-Never; code cannot run here).
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" BootROM
=) Code
Execution

* (DWORD) (0x1940000) & 1 == 1
{
v2 = (int) (*(DWORD)(©x1940000) & OxFFFFFFFD);

v2();
}

blg’ok hat
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ARM ROM siily executes
verified code

CP ROM cannot be read

CP ROM only executes verified
code
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lll. From AP to CP
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PBL

AN

3. authenticate
\ MBA

4. start MBA \ Memory
2. load MBA code

5. load FW metadata

MBA 6. authenticate
FW metadata HLOS
~—
7.load FW
code section
8. verify code

section (repeated) (repeated)

9. start FW
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Runs on ARM in monitor mod =

—

Sets up XPUs to protect subsystem memory
Locks down critical memory areas

Enforces debug policy

Manages QFPROM fuses

Provides other services via SMC calls

XPU — eXternal Protection Unit

SMC — Secure Monitor Call

blgl?:khat@
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;‘_{'int xpu2_configure(int param_1,int param_2)

{

int iVaril;
int iVar2;

ivar2 = 1;
iVarl = xpu2_validate_id();
if (ivarl !'= 0) {

B A S G L ol undefined4 xpu2_configure(void)
if (ivarl == 0) {
iVar2 = 2;
i {
else if (x(int x) (|*(int %) (&xpu_th1l1l + param_1 * 8) + 100) == 0) { return 0-
iVar2 = 3; L
} ¥
else {
dsh();

ivVar2 = (**(code **)(x(int *)(&xpu_tbll + param_1 * 8) + 100))
(x(undefined4 *) (&xpu_tbhl2 + param_1 % 8),param_2);
dsh();
}
}
return iVar2;

E

blg’ck hat



TrustZon

- - \<§§>; ‘\\\\\
"/ # dd if=/dev/modem_mem bs=1 skip=$((8x0)) count=$((6x260)) | hexdump -C

000O0OBO 0O cb PO 78 B6 40 OO 67 OO c5 00 78 12 cO 00 67 |...x.0.9...X...
00000R10 0O cb 0O a2 0O dO cO 56 02 cO cO 57 02 c2 00 58 |....... Viea N ooe
00000O20 0O OO OO OO OO OO OO GO OO OO OO OO 0O OO 00 OO0 . eeeneeennnnnn |
0000OB30 0O OO OO OO OO OO OO GO OO OO OO OO 1a 00 00 OO0  |...eeeeueeennnnnn |
0000OB4D 0O OO OO B0 43 4f 4e 46 49 47 5Ff 41 44 56 41 4e |....CONFIG_ADVAN|
00000050 43 45 44 S5f 4d 45 4d 4f 52 59 Ba BOa 51 55 52 54 |CED_MEMORY ..QURT|
00000B6D 4b S5F 70 68 79 73 5Ff 69 73 b6¢c 61 be 64 Pa 51 55 |K_phys_island.QU|
00000070 52 54 4b S5f 71 75 69 63 6b 5Ff b6¢c 6f 61 64 5Ff 4d |RTK_quick_load_M|
000OOO8O 4d 55 Pa 51 55 52 54 4b 5Ff 74 6c 62 S5Ff 64 75 6d |MU.QURTK_tlb_dum|
000OOOI0 70 Pa 51 55 52 54 4b 5Ff 74 6¢c 62 S5F 64 75 6d 70 |p.QURTK_tlb_dump|
000000al S5Ff 72 65 6c 6Ff 63 73 Ba 51 55 52 54 4b S5f 74 6c  |_relocs.QURTK_t1|
000OOObE 62 b6¢c 6F 63 6b S5F 65 be 74 72 69 65 73 Pa 54 4c  |block_entries.TL|

PPOOLEOcO 42 S5Ff 4c 41 53 54 5Ff 52 45 50 4c 41 43 45 41 42 |B_LAST_REPLACEAB]| ' T
o aEtie i st S e e e First page of modem FW region
000000e® S5Ff 63 6T be 66 69 67 73 0a S5b 77 5d 71 75 72 74 |_configs.[w]qurt]| .

000000f0 6f 73 S5f 74 6c 62 5Ff 72 65 63 6¢c 61 69 6d Pa 71 |os_tlb_reclaim.q] read frOm LanX

0O0OO1B0 75 72 74 6Ff 73 5Ff 62 6f 6f 74 5Ff 6d 61 70 70 69 |urtos_boot_mappil
00000110 6be 67 73 Ba 71 75 72 74 6f 73 5f 6d 6d 61 70 S5Ff |ngs.qurtos_mmap_|
00000120 74 61 62 6c 65 Pa 71 75 72 74 6f 73 5f 78 6d 6c |table.qurtos_xml|
00000130 5f 70 61 73 73 74 68 72 6f 75 67 68 00 00 B0 B0 |_passthrough....|
00000140 b4 42 P1 84 a4 D6 70 82 ab Oe 70 82 Oc 04 70 82 |.B....p...p...p.|
00000150 dO e4 3b 84 7f 0O 00 00 70 e0 3b 84 50 f1 4F 84 |..;..... P PO
00000160 88 42 P1 84 cO f5 3d 84 18 f7 3d 84 0O 0O B0 B |[.B....=...=.....]|
000PE170 OO OO OO OO OO OO OO PO 0O OO OO OO 0O B0 OO 00 |.....oeeeeennnnn. |
*

00000200

512+0 records in

512+0 records out

512 bytes (512B) copied, 0.006368 seconds, 78.5KB/s

bIQGK hat
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- -Inltlallze DDR memory e

*Boot QSEE (TrustZone)

*Boot RPM (Resource Power Managment) core

*Verify and run aboot (Android Bootloader)

SBL — Secondary Boot Loader

blgokhat”
ASIA 2026
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SBL wrlte our own o8~

o

Runs right after ARM PBL with
highest privileges

Nothing else is running (TZ/RPM)

Initializes DDR, clocks, regulators

—

Can start/stop Hexagon core with
custom FW image

CLI shell via USB

8.5k SLoC bare-metal Rust

blgt’:khat”
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- MD MShell

R&W ARM/Hexagon memory

Individual control of clock/reset
signals

PMIC control via SPMI (System
Power Management Interface)

Activate & authorize JTAG

\\7\

7 (10 7 TN ] N |
BT VAR N o
|
|

B 5 s [ R ey |
<] | O e Py ] [ [ ) | 8 s ] oo | [ ]| 1
[ modem debug shell ]

: ‘\:\\\ [ 1.089] MSS clocks enabled, RMB base: 0x4020000

<[ 1.228] JTAG enabled (QDSD + ARM debug)
Welcome to nut-shell! Type '?' for help.
@/> 1s
reboot - Reboot (edl/fastboot)
memtest - Test DDR memory
md - Memory hexdump: md <hex_addr> [length]
mw - Memory write: mw <hex_addr> <hex_data|®xWORD>
rr - Read registers: rr <hex_addr> [count]
rmb - Dump RMB (Remote Message Buffer) registers
qé - Dump QDSPé subsystem register state
load - Load binary to memory: load <hex_addr>
go - Jump to address: go <hex_addr>
fuses - Dump QFPROM security fuse state
clocks - Dump GCC clock branch status
géstart - Start Q6 core: géstart <hex_addr> [--auth|--direct] [--noreset]
gébstop - Stop Q6 core and re-enable MSS clocks
géreset - Q6 reset control: géreset [assert|release]
uptime - Show time since boot
dump - Dump memory as hex: dump <hex_addr> <size>
spmi - SPMI: spmi r <sid> <addr> | w <sid> <addr> <val> | ch | vdd
mbaread - Read Q6 memory via MBA: mbaread <hex_addr> <size>
mbarr - Read Q6 registers via MBA: mbarr <hex_addr> [count]
mbamw - Write Qé register via MBA: mbamw <hex_addr> <hex_value>
qdsd - Debug over SD: qdsd [status|swduart|jtag|off]
dbgauth - ARM debug auth
led - LED control via PM8019 GPIOD
clk - clk <on|off> <NAME> [bit] | clk 1list

blackhat
ASIA 2026
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0012238c 51 B0 4D 20 5155 4... ds "Q",BOh,"M QUALCOMM COPYRIGHT"
001223a3 4D 4F 44 454D 20 ... ds "MODEM BOOT ROM VERSION: 1.0"
001223bf 4D 4F 44 45 4D 20 ... ds "MODEM PBL VERSION"
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ARM ROM siily executes
verified code

CP ROM cannct be read

CP ROM only executes verified
code

blg’ckhat“
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IV. CP and more




PHASE 1

Collect
BootROMS

PHASE2 PHASE3

blgzzkhat”
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P B L h 6 t init_functions_start XREF[1]: init_continue:00118dc4(R)
aS S ag e 00121fd8 BC 91 11 00 addr MEMSET_VAI:S S }
Ioad I n g p roceSS DAT_00121fdc XREF[1]: init_continue:00118dc4(R)
00121fdc 00 00 00 00 undefined4 00000000h
00121fe0 10 91 11 00 ddw 1 SETUP_PRIMARY_DATA
00121fe4 00 00 00 00 dd Oh
It uses M M U to prevent 00121f§8 10 84 11 00 ddx 2 ENABLE_MMU
00121fec 00 00 00 00 ddw Oh
tt k t 00121ff0 14 90 11 00 dd INIT_PLL
SOme a aC VeC OrS 00121ff4 00 00 00 00 ddev > Oh
00121ff8 EO 8F 11 00 ddw 4 ELF_LOAD_AND_AUTH
Al t th . 00121ffc 00 00 00 00 ddw Oh
00122000 2C 8F 11 00 dd 5 PREPARE_ELF_IN_TCM
mOS e Same aS In 00122004 00 00 00 00 ddx Oh
6

AR M P B L 00122008 14 8E 11 00 ddw RUN_MBA
0012200c 00 00 00 00 ddw Oh

bla‘l"ckhat“’
ASIA 2026



s R, ST e
* CP: How to misuse warm-
- S

PBL checks RSA certs,
but...

There is a FUSE to enable
bypass (obvious)

There is an internal CP
(MSS) register accessible
from ARM (not obvious)

if (*(DWORD)Ox000a6018 & 0x40 0)

{
v2 = (int) (*(DWORD)(0x04080010)) << 4;

return v2(&EVB);
}

MSS REG

it (*(DWORD)0x04180058 & 0x02 = 0)

{
v2 = (int) (*(DWORD)(0x04180400));
return v2(&EVB);
}
blbakhat
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if (*(DWORD)©x000a6018 & 0x40 == 0)

PBL ch

{

but... v2 = (int) (*(DWORD)(©x04080010)) << 4;
return v2(&EVB);

There i )
bypass MSS REG
There i Tt (*(DWORD)0x04180058 & 0x02 1= 0)

{
(“AESE;) v2 = (int) (*(DWORD)(0x04180400));
from Al return v2(&EVB);

}

bla‘?ckhat"
ASIA 2026
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-~ CP: H ow to misuse warm-bc

‘\\

Initialize CP (clocks, power)
Initialize DDR
Put Warm Boot code to DDR

Put addr of Warm Boot code
to reg 0x4180400

Set reg 0x4180058 to 0x3
Start CP

S Y =

{

}

if (*(DWORD)©x000a6018 & 0x40 == 0)

v2 = (int) (*(DWORD)(0x04080010)) << 4;
return v2(&EVB);

MSS REG

{

it (*(DWORD)0x04180058 & 0x02 = 0)

v2 = (int) (*(DWURD)(9X9418@409));
return v2(&EVB);

bla‘?ckhat"
ASIA 2026
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~ CP: How
Initialize CP (clocks, power)
Initialize DDR

Put Warm-Boot YOUR code to
DDR

Put addr of Warm-Beot-YOUR
code to reg 0x4180400

Set reg 0x4180058 to 0x3
Start CP
Profit

to misuse warm-

[6xB4020000]
[0x04020004]
[0x04020008]
[6x0402000c]
[0x04020010]
[6x04020014]
[6x04020018]
[6x04626001c]
[6x04020020]

MBA_IMAGE:
PBL_STATUS:
MBA_COMMAND :
MBA_STATUS:
PMI_META_DATA:
PMI_CODE_START:
PMI_CODE_LENGTH:
PROTOCOL_VERSION:
MBA_DEBUG_INFO:

Ox8fabbbBO
Ox0000000O
yqelelelelolelele)
ehqelelelelolele]e)
opqelelelelolele]e)
OxO0OOO0OO
epqelelelelolefe]e)
OxO0OOOOOO
Oxaabbccdd

tﬂéigkjnif
ASIA 2026
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ARM ROM siily executes
verified code

CP ROM cannct be read

CP ROM only exacutes verified
code
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Debug(SWD/UART/Trace) over SDC2 enabllng #309

(® Open

‘ fxsheep opened on Oct 4, 2023 - edited by fxsheep Edits

According to the TRM( 1m80-p0436-100_d_snapdragon_410e_apq8016e_tech_reference_manual_revd.pdf , page 3357), msm8916
supports NIDnT(Narrow Interface for Debug and Test) feature, implemented in a QDSD(Qualcomm Debug over SD?) block inside
TLMM.

blg’ckhat“
ASIA 2026
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. JTAG: Wher\e the right p

Debug(SWD/UART/

(® Open

‘ fxsheep opened on Oct 4, 2023 - €

According to the TRM( 1m86 -p043¢
supports NIDnT(Narrow Interface 1
TLMM.

ing #309

Edits

)anual_revd.pdf , page 3357), msm8916
1alcomm Debug over SD?) block inside

blg’ckhatﬁ
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JTAG: Where the right

b,
~ VDD_EXT
RESERVED
RESERVED

GND

GND

USIM_GND
DBG_RXD
DBG_TXD
USIM_PRESENCE
USIM_VDD 12C_SCL
USIM_DATA 0 102 %8 BT_CTS'
USIM_CLK S D C 2 BT_RXD
USIM_RST BT _TXD
RESERVED BT RTS

RESERVED
82 79 76 73 RESERVED
83 80 77 74 ANT_GNSS

&4 81 78 75 GND
ADCO

ADCA1
RESERVED
12C_SDA

-
»
o

ENSECENE o))
Jdoosg asn |SLk
NITWod | 92
S0 Wod |2
eviva zoas | 82
zviva zoas | 62
19 zoas |'ze
ano zoas | e

130 SNI as | €2

I Fover Pins SigralPins [ WLAN Pins RESERVED Pins
GND Pirs I Biuetoon Pinsll SGMI Pins

Quectel EC25-E Modem Module Pinout
(based on the MDM9207 chipset)

blgt’:khat”
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QDSD_TIMEOUT_VAL
0x011A4000
OXBOFFFFFF

QDSS_STM_CBCR

S 0x29044
QDSS_ETR_USB[SS ; enable
0x29028 QDSs_STM

- enable TPIU
QDSS_ETR_USB Wil -
SDCC2_APPS_CBCR

0x43018 . %
enable »
4 SDCC2_APPS
enable

TPIU 0x06020000
HDBGer Trace Funnel

LAR=0xC5ACCES5
CURR_PORTSZ
FFCR=0x103

]  unlo DBGDSCRext
AR 040088
DBGLAR bit14=HDBGen
0x06040FBO QDSS CSR 0x06001000
TS LAR=0XC5ACCESS
L - DAPMSAVAL=1 &l
ARM Debug AP#2 JTAGAP | DAPMSAVAL
(oY) Hexagon Q6 AP#3 AHB-AP

DBGOSLAR | =0x06040000 IDCODE 0x100590E1 |- 4 Gortex-M3 RPM
CP14: ‘CP|4 c1,c0,4 AP#1 APBAP ) I
release OS Lock | «0 AP#0 AXI-AP el
LT 1 | (armdebug [ crem mem) qdsd_data3
| 0x80040000) - TCK . -

- e ll=up =
CoreSight DAP PUAPCRETY o ey HDRV_PULL

Prbermaybe IDCODE 0X5BA00477> - - TMS C000

disable first o —
qdsd_data0
> DI ~
pull=up drv=2mA | §
—

pull=up drv=8mA

mode|sw_ovr|deb_en
qdsd_cmd
set jtag Pautelbach T32 5100

mode + override . ' pull=0 drv=8mA

V ! et
285V VDD
SPMI: GPIO4 - nTRST
— ] T TS pull-down dry=2mA
QDSS_DAP — SDC2 pads| SPMI: LDO13
PM_GPIO4

QDSS_DAP_CBCR periph 0xC3 enable
S_TRACECLKIN
29060

QDSD_BOOT_CTL
0x0119D000
~SDCARD_ONLY

R MODE=0x10 LDO13
(voted b19) VIN=0x02 periph 0x4C
APCS_VOTE 0x45004 DOUT-0x02 [l RANGE=3 VSET=0x3A
b19=QDSS_DAP EN=0x80 E—;\‘2.95V LSDP(;\/H ad
-0x80 13 st
SPMI: GPIO4 IPMg019 PMIC & e
W § asdigout g - " DO13
QDSS_DAP : SPMI: LDOA:
SPMI Arbiter V2 RANGE
0x02000000

.“

enable

QDSS_TRACECLKIN S8

SDCC2_AHB_CBCR
0x4301C

0x29024
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n 2 [Power Debi

n CPU N

Core Version: Ox0
MPSS Hexagon V56 attached successfully
QDSP6SS base: 0x04080000

N

0445
87AF0008
37
31
1

0
OOFFFFFF

0
0
59699C28
0
7FFFFFFF
0
0
0
0012300

6
0
0
0
0
0
0
0
C
0
0
0
0
0
0
0

87A00000
87AF0004

FFEF
04020008
0402000C
04418A60

59
87AF0008

0
04456F88
04456FF8
0441761C

0
0458

BAF4AABA
2F
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if (*(DWORD)Ox000a6018 & Ox40 == 0)

{
v2 = (int) (*(DWORD)(0x04080010)) << 4;

return v2(&EVB);

ARM FUSE

*(DWORD )©x000a602C & 0x20 ==

v2 = (int) (*(DWORD)(©x00210000));

return v2(&EVB_ARM);

-

00026000

000ab004
000ab008
000ab0b0C
000a6010
000a6014
000a6018
000as601c
000a6020
000ab024
000ab028
000ab0b2c

i ’

 —

40050000

0OOOOBBS
00000000
0OOOBLOS
02421800
d41c008e
00003cS0
clojefelele]e]e)
00000000
00000000
00000000
000002el
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if (*(DWORD)Ox000a6018 & Ox40 == 0)

{
v2 = (int) (*(DWORD)(0x04080010)) << 4;

return v2(&EVB);

ARM FUSE

*(DWORD )©x000a602C & 0x20 ==

v2 = (int) (*(DWORD)(©x00210000));

return v2(&EVB_ARM);

.

000a6008
000a600c
000a6010
000ab6014
000a6018
000ab01c
000a6020
000ab024
000a6028
000ab02c
000ab030

00026000 000

. 0PPabBB4

=

g
00100

00000100
0000100
00000100
00000160
00000100
00000100
00000100
00000100
6eeeE100
00000100
00000100
00000100
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' -~ 90026000
£ (*(DWORD)@x@00a6018 & Ox40 == —
E *( )0x000a . 00026004

= (int) (*(DWORD)(©x04080010)) << 4; 000a6008

return v2(&EVB); 000abéb0cC

} 000ab010
- 000a6014

ARM F U S E 000ab018

000ab0blc

*(DWORD )0x000a602C & 0x20 == 000ab0b20
000ab0b24

= (int) (*(DWORD)(©x00210000)); 00Ras028

return v2(&EVB_ARM); 000ab02c

cafébabe

cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe
cafebabe

0
0
0
0

0
0
0
0
0
0
0
0
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OBS 3210 -T

2 took 21s

~

—» []

d »

16:25 n

Fuses? What Fuses?
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T ——

=

- ~

SEC CTRL holds Fuses

If you RESET SEC _CTRL
clock, the counter just stops...

And the last read Fuse value
IS mirrored to ALL other Fuses

Profit

SEC CTRL
clock domain

FPROM_RAW
° fuse ar:a S
Y 0x000A_EO000
0x000A_0000

QFPROM
decoded
0x000A 6000

SEC_CTRL
0x000A_0000-0x000A_FFFF
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V. Conclusions




“ Timeline <

MDM9x07 MSM8916
MDM9x45 MSM8952
MDM9x65 SDX50
MSM8909

March 2025 April 2025 May 2026
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P T <

Just y;:*f;;):::;s
Update

The patch

YO ur . l"" doesn’t help
S0Cs

Physically
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E’ P

.

e : = \ MDM9607/MSM SoC
ﬂSecurity assu\m ptlQnS e Security Architecture

‘ | = =
\ ”~

ARM ROM siily executes

verified code

CP ROM cannct be read

CP ROM only executes verified
code

BONUS: Enabled JTAG (both wineraiy n PEL
ARM and Hexagon)
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. Kill Chain\:\&a\njpig -

o

———y

1. PHYSICAL ACCESS | | 2.ENTER EDLMODE | | 3.INSTALL IMPLANT | | 4. FAKE LOCK SCREEN | | 5. STEAL PASSWORD 6. FULL CONTROL
Gym locker room Key combination Firmware injection Ul spoofing Credential theft

\_/
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Fuzzmg Hexagon Instructlons N

Research devices on AXI/APB/AHB buses

(in Progress)
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- THANK YOU!

@nOum3n0On @madprogrammer

Alexander.a.Kozlov@kaspersky.com Sergey.Anufrienko@kaspersky.com




