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• ARM Boot ROM only executes 
verified code*

• TrustZone restricts access to CP 
(MSS) memory

• CP Boot ROM cannot be read

• CP Boot ROM only executes 
verified code*

MDM9207: Security assumptions

MSS - Modem Sub-System
CP - Communication Processor

* on fused/production devices



Previous work





II. Sahara



• Use OEM-signed 
programmer

• Just one well-known 
overflow vuln

• Dump PBL
• Start address 0x10000

ARM PBL

PBL – Primary Boot Loader



• Emergency Download 
Mode (EDL)

• Implemented in ARM PBL 
(Boot ROM)

• Device identifies itself 
through USB

Sahara: what do we know



Sahara: what do we learn

• Not || but &&
• So what if size > 0xEFFE?
• Bypass p_addr checks
• Got arbitrary write primitive 



Sahara: exploit

1. Gain ability to write multiple 
times via rewrite funcs table

2. Write out code to the 
0x215000

3. Rewrite 0x1940000 with 
OUR addr

4. Write ZERO to reboot

5. Profit 



Sahara: Code Execution

BootROM
Code 
Execution



• ARM ROM only executes 
verified code

• CP ROM cannot be read

• CP ROM only executes verified 
code

Security assumptions (revisited)



III. From AP to CP



What’s next?



PIL (Peripheral Image Loading)



• Runs on ARM in monitor mode
• Sets up XPUs to protect subsystem memory
• Locks down critical memory areas
• Enforces debug policy
• Manages QFPROM fuses
• Provides other services via SMC calls

TrustZone: what and why

XPU – eXternal Protection Unit
SMC – Secure Monitor Call



TrustZone: XPU disable



TrustZone: XPU disable

First page of modem FW region
read from Linux



• Initialize DDR memory
•Boot QSEE (TrustZone)
•Boot RPM (Resource Power Managment) core
•Verify and run aboot (Android Bootloader)

SBL: 

SBL – Secondary Boot Loader

Don’t need 
these



• Runs right after ARM PBL with 
highest privileges

• Nothing else is running (TZ/RPM)

• Initializes DDR, clocks, regulators

• Can start/stop Hexagon core with 
custom FW image

• CLI shell via USB

SBL: write our own OS

8.5k SLoC bare-metal Rust



MDMShell

• R&W ARM/Hexagon memory

• Individual control of clock/reset 
signals

• PMIC control via SPMI (System 
Power Management Interface)

• Activate & authorize JTAG



Downloaded CP PBL



• ARM ROM only executes 
verified code

• CP ROM cannot be read

• CP ROM only executes verified 
code

Security assumptions (revisited)



IV. CP and more



CP



• PBL has 6 stage 
loading process

• It uses MMU to prevent 
some attack vectors

• Almost the same as in 
ARM PBL

CP: PBL

1У
2У
3У
4
5У
6У



• PBL checks RSA certs, 
but…

• There is a FUSE to enable 
bypass (obvious)

• There is an internal CP 
(MSS) register accessible 
from ARM (not obvious)

CP: How to misuse warm boot feature FUSEУ

MSS REGУ
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• Initialize CP (clocks, power)

• Initialize DDR

• Put Warm Boot code to DDR 

• Put addr of Warm Boot code 
to reg 0x4180400

• Set reg 0x4180058 to 0x3

• Start CP

CP: How to misuse warm boot feature FUSEУ

MSS REGУ



• Initialize CP (clocks, power)

• Initialize DDR

• Put Warm Boot YOUR code to 
DDR 

• Put addr of Warm Boot YOUR 
code to reg 0x4180400

• Set reg 0x4180058 to 0x3

• Start CP 

• Profit

CP: How to misuse warm boot feature



• ARM ROM only executes 
verified code

• CP ROM cannot be read

• CP ROM only executes verified 
code

Security assumptions (revisited)



JTAG: Where the right pins are?
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JTAG: Where the right pins are?

Quectel EC25-E Modem Module Pinout
(based on the MDM9207 chipset)



JTAG: When the pins are not enough



JTAG: When the pins are not enough



JTAG: Enabled



Fuses? What Fuses?
HEXAGON FUSEУ

ARM FUSEУ
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Fuses? What Fuses?



• SEC_CTRL holds Fuses

• If you RESET SEC_CTRL 
clock, the counter just stops…

• And the last read Fuse value 
is mirrored to ALL other Fuses

• Profit

Fuses? What Fuses?



V. Conclusions



Timeline

March 2025 April 2025 May 2026

CVE-2026-25262
• MDM9x07
• MDM9x45
• MDM9x65
• MSM8909 

• MSM8916
• MSM8952 
• SDX50.



•Just
•Update
•Your
•SoCs
•Physically

Mitigation guidelines



• ARM ROM only executes 
verified code

• CP ROM cannot be read

• CP ROM only executes verified 
code

• BONUS: Enabled JTAG (both 
ARM and Hexagon)

Security assumptions



Kill Chain: example



1. Fuzzing Hexagon Instructions (in Progress)
2. Research devices on AXI/APB/AHB buses
3. ?????

Future plans
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