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1.7420.000.000.000.000.000 Validating random circuit

Ops per Second (1.742 exaflops) sampling as a benchmark for
measurlng quantum progress

ostyantyn Kechedzhi and Alexis Morvan, Research Scientists, Google Quantum Al

10.000.000.000.000.000.000.000.000
years for benchmark operation
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But, Will It Be Useful In
Reality?
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APPLICATIONS OF QUANTUM COMPUTIVN,G —

[ Complex System Modelling } e

[ Optimization Problems Search Problems J
Quantum Simulation Factoring
(Molecule, Material simulation) (Security and cryptography)
Example:

Shor’s algorithm

{Quantum Computing]
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QUANTUMPROGRAMMIN
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Original Circuit:
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Opens Cloud Based Attacks on
your Valuable Quantum IP
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ATTACK SURFACES
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Quantum Logic: IP Theft Output: Results
Eg: Decryption Algo Eg: RSA keys
Algo for new drug creation Formula of a new drug
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INPUT treakage ofinput states Quantum Logic: IP Theft
Eg: Encrypted Traffic Eg: Decryption Algo
Algo for new drug creation

Blackhat Asia 2025

15




Original Circuit:

e

iriginal Circuit: Circuit:
—

™ — m o —
HY b—ads—uw:{sHv—sds—t— HY—s"s —]n,
— / |

N 2 A
o v o s o o v oo s foq1: § 2 ar v = 5 a—f{n}—
ted | V| et | o | b |
2 H v HA— 2 2 o o He— x
o W o e Y e A
HxHzHzHx b {xHxHzHe HAxHHF HxHz Hz H x H
I I S 0 R LRSS LSl
= S 1=
w {sivk —h—
3 i e e L
bad v e 5 a1 b (1004 2 b v e s
L R e R A L s I |
e e i

[ L — Axh
S S EEEEE R
by J o | | [ Lo
e e B e (A
iz bed vt s A L by e v es

LRSI H

il LR o il 5 RS B IS R b R AL A
i [ fmm—

OBFUSCATE BEFORE
COMPILATION

_’. o . 0 _I_3

2 013 2 (]

Quantum
Algorithm

Quantum Computing
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« The First Automated Quantum Obfuscation Framework
e “The Quantum Code Shield”
- R L —
& THE PROBLEM _OUR INNOVATION OBFUSCATION TECHNIQUES
. ; : First-of-its-kind Framework :
Quantunis Gomeiioud;ative Fully Automated Quantum Obfuscation Pipeline @ Circuit Obfuscation
l@ Code runs on Cloud Quantum
&3 remote hardware APIs

Gates
NEW ATTACK SURFACE

87 ~ / Preserves Functionality
Obfuscate B ﬁ re Executlon X Breaks Reverse Engineering
8r  Quantum Circuit Reverse Engineering

| : ] *Q Inverse {% Cloaked 9 Composite
Obfuscated - Gates Gates
(@) Highvalue IP exposed [ Quantum Code ‘h Obf"SQate H Circuits & Code =

P | 95| Code Obfuscation o
.. Quantum Algorithm Extraction ?:E &l Sioermasition Shroud 3
: is E ’ ~a_o[E 295 Entanglement-Based Branching
& Yow Quamium ki it Before @ Probabilistic Execution Paths
Quantum-Native Protection
QUANTUM-NATIVE SECURITY LLM RESISTANCE DEMONSTRATED DEFENSIVE OFFENSIVE (Research)
Security through quantum physics LLM-Proof Quantum Code " redon
SIE tect Quantum
@ ‘b'} @ ‘ Al | Clear Understacing | | AV Fails / & b G acuion [T Cctseated Quann Malrrs
DS 7 (Un-obfuscated) %3 (Obfuscated) Hidden Quantum Payload
Superposition Entanglement ~ Measurement Uncertainty ; : [ Anti-Reverse Engineering e Sccen Cuantan Payloads
— First step towards LLM-resistant quantum code

6 Running quantum code in the cloud? Your IP is already exposed. - OBFUSQATE
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Your Quantum Circuit
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S0, CAN WE’? = S

Deploy the corrupted circuit to a thlrd par y quantum
computer e

Your Quantum Circuit
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Get a corrupted quantum solutlo?‘

2@3Ab5S67G
fmsecefasf94
rrglmtP
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Ansyver to Life, 2@3Ab567G
Universe and fmsecefasfo4

everything is 42!

rrgimtP
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Protecting the Output Results
Obfuscation scheme on Outputs
Obscure results from cloud

Extract correct results locally

——"

— ("
L, A

Output: Results

Eg: RSA keys

Formula of a new drug
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QUANTUM CLOUD IS EXPENSIVE TOO
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A
QUANTUM COMPUTE 1S EXPENSIVE'

e

Typical quantum cloud prlcmg $1OO / min

$1000 wsmp 10 minutes of compute
S6000 =) 1 hour of compute

Inefficient circuits cost money!
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EXPECTATIONS FROM A

GOOD OBFUSCATION
SCHEME




A good quantum obfuscation scheme

Shouldn’t disrupt Adds no additional Works for multiple
optimization quantum bits classes of circuits

blgékha‘l:”
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THE OBFUSCATION LANDS!

Al N .\
\'

Dummy Gate Insertion -

Insert gates that are eliminated after cloud-side optimization.

Logic locking
Add lock qubits to encrypt circuit logic, unlocked using a secret key.

Phase Modification
Encode phase changes using a key and restore after execution.

blgt’:khat”
ASIA 2026
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SO, WHERE DO THEY

A good quantum obfuscation scheme

\ 4

\ 4

A 4

Shouldn’t disrupt Adds no additional Works for multiple
optimization quantum bits classes of circuits
BINNACEIE v v
Logic Locking 4 v
Phase Modification v
CLOAQ
(Our Solution) v v v
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- THE OBFUSCATION LANDSGA

Dummy Gate Insertion
Logic locking

Phase Modification

BUT, THERE IS ANOTHER DISADVANTAGE!

blg:k hat
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DEOBFUSCATION - oo

Assumes accessto \

a local quantum
computer!




Quantum Computer to apply
CLOAQ!



WITH CLOAQ - EXTRACTION.IS CLASSICAL"
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Ansyver to Life, 2@3Ab567G
Unlve.rse gnd N Al AN fmsecefasfo4
everything is 42! Y {17 &)/~ - rrglmtP
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QUANTUM COMPUTING
ESSENTIALS
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QUBITS AND SUPERPOSITION &
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WHAT IS A QUBIT?

A qubit is the quantum equivalent of a classical
bit

While a classical bit is either 0 or 1, a qubit
can exist in both states simultaneously

B —

WHY IT MATTERS

With qubits, quantum computers
can explore many possibilities at
once.

MORE PARALLELI
MORE POW|

This is the foundation of
guantum advantage
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BUILDING BLOCKS OF QUANTUM OPERATIONS
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FLIP

Invert states

Change the state
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BUILDING BLOCKS OF QUANTUM OPERATIONS-
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FLIP
Invert states

75% 0, 25% 1

— —_— -

— —

Change the state
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BUILDING BLOCKS OF QUANTUM OPERATIONS-
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o0

FLIP

Invert states

25% 0, 75% 1
Change the state
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BUILDING BLOCKS OE@QJJAN/HJM . :

/

=

= —

== ,, - -

=

P

FLIP | ROTATE

Invert states Shift phases

Change the state = Shift the behavior

bla‘?okhat"
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FLIP ROTATE  SPLIT

Invert states Shift phases  Create superposition

Single state

Change the state Shift the behavior Explore all paths

Superposition

blgl?:kha‘l:”
ASIA 2026
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BUILDING BLOCKS OF QUANTUM OPERATIONS-

~—_ J—— — p—

00 B o oo

FLIP ROTATE  SPLT LINK

Invert states Shift phases Create superposition Entangle states

Change one... And the other follows

Change the state  Shift the behavior Explore all paths Connect mUltiple states

blgékha‘l:”
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NTUM OPERATIONS-
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BUILDING BLOCKS OF QUA

Y

o0 ® o o

FLIP ROTATE SPLIT | LINK

— —

Invert states Shift phases  Create superposition Entangle states

Change the state  Shift the behavior Explore all paths Connect multiple states: Change one... And the other follows

blgl?:khat”
ASIA 2026

43



V7,

.

BUILDING BLOCKS OF QUANTUM OPERATIONS-

—

FLIP ROTATE SPLIT LINK
Invert states Shift phases  Create superposition Entangle states '_|

Change the state  Shift the behavior Explore all paths Connect multiple states:

Leads to entanglement — Fate of one qubit depends on another!

le:khat“’
ASIA 2026
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BUILDING BLOCKS OF QUANTUM OPERATIONS

- —_ —" Quantum Circuit

s e )

o0 ® o0 O

FLIP ROTATE SPLIT LINK |

Invert states Shift phases  Create superposition Entangle states

(Quantum Assembly)

OPENQASM 2.0;
include "gelibl.inc";

qreg q[31;
creg c[3];

Change the state Shift the behavior Explore all paths Connect multiple states: // Randon single-qubit rotations
[el;

:x?1?23u) ql1];

rz(0.872) q[2];

TOGETHER, THEY pOWER ALL QUANTUM ALGORITHMS. ] // Random entangling gates

cx q[el, ql1l;
cz ql[1]1, q[2]1;

// More random single—qubit gates
x qlel;
ry(2.513) q[2];

measure ¢ — C;

blgt’:khat”
ASIA 2026
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Pre-Measurement: Qubits exist as
superposition of different states

blg’ck hat
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Pre-Measurement: Qubits exist as

superposition of different states Observation Lens

blg’ck hat
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" MEASUREMENT

S _— R,
Pre-Measurement: Qubits exist as Ob fon L The Collapse: Measurement forces
superposition of different states servation Lens — superpositions to collapse into

definite classical bitstrings

blnl —
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LET US LOOK AT SOME QU

Quantum X Gate

do —

X

Truth Table

do

do

X(qo0)

0

1

1

0

<

—

x\\\\\\\\\\

A
ANTUM G

TES
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ANTUM GATES
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LET US LOOK AT SOME QU

—
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Quantum X Gate R

do —— X do

Does this look
familiar?

Truth Table

do X(qo)
0 1

1 0

Yes! This is the
classical NOT gate!
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LET US LOOK AT SOME QUANTUM GATES
Quantum X Gate J—— e
Truth Table

4o X(20) = Classical NOT Gate

51



LET US LOOK AT SOME QU

Quantum SWAP Gate

do q1
q1 I do
Truth Table
(4o, 91) SWAP(q,q1)
(0,0) (0,0)
(0,1) (1,0)
(1,0) (0,1)
(1,1) (1,1)

<

—

x\\\\\\\\\\

A
ANTUM G

=
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LET US LOOK AT SOME QU

Quantum SWAP Gate

do

q1

I

do

q1

Truth Table

(90, 91) SWAP(q¢,q1)
(0,0) (0,0)
(0,1) (1,0)
(1,0) (0,1)
(1,1) (1,1)

—

T~

~_ .
——

What about
this?

This is the classical
SWAP operation!

V7

A »
ANTUM GATES

53



VY,

A

LET US LOOK AT SOME QUANTUM GATES
Quantum SWAP Gate
do q
h I do
b, b,
leCbo
Truth Table
091 0 91 ] .
<q(0,g)> SWA<Z§> " memmm Classical SWAP
(0,1) (1,0)
(1,0) (0,1)
(1,1) (1,1)

54



LET US LOOK AT SOME QU

Quantum CNOT Gate

do do
q1 d) do D 01
Truth Table
(qO; ql) CNOT(CIO, ql)
(0,0) (0,0)
(0,1) (0,1)
(1,0) (1,1)
(1,1) (1,0)

<

—

x\\\\\\\\\\

A
ANTUM G

=
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LET US LOOK AT SOME QU

<< —
~_ .
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Quantum CNOT Gate

do /I\ do
d1 qo D q1

N Is this possible
classically?
Truth Table
(qO; ql) CNOT(CIO, ql)
(0,0) (0,0) This is the classical
0,1) (0,1) XOR gate!

(
(1,0) (1,1)
(1,1) (1,0)
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LET US LOOK AT SOME QUANTUM GATES
Quantum CNOT Gate —_———
e
Truth Table e
lody ot dy Cmmmm  Classical XOR Gate
0,1) (0,1)

(
(1,0) (1,1)
(1,1) (1,0)
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LET US LOOK AT SOME QUANTUM GATES
Quantum CCNOT Gate @~ ———=

do do
d1 /}\ d1
dz

U (do - q1) © Q2

Truth Table
(90,91,92) | CCNOT(q0,q1,92)

(0,0,0) (0,0,0)
(0,0,1) (0,0,1)
(0,1,0) (0,1,0)
(0,1,1) (0,1,1)
(1,0,0) (1,0,0)
(1,0,1) (1,0,1)
(1,1,0) (1,1,1)
(1,1,1) (1,1,1)




A.
LET US LOOK AT SOME QUANTUM GATES
Quantum CCNOT Gate @~ ———=

do do
d1 /}\ d1
dz

U (do - q1) © Q2

Truth Table Is this classically

(d0,91,92) | CCNOT(qo,91,92) possible?

(0,0,0) (0,0,0)

(0,0,1) (0,0,1)

(0,1,0) (0,1,0)

0,1,1) 0,1,1) Yes! But a bit tricky

(1,0,0) (1,0,0) though!

(1,0,1) (1,0,1)

(1,1,0) (1,1,1)

(1,1,1) (1,1,1)
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LET US LOOK AT SOME QUANTUM GATES
Quantum CCNOT Gate @~ ———=

do do
d1 /}\ d1
dz

U (do - q1) © Q2

Truth Table by —
(do,d1,92) | CCNOT(qo,41,92) b, _:>_

(0,0,0) (0,0,0) b, $ F— (b - b,) @ b,
(0,0,1) (0,0,1)

0,1,0 0,1,0 . _ _

Eo,m; Eo,1,1; s Classical AND with XOR Gate
(1,0,0) (1,0,0)

(1,0,1) (1,0,1)

(1,1,0) (1,1,1)

(1,1,1) (1,1,1)

60
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"Quantum S Gate

do S qo
Truth Table
qo S(q0)
0 0
1 i1

Complex number i,

i=+v-1
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"Quantum S Gate

do

do

S

Can this be corrected
classically?

Truth Table

qo S(q0)
0 Very simple! Don't
1 il do anything!

Complex number i,

i=+v-1

62
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- Quantum S Gate —_————

do

Truth Table

S

do S(q0)
0]
L i1

S

Classical Identity (nop)
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_-GATES SUMMARY ——

Most guantum gates have such cIassmaI equT’vaien
Because of measurements
Measurements collapses the quantum state to a classical state

Quantum Gates added before measurement
Can be nullified by classical gates

le:khat“’
ASIA 2026
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GATES SUMMARY ——

Most guantum gates have such cIassmaI equT’vaien
Because of measurements
Measurements collapses the quantum state to a classical state

Quantum Gates added before measurement
Can be nullified by classical gates

But,

le:khat“’
ASIA 2026
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" GATES SUMMARY.

S

Quantum Hadamard Gate =

do

H —— I Creates superposition

l

NO CLASSICAL EQUIVALENT!

blg’ckha‘l:”
ASIA 2026
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CLOAQ: Chaos for the Cloud,
Clarity for the User




Original Circuit Obfuscated\GLrGl;m’\ —y
H H l X M Untrusted
[o | My [oT W -y Quantum
With Computer
S random S Z[~o—M
gates

Corrected _ _ Corrupted
Measurement Measurement
With
classical

logic gates 68




QUANTUM ENCRYPTI?NA/

ConS|der a circuit of your ch0|ce )

Original Circuit

Your Quantum Circuit

blgz:khat”
ASIA 2026
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QUANTUM ENCRYPTI?NA/

S
Add “encryptor gates” to corrupt the fu C |onaI|ty

Original Circuit Encryptor Gates

Your Quantum Circuit

blgz:khat”
ASIA 2026
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QUANTUM ENCRYPTI?NX

Add “encryptor gates” to corrupt the qucflonallty

Original Circuit Encryptor Gates

Your Quantum Circuit

blgz:khaf
ASIA 2026
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~KEYDERIVATION .~

Original Circuit PSS —

Your Quantum Circuit

Unique identity for each encryptor gate ==

2: SWAP
3: CCNOT

4: CSWAP

0o ,
: blackhat
SHIS AiA 2025
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Original Gircuit ~ —  —— " rvptor Gates

Your Quantum Circuit

Key — 1. CNOT

blg’ck hat
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Original Circuit —

Your Quantum Circuit

—
~——Encryptor Gates

-

—_—

Key = 2#

@ separates gate-qubit set, # separates gate from qubits, | separates qubits

0: X

1: CNOT

2: SWAP

3: CCNOT

4: CSWAP o

5:8 biackhat

O Th



~ _...——Encryptor Gates

Your Quantum Circuit

0: X
Key = 2H#H2 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

. Iackhat”
5' S b ASIA 2026

R £ I

@ separates gate-qubit set, # separates gate from qubits, | separates qubits
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~ _...——Encryptor Gates

Your Quantum Circuit

0: X
Key = 2#2|1@ ; f g\l;lv%
3 CCNOT

4: CSWAP o

. Iackhat”
5' S b ASIA 2026

R 4 I

@ separates gate-qubit set, # separates gate from qubits, | separates qubits
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~ _...——Encryptor Gates

Your Quantum Circuit

0: X
Key = 2#21@5#1@ 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

. Iackhat”
5' S b ASIA 2026

R 4 A

@ separates gate-qubit set, # separates gate from qubits, | separates qubits
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~ _...——Encryptor Gates

Your Quantum Circuit

0: X
Key = 2#2|1@5#1@2#2|3@ 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

. Iackhat“
5' S b ASIA 2026
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@ separates gate-qubit set, # separates gate from qubits, | separates qubits



=" Encryptor Gates

Your Quantum Circuit

0: X
Key = 2#2|1@5#1@2#2|3@3#1|4|3@ 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

5 lackhat
5' S b ASIA 2026

R £ ° 2

@ separates gate-qubit set, # separates gate from qubits, | separates qubits
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- _...——FEncryptor Gates

Your Quantum Circuit

Key = 2#2|1@5#1@2#2|3@3#1|4|3@2#3|0@ 1: CNOT
2: SWAP
_ , _ 3: CCNOT
@ separates gate-qubit set, # separates gate from qubits, | separates qubits 4- CSWAP A
5-S blackhat

ASIA 2026
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" Encryptor Gates

Your Quantum Circuit

0: X
Key = 2#2|1@5#1@2#2|3@3#1|4|3@2#3|0@5#1@ 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

. lackhat
5' S b ASIA 2026

R - 1 B

@ separates gate-qubit set, # separates gate from qubits, | separates qubits
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~——Encryptor Gates

-

Your Quantum Circuit

0: X
Key = 2#2|1@5#1@2#2|3@3#1|4|3@2#3|0@5#1@1#2|3 1: CNOT
2: SWAP
3: CCNOT

4: CSWAP o

. Iackhat“
5' S b ASIA 2026
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~ CLASSICAL DECRYPTION-

2 — Corrupted Result

‘\\

Quantum
Circuit

Key = 2#2|1@5#1@2#2|3@3#1|4|3@2#3|0@5#1 @1#2|3

blg}okhatg
ASIA 2026
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Quantum
Circuit
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Quantum
Circuit

Key = 2#2|1@5#1@2#2|3@3#1|4|3@2#3|0@5#1 @1#2|3
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EVALUATlQT\l METRICS

- Total Variation Distance (TVD)

Indicates how different the measurement outcomes*are after obfuscatlon.

= e
Reference position Small deviation High difference
TVD =0 (min) TVD = 0.3 (low) TVD =1 (max)

Higher the TVD, higher the divergence and harder for the cloud to understand!
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Prior Works -Average TVD
Dummy Gate Insertion 0.41
Phase Modification 0.502
Logic Locking 0.732
(Our solution) 0%

Comparison of average TVD for Cloaq with that of prior works

CLOAQ provides a more obfuscated output relative to prior works
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https://cloag.obfusgate.com

docker run -p 8000:8000 cloag/cloaqg:latest

https://doi.org/10.1145/3733817.3762698
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