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What Is loT Security?

Smart Home




Why Rentable loT Is a Different Security Problem
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Public-facing, centrally managed,
and physically consequential
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These devices are controlled by cellular 10T controllers
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User app, Backend server, Cellular loT controller, and Physical lock/charger



Device Protocol
Reverse Engineer Buggy Enumerating

APIs ID

1. Reverse the 2. Blackbox 3. Large-Scale Exploits
protocols and APIls API test via ID Enumeration




Weak device identifiers can become an attack vector

1. User scans QR code to rent an e-bike 2. Server finds the right device  3- Server unlock device after
. by device serial number authenticating user and device

a. User-Server Authenticate:
server

user ID

b. Find Device: server
L] device serial

v

number

c. Device-Server Authentication:
Device

device ID

and access key

970-283¢ I

Devices are identified by their device serial number (in the QR code)
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Binary
JSON 10/32
Binary 15/48




Hardware Vulnerabilities Make RE Easy

F— P Most devices
LICTY ptl()ll
Algorithm p , #CMD/ Can Extract do not encrypt
AES Tetecs Traces Debug Firmware their network
3DES Binary  68/50 v v AEEREIg S
7 Binary 66/63 v v
Binary 56/73 v v
MQTT  34/79 v v
& Binary 42/88 v v
& Binary 46/68 v v
& Binary 36/44 v v
TLS Binary 18/60) X X
HTTPS  7/288 x X The debug ports on
;_' ﬁ d .
AES Binary >4/40 v v many devices are not
Binary 2/6 X X protected, allowing
Binary 05 X X attackers to extract
JSON 10/32 X X firmware and
- Binary  15/48 v X network traffic logs
' Binary 8/22 v X
MQTT 8/28 X X
Binary 6/25 v X

Summary: most devices have no hardware protections, and attackers can easily
analyze their firmware and network traces. Moreover, a significant number of devices
hardcode a common key into their firmware for authentication.



Why Enumeration Changes the Game
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Why Enumeration Changes the Game
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Attackers can exploit vulnerable app-server APIs to manipulate victim devices
by guessing their IDs (device serial numbers).



Study Scope

1. Finding real-world products as research targets

17 physical devices 92 mobile apps
e |eading EV-Chargers e the apps/WeChat mini-programs of 17
e Chargers: E-bike/mobile phone devices in China
charging outlets e 64 WeChat mini-programs (or Android
® Tools: washing machine apps) in China
e Mobility: shared bicycle ( e.g., e 11i0S apps for e-scooters in Europe
Meituan)

2. Checking if these devices are vulnerable to large-scale remote attacks

Step-2: Verify if these vulnerabilities can be
exploited on a large scale by enumerating the
IDs.

Step-1: Identify vulnerabilities in apps and
devices APIs.



Threat Model

() )
{A} 4G/5G or WIFI —+ = {A} 4G/5G
= 'y = — = =
Companion ——
App Server
. can affect any device if -
s knowing its ID s {§& canonly affect limited fgat canonlyaffect
- A - &= devices in aspecific area &= limited local devices
Exploiting the app-server Exploiting the device-server i Exploiting the cellular i i Exploiting the local i
interaction: attackers can interaction: attackers can i network: attackers can \ 1 devices: attackers can .
exploit the app APIs to impersonate the device to ' intercept the cellular . i physically tamper with !
send unauthenticated (or connect to the server and ' network communication + | thelocal devices' E
unauthorizated) requests manipulate device states or ' between devices and server | ' hardware (e.g., plant
to harm other users or inject malicious messages. i to inject malicious messages ! hardware trojan) to :
devices. ' and manipulate devices. : ' abuse them !
L Yl |
Threat Model: attackers can only access the mobile apps limited

devices



Phase-1: Identifying vulnerabilities in
devices and apps
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App side: forge app-to-server
Device side: forge device-to- messages

server messages




Hardware RE
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Step-1: gain hardware access, extract firmware, and capture cellular traffic

Even without exposed debug headers, the device can often still be
instrumented through chip-level access.



Hardware RE - No Debug Port, Still Debuggable

10
01

BIN

=z

— Fly-wire with JTAG / SWD / UART
— Live access to firmware and boot process

Many products ship without an obvious debug connector, but that does
not mean the device is no longer debuggable.



Hardware RE — Power-isolated Live Debugging

101
011

A 4

. We do not need to power
the full system.

Benefits

* avoids high-voltage risk

* improves stability for boot tracing

* enables live debugging and runtime extraction



Hardware RE — Chip-off and Minimal Runnable Fixtures

Minimal Runnable Fixture

The real barrier is not the missing header, but whether the chip can
still be physically reached and electrically reconstructed.



Hardware RE — Recovered Firmware Exposes Protocol & Cloud Trust Material
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Recover message format, device
IDs, key secrets and backend point

Hardware reverse engineering becomes the entry point to cloud reverse engineering.



Hardware RE
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Step-2: reverse the protocol to reimplement a
phantom client that can replicate device’s requests



Phantom Clients: Becoming the Device

Device

Phantom
Client

Phantom clients reconnect to
the server and send forged
requests to test the server

Server



Hazards of these vulnerabilities

State spoofing attackers can use
phantom clients to manipulate the state of
devices, hindering both users and managers

Real ‘i'd]'e’j e (Idle) inuse  Faulty Offline
St J/ P

ﬁ {,__, State Spoofing ‘ v : T
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Device DoS s < s
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Device Free Use

Device DoS: attackers can use phantom
clients to reconnect to the server and
Phantom clients can reuse real devices' IDs make the real devices disconnect from the
and keys to send forged requests and launch server and become unusable.

various attacks Free Use: attackers can use phantom

clients to stop billing while the real devices
remain unlocked.



Device Type State Spoofing (14) DoS (5) Free Use (4)

Teld, Starcharge Teld, Starcharge
EV Charger Potevio Potevio Teld

Lvce (Socket)
Charger Lvce (Charger), Xlvren (Charger) Xlvren (Cabinet)
Lvcc (Cabinet), Xlvren (Cabinet)

Mobility QiXin QiXin QiXin, MeiTuan
Entertainment BDT, WeiPeng

AnKong, AnSheng

Tools WZ-Cloud

AnKong




Vendor
Teld( ¥ 3 i) Potevio( if K #1EiH) StarCharge( it /i 7 7) EVChargeNetwork{# 2) % 2 52 [9) Sunmue(&e 7 HL)

ShanKaiCharge([4 JF #: 1) UUCharge(UU # #) MamCharge(5£ 19 7£52) YunAn( 170 7 %) NBLinks(i1f # #6)
EnergyMonster(t3 8 /L) Dian(/) i 7£H) DailyCharge( 7 K #£#) BlueCauCharge( 35 8 3£ 2 f 1)
PisenPower( [ 8 3t % 7 41 5) QuQing TingCharge S8l 34 % 7 41) HeiQing TingCharge( W& £:8)
XiaoXunCharge(/E 3£ E T ) LuluChong( 55 B8 7£) TowerEnergy(F5% 7 11L) FlyPower( & K M {183 7L EE)
QQCharging( T #£4L) DingDingCD(F] 1T £ Lvee(5° 7€ ) JieDian( #78) Xivren(/ MR A FH)
BaJieCharge(/ \ #LFE 1) DuDuBox(EHE £ 4L) BeiDian( {5 1LEH 1Y) ZhouDian( 5 1. 3520)

Lyft Lime Bird Spin Dott Voi TIER Helbiz Neuron GO-ON Bolt

XiaoYuC X/ H7) KVCOOGO(HR B HH T) XiaoMaCX (/3L DIDICX(TR % H1 17) HelloBike(®5 ¥ %)
MeiTuanBike( % [11) FeiYoeTo( KEER HIT7) BossGo(Boss1T) LeGeCX O HFHT) Liubike(/ A Hi17)
LetFunGo( it [, 17) BaQiCX( L5t 77) SunlightGo(FE 25 24F 17 )MiMaDD(E & H F7QIQI(H 5 44 %)
XiaoHuang YaCX (/) 3 %5 £ %) GongChi( 25581 M%) XinoBeiCX (/B 1T) XianLvGo( i3 H117)
Hozonauto(FEEH L) DFPVATLHTIER) QiXin(F (I M) XiaoBinBike(/MHEFHE) ModaCX (L H1T)
YueHuoCX( A K H17) KeNaDianCX (S5 4 4 17) GXRong Yi( 34 H R MT) YueShadi( 8 i 1)

Penguin Technology( -8 £ %) XiaoLianHB( T M%) XiaolZhiNengXiYi(/ MW AEH L) Smile-low Fi% 1 1)
HQIL(E R HEF]) Xiao-V(/ w3 1T i) AiPei 2 BE 3£ %) WZ-Cloud(#1 (& Z5) AnSheng( % 3 FHE) AnKong(%$7)

AnMaJianKangGo (% 9 B IKGO) LeMoBar( 5 %) QSMX (B854 WeiPeng(FII0) YFLe( 5 67 5F) BDT(WHLA)




Vulnerabilities in loT companion apps

® abusing vulnerable device control APIs
to unauthorized manipulate devices

1. exploiting devices via app APIs Exploiting devices: attackers can use
— axdh vulnerable app APIs (e.g., vertical/horizontal
€ ) = > ' . : - -
v > : i privilege escalation) to exploit remote devices
2. exploiting other users’ | . .
ccount via app APls ! Elj’ 5 ® bypass payment to freely use devices

Exploiting other users: attackers can use
vulnerable app APIs to access other users’
resources (e.g., account, profile, devices)

e steal other users privacy data
® hijack other users’ accounts to
rent/return devices



Attacking Users Abusing Devices
Privacy Leakage Account Hijack Payment Bypass ~ Manipulate Device
EV Charger Sunmue, Potevio Teld
LuLuChong, NBLinks
ZhouDian

YueHuoCX, YueShiJi  YueHuoCX, YueShiJi
GXRongYi GXRongYi,DFPV

Tools AnSheng HQIL
Entertainment BDT QSMX, Dadaball

Device Type

Charger LuLuChong, NBLinks

YueHuoCX, YueShili
QiXin, GO-ON  GXRongYi, Hozonauto
DFPV, Lime, Helbiz

Mobility




Phase-2: Can These Bugs scale?
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User id = 200

Can user access the do

.
User Document
200

User Document
205

Service Device Serial Number User 1D
Aren #Enumerable  #Pattern  #Enumerable  #Pattern
8l China 48 (59.2%)  32(39.5%) 14(17.3%) T (8.6%)
11 Europe/US B (72.7%) 6 (54.5%) -° 1 (9%:)

* Fail to enumerate IDs due to not finding ID verification APIs.
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Three types of identifiers used in rentable loT products

Companion App loT Server (( )) Rentable Device

oo B Rk

1.Scan QR code to CEEm 2 Server remotely

rent a device active the device ; %I ; %w

Authenticate User Locate Device Control Device
ccess Token | I3 Serial Numbey t

1. User ID is used to 2. Device Serial Number is 3. Device ID is used by the
authenticate and distinguish used for the QR code of a device firmware to connect
different users. Many device and sometimes users and register to the server.
products leak UIDs or use need to type in this number Server can then use it to
sequential numbers as UIDs to rent a specific device authenticate different devices




State Device Type Vemdor IIF Emnueratbon Large-Scale  Large-Scale Device Free Usage
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Live Demo I: Unauthorized charger activation or free-use
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Live Demo Il: Persistent DoS / forcing devices offline



Mitigation and Responsible Disclosure

m Responsible Disclosure
W 23 vulnerabilities across 14 physical devices
B 34 vulnerabilities within 23 apps
m 18 CVE/CNNVD/NVDB

m Mitigating Vulnerabilities

123-456 123-457 123-458 123-459

Real ID Decouial ID Decoy ID

Trigger warning for enumerating attacks if several
decoy IDs are triggered




Ethical Considerations

» We only studied devices that we could lawfully obtain, either by purchase
or through direct vendor cooperation.

* All experiments were conducted in controlled settings, without targeting
real users or live deployments.

» We followed responsible disclosure practices and coordinated with affected

vendors.



Discussion — Why Weak IDs and Common Keys Presist

m Root Causes: Convenience Over Trust
B Short, human-friendly IDs were chosen for usability, not security.
B Common keys were selected to simplify device provisioning and backend

coordination.

m At fleet scale, those convenience decisions became security liabilities.

Enter the Devics ID

b (-

659087

¥

Short IDs exist because
humans need to read/
type them

Device ID e

Wirne
'

o0

t iFemtoCell 915

POTIOT-IFEQ]
1015V e 1A

Device credentials must exist in

multiple places, which pushes

vendors toward simplified key
anagement




Conclusion

e Rentable loT is not just app—connected loT—it is centrally controllable

physical infrastructure.

e The real risk is scale: weak identifiers turn local bugs into fleet-wide

attacks.

e Securing rentable loT requires fixing identifiers, device identity, and

backend authorization together.



Takeaways

1.

Rentable IoT can enable end-to-end compromise, where device-side
weaknesses, backend flaws, and weak identifiers combine into fleet-wide
abuse.

Predictable identifiers are the key scale amplifier that turns local bugs into
fleet-wide attacks.

Real defense requires fixing identifiers, device identity, backend
authorization, and abuse detection together.

For loT researchers, the real story starts after device compromise: how
recovered trust material, weak IDs, and backend flaws turn one broken
device into many.
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Scan QR code and
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