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WHOAMI

• Mobile Security

• AOSP Researcher

• https://github.com/MG1937/



What is Tapjacking

• Web Clickjacking := IFrame + CSS + CSP Bypass

• Android Tapjacking := ?



Why Tapjacking

• APT/BankBot
◦ Lazarus
◦ Anubis

• Palo Alto CVE-2017-0752

• Toast Overlay Weaponized

http://www.cyfirma.com/research/la
zarus-stealer-android-malware-for-
russian-bank-credential-theft-
through-overlay-and-sms-
manipulation/



Why Tapjacking

• APT/BankBot
◦ Lazarus
◦ Anubis

• Palo Alto CVE-2017-0752

• Toast Overlay Weaponized

http:://www.threatfabric.com/blogs/ginp_a_malware_pa
tchwork_borrowing_from_anubis



Why Tapjacking

• APT/BankBot
◦ Lazarus
◦ Anubis

• Palo Alto CVE-2017-0752

• Toast Overlay Weaponized



https://www.trendmicro.com/en_us/research/17/k/toast-
overlay-weaponized-install-android-malware-single-attack-
chain.html

Why Tapjacking

• APT/BankBot
◦ Lazarus
◦ Anubis

• Palo Alto CVE-2017-0752

• Toast Overlay Weaponized



Classic Malware

#1

• SYSTEM_ALERT_WINDOW
◦ Display over victim 

• FLAG_NOT_TOUCHABLE
◦ Click pass-through

#2 CVE-2021-39617

• Activity + FLAG_NOT_TOUCHABLE

Only work for Android <= 
10



Protect Mechanism

• SYSTEM_ALERT_WINDOW

SYSTEM_FLAG_HIDE_NON_SYSTEM_OVERLAY_WIND
OWS



HIDE_SAW



Demo



Protect Mechanism

• FLAG_NOT_TOUCHABLE

WINDOW_IS_PARTIALLY_OBSCURED



Demo



Protect Mechanism

• CVE-2021-39617

ActivityRecordInputSink



CVE-2021-39617

• shrink Activity touchableRegion + FLAG_NOT_TOUCHABLE

• Bypass HIDE_SAW
◦ Can’t hide TYPE_APPLICATION



CVE-2021-39617 Patch

• TRUSTED_OVERLAY
◦ SecureButton

• ActivityRecordInputSink
◦ touchableRegion=[-10799,-23399][10800,23400]
◦ 10xScreen Size



Tapjacking := 

• Bypass HIDE_SAW

• Bypass TRUSTED_OVERLAY

• Bypass ARIS



Tapjacking := 

• Bypass HIDE_SAW

• Bypass TRUSTED_OVERLAY

• Bypass ARIS

NO Runtime Permission requires

NO Privilege requires



Attack Surface



How User Tap Work?



How User Tap Work?



ActivityRecordInputSink

• Insert ARIS behind every Activity!
◦ ARIS has no InputChannel!

• InputDispatcher Drop Touches!



How ARIS Work?



The Price of Aggression

• b9d9d7adeb

• Resolve app compatibility issue

• Block Touch when:
◦ Cross task boundry
◦ Touch between different UID app



The Price of Aggression

• b9d9d7adeb

• Resolve app compatibility issue

• Block Touch when:
◦ Cross task boundry
◦ Touch between different UID app

• UnBlock Touch when:
◦ same UID app
◦ isTransition???



DEBUG Priority
• ARIS + NOT_TOUCHABLE + NO_INPUT_CHANNEL

◦ Debug InputDispatcher::windowAcceptsTouchAt



DEBUG Priority

• ARIS + NOT_TOUCHABLE + NO_INPUT_CHANNEL
◦ Debug InputDispatcher::windowAcceptsTouchAt

Bypassed!



TRUSTED_OVERLAY

• Fallback Logic
◦ ARIS Bypass + HIDE_SAW Bypass != Tapjack System

• Only SysUI/Privilege have TRUSTED_OVERLAY

InputDispatcher::canBeObscuredBy

InputDispatcher::findTouchedWindowTargetsLocked



How TRUSTED_OVERLAY Work?



How TRUSTED_OVERLAY Work?



How to setTrustedOverlay

• SysUI/SystemServer
◦ Obtain SurfaceControl$Transaction
◦ Call setTrustedOverlay

• Non-privilege process?
◦ Is SurfaceControl handled by System?
◦ Can App get its SurfaceControl?

Code snipe of SystemServer/SurfaceFlinger



SurfaceControl

ViewRootImpl → WindowSession → WMS → WSC → …

WindowManagerService#createSurfaceControl

outSurfaceControl



SurfaceControl

ViewRootImpl → WindowSession → WMS → WSC → …

WindowSurfaceController#<init
>

↓
SurfaceControl

outSurfaceControl



SurfaceControl

ViewRootImpl → WindowSession → WMS → WSC → …↓
SurfaceControl

outSurfaceControl



SurfaceControl “Reference”

• System And App Both hold this “Reference”
◦ From Binder pool…



Obtain SurfaceControl



Sanitize

• eTrustedOverlayChanged
◦ sanitize for Permission::ACCESS_SURFACE_FLINGER
◦ Only grant to privilege process
◦ But who call sanitize?

layer_state_t::sanitize



Pass-By-Value Misuse

• c78f53cd0e9ce
◦ Make sanitize closer to client
◦ But…



Pass-By-Value Misuse

• c78f53cd0e9ce
◦ Make sanitize closer to client
◦ BUT PASS BY VALUE!!!



How we Bypass it?



First Full Chain Bypass

• HIDE_SAW BYPASS

• ARIS BYPASS

• TRUSTED_OVERLAY BYPASS



You can’t be lucky forever

• Patch to Bug Issue
◦ Not Fun

• What If…
◦ Protect machenism have no logic issue?



PictureInPicture

• PiP feature
◦ Require no permission
◦ Render by SysUI
◦ Display untrusted content
◦ Set Trusted Overlay!



PictureInPicture

• PiP feature
◦ Require no permission
◦ Render by SysUI
◦ Display untrusted content
◦ Set Trusted Overlay!

• However
◦ Can’t control SysUI
◦ Still far away from exploit



BrainStorm

• How to control PiP-SysUI?
◦ Can I control it by control SurfaceControl$Transaction?



BrainStorm

• How to control PiP-SysUI?
◦ Can I control it by control SurfaceControl$Transaction?

◦ getWindow().setWindowAnimations(R.style.AnimPoc);
◦ App -> SurfaceControl$Transaction -> WindowState#startAnimation
◦ App render inside SysUI, make SysUI force run our Transaction!  



BrainStorm

• How to control PiP-SysUI?
◦ Can I control it by control SurfaceControl$Transaction?
◦ Pip Also execute Transaction, merged by SysUI

DefaultTransitionHandler#mergeAnimation



How PiP talk to WMShell?

• ITransitionPlayer AIDL
◦ ONEWAY Mode
◦ Anyway to make IPC fail?



ONE-WAY Mode

• What is one-way mode?



ONE-WAY Mode

• What is one-way mode?
◦ Non-oneway := Sync IPC
◦ Oneway := Async IPC

Non-oneway

Oneway



ONE-WAY Mode

• What is one-way mode?
◦ Oneway IPC size := Non-oneway / 2
◦ Oversize lead to IPC fail! Ret -ENOSPC



Attack Scheme



DEBUG Kernel

• Boot.img + kallsyms+ Kprobe/eBPF
◦ Need to comfirm Size of ONEWAY~NON-ONEWAY

ONEWAY

NON-ONEWAY



DEBUG Kernel

• 0x7f000~0xfe000
◦ 508kb~1016kb



Attack WMShell IPC



How we Bypass it?



DEMO



Binder IPC Difference

SystemServer WMShell

ONEWAY

App

NON-ONEWAY

NO BUG NO BUG



Binder IPC Difference

SystemServer WMShell

ONEWAY

App

NON-ONEWAY

NO BUG NO BUG

NEW BUG!!



Binder IPC Difference

• Not limit to WMShell, Go find a bigger target!

• Not only one Component walk ONEWAY IPC



Binder IPC Difference

• Not limit to WMShell, Go find a bigger target!

• Not only one Component walk ONEWAY IPC

We know Binder IPC is heart of Android, but what is heart of Android UI?





SurfaceFlinger is Heart of 
Android UI



Binder IPC Difference

• Not limit to WMShell, Go find a bigger target!

• Not only one Component walk ONEWAY IPC

We know Binder IPC is heart of Android, but what is heart of Android UI?

• SurfaceFlinger is Heart of Android UI

• There must have IPC Difference between SF and other components





SurfaceFlinger / InputDispatcher

• SF reaction to VSYNC signal

• InputDispatcher rely on the data provided by SF

• Different but closely cooperating 



SurfaceFlinger / InputDispatcher

• SF reaction to VSYNC signal

• InputDispatcher rely on the data provided by SF

• Different but closely cooperating

Different can lead to bugs



SurfaceFlinger / InputDispatcher



InputDispatcher

• How InputDispatcher know which window you click?

InputDispatchrt#findTouchedWindowAtLocked



InputDispatcher

• InputDispatcher will search from toppest window
◦ Skip WATCH_OUTSIDE_TOUCH flag window



Difference

• InputDispatcher only search 
where you can touch

◦ it don’t care wether you 
can see it or not

• SurfaceFlinger only “show” 
your window

◦ It don’t care wether you 
can touch it ot not!

• Difference lead to BUG!



VSYNC Drive SF to SHOW

• SF will init a Scheduler to dispatch Vsync
signal

• When signal comes
◦ Scheduler will pack current frame time
◦ Calling MessageQueue::vsyncCallback



VSYNC Drive SF to SHOW

• SF will init a Scheduler to dispatch Vsync
signal

• When signal comes
◦ Scheduler will pack current frame time
◦ Calling MessageQueue::vsyncCallback
◦ SF pack all window data in current 

frame
◦ Send them to InputDispatcher!



VSYNC Drive SF to SHOW

• We can control our own Window

• Means we can control what data SF send to InputDispatcher!!

SurfaceFlinger#buildWindowInfos



InputDispatcher ONEWAY interface

• SF IPC to InputDispatcher::onWindowInfosChanged

• BpWindowInfosListener::onWindowInfosChanged is ONEWAY!!!!!



POC

• Create 600kb Data window is workable!

• When SystemServer IPC to SF, use NON-ONEWAY interface!



DEMO



Wrong Focus

• Bypass ARIS, Attack WMShell, Abusing Binder IPC…

• All we want to do is cover target SurfaceControl with our own

• What if …



Wrong Focus

• Bypass ARIS, Attack WMShell, Abusing Binder IPC…

• All we want to do is cover target SurfaceControl with our own

• What if … We can directly control target SurfaceControl??



Poisoning SurfaceControl

• Window related with SurfaceControl

• SurfaceControl related with Transaction
◦ View size, alpha, visbility, animation…



Poisoning SurfaceControl

• Control target Activity’s SurfaceControl by ActivityOptions



Poisoning SurfaceControl

• Control target Activity’s SurfaceControl by ActivityOptions

ActivityRecord#applyOptionsAnimation



Poisoning SurfaceControl

• Control target Activity’s SurfaceControl by ActivityOptions

DefaultTransitionHandler#applyTransformation



Poisoning SurfaceControl

• Control target Activity’s SurfaceControl by ActivityOptions

DefaultTransitionHandler#applyTransformation



Poisoning SurfaceControl

• Control target Activity’s SurfaceControl by ActivityOptions



Timeline

• Found it in 2021
◦ I was a sophomore at the time, not doing security research, don’t know it is a vuln.

• Report it in 2023

• Fix at Dec 20, 2025

• CVE-2025-48621



EXP CHAIN



Thank You
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