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Sending a message

Letter Envelope Signature / Signet Ring Postal Service

Message Encryption Digital Signature
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• Super App

• LY Corp. HQ in Japan (Line-Yahoo)

• 200M monthly users (1B, yearly):
o Japan: 89M = 85% of pop.
o Thailand: 51M
o Taiwan: 21M = 90% of pop.
o Indonesia: 13M

"Letter Sealing implies all end-to-end 
encrypted (E2EE) protocols integrated 
in LINE’s messaging […] Although the 
first version of Letter Sealing 
encountered message data integrity 
issues, Letter Sealing v2 guarantees 
stronger protection over messages, 
with all the issues resolved"

What is LINE?
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Letter Sealing V1 x V2

Source: LINE Encryption Overview – Technical Whitepaper
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Where is Letter Sealing applied?

Source: LINE Encryption Report 2024
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Encryption

The fun! 
+ demos

Protocol + 
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No clear consensus definition.

What is E2EE?

Confidentiality Integrity Authentication Forward Secrecy
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TLS #1

TLS + E2EE

A B

"Hello"
A said

"Hello"

E2EE

"???"

TLS #2

E2EE

"???"
E2EE

"???"

E2EE

"???"

E2EE

"???"

A sends this to B:
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E2E Adversary / Insider

A B
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Malicious User + E2E adversary

A B
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Man-in-the-Middle (MitM)

A B
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Key Generation – One-to-One chats

PKA PKB

SKA SKB

A B
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Encryption – One-to-One chats

A B

Msg: "Hello"
From: "A"

To: "B"

Salt, Counter

SKBSKA

PKA PKB
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Key Generation – Group chats

A B
C

SKG
SKG

SKG
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Encryption – Group chats

A B

Msg: "Hello"
From: "A"

To: "Group G"

Salt, Counter

C

SKA
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Encryption in LSv2

• One-to-one chats: • Group chats:

• Key Material generated ONCE • Group Key regenerated at group update
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Overview of findings

Target Attack Threat Model

All chats

Replay, reorder, blocking E2E or MitM attacker

Impersonation Malicious user with E2E/MitM

Plaintext leakage (stickers + URLs) E2E or MitM attacker
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Experimental Setup

A B

Honest iOS + Certificate

LineJS + Certificate
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Replay attack - overview

A B

Msg: "Hello"
From: "A"

To: "B"

Salt, Counter

SKBSKA

PKA PKB

Msg: "Hello"
From: "A"

Salt

Counter = 0
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Replay attacks - overview

A B

SKBSKA Msg: "Hello"
From: "A"

To: "B"

Salt, Counter

PKA PKB
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Replay attack – technical details

Msg: "Hello"
To: "B"

Salt

Counter || rand(4)

E2EE: 

Metadata: 
From: A                 To: B                  Salt, Counter || rand(4)

A

SKA

Thrift Encoding
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Replay attack – subverting mitigations

Msg: "Hello"
To: "B"

Salt

Counter || rand(4)

E2EE: 

Metadata: 
From: A                 To: B                  Salt, Counter || rand(4)

Thrift Encoding Encoded_Counter[0] = 0xFF
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Thrift encodings
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Reorder and blocking attacks

• There is no way to detect reordered messages.
• There is no way to detect dropped messages.

• Counters could be used to ensure consistent state!
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Impersonation attack - overview

A B

Msg: "Hello"
From: "B"

To: "Group G"

Salt + Counter

+

C

SKA SKB
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Impersonation – E2E

A

Msg: "Hello"
From: "B"

To: "Group G"

Salt + Counter

SKA

E2EE:            +

Metadata: 
From: B To: Group G 
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Impersonation - subverting mitigations

A

Msg: "Hello"
From: "B"

To: "Group G"

Salt + Counter

SKA

E2EE:            +

Metadata: 
From: A                 To: Group G 
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Impersonation - subverting mitigations

Msg: "Hello"
From: "B"

To: "Group G"

Salt + Counter

Metadata: 
From: A                 To: Group G 

C

B E2EE:            +
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Impersonation result
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Plaintext leakage



#BHEU @BlackHatEvents

Sticker leakage

• Stickers aren't sensitive, right? 

• Guess the word matching the stickers:
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Sticker leakage

Typing: Previewing: Sending:

• "Anonymous lookup" - leaks User-Agent

• Malicious Stickers => Spyware?
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URL leakage

• URL censorship?
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Violated security properties

No continuous key rotation = no Forward Secrecy by design

Attack Violated Security Property

Replay, reorder, blocking Integrity

Impersonation Integrity, Authentication

Plaintext leakage (stickers + URLs) Confidentiality
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Real-world impact
Replay, reorder, blocking: 
• (Blind) Conversation Manipulation

Impersonation: 
• Fully forged conversations
• Deniability

Leakage: 
• Spyware
• URL Censorship
• Surveillance
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Potentially feasible attacks on groups

Fully depend on server/app mitigations

1. Illegitimate Key Rotation

2. Illegitimate Group Membership
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Illegitimate Key Rotation

A B
C

SKG
SKG

SKG

Group
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Illegitimate Group Membership

A B
C

A joined
A joined

SKG

SKGGroup
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Illegitimate Group Membership

A B
C

Group

SKG

SKG

SKG

Time to 

impersonate
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Coordinated disclosure

LINE recognizes that replay/block/reorder "are all limitations inherent in our protocol 
design, of which we were aware." 

They "chose to prioritize user experience, which is why we use the server
reception timestamp instead, leading to the cryptographic protocol issues".

Metadata has "historically been treated as non-sensitive", but LINE is "updating both our 
threat model and our encryption report accordingly."
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Coordinated disclosure
With regards to impersonation, "there are checks at the server level preventing 
impersonated messages from being sent through our infrastructure, but we understand this 
is not a sufficient countermeasure in the E2EE threat model."

Plaintext leakage "is a result of how we chose to balance privacy with usability.":
• Private lookups for stickers has been considered, but inefficient at scale
• URL and sticker previews are opt-out features

LINE is committed to "improving our security and are looking into updating our 
cryptographic protocol. We will consider how to better address some of the issues you 
reported, as well as other limitations mentioned in our public encryption report."
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Signal: the Double Ratchet

Source: https://commons.wikimedia.org/wiki/File:Ratchet_Drawing.svg
License: CC BY-SA 3.0

KDF

KDF

Root Key

Receiving chain key

Sending chain key

Root Key

DH

DH

https://commons.wikimedia.org/wiki/File:Ratchet_Drawing.svg
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The Symmetric Ratchet

KDF

KDF

Chain Key

Message key

Message key

Chain Key

KDF

Root Key

DH

KDFDH

Constant

Constant
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The DH Ratchet
Alice Bob

PKA

SKA

PKB

DH
Sending 

chain
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The DH Ratchet

Alice
Bob

PKA

SKA

PKB

SKBDH
Receiving 

chain= DH

SK'B

Sending 
chain

Sending 
chain DH

PK'B
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The DH Ratchet
Alice Bob

PKA

SKA

PKB

SKBDH
Receiving 

chain= DH

SK'B

Sending 
chain

Sending 
chain DH

PK'B

DH
Receiving 

chainSKA =

PK'A

SK'A DH
Sending 

chain
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Related Resources

These E2EE messengers all use the Signal protocol:

You can read more at:

• More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema
https://eprint.iacr.org/2017/713

• The Double Ratchet Algorithm (Signal): 
https://signal.org/docs/specifications/doubleratchet/

• Three Lessons From Threema: Analysis of a Secure Messenger             
https://breakingthe3ma.app/

• Breaking Message Integrity of an End-to-End Encryption Scheme of LINE               
https://eprint.iacr.org/2018/668
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Takeaways

As a LINE user, you implicitly trust the server to:
• Deliver all messages in-order
• Not snoop into what you are typing (stickers + URL)
• Not collude in impersonation attacks

This is not how E2EE is supposed to work.

In general, do not deploy your own cryptography!
• Read the standards/literature/specifications/best practices
• Get independent review before you deploy

Questions?
linebreak.info
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