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Agenda

• Exploitation of Ivanti EPMM (Endpoint Manager Mobile)

• Post Exploitation Tooling and Intrusion Analysis

• Intelligence Sharing Case Study

• Closing Remarks
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Exploitation of Ivanti EPMM
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https://help.ivanti.com/mi/help/en_US/core/11.x/gsg/CoreGettingStarted/Core_overview.htm

• Ivanti EPMM is a 

mobile device 

management platform

• Helping organizations 

to manage mobile 

phones and tablets 
used by employees
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• DeviceFeatureUsage API 

triggered remote code 

execution

• “format” parameter 

controlled by attacker

• Allowing remote command 

execution over Java 

Runtime

https://labs.watchtowr.com/expression-payloads-meet-mayhem-cve-2025-4427-and-cve-2025-4428/
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• In 2023, similar vulnerabilities  

(CVE-2023-35078 and CVE-

2023-35082) actively exploited 

in the wild

• Attacker compromised parts of 

the Norwegian government

https://therecord.media/hackers-use-ivanti-zero-day-to-attack-norway-ministries
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What Makes EPMM Breach Special 

• Mobile device management 

solutions can be turn into an 

enterprise wide C2 server

 

• Attacker have capability to 

remotely control victim mobile 

devices
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• Silently push malicious apps or 

updates to every enrolled device

• Install root certificates, that can 

be used for decrypting SSL/TLS 

web traffic 
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https://help.ivanti.com/mi/help/en_us/core/11.x/gsg/CoreGettingStarted/IvantiEPMM_GettingStarted.pdf
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Post Exploitation Tooling and 

Intrusion Analysis
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• Java Runtime used to execute malicious 

commands

• Example Java payload spawning a reverse 

shell and communicated with C2 

infrastructure 27.25.148[.]183

Initial Access with Java Runtime
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Hardcoded MySQL Credentials in Ivanti EPMM

• Unencrypted MySQL credentials 

stored in: 

/mi/files/system/.mifpp

• Threat actor used this to access 

Ivanti EPMM database called 

MIFS
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Inside the MIFS Database 
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• Office 365 integration 

allows attackers steal 

OAuth tokens while 

bypassing MFA 

• That could lead access to 

corporate mailboxes
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• Dumping heap memory of Java and Tomcat to recover plaintext credentials 

of Ivanti EPMM login dashboard

• Dumps the mifs_ldap_server_config table to enumerate configured 

LDAP/AD accounts and connection details
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Lateral Movement with FRP (Fast Reverse Proxy)

• Open-source reverse proxy tool 

used to gain persistent access to 

the internal network

• From this foothold, actors 

perform network reconnaissance. 

• Move laterally to other systems, 

expanding access

• Frequently leveraged by China-nexus 

threat actors
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Intelligence Sharing Case Study
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Identifying Vulnerable Ivanti EPMM Servers

• CVE-2025-4428 affects Ivanti 

EPMM version 12.5.0.0 and 

earlier

• Internet scanners used to 

identify vulnerable versions
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Closing Remarks

Actionable threat intelligence can stop active or feature 
intrusions

Vulnerability management won’t enough to prevent 
zero-day attacks

Legitimate features in enterprise platforms can be 
weaponized by threat actors to their own advantage
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Thank You for Listening 

Any Questions ? 
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