
#BHUSA  @BlackHatEvents

A Bridge Not Too Far…Cyber and 
Insurance

Speaker(s): John Caruthers



#BHUSA  @BlackHatEvents



#BHUSA  @BlackHatEvents



#BHUSA  @BlackHatEvents



#BHUSA  @BlackHatEvents

“You can’t defend. You can’t prevent. 
The only thing you can do is detect and 
respond.” - BS

“If you think technology can solve your 
security problems, then you don't 
understand the problems and you 
don't understand the technology.” - BS

“Distrust and caution are the 
parents of security.” - BF

”Fun is like insurance; the 
older you get the more it 
costs.” – Kin Hubbard

“The user’s going to pick dancing pigs 
over security every time.” - BS

“There are two types of encryption: one 
that will prevent your sister from 
reading your diary and one that will 
prevent your government.” - BS

“Our only security is our ability to 
change.” – John Lilly

“As the United States attorney in 
Manhattan, I have come to worry about 
few things as much as the gathering 
cyber threat.” – Preet Bhahara
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• Multi-factor authentication

• Endpoint Detection & 
Response

• Secure backups

• Network access controls
• Patch management

• IR planning (BC/DR)

• Cybersecurity awareness 
training

• Secure remote access controls

• Log monitoring

• Replace End Of Life (EOL) 
systems

• Manage supply chain risk
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John Caruthers
EVP | CISO

Triden Group
john.caruthers@tridengroup.com

703.989.9274


