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IBM’s Cost of a Data Breach 2022, p. 45
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https://www.forbes.com/sites/edwardsegal/2022/04/06/continued-security-staff-shortages-are-making-businesses-more-vulnerable-to-cyberattacks-report/?sh=4a9a3d617157Message – trend is a combination of internal subject matter experts and working with expert third parties IBM’s cost of a breach, p. 45“Many organizations struggled to fill positions on their security teams. Those organizations that said they were sufficiently staffed saw considerable cost savings in terms of data breach costs, compared to those without enough employees to staff their teams. This was the first year of this report that we took a deeper look at the security skills gap. Figure 51: There was a widespread security skills�shortage among organizations in the study.�Only a little more than one-third of organizations had sufficiently staffed security teams. Just 38% of organizations said their security teams were sufficiently staffed to meet their security management needs, while 62% said they weren’t sufficiently staffed. Figure 52: Organizations that said their security�teams had a skills shortage had a higher-than-average�cost of the data breach.�At organizations with a sufficiently staffed security team, the average cost of a data breach was lower than average. The average cost of a data breach at sufficiently staffed organizations was USD 4.01 million. In contrast, the average cost of a data breach was USD 4.56 million at organizations with insufficiently staffed security teams, a difference of USD 0.55 million, or 12.8%. https://www.forbes.com/sites/edwardsegal/2022/04/06/continued-security-staff-shortages-are-making-businesses-more-vulnerable-to-cyberattacks-report/?sh=4a9a3d617157
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• Only 21.5% of cybersecurity analysts 
are women

• Minorities are underrepresented
• https://www.zippia.com/cyber-security-analyst-

jobs/demographics/

Who’s Not in the Room?

https://www.zippia.com/cyber-security-analyst-jobs/demographics/
https://www.zippia.com/cyber-security-analyst-jobs/demographics/
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• Sherri Davidoff
• Founder & CEO, LMG Security 
• 22 years as a cybersecurity 

professional
• MIT, EE/CS & Network Security Team
• Author of 3 books, including:
• “Data Breaches”
• “Ransomware Response & Prevention”
• Early on – co-authored a SANS class
• Most important role: Mom

Who Am I?
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• At a major conference 
in 2020…

• Bumped into Alan 
Paller, President 
Emeritus of SANS, in 
the elevator

• He texted later…

What came to mind is that you, 
because of your background, might be 
inspiring for the thousands of young 
women that we are finding who have 
a lot of aptitude but few models or 
pathways.

women need more than inspiration to get involved. 

if you want to see more women in cybersecurity, you 
have to take the needs of women with children into 
account. that hasn’t happened yet, and that means 
there’s a lot of untapped opportunity.

I texted back:
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Lots of Missing Voices

● Caregiving: children, elders, spouses, etc
● 76.2% of unpaid care work is performed 

by women
● Disproportionately shouldered by ethnic 

minorities
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Caregivers’ Needs

● Proximity - Be physically near 
their dependents regularly

● Availability - Be available on 
dependents’ schedules or have 
alternate care arrangements. 

● Flexibility - Step in unexpectedly
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We Can Include Caregivers

● Virtual/hybrid 
○ Training & conferences
○ Speaking opportunities
○ Networking opportunities

● Selection processes that are accessible
● Child care options

○ List of sitters etc (talk to the venue)
○ Onsite child care if possible 

■ Thanks, Black Hat!
● Flexibility
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Breaking Barriers: a Data-Centric Approach

Meghan Jacquot & Aastha Sahni
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Speaker Introduction -
Meghan Jacquot

● Security Engineer - Inspectiv (Bug Bounty and 
Pentesting)

● Board Chair for Academics and Research -
BBWIC Foundation

● SOC Goon - DEF CON
● Staff - The Diana Initiative 
● CFP Review Board - SANS, OWASP, 

Day of Shecurity, The Diana Initiative

Presenter Notes
Presentation Notes
Aastha��Multiple cyber communities that focus on diversity have been established and we know progress has been made, but there are still many barriers that underrepresented people face. Many solutions have been shared, but what has been accomplished and how has it been measured?
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Speaker Introduction -
Aastha Sahni

● Technical Trainer - Microsoft
● Founder & Board Chair - BBWIC Foundation
● Founder - CyberPreserve
● Ambassador - Snyk
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Aastha��Multiple cyber communities that focus on diversity have been established and we know progress has been made, but there are still many barriers that underrepresented people face. Many solutions have been shared, but what has been accomplished and how has it been measured?
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Cyber Community Challenges
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Aastha��Multiple cyber communities that focus on diversity have been established and we know progress has been made, but there are still many barriers that underrepresented people face. Many solutions have been shared, but what has been accomplished and how has it been measured?
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We conducted a survey covering areas of growth which included research participation, international travel
requirements for international conferences, and lateral growth into different areas in cybersecurity.

Research Survey: Diverse Cyber    
Professionals Across the Globe

Presenter Notes
Presentation Notes
Meghan
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Survey Outcomes: 
Research Challenges

Presenter Notes
Presentation Notes
Meghan
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Challenges: Lateral Pivots 
within CyberSecurity
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Survey Outcomes:
Conferences & Travel
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Potential Solutions
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“There's no use talking about the problem unless you talk about the solution.”
-- Betty Williams

Key Takeaways

Presenter Notes
Presentation Notes
Meghan
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Resources can be found here or via this 
URL https://bit.ly/BH23

Slides can be found at this QR code or with 
this link: https://bit.ly/BlackHat23

Resources

Presenter Notes
Presentation Notes
Meghan

https://bit.ly/BH23
https://bit.ly/BH23
https://bit.ly/BlackHat23
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Chat with Andy!

You can also chat from your 
laptop:

Join us on chat in the 
mobile app 
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Let’s Continue the Conversation!

Andy Ellis
Advisory CISO & 

Operating Partner
Orca Security & YL 

Ventures

Aastha Sahni
Technical Trainer

Microsoft

Meghan 
Jacquot

Security Engineer
Inspectiv

Sherri Davidoff
CEO

LMG Security

Join the Inclusion Discord:Connect on: 

https://discord.com/invite/rZQpyHT5
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Aastha��Multiple cyber communities that focus on diversity have been established and we know progress has been made, but there are still many barriers that underrepresented people face. Many solutions have been shared, but what has been accomplished and how has it been measured?
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