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About this Talk
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Who am I?

Moritz Abrell

@moritz_abrell

Senior IT Security Consultant

SySS GmbH

Hacking Hard- and Software

Various national and international Hacking and InfoSec Conferences
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Motivation
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On-Premise (traditional)

sensitive 

data…
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configuration
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Motivation

- Traditional endpoint provisioning is not secure e.g.:

- Accessible sensitive Information

- Insufficient or missing authentication

- Missing transport encryption

- Missing server/client verification

- Combining traditional devices with cloud communication services?
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Motivation

- Traditional endpoint provisioning is not secure e.g.:

- Accessible sensitive Information

- Insufficient or missing authentication

- Missing transport encryption

- Missing server/client verification

- Combining traditional devices with cloud communication services?

- Huge potential impact
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Why Zoom?
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Why Zoom?

Source: https://support.zoom.us/hc/en-us/articles/360033223411-Getting-started-with-provisioning-desk-phones
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Why Zoom?

Source: https://support.zoom.us/hc/en-us/articles/360033223411-Getting-started-with-provisioning-desk-phones
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Source: https://blog.zoom.us/millions-of-reasons-to-celebrate-zoom-phone/
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Hardware

- AudioCodes C450HD IP-Phone

- Publicly downloadable firmware

- Support for ZTP

- Multiple use cases
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Source: https://support.zoom.us/hc/en-us/sections/4413424119565-Provisioning-Desk-Phones-and-Devices
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Vendor Redirect Service
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Vendor Redirect Service
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- SYSS-2022-053

- Exposure of sensitive Information to an unauthorized Actor (CWE-200)

SYSS-2022-053
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Source: https://www.audiocodes.com/library/firmware
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Password Encryption

- Imports of AC_Decrypt_Param and decrypt_string from /lib/libac_des3.so 

- /lib/libcgi.so

- /lib/libdevice_management.so

- /lib/libaq201.so

- /home/ipphone/bin/voip_task_SFB

- /home/ipphone/bin/nxphone

- /home/ipphone/bin/emsc

- /home/ipphone/bin/http_services
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Source: https://www.openssl.org/docs/man3.0/man3/DES_ede3_cbc_encrypt.html
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IV

KEY
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…
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- SYSS-2022-052

- CVE-2023-22957

- Use of hard-coded Cryptographic Key (CWE-321)

SYSS-2022-052
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AudioCodes Administrator Manual
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AudioCodes Administrator Manual
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AudioCodes Administrator Manual
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/lib/libcgi.so
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Source: https://www.openssl.org/docs/man3.1/man3/EVP_BytesToKey.html
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Source: https://www.openssl.org/docs/man3.1/man3/EVP_BytesToKey.html
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AudioCodes Administrator Manual
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- SYSS-2022-054

- CVE-2023-22956

- Use of hard-coded Cryptographic Key (CWE-321)

SYSS-2022-054
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Source: https://www.audiocodes.com/media/zhre0lg0/c448hd-c450hd-ip-phone-for-microsoft-teams-user-s-and-administrator-s-manual-ver-1-17.pdf
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Pseudo NGINX 

Configuration
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Before MAC assignment
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After MAC assignment
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MAC + Config
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MAC + Config
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MAC + Config
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/home/ipphone/scripts/run_ramfs_for_upgrade.sh
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Section Magic Bytes

Section Header Size

Secion Name

Section Checksum starting at Offset 0x60 (8 Byte alligned)
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- Firmware header containing meta information (version, model, date, etc.)

- bootloader.img

- rootfs.ext4

- phone.img

- section.map

- Flasher

- Release

- end.section

Firmware Sections
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- SYSS-2022-055

- CVE-2023-22955

- Missing Immutable Root of Trust in Hardware (CWE-1326)

SYSS-2022-055
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- SYSS-2022-056

- Unverified Ownership (CWE-283)

SYSS-2022-056



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Hard-coded cryptographic Key

SYSS-2022-052 (CVE-2023-22957) & SYSS-2022-054 (CVE-2023-22956):

- State: fixed

- Initial vendor notification: November 2022



#BHUSA @BlackHatEvents

Missing immutable Root of Trust

SYSS-2022-055 (CVE-2023-22955):

- State: not fixed

- Initial vendor notification: November 2022

- Vendor response:

„AudioCodes 2023 roadmap includes signing of firmware for UC devices.”
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Exposure of sensitive Information to an unauthorized Actor

SYSS-2022-052:

- State: partially fixed

- Initial vendor notification: November 2022
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Unverified Ownership

SYSS-2022-056:

- State: partially fixed

- Initial vendor notification: November 2022
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Recommendations

- Check Redirections

- Limit Network Communications
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Conclusion

Phone

Vendor

Redirect Server

Hard-coded

cryptographic Key

Missing immutable Root 

of Trust

Unverified OwnershipExposure of sensitive 

Information to an 

unauthorized Actor
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Black Hat Sound Bytes
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones

Endpoint Provisioning is a lucrative Target for Attackers
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Black Hat Sound Bytes

Insufficient security level of e.g. Desk Phones

Endpoint Provisioning is a lucrative Target for Attackers

Combine Vulnerabilities FTW!
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Thanks!

Moritz Abrell

@moritz_abrell

https://blog.syss.com/posts/zero-touch-pwn/

- SYSS-2022-052 // CVE-2023-22957

- SYSS-2022-053

- SYSS-2022-054 // CVE-2023-22956

- SYSS-2022-055 // CVE-2023-22955

- SYSS-2022-056

https://blog.syss.com/posts/zero-touch-pwn/

