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ofdkhat WH® ARE WE?

Ph.D in criminology,
Université de Montreéal

 Cybersecurity Researcher,
GoSecure

« Co-VP Engagement and
Outreach, NorthSec

« Scientific Director, Open-
Source Research Group

Cybersecurity Research
Director, GoSecure

President, NorthSec
Training sessions, Conference
and CTF in Montréal

Co-founder of MontréHack
Applied Security Workshops

Enthusiastic Serial Speaker







wiédkhat THE QUEST (AGENDA) -

USA 2023

* RDP Interception Explained
* 5 Attacker Classes

* Rangers, Thieves,
Barbarians, Wizards and
Bards

* The Arsenal they use

* Some Memorable Session
Highlights
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* Ransomware is a
problem, RDP is an
important factor

* | et's Leverage
Unparalleled RDP
Capture Depth




blackhat REIMMO®TE DESKTO®P

——"=""" PROTOCOL

& my-server.gosec.co - Remote Desktop Connection — O *
= Server Manager — X

@ *  Server Manager * Local Server Manage  Tools

i PROPERTIES

ﬁ Dashboard For EC2ZAMAZ-615509) TASKS ¥

- Local Server
%% Remote Desktop Connection Computer name EC2AMAZ-65509) tinstalled updat 5/19/2017 836 PM

All Servers Workgroup WORKGROUP s U Newver check for up

Remc}te DESk‘tDp i Filz and Storage Services ast 5/19/2017 8:36 PM

»¢) Connection

- Windows Firewall Public: On Windows Def r Dizabled
Remote management Disabled Feed : D i Settings

—

ity Configuration On

Remaote Desktop Enabled

CDITlpLI‘tEFZ |EIE|I'|'||:I|EZ CI:II'I'IFILI‘tE!r.fabI'IkaI'I'I.CDI'I'l NIC Teaming Disabled Time zone (UTC) Coordinated

Ethernet IPvd address assigned by DHCP, IPvb enabled  Product ID 00376-40000-0000

Usermame:  Mone specified

The computer name field is blank . Enter a full remote computer

name:.
Operating sy ersi Microsoft Windows Server 2016 Datacenter

Hardware information ¥en HVM domU tallet y (RAM)
‘= Show Options Total disk spac

EVENTS
All evenis | 2 total TASES

o

Server Name ID Severity Source Leg Date and Time

EC2AMAZ-6IS509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:25:18 PM
EC2AMAZ-6I1S509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:24:18 PM




s hat PYRDP: TOOL

-=4=0== CHARACTERISTICS

4 years in development

RDP Monster-in-the-Middle %
* RDP Interception ‘/
* Records Everything
* RDP Tampering Engine

RDP Player
* Real-time viewing and takeover
* Replay of previous captures
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Speed: 1x . Seale to window

HOST: HOMER

{E: administrator
: admin
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USA 2023

Source Code / Documentation


https://github.com/GoSecure/pyrdp
https://github.com/GoSecure/pyrdp/tree/master/#readme
https://github.com/GoSecure/pyrdp/blob/master/docs/transparent-proxy.md
https://github.com/GoSecure/pyrdp/blob/master/docs/cert-extraction.md
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/023f1e69-cfe8-4ee6-9ee0-7e759fb4e4ee
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/5073f4ed-1e93-45e1-b039-6e30c385867c
https://www.gosecure.net/blog/2018/12/19/rdp-man-in-the-middle-smile-youre-on-camera
https://docs.google.com/presentation/d/1avcn8Sh2b3IE7AA0G9l7Cj5F1pxqizUm98IbXUo2cvY/edit#slide=id.g404b70030f_0_581
https://docs.google.com/presentation/d/17P_l2n-hgCehQ5eTWilru4IXXHnGIRTj4ftoW4BiX5A/edit?usp=sharing
https://www.gosecure.net/blog/2020/02/26/pyrdp-on-autopilot-unattended-credential-harvesting-and-client-side-file-stealing/
https://docs.google.com/presentation/d/1UAiN2EZwDcmBjLe_t5HXB0LzbNclU3nnigC-XM4neIU/edit?usp=sharing
https://www.youtube.com/watch?v=zgt3N6Nrnss
https://www.youtube.com/watch?v=1q2Eo3x3u0g
https://www.gosecure.net/blog/2020/10/20/announcing-pyrdp-1-0/
https://sector.ca/sessions/achieving-pyrdp-1-0-the-remote-desktop-pwnage-mitm-and-library/
https://gosecure.github.io/presentations/2021-08-05_blackhat-usa/BlackHat-USA-21-Arsenal-PyRDP-OlivierBilodeau.pdf
https://gosecure.github.io/presentations/2022-10-30_hackfest/OlivierBilodeau-Purple_RDP.pdf
https://www.gosecure.net/blog/2022/12/23/a-new-pyrdp-release-the-rudolph-desktop-protocol/
https://www.gosecure.net/blog/2022/12/23/a-new-pyrdp-release-the-rudolph-desktop-protocol/
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blackhat COLLECTED

USA 2023 INT'ELLIG'ENC'E

World: RDP Sessions Captured

GREENLAND
(+]
e
i
[t
CANADA
@
MEXICO CUBA
130,
GUYANA
~OMBIA
ECUADOR
PERU
BRAZIL
BOLIVIA
PARAGUAY
ARGENTINA

ICELAND
FINLAND
NORWAY
DENMARK

80

IRELANES BELARI
104 UKRAINE

iA
FRANCE " ROMANIA

MAURITANIA

SENEGAL
GUINEA

LIBERIA

GREECE TURKEY

ITALY BULGARIA

LBYA | ggypT . SAUDI
ARABIA
NIGER
MALI YEMEN
CHAD -~ sypan
0. =0
SUDAN
CAMEROON
o DEMOCRATIC KENYA

REPUBLIC OF

THE CONGO e

ANGOLA

NAMIBIA

ZAMBIA

MOZAMBIQUE

81

KAZAKHSTAN

OMAN

KYRGYZSTAN
TAJIKISTAN

AFGHANISTAN

RUSSIA

MONGOLIA

CHINA

@ NEPAL
P a

58

LAYERS BH@® =

RDP Sessions Captured

Sessions

@ <34

@ 34upto67
67 up to 100
100 up to 133
133 up to 165

@ 165upto 198

@ 198 upto 231

@ =231

Sessions

00

o
888 Basemap

SOUTH
QREA @R

SRI LANKA

PAPUA NEW
GUINEA

AUSTRALIA

lat: 71.41977, lon: -10.79405, zoom: 1.86

Elastic Maps Service (7, OpenMapTiles (4, OpenStreetMap contributors (£

Total number of events

Net-NTLMv2 Hashes Captured

Successful Logins

Files transferred

Sessions Captured

190.52m

21.27m

2.65k

478

2.39k
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2390 %
recorded |

9> \ sessions /j

{_unrelated ) N
attackeis /
455

/sessions
with
content

~_

339 sessions of interest
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T1070 Indicator T1082 System T1090 Proxy T1219 Remote Access
Removal i i
T1217 Browser Information Discovery Software T1005 Data from Local
Information Discovery System

T1562 Impair Defenses

T1059 Command and

T1496 Resource
ater

Hijacking

T1098 Account
Manipulation

T1595.003 Active

T1016 System Network
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USA 2023

* Explore the system
* Run reconnaissance

* Might be evaluating the
system for others



USA 2023

: ﬁ Hostname: EC2ZAMAZ-31J15J0
Recycle Bin Instance ID: i-01312d4a8%¢eeceeb5s
: Public IPv4 Address: 3.88.186.135

Private IPv4 Address: 172.31.50.210
Instance Size: t2.micro

Availability Zone: us-east-1d
e Architecture: AMD64

EC2 Total Memory: 1024 MB

Feedback
Network Performance: Low to Moderate
EC2 Word
Micros...

11:41 AM
= de 12/12/2022 ]
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Monetize the RDP access
Examples

o Trafﬂc generat()r
* Cryptominers
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I)TRAFFM[]NETIZER

LOg In

Chat with us Q

e m 9 dg P s



n Hostname: EC2AMAZ-OJK3L78

black hat Recycle Bin ChromeSetup Instance ID: i-049df4c0b0dfa528c
LUSA 2023 .236.56
31.32.40

s | xmrig-6.18.0 — O X
Share View 0

« resources > miners > win32 > xmrig-6,18.0 v O Search xmirig : Jo

Q
F )
EC2 Feedback A

Name Date modified Type Size
s Quick access .
benchmark_1M 11/15/2022 7:31 PM  Windows Comma., | KB
Desktop = 7 ,
-| benchmark_10M 11/15/2022 7:31 PM  Wind nma | KE
‘Downloads i 5 et e o e i
config.json 15/2022 7:31 PM  JSON File 3 KE
EC2 Microsoft | Documents "] pool_mine_example 11/15/2022 7:31 PM  Windows Comma 2 KE
Windows G... & Pictures & rtm_ghostrider_example 11/15/2022 7:31 PM Windows Comma 2 KB
: SHA256SUMS 11/15/2022 7:31 PM  File

a admins - e Y )
solo_mine_example 11/15/2022 7:31 PM Windows Comma | KB
[25] Contacts - e I ‘ -
n start 5/2022 7:31 PM Windows Comma | KE
Google Desktop WinRing0x64.sys 11/15/2022 7:31 PM  System file 5 KE

. 0

Chrome | Documents &8 xmrig , 11/15/2022 7:31 PM  Application 3 031 KE

File description: WinRing0

< Downloads

Favorites

# Links

D Music

& Pictures

#P Saved Games

u n - Searches

unMineable ﬂr Videos
Miner (M...
Bl This PC

u n 10 |tAem:-
2]

unMineable
Miner (MFI)

: 4:03 PM
e
- P = s 5600 L
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USA 2023

* Brute-force more
computers

* Work with lists of IP
addresses, usernames and
passwords



blackhat BARBARIAN IN ACTI®N

USA 2023

Hostname: EC2AMAZ-PH85V08

Instance ID: i-07445ee7ec1a9a5f9
& resi//iesetup.dil/HardAdmin.ht © ~ © || @ Internet Explorer Enhanced ... = Public IPv4 Address: 54.237.89.231

Private IPv4 Address: 172.31.40.93
Internet Explorer Enhanced Security Configuration is enabled Instance Size: t2.micro

Interng . * = = ' . : Aoilobility Zone: us-east-1e
defin v Application Tools MasScan ure: AMD64

migh %4
Secu “ Home Share Manage | y: 1024 M8

This formance: Low to Moderate
» ThisPC » Downloads » MasScan > MasScan , mieh AlacCrs n

&

resot T

funct

infory Name
»# Quick access

[ Desktop
& Downloads

_config
exclude
| Input

=| Documents | IPs
& Pictures masscan
Massscan_GUI|
msvcr100.dll
g Network | Qutput

| Packet.dll
\ & winpcap-4.13

3 This PC

| wpcap.dil

11 items 1 item selected 423 KB

J items
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USA 2023

* Use the RDP access as a
portal to connect to other
computers

* Show a high level of skill
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USA 2023

-

Hostname: EC2AMAZ-LTPPV2V

Recycle Bin
Instance I1D: i-Ob2165a3133c1e072
Public IPv4 Address: 18.212.55.169
Private IPv4 Address: 172.31.58.15¢
: EdCbl . Instance Size: t2.micro
) Availability Zone: us-east-1d
Architecture: AMD64
. t_ Remote Desktop A Il M( - . 1021; it
=5 Y.< Connection otal Memory:
Micros... Network Performance: Low to Mod
Computer: Example? computer fabnkam co
Username: None specified
mstsc - The computer name field is blank. Enter a full remote computer
Shortcut name

»  Show Options

4:37PM

# 2 0O e m J e grga M
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USA 2023

°* No apparent hacking skills
* Examples:

* Google searches related to hacking
* Porn watching
* Downloading movies

°* Might have bought the access
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USA 2023

@ New Tab X +

#) Import bookmark
i B YouTube

youtube.com

'i Facebook

facebook.com

W Wikipedia

wikipedia.org

© Reddit

reddit.com

W Twitter

twitter.com

A
o

Q

YouTube

Wikipedia

C Q' Search with Goo gle & enter address

Hotels.com
Sponsored

Facebook

©

Reddit
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Internet censorship — Ban on pornography
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blackhat sEsSI@NS BY PROFILES

Number of RDP sessions associated with the profiles

Wizards

Bards

Thieves

Barbarians

Rangers

0 20 40 60 80 100 120 140 160 180



blackhat ATTACKERS @VERLAP

USA 2023

127

Rangers

10
Thieves

lzayds

Bards
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blackhat X DEDIC RDP PATCH

USA 2023

Jp—
e i — i —-"___,‘ o e ——y i P——

ATT&CK

71098
T1136.001
11543
11562.004
T1556
11078

AR

JIRAN T

)

—— e —— e

t

ol':"l
!

daddc833bffcade36b432b21046487b2
9dcd2al162d91b503334a52caee9clfd2

SHA256-HASH

— I —— I —— I —— - — — .

"

|
{

TV T
)’JDJJ A

* Persistence mechanism
* Removes restrictions on non-server Windows
* Group taken down but tool still exists

DESCRIPTI®N Y 4

o ———y i .."___" o ———y i .."___" o ———y i —-"___,‘ s ——ey i -

xDedic RDP Patch v2.1
Info
0s: | Patched: HO | Admin:
MNew administrator
Lsername
Ghostlser

Password
1.z\bFR*UtEE

+ Create administrator account

Self delete and logout

All RDP's in one place! - xDedic.biz [ $ ] [ About ]
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N
CH
|
IT1
U
oo |
-(
A
\
J>
— |
—
?
Ol
7N
/

Y
]

RV T T 17T
OO OO

AT EETANE

)

i

AN

® 4e0060e367f024dael6928fce3adffa79eadff85ac595125b3e769efc02a58af
e 1250abd2acl3d7febd8b62e8d5ec4dbl5ec43f+f88dd2ad10ba85130869d800be
e 5187c0f887003f72bd676d0d1149c5¢cbcclab9258b4bb660473dcbcl70b41fof

¥ SHA256-HASH

/

S .

|
|

LI - REY

it

SUTITRRE I

® Multi-threaded brute-forcing tool
dedicated to RDP

® Russian author arrested and
extradited to the USA on Feb 2319
2023

DESCRIPTI®N

e —— S——— s ——— i S——— s ——— i S——— s ——— i ————

. 0 11RO 1§
\'WJJ \‘
Thm, TV

-

BERUTE SETTINGS WORK FILES

Statistics

Active threads: 104
Current PPS O
Average PP5: 115
Good count: O
Rermaining: 0 I
Elapsed time: 006:53:20

[
=]
[
(&}
=K}

nue Stof)

Hide to tray

—
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USA 2023

M Bl Masscan GUI

347024 (256) US United States Ashburn
3500020 (4096) US United States Ashburn

N
C
w»
h
O

= S e T1133
- | e T1078
—_— |1

- | e T1595
= - T1110

y

M
/

—— e —————— - —— e . ————— = et e .

I
|
|
l
|

-._ * de903a297afc249bb7d68fef6c885a4c945d740a487fe3e9144a8499a7094131
E * f7f2af6f4dd9d0afo3eb6af3abab85969ec9ed22295055882e571bef3e96bbc4e
= SHA256~HASH

l"

;

!
!
.

— e e ——— - — — et

/L

| @ Well known tool, they use GUI _i
— wrappers E
| ® Advanced Mode variant =

V.
|

DESCRIPTI®N

S e o e e P i ——

e — s S e P e ——

Ashburn

Ashburn

Ashburn

Ashburn ®
3.224 0,012 (1048576) US United State
Ashburn L
5.187.200.0024 (256) US United States
Danbury w
S
Info
[ 1 Mutti Country (add) 0
BExclude - 25h 255 255 255 w
Type : TCP w
Rate : | 35000 |
Port | 3389 |
Custom arng : | —open-onky |
Pars. format : | IP:Port w
(] wv [ ] -banners
Cument : 0
Progress : Total: D
Qj} Scan

3.516.0/217 (2048) US United States
3.33.34.0/24 (256) US United States
3.80.0.012 (1048576) US United States @

3.208.0.0112 (1048576) US United State b o4

u Fesume scan
|=| Parse IFs
&8 My Apps

B Download WinPcap
1047 iZexploit im
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SILVERBULLET

J 0 URUE LA 101

)

'

USED BY Y ATT&CK
® T1595.001
® T1090

® T1119

® T0814

® T1110.004

'\. T1N071 NNA1

IRVRY VTN T T

¢

/

= ||| sivergulet 1.0.0 - [ X
— = Proxies |l Wordlists 8 Configs & Hits DB }§ Tools i Plugins &} Settings () Help $ Supporters{) [5) mo
; Start: 1
_"_— Q Prog:0 / 0 (0%) rox: DEF ON  OFF

/ — Id Data Status Time Data Proxy Type Capture

B ————C A e [ W O 7 A EL 5 L O O e —— i ——

_ '

[

N

| ETE L

/

TODO

SHA256-HASH

:

»))Jh [ REERVURELE IR ¢ 141431
.' \

® Proxy-first scriptable Web “testing”
® Pre-made configuration kits
® (Clearly little legitimate use

DESCRIPTI®N

0 days 00 : 00 : 00

Hits = Custom = ToCheck §
“ ’ Unknown time left

Q) DATA &= PROXIES

Select CFG =~ None Select List  MNone
f—— Total: O
X Runner initialized succesfully! Hits: 0

Custom: 0

To Check: 0

OCR Rate: 0 9%

— -— - - - - -



b dichat SILVERBULLET (CONT.)

USA 2023

From their website:

OpenBullet is a webtesting suite that allows to perform requests towards a
target webapp and offers a lot of tools to work with the results. This software
can be used for scraping and parsing data, automated pentesting, unit
testing through selenium and much more.

||| siverBuliet 1.1.2
2 Runner = Proxies [l Wordlists = Hits DB % Tools w Plugins £} Settings
2: Manager 2 Stacker 3 Other Oplions [[ik OCR Tesfing

Current Config: Mone Total Configs: 1

FNew ¥ Edit | [9)Save D Delete Q searc

NMame Avuthor Category Proxies Captchas 3Selenivm OCRE CF  Last b

test Default False False False False False 5/15/2
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Again, on their website:

IMPORTANT! Performing (D)DoS attacks or
credential stuffing on sites you do not own (or you
do not have permission to test) is illegal! The
developer will not be held responsible for improper
use of this software.
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oS dichat WINDOWS DEFENDER 4

v=a=0== REMO®VE SCRIPT

BN C\Windows\system32\cmd.exe

Registry Tweak Tool v1.4.7.0

= g T1562 8 for Windows 6.x

ame B ¢ T1518 = Created by Michal Wnuowski

o - — Concept by Avived@msfn / lite8@MDL----
e - N - Modified by Legolash2o

/ .

MountPath : Online

— R R e R e e —-\-'_: Starting
- 5809c8109a48980feflf216cc37eb6aba — Iriting to Log (Packages.txt)
— 78cab7a75414e26871263a5391033908 - Ending
' _ ; Registry Tweak Tool v1.4.7.0
\ SHA256HHASH > for Windows 6.x
= = = = — Created by Michal Wnuowski
_/ == Concept by Avived@msfn / lite8@MDL----
— e . n T - — - — - - - - — — - Modified by Legolash2o
| ® Leverages “install_ wim_tweak.exe” |
~| ® Unhides Microsoft OS packages - JountPath : Online
-~ = Component : "Windows-Defender"
® Removes Defender .
- Starting
aking Ownership...
— — Editing 'Packages' subkeys
= = Modifying registry completed sucessfully.
== — emoving ‘Packages'. .. A1/44

y

DESCRIPTION




O DCONTRDL
(AKA DEFENDERCEBNTREBL]
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O JUEMRETE I 11101

)

—— e —— e .

6606d759667fbdfaad6241db7f+b4839
d2c47b88a20120446141e916cad77dob

SHA256-HASH

Jd!

i

= =
® Disables Defender and unload its

— I —— — I —— — I —— - — —

——t.

driver
® Documented by

DESCRIPTI®N D 4

o —ey i i — i —— i i ——— i i

PR S T
”JDJJ

dControl

Mame

; dControl
= | dControl

Date modified Type Size

5/19/2021 2:31 PM Application 764 KB

- " = s g = - - 'E hE
;;I Defender Control v1.9 - L&

Windows Defender is turned off

Disable Windows Defender

Enable Windows Defender

Open Security Center Menu ...



https://thedfirreport.com/2020/12/13/defender-control/
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/

N
>
=
a3
g)
@
7N

= = T1598
— | ® T1566
— I

y
/l ]

— . =

|
|

:

1883b2ab48321bdf58de973063f5a700
cfd4+39bd3b483efe314cc514ec777e3

I

SHA256-HASH

S —. - —

14

S —.

i)

N

111 © A

[

= tool

{1}
3 L

I

i

:
]

Phishing, spearphishing and spamming

_DESC

RIFPTION

@ Gammadyne Mailer

GAMMADYNE MAILER *

File Options Database Tools Logs Test Tracking Wizards Interface Window Help

- e () - 1 o s = — N . =
< = n 4>, E
o & & @ 0O B 5 B @ € X ©
Lookup View Add Change  Preview Scheduler Templates Simple Single Test Test Tracking Hel
Recipients Results  Recipients Recipient Recipients P Send Send Incoming  SMTP Report P

= - —
N El =R =R
New Open Save Send Incoming
Project  Project  Project WHsma | s Incoming s
[E_-%]Content B

B ﬂ Headers

—j}' Text Body
—[H} HTML Body
':fj‘, Options
ﬂ Embedded Files
— E| Attachments

-~

& Mailing List
— &+ Database
tmclauses
&7 Setup
B ; Recipients
[l .
— & Exclusions

—',"-_"'f Filtering

[l
— & Remove

L ::'3 Options

% Send
% Delivery
Logging
EdDetails
g Throttles

{ ) Scripts
d1 Servers
I:;;;- - SMTP

& ons

=& Incoming

| &~

From:
Reply-To:
(S5

Welcome

BCC:
Subject:

Sender (bounces arrive hi

@ Same as From:

(O Spedific sender:
[] Reading confirmation: |:
| Expiration date: E
] List-Unsubscribe: |:

Welcome to Gammadyne Mailer 51.0
Please choose how email should be sent. New projects will use your choice as a default.

Option #1: Indirect Delivery

Gammadyne Mailer can relay email through an intermediate mail server. This could be your business’s, your ISP’s, a free email
service like Gmail, or a rented mail server.

‘ & More Info |

‘ 0 Use Indirect Delivery |

Option #2: Direct Delivery

Gammadyne Mailer can send email directly to each recipient using its internal SMTP engine. However, this is not possible on all
computers.

‘ ©) Possible? |

‘ O Use Direct Delivery |

‘ & Cancel H |.%) Tutorial

EEOE | OO00E
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Thieves Ces Barbarians @
e XMRig (cryptominer) .
* Monetizing browsers (Websidia, Netbox) KPort Scan
* Traffmonetizer * NLA checker
e WorldWind * Mimikatz
* AlexaMaster e Advanced IP Scanner
* Honeygain dashboard
* STORM
Rangers * OK Prog Proxy leecher
* Change pass one click * Spotify proxyless brute checker
Miscellaneous * Soft Perfect Scanner or netscanold
* Telegram Bot API toolkit * RDP Cracked by Arman
* IPVanish * Brute XML

* Time restart reloaded (Chrome extension)
* Backset
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Showing a Range of Attackers’ Skills
(or lack thereof) at Work
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Blue Team: Consume the IOCs, roll out your own
traps

Law Enforcement: Lawfully intercept the RDP
environments used by ransomware groups.

If the attackers fear getting caught on camera, they
will be more careful which will slow them down.
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PYyRDP is open source

Now, our FQ RDP capture
parser too!

Analysis at scale

al
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See you at the
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THANK Y®U! QUESTI®ONS? L L
Andréanne Bergeron Olivier Bilodeau
abergeron@gosecure.net obilodeau@gosecure.net ©®

@obilodeau

in Mmk)
o @

https://sosecure.net/blog/ https://nsec.io jeremie@tunghat.ca

#BHUSA @BlackHatEvents
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https://github.com/GoSecure
mailto:obilodeau@gosecure.net
https://twitter.com/obilodeau
https://www.linkedin.com/in/olivierbilodeau/
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