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The Protocol

SQN Values

The sequence number is incremented by the CP from one command to the next{ skipping zero: )
0->1->2->3->1->... Non-zero sequence numbers support error recovery: the Con anel (CP)
f repty by-serding théTrext commrard WIth the 1

acknowledges the lastre Incremented sequence number,
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Overhead

D.4.6 Message Authentication Code (MAC) Generation

General: MAC is computed for and appended only to messages whose SEC_BLK_TYPE is SCS_15,
SCS_16, SCS_17, and SCS_18.,The AES algorithm is applied in CBC mode using S-MAC1 as the key
for all blocks, except the last one, and using S-MAC2 as the key for the last block. If the message
contains only one block, then only S-MAC2 is used.

ICV values: The ICV is initialized during the Secure Connection Sequence by the PD and is passed to
the CP during SCS_14 in reply osdp_RMAC_I.

R-MAC - the ICV value for generating the R-MAC is the previously received C-MAC.
C-MAC - the ICV value for generating the C-MAC is the previously received R-MAC.
After Talid -SC setup, in orderjto reduce the message size and transmission time overhead)

sthe messages will contain only a partial MACJFor messages-whese-SEC—BEK _TYPE 15 SCS—15

SCS_16, SCS_17, and SCS_18 only the first four bytes of the computed MAC are sent. The MAC
verification will locally generate the full MAC[16] and compare the actual bytes that were received.
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Overhead
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only the first four bytes of the computed MAC are sent.
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only the first four bytes



© Bishop Fox. All rights reserved worldwide.




© Bishop Fox. All rights reserved worldwide.




e D = el
\
\

© Bishop Fox. All rights reserved worldwide.




A
Ove\head




31
X attempls (on =9




31
X attempls (on =9
115,300 baud (RS—%S)




Math

9\3, attempts (on ~e/99)
15,3 00 bawd (RS-%S)










Happy Birthday

/\

T v




Happy Birthday

/\; 1 er\’ 7 C/\'*ICV A




Session Keys




Session Keys

13E-biT nonce 7 /




Session Keys




Demo #2 -"

Dovvﬂgméa
Attack




Me no speak AES




Me no speak AES




Me no speak AES

KDP_PD(cAP= bioreti(s




Me no speak AES

RDP_ (A= KE /P




Me no speak AES

RDP_D(eAP= (Ovvan( cat i
Selurity




Me no speak AES




Me no speak AES

1/\

osDP_pleap

(G (AT g
SQCM”*‘—\/ :}

P I~ |

mellon —
osDP_plecrp _ ‘/\
C on "'f ol \ el
(Ov-vani (AT g

SQ_CM(H-\/ —O




Me no speak AES




Protocol WTF #2 3

jjfolﬁ Mmkiwo)
’\/v\“ CilfD‘ﬂCfS




"Secure” Channel - ConnectionSequence:SCS_11
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"Secure"” Channel - ConnectionSequence:SCS_13
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"Secure"” Channel - ConnectionSequence:SCS_14
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"Secure"” Channel - ConnectionSequence:SCS_14
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"Secure" Channel - Established

D.3.2 Communication during a Secure Channel Session

The successful completion of the synchronization sequence SCS_11 through SCS5_14 confirms that
the CP and PD established a valid Secure Channel Session. In order to maintain the SCS, the CP must

ser'n:l each message with SEC_BLK_TYPE set to SCS _15 or SC5_17, and the PD must send each if its
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"Secure” Channel - ConnectionSequence:SCS_15& SCS_16

D.3.2.1 SCS_15 CP->PD

The DATA field is sent in plain text (unencrypted) e
——
Note: this form provides Message Authentication,{Eut does not contain encrypted DATA. ])

D.3.22 SCS_16 PD->CP
The data field is sent in plain text (unencrypted)

Note: this form provides Message Authentication,\but does not mmW'pted DA@
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"Secure" Channel - Established




"Secure"” Channel - SCS_15& SCS_16
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Where does the vuln lie?
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SCS_17&SCS_18:The whole packet is encrypted...right?




SCS _17&SCS_18:The whole packet is encrypted...right?
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Introducing: Weak keys , e B

[PD-8]

name = PDO

chnanneyL_Tty

!
channel_device = jfdev/ttyU5B0
channel speed = 9608
cchk = 000102030405060 70809023000 claed T




Using weak keys can't possibly backfire...

F

| s Key 4 = ...

Key 1 = 0x00, 0x00, 0x00...
Key 2 = 0x01, 0x02, 0x03...
Key 3 = 0x30, 0x31, 0x32...
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I've set everything up securely, I'm not affected by any of this

4+ "But, a lot of this can be avoided by configuring the device properly"

4+ If best practices were normally followed and devices were set up securely,
many of us would be out of a job.

4+ Remember the broadcast nature of the protocol?
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Conclusion
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Conclusion

BV‘y OSDP \/er‘nC}eA Dev.ces

m? Verified. Bench Tested.

OsSDE _
R Proven. Compliant. Trusted.
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