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Disclaimer
The views expressed in this presentation are strictly those of the speaker(s). Any 
comments made or views expressed during this presentation are not endorsed by 
Databricks, and hence would not be a legal liability of Databricks.
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SECURITY BLINDSPOT
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Security Review Decision Making

• Is this a good candidate for Automation?

• Additionally needs a base human intelligence and some domain expertise in security 
and product knowledge

Hypothesis
• Can Deep Learning & NLP meet these requirements ?
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“Engineering” English vs “Spoken” English

● Engineering language is unique for any Organization
○ Product Names, Code Names, Abbreviations, etc..

COW

Copy on Write

PoC

Proof of Concept

Spark

Apache SparkEngineering

Spoken 
English
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Machine Learning Basics
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Supervised Learning: Classifiers

 Labelled Input

Supervised
Learning
Algorithm

Taxonomy
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Deep Learning: Multi Layer Perceptron

Input Layer Output Layer

Hidden Layers
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Training Data Collection
Because no training is possible without the right kind of data…
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Data Download Strategy

Data Source Authentication Text Extraction Strategy

Jira PAT Token JSON Extraction => Linked Tickets

Confluence PAT Token Requests API => HTML Parsing => HTML Tag Cleanup

Google Doc OAuth2 Token Use Google Docs APIs => Extract Text

Aha! API Key Python Aha Package => Extract Feature Content

Public Webpages NONE Requests API => HTML Parsing => HTML Tag Cleanup

Local Files (Pdf, 
Docx, Xlsx, etc)

NONE PDF: Standard Python packages and Text extraction techniques
Office: Unzip and Parse using standard reg-ex
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First Attempt: Model v1.0
Now that we have the data…
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Building the Vocabulary

Text Cleanup

Remove number 
and single letter 

words

Remove English 
“stop words”

Convert all words 
to lower case

Create a “SET” of 
words

Extract Content 
from Jira Tickets
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Vectorization of Documents

Text Cleanup

Remove number 
and single letter 

words

Remove English 
“stop words”

Convert all words 
to lower case

Document Parsing 
& Tokenization

Calculate Term 
Frequency

Array of integers 
of size(Vocab) 

length
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Manually Processed 
Security Review Tickets

Text Processing Pipeline 
and Vectorization

Text Processing Pipeline 
and Vectorization

Positive

MODEL v1.0

Multi Layer 
Perceptron

Input: Size (Vocab)
Output: 2

N
egative

Training Pipeline

Manually Processed 
Security Review Tickets
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Results & Observations

Model v1.0

Notes:
● Multiple configurations with different hidden layers
● Individual Model Accuracy = 63% to 71%

Can we try Ensemble Classifier ?
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Results & Observations

Ensemble Model v1.5

Accuracy: 78%

VERDICT

Not Acceptable for Use without 
Human Interference
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Deeper into Machine Learning
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Unsupervised Learning

Unlabelled Input Clusters

Unsupervised
Learning
Algorithm
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Convolutional Neural Network
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Final Implementation: Clairvoyant
The one that works…
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Sample Use Case: Apache Spark

What is Apache Spark™?

Apache Spark™ is a multi-language 
engine for executing data engineering, 
data science, and machine learning on 
single-node machines or clusters.
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Text Cleanup: SparkNLP Pipeline

Lemmatizer Normalizer Stop Words 
Removal

{Improved, Improving, 
Improve, Improvements} 

=> Improve

Tokenizer

"résumé," = “resume”
“John” = “john”

Remove irrelevant words 
like – “a”, “an”, “the”, 

“of”, “in”
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Engineering Language Model Creation

Other 
Sources

Public Docs

Google Docs

Jira & 
Confluence

Corpus
Spark NLP 

Pipeline

Raw Data
Clean Data

Unsupervised 
Clustering Model

Word Vectors (300 Dim)

● Word Associations
● Word Vector Representation
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Sample Word Vectors over Apache Spark
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Visualizing the Word Vectors in TWO Dimensions
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Training Deep Learning Classifier

Aha Manual Triage 
Data

Threat Model 
Documents

SEC Defects & Linked 
Tickets

Security Review 
Tickets & Linked 

Tickets

Aha Manual Triage 
Data

Operations Tickets

Support Tickets for 
Stability

ML Tickets

Raw Data
Corpus

Spark NLP Pipeline

Raw Data
Corpus

Spark NLP Pipeline

Positive
N

egative

Clairvoyant
Convolutional Neural 

Network

Input = 300 x 1000
Output = 2

Word Vectors (300 Dim)

Restrict to first 
1000 Words 

ONLY
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Confusion Matrix
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Confusion Matrix
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Using the Trained Model for Prediction

ClairvoyantSpark NLP Pipeline

ASF Jira 
Query for 

New Spark 
Features

 TEXT EXTR
A

C
TIO

N

Confidence Score

Key: SPARK-23441
Required: X%

Word Vectors (300 Dim)
Text 

Preprocessing Confidence 
Threshold Config

Restrict to first 
1000 Words 

ONLY



#BHUSA  @BlackHatEvents

DEMO

https://docs.google.com/file/d/1-SBGybVwEE5po6CAdt3ooNA5Pk89cSvc/preview
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Key Takeaways

Time to move to the next 
stage of automation 

power by AI

Engineering English is NOT 
same as Spoken English

AI can “nitro boost” 
Security Development 

Lifecycle and DevSecOps 

CNN = “Convolutional 
Neural Network”

OR
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Questions?


