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So How Did We Do It?



Western Digital PR4100
x86-64bit based architecture running 
Linux 

Apache + PHP/golang web
• /var/www/web/

Cloud platform - My Cloud OS 5

Services (TCP)
• 80/8543: nasAdmin + httpd
• 8001/8003/4430: restsdk-server (cloud)
• 139/445: smbd
• 49152: upnp_nas_device
• 21: ftp



Emulating WD Device - Download Firmware

https://downloads.wdc.com/nas/WDMyCloudPR4100_5.24.108_prod.bin - Firmware
https://downloads.wdc.com/gpl/WDMyCloud_PR4100_GPL_v5.24.108_20220826.tar.gz   - GPL source code and WD modifications

https://downloads.wdc.com/nas/WDMyCloudPR4100_5.24.108_prod.bin
https://downloads.wdc.com/gpl/WDMyCloud_PR4100_GPL_v5.24.108_20220826.tar.gz


Emulating WD Device - Extracting Firmware

Firmware not encrypted, easy to extract the filesystem using binwalk

● xz: libraries
● Squashfs: linux filesystem (+ device-specific binaries)
● gzip: configuration



Emulating WD Device - Manually Organize FS

● Running chroot
● Unpacking filesystem 

according to init bash 
script system_init

● Fix all files/configs 
locations

● Running web services
○ httpd (apache)
○ nasAdmin



Emulating WD Device



Web Management Architecture

Linux API

httpd
(Apache)

127.0.0.1:8000
CGI (C/C++)

/var/www/cgi-
bin

PHP Files
/var/www/web

nasAdmin 
(golang, 11mb)
0.0.0.0:80

- Auth (PAM)
- Sessions

Web

NAS
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Web Management Architecture

Linux API

httpd
(Apache)

127.0.0.1:8000
CGI (C/C++)

/var/www/cgi-
bin

PHP Files
/var/www/web

nasAdmin 
(golang, 11mb)
0.0.0.0:80

- Auth (PAM)
- Sessions

NAS

Web

But found 
post-auth 
RCE here :)



Post Auth OS Command Injection in 
/web/cgi_api.php

injection 
point



Let’s Explore OS 5 My Cloud!



OS 5 My Cloud

● Western Digital NAS cloud platform
○ https://os5.mycloud.com/

● Remote access to your files
● No public registration, you need a physical device

os5.mycloud.com

https://os5.mycloud.com/
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OS5 
My Cloud

User

WD Cloud Account
Account → Device (GUID - unique per install)



OS5 
My Cloud

User

GET 
https://prod.wdckeystone.com

/GUID/sdk/v1/volumes

https://prod-940b1d9bbad9901.wdckeystone.com/
6eff0470-804a-4d12-9e3d-88f090de36f0/sdk/v1/volumes
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OS5 
My Cloud

The Obvious Question

Attacker

GET 
https://prod.wdckeystone.com

/GUID/sdk/v1/volumes



OS5 
My Cloud

HTTP 
403

Attacker

Trying to access random
device without 
authentication - Blocked
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OS5 
My Cloud

BUT! 
We received the request 

on our device!
restSDK (port 4430)

GUID

GUID
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OS5 
My Cloud

Attacker GUID

The end device 
checked the auth 
and blocked it, not 
WD cloud!

This is home 
(NAT bypass?)

HTTP 403



Our Plan to Exploit All Devices

We “just” need to:

  [?]  Break 128 bit random GUID

  [?]  Find auth bypass

  [?]  Find RCE
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NAS

OS5 
My Cloud User

Accessing From Home (LAN) - Redirect

much more 
practical to access 

directly via LAN

Watch 
10Gb 
movie



NAS

OS5 
My Cloud User

But is it Really Our Device?

NAS



WD Device Certificate

● Each device has a 
unique certificate

● Signed by Let’s 
Encrypt 

● Used by the device’s web 
server





Our device 
GUID



NAS
Attacker

Leak GUID 
via HTTPS
Leak GUID 
via HTTPS



Leaking GUIDs via LAN is not Enough

NAS
Attacker

● Parsing the HTTPs certificate gives us the GUID
● But we need local network access..
● How can we go big?

Leak GUID 
via HTTPS



NAS

OS5 
My Cloud User

How Does the LAN Redirect Work?

???



NAS

OS5 
My Cloud User

https://device-local-6eff0470-804a-4d12-9e3d-88f090de36f0
.remotewd.com:4430/sdk/v1/volumes

Using special DNS 
with GUID to access 

the LAN IP of the 
device

Leaking GUIDs via LAN is not Enough



OS5 
My Cloud

https://device-local-6eff0470-804a-4d12-9e3d-88f090de36f0
.remotewd.com:4430/sdk/v1/volumes

WD LAN DNS Names

device-local-GUID.remotewd.com → LAN IP



Attacker

Leak GUID 
through 

Passive DNS
DNS DB

Leak GUIDs Through Passive DNS



Leak GUID 
through 

Passive DNS
DNS DB



● We downloaded many passive DNS records
● But many of the GUIDs were old and “dead”
● Can we improve?

Thousands of Old History DNS Records is Not Enough

Attacker

DNS DBLeak GUID 
through 

Passive DNS



Certificate Harvesting

● Keeps records of billions of 
certificates

● Accessible API / download 
dataset
○ censys
○ crt.sh
○ SecurityTrails
○ Rapid7 Sonar



1.5m certs just in the 
last 3 months!



Billions of Records!
Can we do the 

same?



Certificate Transparency Log (CTL)

Internet security standard for monitoring and auditing the 
issuance of digital certificates. 

RFC-9162 - Certificate Transparency Version 2.0

Improves transparency, detect malicious activities
• Anomalies
• Impersonation
• Phishing

Public tools to receive continuous stream
• https://certstream.calidog.io/
• https://ct.cloudflare.com/
• https://nikita-kun.github.io/certificate-transparency-root-explorer/

https://datatracker.ietf.org/doc/html/rfc9162
https://certstream.calidog.io/
https://ct.cloudflare.com/
https://nikita-kun.github.io/certificate-transparency-root-explorer/


Leaking ALL WD GUIDs

● Subscribing to CTL feed 
● Grepping on remotewd.com 
● We now leak GUIDs in real-time, of real devices!



We Now Had an Updated List of ALL GUIDs!



Our Plan to Exploit All Devices

We “just” need to:

  [  ]  Break Leak all GUIDs

  [  ]  Find auth bypass

  [?]  Find RCE



First, We Tried the Naive Approach

Attacker GUID

GUID
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GUID

We just replaced our GUID, 
with another one, and it 

worked!



OS5 
My Cloud

Attacker

We now had 
access everyone’s 

files!



We “just” need to:

  [  ]  Break Leak all GUIDs

  [  ]  Find auth bypass

  [?]  Find RCE

Our Plan to Exploit All Devices



I can access 
files in any WD 
cloud-connected 
device



I can access 
files in any WD 
cloud-connected 
device

2 weeks before 
Pwn2Own WD 
fixed the auth 
issue



We “just” need to:

  [  ]  Break Leak all GUIDs

  [  ]  Find auth bypass

  [?]  Find RCE

Our Plan to Exploit All Devices



RestSDK
Main cloud binary - restsdk-server
• API server for cloud functionality (read/write files)

Listens on TCP ports (bound to all interface 0.0.0.0)
• 8001 / 4430 - HTTP/HTTPS server for cloud functionality 
• 8003 - Cloud connectivity (proxy)

Written in golang
• Size ~50Mb, 20k+ functions
• Less attack surface, built-in security thanks to golang
We want to RE, debug, and MiTM this process!



OS5 
My Cloud

GET 
/sdk/v1/device

Perms

GUID reqreqreq

RestSDK - Enable Logging

Special http2-golang debug flags for detailed tracing

○ export GODEBUG=http2debug=2

https://pkg.go.dev/net/http@master


- RestSDK uses a configuration file
- /usr/local/modules/restsdk/etc/restsdk-server.toml

- Dozens of endpoints, subdomains, urls, etc
- https://config.mycloud.com/config/v1/config

- How can we MiTM all of them?

Service Name Endpoint

proxy   https://prod-proxy.wdckeystone.com

account.login   https://auth0.accounts.westerndigital.com

device   https://prod.wdckeystone.com

ota https://prod-gateway.wdckeystone.com/ota

auth0   https://prod.wdckeystone.com/authrouter

m2m https://prod.wdckeystone.com/m2m

RestSDK - MITM

https://config.mycloud.com/config/v1/config


config.my
cloud.com

Get Cloud Configuration

Fetch 
configURL



config.my
cloud.com



config.my
cloud.com

How can we 
MiTM?



RestSDK - MITM - Step 1: Point Config to Us

config.my
cloud.com

Step 1
Edit configURL 

to point to us

Fetch 
configURL



RestSDK - MITM - Step 2: Downgrade HTTPS

config.my
cloud.com

Step 2
Downgrade to 

HTTP

Fetch 
configURL



RestSDK - MITM - Step 3: Do MiTM ?

config.my
cloud.com GET 

/proxy/v1
/proxies

● We are now able to MiTM requests to the cloud. 
● But! One of the first requests asks for more endpoints



● We are now able to MITM requests to the cloud. 
● But! One of the first requests asks for more endpoints

RestSDK - MITM - Step 3: Do MiTM ?

GET 
/proxy/v1/
proxies

Missing 
scheme (can’t 
downgrade to 

HTTP)



RestSDK - MiTM - Step 4: MiTM HTTPS, too

We must MiTM HTTPS - 

Create fake certs + add ourselves as the CA



RestSDK - Let’s Understand the Tunnel Creation

● We can now see all the requests, responses, yay!
● The NAS, via restSDK connects to the cloud and creates a tunnel
● The NAS-Cloud tunnel enables remote users to reach their NAS
● https://prod.wdkeystone.com/GUID → https://NAS:4430

MITM



WD Proxy 
Server

prod.wdckeystone.com

WD Cloud Tunnel Establishment

GUID

1. NAS→Cloud: Open TCP/TLS 
connection

Open TCP/TLS 
Connection



WD Proxy 
Server

prod.wdckeystone.com

WD Cloud Tunnel Establishment

GUID

1. NAS→Cloud: Open TCP/TLS 
connection

2. Cloud→NAS: GET 
/sdk/v1/proxyConnect

HTTP2 GET 
/sdk/v1/prox
yConnect



WD Proxy 
Server

prod.wdckeystone.com

GUID

200 OK
Hi, I’m GUID

1. NAS→Cloud: Open TCP/TLS 
connection

2. Cloud→NAS: GET 
/sdk/v1/proxyConnect

3. NAS→Cloud: Hi, I’m GUID



WD Proxy 
Server

prod.wdckeystone.com

GUID

1. NAS→Cloud: Open TCP/TLS 
connection

2. Cloud→NAS: GET 
/sdk/v1/proxyConnect

3. NAS→Cloud: Hi, I’m GUID
4. Cloud→NAS: Great! I trust you!
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1. NAS→Cloud: Open TCP/TLS 
connection

2. Cloud→NAS: GET 
/sdk/v1/proxyConnect

3. NAS→Cloud: Hi, I’m GUID
4. Cloud→NAS: Great! I trust you!
5. Cloud←→NAS: Tunnel 

Established



WD Proxy 
Server

prod.wdckeystone.com

GUID

1. NAS→Cloud: Open TCP/TLS 
connection

2. Cloud→NAS: GET 
/sdk/v1/proxyConnect

3. NAS→Cloud: Hi, I’m GUID
4. Cloud→NAS: Great! I trust you!
5. Cloud←→NAS: Tunnel 

Established

WAT
WAT

WATWAT



We tried doing the obvious - impersonation

“NAS”
WD Proxy 

Server
prod.wdckeystone.com

GUID

Hi, I’m 
GUID



We tried doing the obvious - impersonation

“NAS”
WD Proxy 

Server
prod.wdckeystone.com

GUID

Hello GUID!
I trust you



We tried doing the obvious - impersonation

“NAS”
WD Proxy 

Server
prod.wdckeystone.com

GUID

Hello GUID!
I trust you

Who tf are u?



We tried doing the obvious - impersonation

“NAS”
WD Proxy 

Server
prod.wdckeystone.com

GUID



We immediately get the victim’s auth token!

“NAS”
WD Proxy 

Server
prod.wdckeystone.com

GUID



OS5 
My Cloud

Attacker

We now had 
access everyone’s 

files, again!



We “just” need to:

  [  ]  Break 128 bit random GUID

  [  ]  Find auth bypass, twice!

  [  ]  Find RCE

Our Plan to Exploit All Devices



Sadly, admin !== RCE

We have auth bypass, what’s the attack surface?

Leveraging Cloud Access to Achieve RCE

??? ??? RCE

CVE-2022-36331

Auth 
bypass

Device 
GUID



restSDK RE

Reverse-engineered hundreds of 
golang functions

Tried to understand what API is 
available to auth users



Share on 
the NAS

OS5 My Cloud Application - Shares and Mounts



Mapped to 
this 

directory

OS5 My Cloud Application - Shares and Mounts



The Obvious Question

Can we 
map a new 

share to 
root / ?



OS5 
My Cloud

Attacker

We can create a 
share with 
“hidden” API
/sdk/v1/filesystems

POST 
/sdk/v1/filesystems
{
 name: "priv_pics",
 path: "/tmp"
}



/tmp

New share 
mapped to /tmp

Now we can 
interact with files 
under /tmp - 
read/write



Leveraging Cloud Access to Achieve RCE

Auth 
bypass ??? ??? RCE

CVE-2022-36331

Device 
GUID

Arbitrary 
Write



Leveraging Cloud Access to Achieve RCE

Auth 
bypass ??? ??? RCE

CVE-2022-36331

Device 
GUID

Arbitrary 
Write

Most partitions are 
not writable..



● tmp_wdnas_config 
○ WD configuration files

● Log
○ Log files

● tmp
○ Temp directory

● upload
○ Upload directory

● HD_* 
○ Hard drives (user files)

We Could Only Write To..



Leveraging Cloud Access to Achieve RCE

Auth 
bypass ??? ??? RCE

CVE-2022-36331

Device 
GUID

Arbitrary
Limited 
Write

CVE-2022-36327



● We can reboot the device through the cloud
● Calls do_reboot behind the scenes

○ Make sure the NAS is in a “safe” state before reboot

How to RCE Using /tmp?



How to RCE Using /tmp? /tmp/upload_fw_success 
is read



● do_reboot is vulnerable to command injection

How to RCE Using /tmp?

injection 
point



● do_reboot is vulnerable to command injection

How to RCE Using /tmp?

Executed



Leveraging Cloud Access to Achieve RCE

Auth 
bypass ??? ??? RCE

CVE-2022-36331

Device 
GUID

Arbitrary
Limited 
Write

CVE-2022-36327

OS 
CMDi

CVE-2022-36327

RCE



The Full Exploit Chain



OS5 
My Cloud

GUID

User is connected to 
their NAS

user



OS5 
My Cloud

GUID

Attacker chooses a 
device to attack

userAttacker



OS5 
My Cloud

GUIDuser“NAS”

Impersonating the 
device and stealing 

cloud tunnel

Hi, I’m 
GUID 

GUID



OS5 
My Cloud

GUIDuser“NAS”

Impersonating the 
device and stealing 

cloud tunnel

Hi, I’m 
GUID 

GUID



OS5 
My Cloud

GUIDuser“NAS”

User connected to 
attacker’s impersonated 
device and sends JWT 

automatically

GUID

authorization: 
Bearer eyJhbGciOiJSU…



OS5 
My Cloud

GUIDAttacker

Real device 
establishes 

cloud-tunnel again 
(auto-reconnect)

authorization: 
Bearer eyJhbGciOiJSU…
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OS5 
My Cloud

GUIDAttacker

Real device 
establishes 

cloud-tunnel again 
(auto-reconnect)

authorization: 
Bearer eyJhbGciOiJSU…



OS5 
My Cloud

GUIDAttacker

Attacker connects to 
the device using 
admin’s stolen JWT

authorization: 
Bearer eyJhbGciOiJSU…



OS5 
My Cloud

GUIDAttacker

Create a new share 
under /tmp

POST
/sdk/v1/filesystems
{
 name: "priv_pics",

 path: "/tmp"
}



OS5 
My Cloud

GUIDAttacker

Write a reverse shell to 
/tmp/upload_fw_success 
to be injected during reboot



OS5 
My Cloud

GUIDAttacker

Reboot via 
/sdk/v1/device 

(reboot)

PUT
/sdk/v1/device
{
 type: "reboot",
}



OS5 
My Cloud

Attacker GUID

pre-auth RCE
REVERSE SHELL



OS5 
My Cloud

Attacker GUID



A Short Look @ Synology



● x86-64bit architecture based on a 
custom linux installation

● Web-based management using 
C++ CGI scripts served by 
nginx

○ Web  /usr/syno/synoman
○ Conf /etc/synoinfo.conf

● Cloud platform: QuickConnect
○ Using OpenVPN

Synology DS920+





alias.quickconnect.to



User

https://MyNas.quickconnect.to

Synology
QuickConnect

GET 
https://MyNas.quickconnect.to

MyNas



User

https://MyNas.quickconnect.to

GET 
https://MyNas.quickconnect.to

MyNas

Tunnel 
using 

OpenVPN

Synology
QuickConnect



User

https://MyNas.quickconnect.to

GET 
https://MyNas.quickconnect.to

MyNas

Tunnel 
using 

OpenVPN

Synology
QuickConnect

Yes, we can 
collect all 

subdomain..



Device Authentication

● Device-side auth is performed using multiple secrets
○ (Western Digital only relied on GUID)

● So what’s the problem? We can leak these secrets

MyNas

QuickConnect.to

Hey, I’m MyNas, 
here are my 

secrets



Device Authentication

● Device-side auth is performed using multiple secrets
○ (Western Digital only relied on GUID)

● So what’s the problem? We can leak these secrets

MyNas

Hey, I’m MyNas, 
here are my 

secrets

Hello MyNas, 
here is your 

OpenVPN conf
QuickConnect.to



● So what secret do we need to impersonate Synology device?
○ MAC Address
○ Serial Number
○ Device Model
○ DS Token - Deterministically generated from the serial number 

md5_rec(serial)
○ API-KEY - Device’s QuickConnect key 9a8yva45jxzer26j23r..
○ AUTH-KEY - User’s QuickConnect key
○ Device Alias - QuickConnect ID Name
○ Device ID - QuickConnect ID Number

Synology Device Identifiers



● Synology Assistant
● UDP/9999
● Two versions:

○ V1 - Legacy version
○ V2 - encrypted, fully authenticated

● Luckily both are enabled
● Wrote a client to leak

○ SN
○ Model
○ MAC

Synology Discovery Protocol



● So what secret do we need to impersonate Synology device?
○ MAC Address - 90:09:d0:01:23:45
○ Serial Number - 2230FG45A0 
○ Device Model - DS920+
○ DS Token - Deterministically generated from the serial number 

md5_rec(2230FG45A0)
○ API-KEY - Device’s QuickConnect key
○ AUTH-KEY - User’s QuickConnect key
○ Device Alias - QuickConnect ID Name
○ Device ID - QuickConnect ID Number

Synology Device Identifiers



Synology DiskStation Manager api.php Authentication 
Bypass Vulnerability - ZDI-CAN-19609

- api.php endpoint to generate new device API Key



● So what secret do we need to impersonate Synology device?
○ MAC Address - 90:09:d0:01:23:45
○ Serial Number - 2230FG45A0 
○ Device Model - DS920+
○ DS Token - Deterministically generated from the serial number 

md5_rec(2230FG45A0)
○ API-KEY - Device’s QuickConnect key 9a8yva45jxzer26j23r..
○ AUTH-KEY - User’s QuickConnect key
○ Device Alias - QuickConnect ID Name
○ Device ID - QuickConnect ID Number

Synology Device Identifiers



Synology DiskStation Manager dnsauth.php Missing 
Authentication Information Disclosure Vulnerability - 
ZDI-CAN-19828
- dnsauth.php endpoint to generate new user Auth Key



● So what secret do we need to impersonate Synology device?
○ MAC Address - 90:09:d0:01:23:45
○ Serial Number - 2230FG45A0 
○ Device Model - DS920+
○ DS Token - Deterministically generated from the serial number 

md5_rec(2230FG45A0)
○ API-KEY - Device’s QuickConnect key 9a8yva45jxzer26j23r..
○ AUTH-KEY - User’s QuickConnect key 8abc54f51is1js2b129..
○ Device Alias - QuickConnect ID Name
○ Device ID - QuickConnect ID Number

Synology Device Identifiers



Getting Device Alias and ID 

- dnsauth.php endpoint get device alias (and ID)



● So what secret do we need to impersonate Synology device?
○ MAC Address - 90:09:d0:01:23:45
○ Serial Number - 2230FG45A0 
○ Device Model - DS920+
○ DS Token - Deterministically generated from the serial number 

md5_rec(2230FG45A0)
○ API-KEY - Device’s QuickConnect key 9a8yva45jxzer26j23r..
○ AUTH-KEY - User’s QuickConnect key 8abc54f51is1js2b129..
○ Device Alias - QuickConnect ID Name MyNas
○ Device ID - QuickConnect ID Number 12345678

Synology Device Identifiers



● We impersonated the device
● Sent update_network 

command to quickconnect
● “notified” the server that our 

NAS address changed to 
ATTACKER_IP

Device Impersonation



● Once the victim entered 
their NAS, they were 
actually relayed to our 
malicious “NAS”

● We got the creds and 
logged in to the real NAS :) 

Attack Flow

“NAS”



Summary



“NAS”

User

Attacker

This is what the user 
wants..

NAS



“NAS”Attacker

But this is what the user 
gets..

User NAS



“NAS”Attacker

Which enables the 
attacker to get what 

they want :) 

User NAS



● Cloud services focus on strong user 
authentication, not so much on device 
authentication
○ Prone to device impersonation vulnerabilities

● Weak or public-knowledge identifications are 
used for device authentication

● This is not a “one-off” vulnerability, we saw 
this with many vendors
○ Western Digital
○ Synology
○ Many IoT vendors

Summary

“NAS”


