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What are we learning today about Permission Explosion?

Q& How to IDENTIFY?

&8 How to FIX?

Q) How to KEEP IT AWAY?
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Basics



What is a Permission?

. > Q —— rds:DeleteDBInstance
Fra )

Bob Developer rds: fleet-db
(RBAC)

A user’s right to perform an action on a resource

eg: Bob with Developer role is allowed to DeleteDBInstance - rds:fleet-db




What is Permission Explosion?

User’s having more permissions than they need for their job



Why does it occur in AWS?



Reason 1 - Permission Creep

User roles change over time, granting more access
while rarely revoking unnecessary permissions.



Reason 2 - Temporary Access

Users request new permissions for ad-hoc tasks,
and when granted,
they become permanent for all users in that role.



Reason 3 - Easy to Grant Broad Access

Few broad roles with fixed permissions simplify management,
but compromise fine-grained control.
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Mathematics of Permission Explosion
Gaining Clarity in Chaos



Permission Utilization Ratio (PUR)

Represents TRUE utilization ratio of a permission in a role.



Permission Utilization Ratio (PUR)

PUR of a permission in a role can be determined by using
frequency of use and the number of users who utilize it




Permission Utilization Ratio (PUR)

- median num days used by users x num users used

total num days x total num users



Under-Utilized Permission Ratio (UPR)

Proportion of the permissions within a role
that are rarely or never used



Under-Utilized Permission Ratio (UPR)

UPR = 1 - Sum of (PUR’s)

Num of Permissions



Calculate UPR of a Permission in a Role

# Role - piam_subteam_platform_security
# Resource - s3:rnd-bucket

# Action - PutObject

# Permission - s3:rnd-bucket-PutObject

# Input data
median_days_used_by_users = 150
num_users_used = 10
total_num_days = 365
total_num_users = 42

# Calculate Permission Utilization Ratio (PUR)
pur = (median_days_used_by_users * num_users_used) / (total_num_days *
total_num_users)

# Calculate Under Utilized Permission Ratio
upr = 1 - permission_usage_ratio

# Output
print("PUR:", pur)
print("UPR:", upr)
PUR: 0.1

UPR: 0.9



AWS Setup



AWS IAM Roles

production-qa production-safety

production-backend production-embedded production-platform-admin



AWS Resource Types

ECS EC2 Route 53 Cloud Front

Secrets Manager s3



Tools



Tools

@ CO @

Python Google Colab SigmaJS

Sqlite Database



Data Schema - Role Permissions DB roles

* *
s

name varchar
users o
app_id integer
id®o integer
name varchar
apps
email varchar 1
_1. ) _’
name varchar [oia permissions
id® integer
resource_type_actions name varchar
T
name varchar
EEEEE
is_accessible boolean
resources is_accessed boolean
*
name varchar resource_types upr float
EEEEY Y —
name varchar




Sample Graph (ipysigma)
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How to IDENTIFY?



Starting Point

production-qa

Permission Explosion

production-platform-admin

production-embedded

production-backend




Accessible vs Accessed Permissions in a Role
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Under-Utilized Permission Ratio

Overall UPR
0.93




Permissions Per User

QA Role
786
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How to FIX?
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FIX Strategy 1



Roles & Permissions

production-qa

Let, S S | m pl |fy production-platform-admin

production-embedded

production-backend




Roles & Resource Types

production-ga

production-embedded

production-safety

. s3:bucket

production-backend

. ecr.rrepository




Roles & Resource Types

. ec2:instance

production-embedded

Unused Resource
Types

. 53:bucket

production-backend

‘ ecrrepository




Data Insight @ ec2:network-acl

production-qa @ ec2instance

Unused Resource
Types = 1

' ecr:repository

@ s3-bucket




Strategy 1: Remove Unused Resource Types

production-ga

Permissions: 763 Permissions: 618
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FIX Strategy 2



Roles & Permissions

production-embedded

Permissions for
Resource Types in
Use




Roles & Permissions

production-embedded

Let's Simplify
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Permission Reduction

Unused Permissions
Removed

o ¢ Eqrgduchon-q




Strategy: Remove Unused Permissions

production-ga

-23%

production-qa [7:. 7%

R ————— 0 _ ® ®
-

Permissions: 618 Permissions: 476



<
o

FIX Strategy 3



Roles & Permissions

Only Used
Permissions

production-safety

produ;.?lion-qa o 2
productiop-backend’,




Role & Permissions - Used At Least Once

production-platform-admin

Let's Simplify

production-safety

producl.ion-qa e ey
productiehbackend’,




Permissions Used At Least Once

Permissions - 476

produc;tion-qa




DB Table - Role Permissions

role resource \action ‘upr \pur \
1 production-qa arn:aws:ecr:us-east-1:933794580186:repository/fleet/k2web  BatchDeletelmage 0.89 0.1
200 production-qa arn:aws:ecr:us-east-1:933794580186:repositoryffleet/k2web  BatchGetimage 091 0.09
Z production-ga arn:aws:ecr:us-east-1:933794580186:repository/fleet/k2web CompleteLayerUpload 0.88 0.12
4 production-qa arn:aws:ecr:us-east-1.933794580186:repository/fleet/k2web  CreateRepository 09 0.1
5 production-ga arn:aws:ecr:us-east-1:933794580186:repository/fleet/k2web  DeleteLifecyclePolicy 093 0.07
Z production-ga  arn:aws:ecr:us-east-1:933794580186:repository/fleet/k2web DeletePullThroughCacheRule 0.88 0.12



Rarely Used Permissions Removed

UPR > 0.95
Permissions - 286

production-ga




Strategy: Remove Rarely Used Permissions (UPR >0.90)

-40%

production-ga

prodﬁction-qa

Permissions: 476 Permissions: 286



Pop Quiz



When a Company Grows,
Permissions per User Increases or Decreases?
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FIX Strategy 4



Production Platform Admin Role




Production Platform Admin Role

Adam Mullins

Edwin Garner

Users
29

Craig Lewis

Alejandro Brown

' production-platform-admin

Alexandra Wagner




Production Platform Admin Role

Permissions Per User
75

r’

R e e

production-platform-admin |




Production Platform Admin Role

platform-dba

Emily Wolfe

platform-iot

Split the Role

Jack Mason

platform-sre

Anthony Howard
platform-security




Role - Users & Permissions

Permissions Splitted




Role - Users & Permissions

Permissions per User
32




Strategy: Split the Permissions
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Strategy: Split the Permissions

-57%

- pafform-dba
/‘ - =

/plaﬂorm—devpmd

Permissions Per User: 75 Permissions Per User: 32
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How to KEEP IT AWAY?



Automated Policy Generation

Runs Every Week

data "aws_iam_policy document" "piam_team_fleet_card_policy" {
statement {
actions = [
"sgs:SendMessage",
"sqgs:SetQueueAttributes”,
"sqgs:SendMessageBatch",
"sqgs:PurgeQueue”,

IAM Policy Generator "sqs:ReceiveMessage”,
UPR Threshold > 0.90 "sqgs:ChangeMessageVisibility",
UPR Duration = 90d : "sqs:DeleteMessage"
resources = [
"arn:aws:sqgs:us-east-1:933794580186:file-ingestion-*", AWS |AM
"arn:aws:sqs:us-east-1:933794580186:v2c-candidates-*"
] Role

}
}

Role Permissions



RECAP



RECAP

|dentifying & Reducing Permission Explosion is a Data Problem

Strategies to Fix Permission Explosion:

Reason for Permission Explosion Solution

Permission Creep Remove Unused Permissions

Temporary Access Remove Rarely Used Permissions

Broad Access Roles Create Smaller Team/Subteam Specific Roles
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How to GET STARTED~



How to GET STARTED ?

Push IAM Data to Role Permissions Database

Use Workbench Notebook to Identify Permission Explosion

Generate New Policies Based on Findings

Automate Policy Generation & Enforcement of Policies
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PermCutter

https://qithub.com/PankajMoolrajani/PermCutter



https://github.com/PankajMoolrajani/PermCutter

Q&A



Thank You



Role - Users & Permissions

Anthony Howard

platiorm-dba

75 permissions 29 users Dba 18 lot 24



Role - Users & Permissions

2 P!éﬁ&m;éba
7 .

“platform-devprod

75 permissions 29 users Dba 18 lot 24



Role - Users & Permissions

75 permissions 29 users Dba 18 lot 24



Role - Users & Permissions

Anthony Howard

platiorm-dba

75 permissions 29 users Dba 18 lot 24



Strategy 3 - Remove Rarely Used Permissions
476 upr dropped to 286

production-ga



UPR (User Percentage Rate)

Strategy 3 - Remove Rarely Used Permissions
0.78

UPR for Each Role

Role

production-ga




production-ga

production-platform-admin

prodution backend.

production-embedded

production-backend

productiob-backend’,




production-ga

production-platform-admin

prodution backend.

production-embedded

production-backend

productiob-backend’,




Permission Reduction

production-platform-admin

Remove Permissions

production-qa praduction-safety
production-backend




Permission Reduction

Split Roles

UPR: 0.46



Permission Reduction

Avg per user 102



Permission Reduction

Average per user
32



Permission Redysisi

Security - 30
Dba 30
Devprod - 36




Permission Reduction

Split Roles

UPR: 0.46



Permission Reduction

Split Roles

UPR: 0.46



Permission Reduction

Split Roles

UPR: 0.46



Permission Reduction

Number of Permissions - Accessible vs. Accessed

175 A
150 A
125 A

100 A

AWS Setup: P

Count of Permissions

Roles

- Accessible
B Accessed




Permission Reduction

Remove Unused Permissio




Permission Reduction

983794580186:db:dispatch-summary-production--DescribeDBInstanceAutomatedBackups
mmary-production--DescribeDBSnapshots

Remove




Permission Reduction
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Remove Unused Permissi



Permission Reduction

Remove Unused Permissi

> arn:aws:rds:us-eg

‘production-backend




Permission Reduction

Talk about as the companies go big, the scope decreases and number of
resources people need access to decreases. Talk about platform team example.

Split the roles



Permission Reduction

Show the network graph + new UPR

Result



Permission Reduction

Show the network graph + new UPR

Result



Permission Reduction

e How can i do the same thing in my company

CYAELCEWWENE



Permission Reduction

1. Get the data in the schema - github spec.
2. Tools - python + ipysigma to build visualizations. link

How do i do this.



Strategy: Remove Unused Permissions

Overall UPR
0.93 - 0.78




Count

Sum of is_accessible and is_accessed for each Role
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UPR (User Percentage Rate)

Strategy 3 - UPR df _isaccess=1
0.85

UPR for Each Role

Role

production-ga
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Why does it occur in AWS?

Root Cause Analysis

350 services x 13.75k Permissions = Decisions



Why does it occur in AWS?

How did it happen in our company?
50 engineers working on everything 500 engineers working on specific areas.

Roles - platform-admin, fuel, safety, cards - manage their own infra had access to
pretty much everything

Then we scaled from 5 to 20 teams - but continued using the same roles as the
team level roles gave us the access we needed to do the job.



