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1. CONTEXT
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Black hat USA 2017

[1] https://www.blackhat.com/docs/us-17/wednesday/us-17-Santamarta-Go-Nuclear-Breaking%20Radition-Monitoring-Devices-wp.pdf

‘Radiation leak’ attack scenario 
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A year ago
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France’s IRSN – Technical Malfunction –
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Academic paper

https://arxiv.org/abs/2204.03157
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36 years after the explosion of Reactor IV in Chernobyl, the ‘DGS-2’ radiation monitoring station allegedly detected a spike 
of 93000 nSv/h (93 μSv/h). On the other hand, just one month after the accident the highest peak within an 80-km radius 
area around Fukushima Daiichi NPP (excluding the levels within the NPP area) was 91000 nSv/h (91 μSv/h).

Worst radiological event after Fukushima
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What this research is about

• This is data-driven research, conceived to be impartially verified, regardless of subjective claims or specific 
interests. The scope of the events under consideration is basically comprised of well-known physical 
processes and a series of deterministic behaviors derived from modern digital electronics. 

• My opinion is irrelevant, the only important aspect of this research is that all the data herein presented can be 
independently verified by anyone willing to do so.

• The sole purpose of this research is to provide sufficient technical evidence to allow it to be used as part of a 
rigorous assessment of the radiation spikes, detected in the CEZ, during the first forty-eight hours of the 
Russian invasion. 

• The evidence herein presented has been collected by different means, including OSINT, hardware and 
software reverse engineering, and data analysis of the radiation levels scraped from the Ecocentre website 
by www.saveecobot.com during the 24th and 25th of February 2022.

• Read the paper,  40 minutes are not enough.
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2. PHYSICAL
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My mind RealiReality
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April 2020 – Checkpoint Leliv Feb 2022 – Checkpoint Leliv

Engulfed by an intense smoke plume. During the Russian invasion.

The same radiation monitoring network that detected radiation spikes during the invasion, allegedly due to resuspension of 
radioactive dust,  did not report any during these wildfires.
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1986 - Chernobyl Accident

• Scientists performed a massive undertaking in an effort to map this 
    process.

• Comprehensive deposition maps of the Chernobyl Exclusion Zone. 

• Generate these maps according to the 137Cs decay for an arbitrary 
year.

• The explosion of Reactor IV, and subsequent fires, released 
approximately 5% of the reactor core radioactive materials into the 
atmosphere in the form of aerosols, gases and fragmented fuel.

• Radioactive materials eventually settled onto the ground following 
    different paths and directions due to winds and other climatological  
    conditions present at that time

• The resuspension of radioactive materials present in the soil is not 
a homogenous process across the CEZ.
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Resuspension
• Intuitively, and empirically, we know that by driving on a dry, unpaved road 
    we will stir up more dust than in doing so over a damp, paved surface, but 
    there should be an approach to validate that this conclusion is scientifically 
    valid.

• The analysis of the scientific literature on this topic shows that any research 
     into these kinds of anthropogenic activities partially relies on an empirical 
     approach: the characterization of the soil, climatological conditions, the type
    of vehicle and its speed…all of them contribute to the ability of 
     resuspending radioactive materials.

• One of the most complete papers on this topic to date (published in 1996) is 
    ‘Contamination of Surfaces by Resuspended Material’ . It was a joint effort 
    by the European Commission, Belarus, the Russian Federation and Ukraine

• Certain conclusions expressed in this paper, which are corroborated by 
     other scientific publications, are crucial to understanding the problem.
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Transport

In comparison with natural processes no anthropogenic activity, such as traffic, significatively 
contributes to redistributing radioactive materials. Essentially, the resuspension of 
radioactive dust due to traffic is a local event as a result of vehicle-induced turbulences 
over the surface, as well as the shear and friction forces from the tires (or wheels). forces from 
the tires (or wheels). 
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Humidity

Resuspension factor (ratio of activity in the air to the surface deposit) decreases exponentially 
when the soil moisture increases.
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Traffic

1. After a rapid period of resuspension due to the initial traffic activity, the remaining vehicles would not be 
contributing that much to the resuspension rate, because basically there are no materials left to be 
resuspended. This behavior is exactly what happened in Denmark  in 1986, just a few months after the 
Chernobyl accident.

2. Roads in the CEZ have been decontaminated since 1989. In addition to this, we must bear in mind the 
large number of vehicles that have been circulating throughout the CEZ during the last 30 years. 

https://inis.iaea.org/collection/NCLCollectionStore/_Public/20/021/20021982.pdf
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The physical processes that had to take place in the 
CEZ to give any credence to the ‘resuspension of soil’ 
explanation are the exact opposite of what has been 
described in the scientific literature.
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2. CYBER
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The GammaTRACER  is an autonomous gamma measurement probe. It is designed for continuously 
measuring, recording, and optionally transmitting the ambient equivalent dose rate (H*(10))))
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Autonomous

It contains 2 batteries that allow the device to operate autonomously for up to 10 years, 
depending on the configuration of measurement cycles, but usually run for 5 years.
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Measuring

• Two energy-compensated VacuTec 70003A GM tubes
• Windowless 
• High energy ionization events only (Gamma/X-Rays)

GammaTRACER Basic GammaTRACER XL
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Recording ID NAME Control Level (nSv/h)

1 DGS-2 29000
2 VZS-2 21000
3 HZHTO 18400
4 Naftobaza 13500
5 HOYAT 9200
6 BNS 5000
7 Pozharne Depo 4800
8 VRP-750 4500
9 ABK-1 1400

10 Vidvodny kanal 1100
11 VOS-3 800
12 HOYAT-2 550
13 Chistogalivka 2300
14 Kopachi 1900
15 Yanov Station 1700
16 Pripyat 1500
17 Buryakovka 7500
18 Usiv 3600
19 Mashevo 2200
20 Zimovyshe 2100
21 Krasno 2000
22 Kryva Gora 1200
23 PZRO Buryakovka 1100

24 Chernobyl-2 840
25 Stari Shypelychi 740
26 Benevka 600
27 Starosillya 460
28 Vektor 270
29 Dibrova 700
30 Vilcha 470
31 Ilovnycya 380
32 Ilinci 260
33 Korogod 260
34 Parishev 250
35 Dityatki 220
36 Kupovate 220
37 Clinic 550
38 RUZOD 370
39 Slavutych 300

- Normal: 60 minutes
- Emergency: 2   minutes (Control Level exceeded)
- Timestamps generated by an internal, Real-Time clock
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Transmitting

http://www.saphymo.de/ftp/ecatalogue/133/29297895EN_D_-_Data_Sheet_SHORT-SKYLINK.pdf

SkyLINK TX Module
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Data Collection

Forensics
• Dump internal storage (readings)
• DataGATE

Anti-forensics
• Reset internal storage
• Update Firmware (wipe memory)

GT Protocol over RS232/InfraRed

“As far as environmental monitoring is concerned, many of 
the fixed and mobile monitoring stations were damaged 
and were out of service”.(IAEA, 2022)
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Central Processing Station

1. UPS unit
2. Downconverter
3. DSP modules
4. Computer

1. Bertin Instruments’ DataEXPERT Software (left) showing 
the 39 regulatory stations (green bars). 

2. Ecocentre’s Custom Software (right) apparently 
implementing radiation forecast, dispersion models, etc 
(Real-Time Online Decision Support System)

3. Workstations
4. Primary Data Center
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3. Timeline of Relevant Events 
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February 4
Ukraine holds military drills within the CEZ, in 
the abandoned town of Pripyat.  Nearby 
radiation monitoring stations did not detect 
abnormal radiation levels.

February 24 – 16:00
A portion of the Russian military units then headed 
to Vyshhorod, 90 km south of Chernobyl. A video 
recorded at Checkpoint Leliv seems to capture that 
moment. Please also note that they are passing 
through a VM250 radiation portal monitor
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February 24 – SNRIU STATEMENT

https: //snriu.gov.ua/news/pro-situaciyu-na-chornobilskij-aes-ta-stan-bezpeki-inshih-yadernih-ustanovkah
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Feb 25 – 8:15

The SNRUI publishes a statement introducing the ‘resuspension of 
soil’ explanation,

Experts of the Ecocenter connect this with disturbance of the 
top layer of soil from movement of a large number of radio 
heavy military machinery through the Exclusion zone and 
increase of air pollution.(SNRUI, 2022)

https://snriu.gov.ua/en/news/updated-information-radiation-situation-exclusive-zone

Feb 25 – 9:00
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March 31
Russian occupation forces withdraw from the CEZ.

April 14
In a press conference, Yeygen Kramarenko, head of the 
agency for the Chernobyl Exclusion Zone, confirms that 
the server in charge of processing data from the 
radiation monitoring stations ‘has disappeared’.
June 7
According to the IAEA the radiation monitoring network 
in the CEZ has been restored. 
The statement starts with the following sentence: 
‘Dozens of radiation detectors are once again 
transmitting data from the area around the Chornobyl 
Nuclear Power Plant (NPP) .’
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4. Technical Analysis
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From a dosimetry perspective, ‘increased radiation levels’ is subject to many interpretations.

The GammaTRACERs are area monitors intended to determine the ambient equivalent dose rate( H*(10) ), 
an operational quantity for area monitoring.

“If there had been a very intense movement of vehicles, 
especially with chains, in the most contaminated area, a few 
kilometers around the plant, it is possible that slight increases in 
the concentration of radioactive aerosols would have been 
observed in the air, as a consequence of the resuspension of 
radioactive materials deposited in the ground, which after 35 
years have penetrated into subsoil layers. However, I doubt that 
they will have an impact on the level of direct radiation indicated 
by the graphs submitted”. (Gil, 2022)
https://maldita.es/malditobulo/20220225/aumento-radiacion-chernobil-militares-rusos/

Crucial Detail
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The ‘equilibrium’ of the radioactivity in the surface layer of the ground was 
then upset by the traffic of heavy military vehicles, which stirred up 
radioactive dust, thus causing the radiation spikes.

The vertical distribution of 137Cs in the forested (and/or unpaved) parts of the 
CEZ follows an exponential profile where approximately 90% of the activity is 
in the top layer of soil (0-10 cm)

The imbalance of the equilibrium
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1. The shielding effect of the upper layer of soil is negligible because the main contributor of the detected H*(10) throughout the CEZ, is 
this very upper layer. 

2. Even if we disturb the surface by driving heavy vehicles over it, this activity will not let any significant amount of gamma radiation 
‘escape’ from the deeper layers. 

3. Gamma radiation interacts with matter according to the Beer-Lambert attenuation law. It is simply unrealistic to think that the mass 
attenuation coefficient of the soil in the CEZ in addition to just several centimeters of (already) contaminated ground, can provide any 
significant attenuation to a ‘deeper’ layer of gamma activity, which in fact, does not even exist.

IRSN - 2020

IAEA - 2017

https://www.irsn.fr/EN/newsroom/News/Docu
ments/IRSN_Information-Report_Fires-in-
Ukraine-in-the-Exclusion-Zone-around-
chernobyl-NPP_15042020.pdf

https://www-pub.iaea.org/MTCD/Publications/PDF/EPR_NPP_OILs_2017_web.pdf

Operational
Intervention Levels
for Reactor Emergencies
and Methodology for Their Derivation
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Unphysical timings
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1. The cameras that recorded the video are part of another radiation monitoring system,    
      different from the ASKRS, installed at the CEZ checkpoints for the purpose of non-     
      proliferation control. 
2.  The two white pillars located on the left lane are part of a VM250 Radiation Portal Monitor.
3. The VM250 can switch over to battery power when AC is lost.
4. Recorded values were sent to a central processing station. 
5. There is no information about whether the server containing these records was recovered 

or examined.
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The Perfect Storm of 2020
The scientific literature agrees on the fact that, among the anthropogenic and natural activities that may lead to resuspension 
of radioactive materials, forest fires have the biggest impact. The extent of this influence covers both transport (and 
redistribution due to a subsequent deposition) and contribution to the increment of the activity of radionuclides in air

In April 2020, the Chernobyl Exclusion Zone suffered a ‘perfect storm’ of forest fires, the largest ever recorded in the 
zone. Resuspended 137Cs reached Kiev.
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IRSN - 2020

- The biggest forest fires ever recorded in the CEZ did not resuspend enough 137Cs to provoke an increase of 
the H*(10) calculated by the GammaTRACER probes.

- Heavy military vehicles driving over decontaminated roads in the CEZ, resuspended enough 137Cs to 
increase the H*(10) to levels that even exceeded those detected right after the accident at the Fukushima 
Daiichi NPP.
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A simple mathematical model to understand the unphysical radiation spikes

This additive property allows us to come up with the following approach, where we decompose the expanded and 
aligned radiation field into different components.

‘Estimating the terrestrial gamma dose rate by decomposition of the ambient dose equivalent rate.’
https://publications.jrc.ec.europa.eu/repository/handle/JRC98453



#BHUSA  @BlackHatEvents

Please note that we are not trying to either harmonize or estimate the H*(10) between different 
radiation monitoring devices. This approach is possible because we have a dataset that contains 
years of measurements collected from the same monitoring devices. Thus, despite the different 
periodicities, after so many years the baseline level for each of these stations is stable enough to 
be used as a reference.
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1. 𝐻∗ 10 "# = 	 𝐻∗ 10 "#,%&'()* +	𝐻∗ 10 "#,+,&

2. 𝐻∗ 10 "- = 	 𝐻∗ 10 "-,%&'()* +	𝐻∗ 10 "-,+,&

3. 𝐻∗ 10 "- ≫	𝐻∗ 10 "#	

4. 𝐻∗ 10 "-,+,& ≫	𝐻∗ 10 "#,+,&

5. 𝐴.#.# = 𝐻∗ 10 -,+,& 	 𝐻∗ 10 .,+,& …	𝐻∗ 10 ),+,&	

6. 𝐻∗ 10 "-,+,& ≫ max 𝐴.#.# 	

7. 𝛼 = 𝑎- 	 𝑎. …𝑎)

58. 𝑓&(𝑎"- ≫ 𝑓& max 𝛼

Arbitrary radiation monitoring station at time t0

Same radiation monitoring station detecting a spike at time t1 

As the official explanation states that these radiation spikes are linked to
resuspended radioactive materials, it must be ‘air’.

The question is, which component would be enabling this significant increment? 

It was reported that the additional airborne 137Cs activity due to resuspension of radioactive materials during
the 2020 forest fires did not result in an increase of the total ambient dose equivalent in any station.

A2020 would be the set of the ambient equivalent dose rate values for the ‘air’ component, recorded during 
the 2020 forest fires for an arbitrary station.

As A2020  is not available, we can rewrite the previous expression based on a response function (fr) representing 
the GammaTRACER response for the recorded airborne 137Cs activities (Bq/m3).  This dataset (α) is available in 
14 of the 39 regulatory stations, those that were equipped with the aerosol analysis units.

Expression that we should be able to validate
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Example calculation: ’Buryakovka’
𝐻∗ 10 +,& = 	𝐻∗ 10 −	𝐻∗ 10 %&'()*

𝐻∗ 10 +,& = 	52700 − 2700

𝐻∗ 10 +,& = 	50000	𝑛𝑆𝑣ℎ/-

According to this, the resuspension process itself should generate enough 
airborne 137Cs activity to allow the GammaTRACER to detect 50 μSv/h.

For reference purposes, in 1986, just few weeks after the accident, an estimated dose rate of 50 μSv/h in air was the level used 
by the authorities to determine the evacuation zones in the 60km area around Chernobyl NPP. 

Although, even at this point, 50 μSv/h is an unrealistic increment for a traffic-induced resuspension activity, let’s continue to 
illustrate the idea behind the model

The historic data collected from different documents shows an average value of 
around 2700 nSv/h. 

The radiation spike at Buryakovka reached 52700 nSv/h on the 25th of 
February. 
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Method to realistically approximate the airborne 137Cs  activity (at1) in 2022.

https://www.iaea.org/sites/default/files/22/09/ukraine-2ndsummaryreport_sept2022.pdf

The IAEA, responding to the claims that Russian troops dug trenches in the 
vicinity of the Red Forest, calculated the estimated effective dose potentially 
received by those soldiers.

Therefore, to approximate at1 I used the values resulting from the 
measurements the IAEA performed on-site, which are publicly available

Specific Activity * Concentration of dust in air during digging

max 𝛼 = 1,1×10/0

According to the ‘Volumetric activity of 137Cs in 2020’ table, we have

By substituting the values in the expression, we have that at1 is just an order of 
magnitude higher than the maximum airborne 137Cs activity detected in 
Buryakovka in 2020.
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Assuming the radiation spikes were physically sound, we would have that an airborne 137Cs activity of 2,95x10-2 

Bq/m3 led to the expected increase of the H*(10) until reaching 50 μSvh-1 over its baseline level (‘ground’ 
component).

Obviously, that is not the case. This activity does not even reach the reference airborne 137Cs activity of 1 Bq/m3 by 
two orders of magnitude. Also, if it were true, we should be observing 50 μSv/h increases (on top of their baseline 
levels) in all those stations that recorded similar increments in their airborne 137Cs activities. 

Let’s take the highest airborne 137Cs activity detected (1,0E-02) 
during the forest fires of 2020, which corresponds to the VRP-
750 radiation monitoring station. This value is in the same 
order of magnitude as that our previously calculated at1

However, its maximum H*(10) value recorded in 2020 was 1,5 
μSvh-1, far from the expected 50 μSvh-1.
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1. The H*(10) level measured in the decontaminated road is 5 times 
lower than in the nearby contaminated soil. Although this is a sample 
value, it matches real ratios mentioned by the IAEA for the CEZ.

2. In our example the GammaTRACER is located really close to the 
road.

3. The H*(10) recorded by the GammaTRACER is mainly calculated 
from the 137Cs found in the contaminated soil.

4. The contaminated soil reports a baseline of 5 μSv/h
5. The 137Cs located in the upper layer is the main contributor to the 

baseline level.

1. When the heavy military vehicles pass over the decontaminated road, 
they will resuspend potentially contaminated dust.

2. The number of resuspended materials is determined by the 
resuspension factor, which for an intense activity (such as digging) may 
reach 10-8. Regular activities will have a resuspension factor an order of 
magnitude lower.

3. The radionuclides stuck to the dust particles will emit gamma radiation 
whose intensity decreases according to the inverse square law. 

4. The resuspended dust particles will be deposited according to their 
aerodynamics and climatological conditions. 

5.    The GammaTRACER reaches a level of 50 μSv/h. This means that the    
       resuspended 137Cs is contributing to the total H*(10) with an additional 
       45 μSv/h. Obviously, this is not possible, coming from a 
        decontaminated road whose baseline is just 1 μSv/h

Let’s look at these two images to provide a visual summary of the issue. The indicated H*(10) levels 
(1, 5 and 45 and 50 μSv/h) do not correspond to any specific station, they are just sample values to 
illustrate the reasoning, although similar to those officially reported. Please also note that the distances 
between the elements depicted in the following diagrams are not to scale
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The ‘return to baseline levels’ mystery (I)
Why did the stations return to their baseline levels just few days after the spikes?  
According to the ‘resuspension of soil’ theory we have that, either the resuspended materials that caused brutal 
increments of the H*(10) while airborne, stopped being gamma emitters after the regular deposition phase, or there 
was no deposition phase at all. Both cases would be equally unphysical. This scenario, in turn, leads to the following 
never-ending circular problem: How is it possible to achieve higher levels of H*(10) just by resuspending the same 
materials that were already present in the top layer of the soil?

There are two options:

1. An external release from a radioactive source. 
2. A resuspension activity with a massive transport involved. 

It is the consensus that the first option never happened. So, we are left with the second one. However, if there was a 
significant transport (relocation) of radioactive materials, large enough to achieve the reported H*(10) levels: Why did 
the stations return to their baseline levels just few days after the spikes?  And so on.
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The ‘return to baseline levels’ mystery (II)

Basically, what has been reported in the Chernobyl Exclusion Zone is an unprecedented case
in nuclear physics: an unbalanced resuspension scenario without a deposition phase

In this context, the ‘Contamination of Surfaces by Resuspended Materials’ paper provides, in a single 
sentence, a simple and intuitive, but still scientific, refutation to the ‘resuspension of soil’ theory
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Timestamp Ambient Dose Equivalent Rate (nSv/h)

Feb 24, 2022 – 18:00:00 1760
Feb 24, 2022 – 20:00:00 1760
Feb 24, 2022 – 20:40:00 8790
Feb 24, 2022 – 21:00:00 1760
Feb 24, 2022 – 21:50:00 9460
Feb 25, 2022 – 10:50:00 32300
March 1, 2022 – 15:00:00 1740
March 1, 2022 – 16:00:00 1740

1. At t0 < tp 
The plume comprised of the resuspended materials 
has not yet reached the area of detection for the 
GammaTRACER.

2. At tp
Resuspended radioactive materials have reached the 
GammaTRACER, thus provoking a peak. V↓ indicates 
the deposition velocity (in this case, the lack of).

3. At t1 
The plume has left the area of influence for the 
GammaTRACER, which has then returned to its 
previous baseline level.

a. Vi (eddy diffusion)
b. Vs (sedimentation – Stokes’ law)

V↓ is effectively 0

No particles involved, the gravitational force was neglected, 
or the air increased its density to a value close to a solid state.
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5. Technical Analysis of the 
‘Cyber’ Operation
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Anomalies – The Six Stations

The SNRIU only reported to the IAEA the H*(10) values of six specific stations. A practice 
for which I am yet to find a logical explanation, bearing in mind those values did not come 
from manually taken measurements, but directly from the ASKRS system.
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Anomalies – The Six Stations

The SNRIU only reported to the IAEA 
the H*(10) values of six specific 
stations. A practice for which I am yet to 
find a logical explanation, bearing in 
mind those values did not come from 
manually taken measurements, but 
directly from the ASKRS system.

However, the spike for the Yanov 
Station (3,46 μSvh-1) was never 
recorded by any of the publicly available 
sources for radioactivity levels in the 
CEZ at that moment
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Anomalies – The Six Stations
One of the main questions is why SNRIU did not report the following values of three regulatory 
stations which were way higher, also collected from the same ASKRS system.

Obviously, I do not know the answer, neither do I want to speculate on the reasons. However, it 
is worth noting that these unreported radiation spikes are coincidentally in the range of the 
Operational Intervention Levels (OIL) for reactor emergencies and spent fuel (OIL2γ , 25 µSv/h 
– 100µSv/h). 

“An OIL is a type of action level that is used immediately and directly (without further assessment) 
to determine the appropriate protective actions on the basis of an environmental measurement.” 
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It should be noted that in this report the IAEA only assessed the values that were officially reported to 
them by the SNRIU. They did not take into consideration, at least publicly, the remaining radiation 
spikes the general public was observing on the Ecocentre Website.

Some of these measurements from the Chornobyl Exclusion 
Zone indicated an increase in the gamma dose rates that was 
attributed to the displacement of soil due to heavy machinery 
movements in the area. Based on these data, the IAEA 
assessed radiation levels as low and within the operational 
range measured in the exclusion zone since it was established, 
and therefore considered that they posed no hazard to the 
public. (IAEA, 2022)

The graph used by the IAEA in their report shows 
H*(10) levels close to those reported by the SNRIU. 
However, the stations do not match (Buryakovka
VRP-750,VZS-2,DGS2).
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Anomalies – The ‘Twin Stations’ CHAPAEVKA and  KVARTAL

In roughly 14 months, 
there were only two times 
when these two stations 
reported different H*(10) 
values at different time 
stamps

On December 23rd 2020 at 
6:00 PM these stations started 
reporting the same H*(10) at 
the same timestamps. 
Probably this was caused by 
some kind of misconfiguration 
that was prolonged in time. 

1. January 3rd, 2022
2.  February 25th , 2022
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Anomalies – The ‘ChNPP’ Radiation Monitoring Network

In addition to the radiation monitoring network operated by SSE 
Ecocentre, inside the CEZ there is another, separate, radiation 
monitoring network limited to the Chernobyl NPP area, which is 
operated by SSE ChNPP.

The monitoring stations in this network did not report any 
abnormal radiation levels, even when Ecocentre’s stations 
located really close to them were actively reporting spikes.
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The Ecocentre real-time radiation map provided a chunk of base64-encoded data for each station when new readings 
were available. Otherwise, the last received reading is kept in the map; if this reading is above the station’s control 
level, a red dot will indicate the alarm status.

The ‘spike-and-offline’ approach to manipulate real-time radiation monitoring information
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The ‘spike-and-offline’ approach to manipulate real-time radiation monitoring information

The plausible manipulation pattern would be as follows: 

1. A fabricated spike is generated by software and injected into the ASKRS at the DataEXPERT level. 

2. This spike is then populated to the Ecocentre website.

3. Legitimate readings still coming from the GammaTRACER probes are blocked from being populated to the     
    Ecocentre website. This is the reason why the stations went ‘offline’ after reporting spikes.

4. As there are not new values, the Ecocentre radiation map will keep showing the last received reading for each 
    station (in the map the stations will keep the ‘red dot’ associated with the last spike received).

By injecting these radiation spike patterns, the actors behind this operation would ensure that the real-time radiation 
map available at srp.ecocentre.kiev.ua, whose stations were only updated when new data was received, represented 
the information they wanted at specific times. 
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Those stations that, during the 24th, did not record any radiation spikes, received the values at the expected rate. For 
instance, we can see this pattern in the measurements below, which correspond to Yanov Station. This confirms that 
the entire system was not offline, but only those stations reporting spikes.

                              3745,gamma,600.0000,2022-02-24 11:00:00
                              3745,gamma,592.0000,2022-02-24 12:00:00
                              3745,gamma,606.0000,2022-02-24 13:00:00
                              3745,gamma,598.0000,2022-02-24 14:00:00
                              3745,gamma,594.0000,2022-02-24 15:00:00
                              3745,gamma,582.0000,2022-02-24 16:00:00
                              3745,gamma,580.0000,2022-02-24 17:00:00
                              3745,gamma,594.0000,2022-02-24 18:00:00
                              3745,gamma,600.0000,2022-02-24 19:00:00
                              3745,gamma,592.0000,2022-02-24 20:00:00
                              3745,gamma,590.0000,2022-02-24 21:00:00
                              3745,gamma,604.0000,2022-02-24 22:00:00
                              3745,gamma,590.0000,2022-02-24 23:00:00
                              3745,gamma,594.0000,2022-02-25 00:00:00
                              3745,gamma,610.0000,2022-02-25 01:00:00
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There are 4 different patterns of manipulated measurements:

1.- Spikes injected at one time
A unique spike is reported, and the station goes offline.
This pattern was identified in 18 stations:
Naftobaza, VOS-3, HOYAT-2, Kopachi, Usiv, PZRO Buryakovka, Chernobyl-2, Starosillya, Vilcha, CAP G2, Glynka, Kocyubinske, Ladyzhychi, Nova 
Krasnica, Stechanka, Kupovate, Ilovnycya, Maksymovyshi.

2.- Spikes injected at two times
Two spikes are injected following an incremental logic: the first spike is always lower than the second. No additional readings in between (offline).
This pattern was identified in 17 stations: DGS-2, HZHTO, HOYAT, Chistogalivka, Pripyat, Buryakovka, Mashevo, Zimovyshe, Krasno, Benevka, Vektor, 
Ilinci, Chapaevka, Denysovychi, Kvartal, Poliske (KPP), Rozsoha.

3.- Spikes injected at three times
Three spikes are injected following an incremental logic.
This pattern was identified in 2 stations: Pozharne Depo and Vidvodny kanal.
There is a particularity in Pozharne Depo, where what seems like a legitimate baseline value slipped in after the first spike. Please note the timestamp for 
this value is a regular one (the corresponding hourly o’clock time) rather than one of the 13 timestamps. 

3743,gamma,1760.0000,2022-02-24 20:00:00
3743,gamma,8790.0000,2022-02-24 20:40:00
3743,gamma,1760.0000,2022-02-24 21:00:00
3743,gamma,9460.0000,2022-02-24 21:50:00
3743,gamma,32300.0000,2022-02-25 10:50:00

4.- Spike and decrease
A spike is injected, and the next injected value is lower than the spike.

This pattern was identified in 5 stations, which were among the first seven to report spikes on February 24th: Ordzhonikidze, Diyatki, Gornostaypol, 
Straholissya, Teremci (KPP).

On Feb 24th, all of them, although separated by tens of kilometers, reported a spike at 8:40 PM, and then a decrease in the radiation level at 11:30 PM.
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During the time that SaveEcoBot 
and OPYT collected data from the 
Ecocentre website, until 10:50 AM 
of the 25th, there were 13 fixed 
timestamps when 63 spikes were 
detected. 

.

For instance, the three highest radiation 
spikes detected within the Chernobyl 
NPP area, were recorded at the same 
exact timestamps 21:50 (Feb 24) and 
10:40 (Feb 25), without receiving any 
other reading within this interval..
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6. Analysis of Potential Attack 
Scenarios
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There are three patterns in the data that plausibly denote an intentionality behind the radiation spikes: 

1. Timestamps
Instead of being dispersed in time, we have seen how the spikes were reported in different batches comprised of just 
13 different timestamps. In certain cases, up to 10 different stations, separated by tens of kilometers, reported spikes at 
exactly the same time.

2. Online/Offline
As it has been elaborated in the previous section, the stations reporting spikes did so by following four different, 
structured patterns. Patterns 1 and 2 were identified in 83% of the stations that detected radiation spikes.

3. Radiation Levels
The ambient equivalent dose rate allegedly transmitted by the GammaTRACER did not represent the actual physical 
conditions in the CEZ.
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EM ATTACK AGAINST CENTRAL PROCESSING STATION
It is reasonable to assume that EM warfare equipment was, at some point, used during the invasion. The ‘Primary Data 
Center’, the server where DataEXPERT software and its MS SQL Database are installed, could also have been exposed 
to unintentional EMI patterns coming from RF equipment present in the area during the invasion.

However, it is not realistic to assume that either EM warfare or arbitrary electromagnetic emanations could have caused, 
with a surgical precision, non-transient high-level behaviors, such as changing tens of specific values in a database 
installed into a modern, complex IT system.

EM ATTACK AGAINST SKYLINK
Unintentional
By ‘unintentional’ I mean as ‘collateral damage’ from either an EMI attack pattern targeting other systems or arbitrary 
electromagnetic emanations. First of all, it should be noted that there were no reports of EM pulses or any other 
system failures derived from directed energy weapons.

SkyLINK is a digital communication system. The RF signals received by the base station go through different stages of 
decoding and verification. Therefore, the side-effects of the EMI pattern should be able to successfully modify frames 
in a complex, custom RF protocol (SkyLINK), which has a very specific structure, including checksums. 

Additionally, the unintended EMI patterns should have been able to precisely corrupt only selected beacons from 
certain stations, those that went ‘offline’, while those transmissions coming from the stations that did not report spikes 
were successfully received, decoded, and verified by the base station.
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RF-INDUCED VOLTAGE

There is another scenario where the EMI attack pattern could have created a RF induced voltage into the electronics that 
handles the pulse counting from the Geiger-Müller tubes

1. The GammaTRACER probes and the SkyLINK transmitter 
module are specifically designed to mitigate EMI

2. Any artificially injected pulse should be generated 
according to very specific timings required to comply with the 
deadtime and recovery intervals for the GammaTRACER’s 
Geiger-Müller tubes, which are in the microseconds range. 

Additionally, the Chernobyl Exclusion Zone covers ~2600km2. 
In a significant number of cases, the radiation monitoring 
stations reporting spikes were many kilometers apart from each 
other. This means that we are talking about a potential 
electromagnetic induction derived from way beyond any 
antenna’s initial far-field
There is no coherent spatial distribution for the potential 
radiated EM pattern, as the other stations in the area did not 
report anomalies.
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RF-INDUCED VOLTAGE

There are additional countermeasures in firmware, in fact there is one we can validate by reverse engineering 
DataEXPERT/DataVIEW, as data transmitted by the GammaTRACERs contains a ‘quality status’ word, which adds 
context to the readings

https://energy.ec.europa.eu/system/files/2015-01/tech_report_sweden_0.pdf
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UNEXPECTED IONIZATION EVENTS

Being equipped with energy-compensated 
and windowless tubes means that the 
GammaTRACER is only designed to 
respond to high-energy ionization events 
(45 kEV to 2000 kEV), resulting from either 
X-Rays or Gamma radiation

As it has been previously introduced, the 
GammaTRACER contains two Energy 
Compensated Geiger-Müller tubes. These 
models are designed to operate with a 
potential between the cathode and the 
anode within the 400-600 V range.  These 
tubes also lack a window, usually present 
in the GM tubes that also respond to alpha 
and beta particles, thus preventing low-
energy, spurious EMI, from easily 
reaching the gas chamber.
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SKYLINK SPOOFING

As I see it, this is very much the same scenario I elaborated during the Mirion’s WRM2 research, but adapted to 
Bertin’s SkyLINK, as we have the same elements: a custom RF protocol, a base station and software ingesting the 
readings.

Radio

The idea is, to be able to replicate the RF custom protocol of a Software Defined Radio (SDR), you need to characterize the 
protocol, modulation, encoding, frequencies, frame contents, and so on

Firmware

Usually, the most time-efficient approach is to capture (i.e., by tapping 
into the SPI bus, as in the slide below) the configuration loaded by the 
MCU into the RF transceiver. In order to do this, we just need to buy 
the same commercial RF transceiver used by the target device, inject 
the configuration we sniffed for that particular custom protocol and we 
will have a fully functional transceiver for our own purposes.
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MALWARE
I am using the term ‘Malware’ here purely to mean a piece of software that implements a potentially malicious logic. As a 
result, it should not be inferred that this software has been deployed by an adversary nor should one assume its origin.

I reached out to Juan Andrés Guerrero-Saade, a security researcher who managed to find the 
AcidRain wiper back in March 2022. The idea I had was to explore the, unlikely, possibility of finding 
the potential malware based on certain specific information (strings, database fields, paths…) 
collected by reversing DataEXPERT. As expected, nothing was found

- It is a likely assumption that the Central Processing Station was, somehow, manipulated. 

- it would then be a trivial matter to forge radiation levels at will as we have seen. This data would then 
be populated to other systems (e.g., scraped by saveecobot.com).

- The DataEXPERT architecture (Database + acquisition modules + main program) makes it an easy 
target, so the malware would not have to be anything very sophisticated either.

- Additionally, the fact that the Central Processing Station ‘disappeared’ does not help particularly in 
invalidating this option.
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7. Conclusions
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1. The abnormally high ambient equivalent dose rate (H*(10)) levels, detected during the 24th and 25th of February 
2022 by the Automatic Radiation Monitoring System (ASKRS) of the Chernobyl Exclusion Zone, were plausibly 
fabricated.

2. From a nuclear physics perspective, these radiation spikes cannot be explained as a response of the 
GammaTRACER radiation monitoring devices to a traffic-induced resuspension of contaminated dust in the 
Chernobyl Exclusion Zone.

3. Instead of being detected due to ionizing radiation processes, the H*(10) values, corresponding to the allegedly 
detected radiation spikes, were plausibly injected into the ASKRS network infrastructure at 13 different determined 
timestamps, following a specific set of software-generated patterns.

4. As a result of this plausible manipulation, the radiation levels (H*(10)) depicted by the real-time maps provided by 
saveecobot.com and srp.ecocentre.kiev.ua, did not correspond to the actual physical conditions in the area. 
During the period, these maps were consulted by millions of people, and also consumed as a single source of 
information by media outlets and official entities.
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Among the unusual reactions, or simply the lack of them, there is a decisive one for which I could not initially 
find a logical explanation

During the radiological incident of the CEZ there were two important events that attracted all the headlines: 
abnormally high radiation spikes and Russian soldiers digging trenches in the vicinity of the Red Forest. 
Coincidentally, the IAEA just analyzed the latter. The radiation spikes were barely mentioned in their technical 
reports or press conferences. This is a notable anomaly, as this approach goes against their own emergency 
response guidelines and past incident reports .
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This task required significant efforts and resources.

There, the ambient equivalent dose rate (according to the reported radiation spikes)  reached levels over 60 
μSv/h for more than 12 hours, and over 90 μSv/h for at least 4 hours. higher than the annual public dose limit 
(1 mSv), absorbed in less than 24 hours. 

However, nothing can be found about the estimated doses for the hundreds of Ukrainian workers (and 
Russian soldiers) located within the Chernobyl NPP area.
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There is no mention of samples collected from the Chernobyl NPP area either. Therefore, anyone who assumes the 
radiation spikes were real, after reading the IAEA reports, would be bound to believe in the fanciful scenario where a 
resuspension-based radiological incident, able to generate ambient equivalent dose rates of 93 μSv/h (within the range of 
certain Operational Intervention Levels), left no deposition traces.  

As a result, it must be assumed that the IAEA experts were more worried about a trench than about radiation spikes 
recording radiation levels higher than those detected after the Fukushima-Daiichi NPP accident. This is hard to believe, 
unless obviously, the nuclear safety experts from the IAEA silently concluded that the radiation spikes never actually 
happened.

Then one could ask why the IAEA did not come forward to clarify the situation about these radiation spikes. As I see it, 
the main reason is because at that moment, the IAEA would have likely been required to provide a proper explanation. 
This is the Gordian knot of this whole issue, not because of its technical difficulty, which is far from being a challenge for 
the nuclear experts who work at the IAEA, but likely due to its geopolitical implications.
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THANK YOU!

Ruben Santamarta – Independent Security Researcher

www.reversemode.com


