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Transferring identity claims
Classic (stateful) approach

Whose token is this?

4EC72A4BFF14A8CB
My token: >»
AEC72A4BFF14A8CB
>
<
Alice Name: Alice _
Server E-mail: alice@example.com Claim store
Birthdate: ... (e.g. session DB
Registered devices: ... or IdP)

Member of groups: ...
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Transferring identity claims
Cryptographic approach

My cryptographically
protected token:

Name: Alice Server
E-mail:.alice@example.ecom

Expiration date: ..

Alice
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Comparison

Stateful tokens Signed/encrypted claims
Many central DB lookups needed | Fast to verify and easy to scale
Mutable claims Claims fixed until expiration
Trivially revocable No revocation before expire date
Secrets are ephemeral Requires key management
Token leak: compromise 1 user Key leak: compromise all users
Easy to build, given secure RNG | Involves complex cryptography

Common hybrid approach: cryptographic access token and stateful “refresh token”
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Response  gm ID=_8c3b..

Image sources: HackTricks, SEC Consult blog

Ciphertext submitted by attacker

Decryption result (internal to server)

HTTP response send to attacker

9870d401a7d4b9f4c7¢c5728c980bb6d5
c546ad79e8a198440929c3cf6£9ab793
7465878dl1de5a8bee5555554efcdb07

expire:1645826339090$u:user\:arealm/bob%
1645826339090
$m2ZQz+j4D0LL+zWBEIEgtAxrcd6mOZZi[. . .]

200 OK

9870d401a7d4b9f4c7¢c5728c980bb6d5
00000000000000000000000000000000
c546ad79e8a198440929c3c£6£9ab793
7465878dllde5a8bee5555554efcdb07

expire:16458263390905u:user\:arealm/bob%
€' 91833900009 AIWOOVOIOsP3Onnoa
XBaQOEQ1 QP OO OO0 P xg¥b

$m2Z2Qz+j4DOLL+zWBEIEgtAxrcd6mOZZi[. . .]

200 OK

9870d401a7d4b9£f4c7¢c5728c980bb6d5
00000000000000000000000000000001
c546ad79e8a198440929c3c£f6£9ab793
7465878d1l1lde5aBbee5555554efcdb07

expire:16458263390905u:user\:arealm/bob%
m {Q#xOhO1 (€] 5ONEOLO6 5 yAA
x,gofamwgwom jwwoooxg%?

$m22Qz+j4D0LL+zWBEIEgtAxXrcd6mOZZi|. . . k\

403 Access denied
Set-Cookie: LtpaTokenzZ=""

N\

Co-incidental percent sign

Attacker-controlled bitflip
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JSON Web Tokens

Encoded Decoded  Massive improvement
HEADER: over legacy standards
eyJhbGci0iJIUzZITNiIsInR5cCI6IkpXVCJY. ey
JzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6Ikpva o * Proper integrity protection
G4gRGI1TiwiaWFOIjoxNTE2MjM5MDIy Q. SF1Kx St
wRJSMeKKF2QT4fwpMeJT36P0Ok6yJV_adQsswSc } * Easy to read and debug
oAYLOAD « Simple and concise claims
e > 100 implementations
sub”: "1234567894
ene i John Doct, * Used by OpenlD Connect

* They’re everywhere

Image source: jwt.io
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Some JSON Web Acronyms

JWT (JSON Web Token): JSON-based claims format using JOSE for protection

JOSE (Javascript Object Signing and Encryption): set of open standards, including:
JWS (JSON Web Signature): JOSE standard for cryptographic authentication
JWE (JSON Web Encryption): JOSE standard for encryption

JWA (JSON Web Algorithms): cryptographic algorithms for use in JWS/JWE

JWK (JSON Web Keys): JSON-based format to represent JOSE keys
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Prior JWNT attacks

« Bypass signature validation by providing a token signed with the "none™ algorithm
« Bypass blockilist filter with “nOne”...

« Algorithm confusion: using an RSA public key as an HMAC secret key

« Key injection/self-signed JWT: putting your own key in the “jwk” header

» Classic crypto attacks against primitives: RSA padding oracle; CurveSwap

* Probably most common: simple dictionary words being used as cryptographic keys
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Important design flaws
(personal opinion)

1. Deciding the decryption/validation algorithm based on untrusted ciphertext

2. Letting end users choose between cryptographic algorithms

3. ... Including one broken since 1998 (RSA PKCS#1 v1.5 encryption) and “none”

4. Some algorithms are interchangeable, some dramatically change security properties

5. Over-engineered: trying to support many (obscure) use cases at once



blgk hat

LSA 2

New attack:
sign/encrypt confusion

#BHUSA @BlackHatEvents



0

blackhat

USA 2023

JWT flavors

JWT in JWS format JWT in JWE format Nested JWT (JWS in JWE pattern)
A collection claims |{ A collect A Ollection | e
in JSON format WiiggWe . . CO e(_:tlon { YRR R JSON format "sub": ..., FERERET
"™ claims in gl P e ol 22227227
il JSON format| w...w. | encrypt pl2222222 encrypt 12222222
------ SO 22922250 BASE64URL SonEae
e @ @40 | | 2927272727 JWS encoding 22727272727
} 222227 oo
_ Header Payload Signature
BASE64URL encoding BASE64URL ’ | - BASE64URL
encodlng encoding
d | d - JWE
Hea er L Pay o . Slgnature Header ) Encrypted Key . Vector ) Payload ) Tag Header Encrypted Key Vector Payload Tag

Symmetric JWS Asymmetric JWS Symmetric JWE Asymmetric JWE

Authenticity

Confidentiality

Image source: Takahiro Kawasaki
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JWT flavors

JWT in JWE format
A collection [; 2222227
claims in Tieoih 29222277
JSON format| we gon. | encrypt 22272227
SUD™ s P 00
""" el A iR
} 2222727
BASE64URL
encoding
Header Encrypted Key Vector Payload Tag

Symmetric JWS Asymmetric JWS Symmetric JWE Asymmetric JWE

Authenticity

Confidentiality

Image source: Takahiro Kawasaki
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Should we expect developers to be
crypto experts?

Fmmm Fomm Fmmm - Fomm +
| "alg" Param Value | Key Management | More | Implementation |
| | Algorithm | Header | Requirements |
| | | Paxams | |
oo o [P o mm e +
| RSA1_5 | RSAES-PKCS1-v1_5 | (none) | Recommended- |
| RSA-ODAEP | RSAES OAEP using | (none) | Recommended+ | . . -
| | default parameters | | | Not suitable for JWTs! is rsa oaep secure? X & Q
| RSA-OAEP-256 | RSAES OAEP using | (none) | Optional |
| | SHA-256 and MGF1 | | |
| | with SHA-256 | | | i . .
| A128KW | AES Key Wrap with | (none) | Recommended | Mews Images Videos Books Maps Flights Finance
| | default J:mitial | | |
| | value using | | |
| | 128-bit key | | | . £140.00C Its (0.39 .
| A192KW | AES Key Wrap with | (none) | Optional | About 140.000 results (0,39 seconds)
| | default initial | | |
| | value using | | | : . . . .
| | 192-bit key | | | Fine for IWTs The RSA encryption algorithm is the most secure and widely used
A256KW AES Key Wrap with (none) Recommended o 0 0 .
I I default initial I I I public key cryptographic algorithm. In this paper, we review RSA
value usin . . .
I I 256-bit keg I I I algorithm and one most used padding scheme OAEP with RSA. RSAES-
| dir | Direct use of a | (none) | Recommended | . . . P
I I ihared Sﬁ"‘mﬁéfc I I I OAEP protects RSA against semantical insecurity.
ey as the
| ECDH-ES | Elliptic Curve | "epk", | Recommended+ | drpress.org
| | Diffie-Hellman | "apu", | | DR
| | Ephemeral Static | "apv" | | . https://drpress.org » ojs » HSET » article » view PDF
| | ke;_r agreement | | | . .
| | using Concat KDF | | | ) I An Overview of RSA and OAEP Padding - DRP
| ECDH-ES+A128KW | ECDH-ES using | "epk", | Recommended |
| | ECOH-ES Using e | voike | 1 Not suitable for JIWTSs! O
| | wrapped with | "apv" | | e EEEE mEE s
| | "A128KW" | | |
| ECDH-ES+A192KW | ECDH-ES using | "epk", | Optional |
| | Concat KDF and CEK | "apu", | |
| | wrapped with | "apv" | |
| | | | |

"AL192KW"
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Key file:

JWT signer:

JWT validator:

n Ktyll

"n":
"e':
"d":
Ilpll:
Ilqll:

"dp":
"dg":

Ilqill:

auth
time
js

open
key J

header
payload

: "RSA",

"sEFRQzskiSO0rUYiaWAPUMF66YOxWymrbT6PQqnCdnUla8PwI4KDVI2XgNGg9X0dc-jRICmp
"AQAB",

"dsIr P7WqUjNYEyIopFB4a2SKohTWmQRrbk1lGglzUM1iZ0mKub kn303S1iKMBT8QuIDQHF
"2ubPBIRKrNgC8TOMaimOfIpGadZTUcOwntIX4Rzb2IZ1ThUfFeTq80GFRgcMTn1W54cqjzM
"ziBDoJVUNK7s-WDX1kr 69rxwLIOr6I183jC2BxV3g2xY0QoybPj7yvnXeMUDH8kfNTqPbZZ
“NzgJ-MW2YKuM8nNidFVPUDAK1EOqL3RnU2KEBRFWk -g8XdoOIWPBsEnzalrWi-YqSfVaOw
“"XOFm98YyImcsOxbrLjrvZPzMcLMcUIP8YZBp4-20t51d8EqvvDDZbNX1x0KpjLoYyOhxVs
"1QH5d-TiaZL Q -NalMj3rFL8VIL0o31Tr0Qz6cllp6pONoKOL7BCyosYSoORvainM3i7nv

lib.jose jwt, JsonWebKey
time
on

(‘rsa-key.jwk', 'r") keyfile:
sonWebKey.import key(json.load(keyfile))

{'alg': 'RS256'}
{'iss': 'secure-issuer', 'sub': username, 'exp': round(time())

token jwt.encode(header, payload, key).decode()

auth
sy

open
key J

claims
username

lib. jose jwt, JsonWebKey
s, json

('rsa-key.jwk', 'r'") keyfile:
sonWebKey.import key(json.load(keyfile))

jwt.decode(token, Kkey)
claims.validate()['sub']
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Key file:

JWT signer:

JWT validator:

n Kty

IIr| -
Ilell:
Ildll:

Ilq :

Ildpl :
Ildqll:
Ilqill:

aut

tim

]

ope
key

header

payload
token

aut
5

ope

key

claims
username

n : ”RSA”'
"sEFRQzskiSO0rUYiaWAPUMF66YOxWymrbT6PQqnCdnUla8PwI4KDVI2XgNGg9X0dc-jRICmp
IIAQABII ,

"dsIr P7WqUjNYEyIopFB4a2SKohTWmQRrbk1lGglzUM1iZ0OmKub kn303S1iKMBT8QuIDQHF

"2ubPBIRKrNgC8TOMaimOfIpGadZTUcOwntIX4Rzb2IZ1ThUfFeTq80GFRgcMTn1W54cqjzM
"ziBDoJVUNK7s-WDX1kr 69rxwLIOr6I183jC2BxV3g2xY0QoybPj7yvnXeMUDH8kfNTqPbZZ
“NzgJ-MW2YKuM8nNidFVPUDAK1EOqL3RnU2KEBRFWk -g8XdoOIWPBsEnzalrWi-YqSfVaOw
“"XOFm98YyImcsOxbrLjrvZPzMcLMcUIP8YZBp4-20t51d8EqvvDDZbNX1x0KpjLoYyOhxVs
"1QH5d-TiaZL Q -NalMj3rFL8VIL0o31Tr0Qz6cllp6pONoKOL7BCyosYSoORvainM3i7nv

hlib.jose jwt, JsonWebKey
e time
son

n('rsa-key.jwk' 'r") keyfile:
Jsonwebney . Liiport key(json.load(keyfile))

{'alg': 'RS256'}
{'iss': 'secure-issuer', 'sub': username, 'exp': round(time())
jwt.encode(header, payload, key).decode()

hlib.jose jwt, JsonWebKey
ys, json

ni'rsa-key.jwk' 'r") keyfile:
Jsonwebney. Lnpurt key(json.load(keyfile))

jwt.decode(token, Kkey)
claims.validate()[ 'sub']

RSA JWK file usable for:
- Signing

- Validation

- Encryption

- Decryption

Decides algorithm based on
JWT header. Accepts
RSA-encrypted JWE!



blgk hat

USA 2023

Preconditions: {

. 35256-" . Compact JSON

1. Library supports asymmetric JWTs
App uses JWS tokens with RSA or ECDSA (RS*/PS*/ES*) e

: "example.com", Compact JSON
: "admin",
. 1689582857

Private key accessible by validation function )

x

No specific algorithm or JWT wrapper type is enforced [ :

52 BE 1E E3 3D Bl 65 EC 9A 8A 1A 36 0
73 7C AA 57 93 AB 97 F7 48 88 IC 5C §
93 CA DO 4B BO 01 09 78 51 63 CF 89 4 ko Encryption Algorithm
32 4B 93 09 4E 76 D4 D5 FF 12 E5 6B §

Attacker can determine public key. E.g. by: 00 2 C2 85 75 A2 Co 34 3¢ 5C A0 89 3 mSALS -
89 33 A9 DD 4B 62 BA FE 09 A4 BS BE 3 Content Encryption Algorithm

A3 7D FO 9F D6 1C E4 86 4B FA 97 36 D
17 5B 3F 10 EB 42 7A 73 62 A6 C8 0B 0 | Al28GCM v

- Reading it from OIDC endpoint /jwks.json

Raari

o~ WD

| 0K | Cancel

- If alg Is RS*, can compute it from two tokens ( )


https://github.com/SecuraBV/jws2pubkey

blgk hat
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New attack:
polyglot JWT

#BHUSA @BlackHatEvents
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A dangerous pattern

1: JWT string 3: JWT string
Library B
Lol i Application Clalrrﬁs
(JWT validator)
processor
2: Validation result: ok/not okay 4: Authorization decisions

What if library A and library B parse JWTs differently?



blgl?‘:k hat

USA 2023

See also:


https://bishopfox.com/blog/json-interoperability-vulnerabilities
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Or an altemative serialization format?

JWS Compact Serialization

eyJhbGciOiJIUzI1INIISINR5cCI6IkpXVCI9.eylzdWIiOiJhbGljZSIsImIhdCI6M
TUXNjIzOTAYyMnO.rv61W60MY3WdNuyFrbDb31rcbBpfuYWoS4fOI6Mmjeg

JWS Flattened JSON Serialization

{
"protected":"eyJhbGciOiJIUZI1INIiIsInR5cCI6IkpXVCI9",
"payload":"eyJzdWIiOiJhbGIljZSISImIhdCI6MTUxNjIzOTAyMnO",
"signature":"rv61W60MY3WdNuyFrbDb31rcbBpfuYWoS4fOI6Mmjeg”
b

JWT spec requires compact, but some libraries pass the
JWT to a general JWS parser that accepts either type
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| |
h h 1l
P2 = O B Pa = @ e

[
— ¥
[ T Y < T T R = =

python-jwt JWT validator

(assumes compact)

Library mismatch

header, claims, _ = jwt.split('.')

parsed_header = json_decode(base6durl_decode(header))

alg = parsed_header.get('alg")
if alg is None:

raise _JWTError('alg header not present')
if alg not in allowed_algs:

raise _JWTError('algorithm not allowed: ' + alg)

i

if not ignore_not_implemented:
for k in parsed_header:
if k mot in JWSHeaderRegistry:
raise _JWTError({'unknown header: ' + k)
if not JWSHeaderRegistry[k].supported:

raise _JWTError('header not implemented: ' + k)

it pub key:
token = JWS()

token.allowed_algs = allowed_algs
token.deserialize(jwt, pub_key)
elif 'none' not in allowed_algs:
raise _JWTError('no key but none alg not allowed')

parsed_claims = json_decode(basefdurl_decode(claims))

» Jwcrypto JWS validator
(first tries JSON; then compact)

try:
djWws = json_decode(raw_jws)

1T 'signatures' in djws:
o[ 'signatures'] = []
for s in djws['signatures']:
0s = self._deserialize signature(s)
o[ "signatures'].append{os)
self._deserialize b64(o, os.get('protected'}))

at

else:
o0 = self. deserialize signature{djws)
self._deserialize b64(o, o.get('protected'}))

1T 'payload' in djws:
if o.get('b64', True):
o[ "payload'] = basefdurl_decode(str(djws['payload']))

else

o[ "payload'] = djws['payload"]

except Valuekrror:
C = raw_jws.split('.")
it len(c) != 3:
raise InvalidJWSObject('Unrecognized'
" representation') from None
p = baseG4url_decode(str(c[@]])

if len(p) = @:

o["protected'] = p.decode('utf-8")

self. deserialize b64(o, o['protected'])
o['payload"] = bas rl_decode(str{c[1]))
o[ 'signature'] = baseG4url_decode(str(c[2]))
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A polyglot token

"AAAA": " XXXX.",
"protected"”: "AAAA",
"payload": "BBBB",
"signature”: "CCCC"
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A polyglot token

jwcrypto ignored unknown JSON fields:

1

"protected"”: "AAAA",
"payload": "BBBB",
"signature"”: "CCCC"

y
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A polyglot token

python-jwt split on periods, and
Ignored non-base64 characters:

header payload

AAAA" " XXXX.

Given a token with a legitimate payload, the
attacker can replace it with any spoofed claims
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New attack:
billion hashes attack

#BHUSA @BlackHatEvents
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| PBES2 with HMAC

| SHA-256 and

| "A128KW" wrapping

| PBES2 with HMAC

| SHA-384 and

| "A192KW" wrapping
PBES2-HS512+A256KW | PBES2 with HMAC

| SHA-512 and

| "A256KW" wrapping

+

4.8. Key Encryption with PBES2

This section defines the specifics of performing password-based
encryption of a JWE CEK, by first deriving a key encryption key from
a user-supplied password using PBES2 schemes as specified in

Section 6.2 of [RFC2898], then by encrypting the JWE CEK using the
derived key.
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What can go wrong?

« Standard designer wants versatility: includes useful PBES algorithms

« Library implementer wants feature-completeness: implements all JWE algorithms
« Library implementer wants simple and clean interface: same API for all algorithms
« User decodes token with default settings, assuming these must be secure

* Result: application will try to decrypt JWTs claiming to be encrypted with a
password, even though that doesn’t really make sense

« But if there’s no token spoofing cross-protocol attack between PBES and other
algorithms this should not be a problem, right?
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A PBES header parameter

4.8.1.2. "p2c” (PBES2 Count) Header Parameter

The "p2c" (PBES2 count) Header Parameter contains the PBKDF2
iteration count, represented as a positive JSON integer. This Header
Parameter MUST be present and MUST be understood and processed by
implementations when these algorithms are used.

The iteration count adds computational expense, ideally compounded by
the possible range of keys introduced by the salt. A minimum
iteration count of 10@@ is RECOMMENDED.
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DoS with a token header

{
"alg": "PBES2-HS512+A256KW",
"p2s": "AAAAAAAAAAAAAAAAAAAAAAY,
"p2c": 2147483647,
"enc": "A128CBC-HS256"

b

* Rest of the JWE can consist of bogus strings.

» The server needs to perform more than 4 billion SHA512 hashes to derive the
token encryption key in before it can determine that this JWT Is invalid.

« Unauthenticated: attacker does not need to know what a valid token looks like.

It has to do this for every request with a JWT!
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JWT library research

* Focus on popular open source libraries. Could not cover all 100+ JWT libraries!
« Vulnerabilities mainly found in highly featured libraries.

* Responsible disclosure very pleasant: fast and excellent response in each case
« Vulnerabilities found and mitigations implemented in the following libraries:

Library Language Affected versions Vulnerability
Authlib Python <vl1l.1.0 Sign/encrypt confusion | CVE-2022-39174
JWCrypto Python <vl.4 Sign/encrypt confusion | CVE-2022-3102
JWX PHP <0.12.0 Sign/encrypt confusion
Python-jwt Python <v3.34 Polyglot token CVE-2022-39227
Jose JavaScript <v1.28.1, v2.0.5, Billion hashes CVE-2022-36083

v3.20.3,v4.9.1

Jose-jwt NET <v4.l Billion hashes
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Recommendations for JWT Iibra
developers

« Less is more: don’'t implement features with rare use cases, or turn them off by default.

« Don’t use the “alg” parameter in the token to decide the algorithm. Instead force users
to make this explicit in their code or key file.

* Don't support JWTs using asymmetric or password-based encryption.

* Avoid validate-then-parse-again patterns.
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group

Specify security recommendations to avoid the issues discussed here.

« Explicitly list which JIWS and JWE algorithms are allowed for JWTs. Exclude the likes
of “none”, PBES and public key encryption.

« Encourage existing methods to enforce that a key is only used with a single algorithm.

 Ideally, remove “alg” from token headers altogether.
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Recommendations for applicatio
developers using JWTs

* Reconsider if you really need encrypted claims. Boring old random tokens have
many advantages!

* Consider JWT alternatives like PASETO, Macaroons or Biscuits.

 When using JWT, always explicitly configure the validation algorithm.

« A JWT validation library is a critical dependency. Don't forget to patch them!



blgc’:k hat

LSA 2

Thank you!

#BHUSA @BlackHatEvents



