
LABS

When Windows Defender Updates Become a Security Risk

Omer Attias
Tomer Bar

Defender - Pretender



● SafeBreach has been qualified to speak 10 talks at Black Hat USA

● 20 years experience in security research

● Main focus in APT and vulnerability research

● Presented at many global security conferences

Such as: Black Hat USA 2020, DEFCON 28-30

● 2023 - Qualified to speak 3 talks at Black Hat, DEFCON
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● 6 years of experience in cyber security

● Main focus in low level & vulnerability 

research

● Technology and science enthusiast
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● Introduction

● Defender Update Process 

● The vulnerability

● Attack vectors

● Takeaways

● Q & A
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Motivation - Flame

● Discovered by Kaspersky in 2012

● State-Sponsored

● 20 MB of code

● One of the most sophisticated

Malware ever analyzed

● Signed with a fraudulent Microsoft certificate

● Flame Hijacked Microsoft updates

For lateral movement 

https://en.wikipedia.org/wiki/Public_key_certificate


Research Goal and challenges

Achieve similar capabilities running as an unprivileged user 
without possessing a forged certificate and without using 
MITM.

Resulting in turning the original Windows Defender process 
to our full control.



Update Process
High Level Understanding



What Windows Defender Pulls?

Microsoft Protection Antimalware Front End.
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mpam-fe.exe Execution



Database Files & mpengine.dll



Base & Delta Files

Base

MZ

Delta

MZ



Base & Delta Versions

Base

MZ

Delta

MZ

1.391.3508.0 1.391.0.0

<major.minor.build.revision>



Security Intelligence Version

Delta

MZ

1.391.3508.0



Digital Signature

mpengine.dll

DeltaDelta

Base Base

Update Payload



Update Process Summary

Update Payload

MpSigStub.exe mpengine.dll

Delta Delta

Base Base

mpam-fe.exe



Playing Around With The Files
The First Clue That Something Is Fishy



Pick a Target

Update Payload

MpSigStub.exe mpengine.dll

Delta Delta

Base Base

mpam-fe.exe



Trying To Modify MpEngine.dll

Update Payload

MpSigStub.exe FAKE
mpengine.dll

Delta Delta

Base Base



Trying To Modify MpEngine.dll

Update Payload

MpSigStub.exe FAKE
mpengine.dll

Delta Delta

Base Base

Execute “Stub” 



Trying To Modify MpEngine.dll

Update Payload

MpSigStub.exe mpengine.dll

Delta Delta

Base Base



Trying To Modify the VDM files

Update Payload

MpSigStub.exe mpengine.dll

Delta Delta

Base Base

Execute “Stub” 



First Clue That Something Is Fishy

Delta

MZ

1.391.3509.0

Delta

MZ

1.391.3508.0



Trying To Modify Random Byte

Delta

MZ

1.391.3509.0

Delta

MZ

1.391.3508.0

Random 
byte

Random 
byte+1



Summary 

● We gained basic understanding of the update process

● Investigated each file involved

● We failed to modify mpengine.dll

● We successfully updated Defender with 

Using a modified ‘VDM’ file version

● A low privileged user can run an update

● We failed to update using random data modification 



MpSigStub to MsMpEng
Update With a Low Privilege User



MpSigStub to MsMpEng

MsMpEng.exe
Microsoft Malware Protection 

Engine
Protected Process Light Process (PPL)

Black Box

MpSigStub.exe
Malware Protection 

Signature Update Stub

???



MpSigStub to MsMpEng
Manual reversing reveals RPC_GUID which belongs to mpsvc.dll
RPC func num:42



MpSigStub to MsMpEng

Msmpeng.exe
Microsoft Malware Protection Engine

Protected Process Light Process
(PPL)

MpEngine.dll
Defender Scan Engine

MpSVC.dll
Defender RPC server

MpSigStub.exe
Malware Protection Signature 

Update Stub

MpClient.dll

Defender Client Interface

Unprivileged process Privileged process

https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-


Execution Flow - mpsvc to mpengine

mpsvc::InitEngineContext

mpengine::__rsignal

mpengine::StartMpEngine
mpengine::DispatchSignalHelper

mpengine::ksignalupper

mpengine::ModProbeInit

mpengine::modprobe_init_worker

mpengine::LoadDatabase
mpengine::ConsumeInputCompressed

Called 4 times
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VDM File Format



VDM File Format
MZ

COMPRESSED DATA

RMDX

sections

.rdata

.rsrc



VDM File Format

VDM

Resource

MZ

RMDX

Zlib 
Compressed

Defender 
Signatures



The Signatures Are Not Encrypted! Base file

proprietary structure

Threat Name

Signature Bytes



Delta Decompressed Data

Base

Defender 
Signatures

Delta

Unknown

Zlib
Compressed

Zlib
Compressed



Signature Structure



Signature Structure



Signature Types



Threat Begin & Threat End 

Begin

End



Evaluation



Threat Begin Signature



Smart modification on Conti Signature



Smart modification on Conti Signature



Modify Conti Threat Name – Update failed



The Validation 



Quick Reminder

mpengine.dll

LoadDatabase

ConsumeInputCompress

For Each VDM:

BaseDelta
Base

Delta



RMDX & Zlib Headers RMDX Header



RMDX & Zlib Headers

Zlib Data Header



CRC32 Algorithm



Trying One More Update Attempt

Raw Signatures 

VDM File 

VDM File 

New



Trying One More Update Attempt



How Do We Modify?

Base Modified
Delta

MZ

IGNORED



Two Pairs Of VDM Files

mpavdlta

VDM

mpavbase

VDM

mpasdlta

VDM

mpasbase

VDM

AntiVirus AntiSpyware



What The Purpose Of Delta Files?

Base Delta Merged
1.391.0.0 1.391.3508.0 1.391.3508.0



The Merge
Internals



What’s The Delta Format?

Delta



BLOB_RECINFO & BLOB

BLOB_RECINFO

BLOB



BLOB Structure



Actions



Reverse ConsumeInputCompress

MSB Check



Action Types

Copy From Delta

Copy <size> bytes from the 

current position of delta file

to the merge file

Copy <size> bytes from 

<offset> within the base file

to the merge file

Copy From Base



Action Header 

0

WORD

10 0 0 0 0 0 0 0 0 0 0 0 0 0

Action Type



CopyFromDelta - Example

<bytes>

01 00 5C

0

<size> = 1
10 0 0 0 0 0 0 0 0 0 0 0 0 0

MSB



Action Header - CopyFromBase

1

WORD

10 0 0 0 0 0 0 0 0 0 0 0 0 0

CopyFromBase



Action Header - CopyFromBase

1 11 1 1 1 1 1 1 1 1 1 1 1 1

0xffff 0x7fff 6 <size> 
(0x8005)

MSB Off

&

WORD
1



CopyFromBase - Example

Action Header

(0xffff & 0x7fff) + 0x6 = 0x8005 

<offset>

FF FF 01 00 00 00

<size>



Sum Up

Delta

BLOB

Actions



Merge Algorithm



Diffing Base and Merge
Base After Merge



Eureka - Unknown Numbers 



Validations Recap - Zlib Data Validation

<CRC
>

Zlib 
CompressedCalculateCRC

VDM

Zlib 
Compressed

<CRC>



Validations Recap - Merge Validations

MergedGetSiz
e

<MergedSize>

CalculateCRC <MergedCRC>Merged



Can We Fake an Update?



We Did It !!!

Version Before
Updated to: 1.383.1800



(CVE-2023-24934)
Attack Vectors



wd-pretender



Delete LaZagane Threats

Threats

Merged

Conti

LaZagane

Mimikatz

Threat #4



Delete LaZagne Threats



Friendly Files

30,000 friendly hashes



Friendly Files: First Generic Bypass

What will happen if we will replace existing friendly file 
hash with mimikatz hash?

Friendly Mimikatz :)





Final Attack Vector: DOS “!This program cannot be run in DOS Mode”



Final Attack Vector: DOS 

● The demo was recorded on an older version of Defender

● The latetst version implements few additional checks:
The "SIGNATURE_TYPE_TRUSTED_PUBLISHER" (112)
To make Defender delete benign drivers and OS executables.



Future Work - Possible Local Privilege Escalation



Future Work - Possible Local Privilege Escalation

● Rule: Filename Similar To 
Windows File.A

● Checks if a file has the
Same name of OS 
Executable but not in
The legit path.

● Only 6 extension are 
Checked, what about “.SCR” 

● Only in system32,syswow64



Takeaways

● Trust no one

● Using digitally signed files               totally secure

● Signature update process of security controls is a 
new possible attack vector



Vendor Response

Microsoft released a fix on April - CVE-2023-24934
The fix validates the digital signature of all VDM files 

The fixed version is:
Microsoft Malware Protection Platform version 4.18.2303.8



wd-pretender

https://github.com/SafeBreach-Labs/wd-pretender



References

● https://github.com/commial/experiments/tree/master/windows-
defender/VDM

● https://github.com/sztupy/luadec51/

● https://www.crowdstrike.com/blog/evolution-protected-processes-
part-1-pass-hash-mitigations-windows-81/

https://github.com/commial/experiments/tree/master/windows-defender/VDM
https://github.com/sztupy/luadec51/
https://www.crowdstrike.com/blog/evolution-protected-processes-part-1-pass-hash-mitigations-windows-81/
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Thank you!
Tomer Bar
Omer Attias
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