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Red Teamers 
looking for new 
attack surface to 

explore

Blue Teamers 
identifying threat 

models 

Anyone that 
plays arbitrary 

videos

Policy makers 
aiming to assess 

risk

4

Developers 
working with 

compressed videos

Who this talk is for and why
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• Willy R. Vasquez (wrv)

• PhD Student at UT Austin

• Research in systems security, 

cryptography, and cyberlaw and 

policy

• Previously at        and
https://wrv.github.io/ 

$whoami
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Untrusted Videos are everywhere
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https://www.cnet.com/a/img/resize/19d121061212dbcc2d5d4e1fb24105782b688986/hub/2016/04/12/2a156646-e83f-4d96-8485-16aa05b01948/facebook-messenger-dropbox-file-sharing-2.jpg?auto=webp&width=1920 

https://newsfeed.org/wp-content/uploads/shutterstock_212129986-800x445.jpg
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Processing Arbitrary Videos is 
Dangerous

Can enable 0-click 
attacks via 

thumbnailing

Parsed by applications, 
kernels, and dedicated 

hardware

Existing defenses rarely 
focus on issues at the 

kernel or hardware level

Applications

Kernel

Hardware
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8

Videos are compressed with complex 
algorithms called codecs
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Ubiquity and complexity lead to a vast 
and underexplored attack surface
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To explore the complexity of H.264, we 
introduce H26Forge
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To explore the complexity of H.264, we 
introduce H26Forge
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With H26Forge, we found and reported 
issues in 

applications, kernel drivers, and hardware
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Show the complexity 
of video decoding and 

demonstrate the 
decoder attack 

surface

H26Forge
Toolkit to produce specially 

crafted videos to find 
vulnerabilities in video 

decoders and investigate 
their exploitability Dive into serious 

vulnerabilities found 
in the iOS Kernel

Agenda

13
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H26Forge is Available
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https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge
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Video Attack Surface
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Threat Model

16

Website.com

ThumbnailPlay

Play

Thumbnail
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Video Decoding Pipeline

MP4

H.264 Parameter 
Sets

H.264 Slices

Browsers/
Video Players

Parse MP4

Kernel Driver

Parse Parameter Sets

Hardware

Parse Picture Data

Video 
Frames

H.264 Parameter 
Sets

H.264 Slices H.264 Slices

17
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Dedicated Hardware Decoding

● Decoding is computationally heavy, so 

dedicated hardware ensures smooth 

playback

● Identified 25 different providers of 

H.264 hardware video decoders

○ Components of System-on-Chips 

and GPUs

○ Not always clear which decoder is 

on your device

● Each video decoder has its own kernel 

driver that controls it

18

Company Product Name

Allegro DVT              AL-D series                        

Allwinner                CedarV                             

AMD                      Video Coding Engine                

Amlogic                  Amlogic Video Engine               

Amphion                  Malone                             

Apple                    AppleAVD                           

Arm Mali                 Video Engine                       

Broadcom                 Crystal HD and VideoCore           

Cast                     Baseline Decoders                  

Chips'N Media            Coda                               

HiSilicon                VDEC                               

Imagination Technologies PowerVR MSVDX D-series             

Intel                    QuickSync                          

MediaTek                 VPU                                

MSTar Semi               Decoder                            

Nvidia                   NVDEC                              

Qualcomm                 Venus                              

Realtek                  RTD series                         

RockChip                 RKVdec                             

Samsung                  Multi-Format Codec (MFC)           

STMicroelectronics       DELTA                              

Texas Instruments        IVA-HD                             

UNISOC                   Video Signal Processing Unit (VSP) 

VeriSilicon              Hantro                             

VYUSync                  H.264 Decoder                       
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Decoder Kernel Driver

● Takes untrusted input from the Internet

● Parses part of the video in the kernel

● Sends the rest to hardware to produce frames

19

Surely nothing could go 
wrong
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AppleD5500
● Found in up to A11 SoCs (iPhone 8)

● Imagination Technologies

● AppleD5500.kext

Apple Mobile Hardware 
Video Decoder

AppleAVD
● Introduced in A12 SoCs and M1 Macs

● Apple

● AppleAVD.kext

20
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AppleD5500
● Found in up to A11 SoCs (iPhone 8)

● Imagination Technologies

● AppleD5500.kext

21

Apple Mobile Hardware 
Video Decoder

AppleAVD
● Introduced in A12 SoCs and M1 Macs

● Apple

● AppleAVD.kext
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AppleD5500
● Found in up to A11 SoCs (iPhone 8)

● Imagination Technologies

● AppleD5500.kext

AppleAVD
● Introduced in A12 SoCs and M1 Macs

● Apple

● AppleAVD.kext

22

Apple Mobile Hardware 
Video Decoder
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AppleD5500
● Found in up to A11 SoCs (iPhone 8)

● Imagination Technologies

● AppleD5500.kext

AppleAVD
● Introduced in A12 SoCs and M1 Macs

● Apple

● AppleAVD.kext

CVE-2022-22675
AppleAVD H.264 vulnerability 

exploited in the wild!

We demonstrate how to exploit 
it for a heap overflow

Found 3 parsing vulnerabilities in 

AppleD5500.kext

● CVE-2022-42850: Heap overflow

● CVE-2022-42846: DoS (0-click)

● CVE-2022-32939: Controlled write

23

Apple Mobile Hardware 
Video Decoder

Full Details in the 
Paper
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H.264/AVC Basics

24
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● Standardized in 2003 by the ITU & 

the Moving Picture Experts Group 

(MPEG). 

● Has two names: H.264 and AVC. 

We default to H.264 for simplicity.

● Over 800 pages describing video 

decoding

● H.264 is supported on practically 

all modern devices

H.264 or the 
Advanced Video Codec (AVC)

https://www.itu.int/rec/T-REC-H.264

25

https://www.itu.int/rec/T-REC-H.264
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MP4 to H.264

26

MP4

H.264 Parameter 
Sets

H.264 Slices

ffmpeg -i input.mp4 -vcodec copy -an \
  -bsf:v h264_mp4toannexb output.264 

00000001 6764000B ACD9424D F8840000 
000168EB ECB22C00 00016588 8400197F 
32C80001 06090682 C5570000 0001419A 
216C4197 2EB0

Input.mp4
Output.264
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Identifying H.264 Structure

27

00000001 6764000B ACD9424D F8840000 
000168EB ECB22C00 00016588 8400197F 
32C80001 06090682 C5570000 0001419A 
216C4197 2EB0

Output.264
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Identifying H.264 Structure

28

Output.264

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F 
32C80001 06090682 C5570000 0001419A 
216C4197 2EB0
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Identifying H.264 Structure

29

Output.264

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F 
32C80001 06090682 C5570000 0001419A 
216C4197 2EB0

Start Codes: [00 00 00 01] or [00 00 01]
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Identifying H.264 Structure

30

Output.264

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0
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Identifying H.264 Structure

31

Output.264

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

Network Abstraction Layer Units 
(NALUs)
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Identifying H.264 Structure

32

Output.264

00000001 6764000BACD9424DF884
00000001 68EBECB22C
00000001 65888400197F32C800010
00000000 006090682C557
00000001 419A216C41972EB0

NALU: 
Network 

Abstraction 
Layer Unit

Start Codes
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Identifying H.264 Structure

33

Output.264

00000001 6764000BACD9424DF884
00000001 68EBECB22C
00000001 65888400197F32C800010
00000000 006090682C557
00000001 419A216C41972EB0

NALU Headers

NALU: 
Network 

Abstraction 
Layer Unit

Start Codes
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Identifying H.264 Structure

34

Output.264

00000001 6764000BACD9424DF884
00000001 68EBECB22C
00000001 65888400197F32C800010
00000000 006090682C557
00000001 419A216C41972EB0

NALU: 
Network 

Abstraction 
Layer Unit

Start Codes

NALU
Header

NALU Headers specify a NALU type
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Identifying H.264 Structure

35

Output.264

6764000BACD9424DF884
68EBECB22C
65888400197F32C8000106090682C557
419A216C41972EB0

NALU: 
Network 

Abstraction 
Layer Unit

NALU Headers specify a NALU type

NALU
Header
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Identifying H.264 Structure

36

Output.264

7: Sequence Parameter Set (SPS)
8: Picture Parameter Set (PPS)
5: Instantaneous Decoder (IDR) Refresh Slice
1: Non-IDR Slice

NALU: 
Network 

Abstraction 
Layer Unit

Parameter Sets (7,8): Set up the Decoder
Slices (5,1): Compressed video frames

NALU
Header
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Identifying H.264 Structure

37

Output.264

6764000BACD9424DF884
68EBECB22C
65888400197F32C8000106090682C557
419A216C41972EB0

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header
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Identifying H.264 Structure

38

Output.264

6764000BACD9424DF884
68EBECB22C
65888400197F32C8000106090682C557
419A216C41972EB0

NALU: 
Network 

Abstraction 
Layer Unit

The rest of the NALU contains 
Syntax Elements

NALU
Header
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Syntax Elements –
Language of H.264

Syntax Elements

https://www.itu.int/rec/T-REC-H.264

39

Picture Parameter Set (PPS): 68EBECB22C

NALU 
Network 

Abstraction 
Layer Unit

NALU
Header

https://www.itu.int/rec/T-REC-H.264
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Syntax Elements –
Language of H.264

Syntax Elements Semantics

https://www.itu.int/rec/T-REC-H.264

The allowed range of num_slice_groups_minus1 is 
specified in Annex A.

40

PPS: 68EBECB22C

https://www.itu.int/rec/T-REC-H.264
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Syntax Elements –
Language of H.264

Syntax Elements Semantics

https://www.itu.int/rec/T-REC-H.264

The allowed range of num_slice_groups_minus1 is 
specified in Annex A.

41

PPS: 68EBECB22C

https://www.itu.int/rec/T-REC-H.264
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Syntax Elements –
Language of H.264

Syntax Elements Semantics

https://www.itu.int/rec/T-REC-H.264

num_slice_groups_minus1 = ue(v)
if num_slice_groups_minus1 > 0 {
  slice_group_map_type = ue(v)
  …

42

PPS: 68EBECB22C

https://www.itu.int/rec/T-REC-H.264
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Decoders must implement both 
syntax AND semantics

43

num_slice_groups_minus1 = ue(v)

if (num_slice_groups_minus1 > 0) {
  slice_group_map_type = ue(v)
  …
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Decoders must implement both 
syntax AND semantics

44

num_slice_groups_minus1 = ue(v)
if (num_slice_groups_minus1 > MAX) return ERROR;
if (num_slice_groups_minus1 > 0) {
  slice_group_map_type = ue(v)
  …
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How can we check if decoders implement 
semantic checks?

45

00000001 6764000B ACD9424D F8840000 
000168EB ECB22C00 00016588 8400197F 
32C80001 06090682 C5570000 0001419A 
216C4197 2EB0
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Bitstream representation is fragile –
Bit flips lead to unpredictable changes

34

46
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Bitstream representation is fragile –
Bit flips lead to unpredictable changes

35

47
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Want: Generate syntactically correct 
but semantically non-compliant videos

Semantically non-compliant:
syntax elements are out-of-

bounds

Syntax Elements Semantics

Syntactically correct: 
bitstream correctly read

48
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49

Previously Identified Codec 
Security Vulnerabilities
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CVE-2022-22675: 
AppleAVD Heap Overflow

In-the-wild Apple Kernel 0-day

Threat actor information not shared

Believed to be part of an exploit chain on 

macOS with an Intel Graphics Driver 

information leak

Also impacts iOS

https://support.apple.com/en-us/HT213220

50
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CVE-2022-22675: 
Root-Cause Analysis

HRD Parameter parsing has a missing 
bounds check for  
uint_8t cpb_cnt_minus1

cpb_cnt_minus1 is used a loop-
bound to write values into an array

https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-22675.html 
51

[32]

https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-22675.html
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Set 
cpb_cnt_minus1
to max possible value 

and get a crash

RealityExpectation

https://twitter.com/natashenka/status/1526440524441194496 52

https://twitter.com/natashenka/status/1526440524441194496
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Doing this by hand at scale is infeasible.

Lack of tooling is holding back security 

professionals from exploring the codec space

Challenges of working with encoded videos

1. Variable bit-length bitstream 

representation

2. Dependent syntax elements

cpb_cnt_minus1

310000000 | 0100 | 000
320000000 | 0100 | 001
…
255000000 | 0000 | 1000 | 0000 | 0 

53
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Summary of Decoder Attack Surface 
and H.264 Basics

● Video decoding (including thumbnailing) is done in kernel drivers and 

dedicated hardware

● H.264 bitstreams are divided into Network Abstraction Layer Units (NALUs)

● Syntax elements have semantics, but semantics are not always enforced 

● Modifying syntax elements is currently a challenging process

54Syntax Elements Semantics
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H26Forge
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Programmatically edit H.264 syntax 
elements with Python scripts

56
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H26Forge: Toolkit to manipulate 
H.264 Syntax Elements

Entropy 

Decode

Entropy 

Encode

MP4 Muxing

Video 

Generation

Video 

Modification

Input Handling Output HandlingSyntax Manipulation

57

30,000+ lines of 
Rust

3 years to develop

https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge
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Entropy 

Decode

Entropy 

Encode

Input Handling Output HandlingSyntax ManipulationInputs Outputs

Encoded 
Bitstream

Encoded 
Bitstream

58

H26Forge: Toolkit to manipulate 
H.264 Syntax Elements

https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge
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Entropy 

Decode

Entropy 

Encode

Video 

Modification

Input Handling Output HandlingSyntax ManipulationInputs Outputs

Video 
Transform

Encoded 
Bitstream

Encoded 
Bitstream
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H26Forge: Toolkit to manipulate 
H.264 Syntax Elements

https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge
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Entropy 

Decode

Entropy 

Encode

Video 

Generation

Video 

Modification

Input Handling Output HandlingSyntax ManipulationInputs Outputs

Video 
Transform

Encoded 
Bitstream

Generation 
Parameters

Encoded 
Bitstream
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H26Forge: Toolkit to manipulate 
H.264 Syntax Elements

https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge
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Entropy 

Decode

Entropy 

Encode

MP4 Muxing

Video 

Generation

Video 

Modification

Input Handling Output HandlingSyntax ManipulationInputs Outputs

Video 
Transform

Encoded 
Bitstream

Generation 
Parameters

Muxed MP4

Encoded 
Bitstream

61

H26Forge: Toolkit to manipulate 
H.264 Syntax Elements

https://github.com/h26forge/h26forge 

https://github.com/h26forge/h26forge


#BHUSA  @BlackHatEvents

Generate H.264 videos with 
randomized syntax elements

62
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Vulnerabilities discovered 
with H26Forge

● Found vulnerabilities in video players, kernel 

extensions, and hardware:

● CVE-2022-3266: Firefox out-of-bounds Read

● CVE-2022-48434: FFmpeg use-after-free

● CVE-2022-32939: iOS kernel heap write 

● CVE-2022-42846: iOS kernel DoS (0-click)

● CVE-2022-42850: iOS kernel heap overflow

● Hardware information leak

Details in paper https://wrv.github.io/h26forge.pdf 
63

https://wrv.github.io/h26forge.pdf
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CVE-2022-32939: iOS 
Kernel Heap Write Vuln

64
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Tools Used for Analysis

65
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AppleD5500
● Found in up to A11 SoCs (iPhone 8)

● Imagination Technologies

● AppleD5500.kext

AppleAVD
● Introduced in A12 SoCs and M1 Macs

● Apple

● AppleAVD.kext

Found 3 parsing vulnerabilities in 

AppleD5500.kext

● CVE-2022-42850: Heap overflow

● CVE-2022-42846: DoS (0-click)

● CVE-2022-32939: Controlled write

66

Apple Mobile Hardware 
Video Decoder

CVE-2022-22675
AppleAVD H.264 vulnerability 

exploited in the wild!

We demonstrate how to exploit it 
for a heap overflow
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CVE-2022-32939: iOS 
Controlled write

● Heap overflow from missing bounds 
check on emulation prevention byte 
(EPB) handling

● Found with H26Forge video generation
● iOS Kernel controlled heap write 

vulnerability
● Requires an information leak
● Triggerable from video thumbnailing –

0-click attack surface
● Patched in 

○ iOS 15.7.1 and 16.1 
○ iPadOS 15.7.1 and 16

https://support.apple.com/en-us/HT213490
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68

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

69

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

70

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

71

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

Emulation Prevention Bytes (EPBs)



#BHUSA  @BlackHatEvents

● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

72

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

73

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

74

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 0001419A
216C4197 2EB0

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

75

NALU: 
Network 

Abstraction 
Layer Unit
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 00030141
9A216C41 972EB0

EPB: 
Emulation 
Prevention 

Byte

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

○ Do this for 00`00`00` [00|01|02|03]
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 00030141
9A216C41 972EB0

Emulation Prevention Bytes (EPBs)

EPB: 
Emulation 
Prevention 

Byte
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

○ Do this for 00`00`00` [00|01|02|03]

● Once NALUs are split, EPBs removed
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000B ACD9424D F8840000
000168EB ECB22C00 00016588 8400197F
32C80001 06090682 C5570000 00030141
9A216C41 972EB0

EPB: 
Emulation 
Prevention 

Byte

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

○ Do this for 00`00`00` [00|01|02|03]

● Once NALUs are split, EPBs removed
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000BACD9424DF884
00000001 68EBECB22C

000001 65888400197F32C8000106090682C
     5570000000301419A216C41972EB0

EPB: 
Emulation 
Prevention 

Byte

Emulation Prevention Bytes (EPBs)
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● H.264 bitstream is split into NALUs with start code: 00`00`00`01

● Issue: What if this sequence shows up inside a NALU?

● Solution: Emulation Prevention Bytes (EPBs)

○ Insert an escape character, 03, into the stream

○ 00`00`00`01 becomes 00`00`00`03`01

○ Do this for 00`00`00` [00|01|02|03]

● Once NALUs are split, EPBs removed
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

00000001 6764000BACD9424DF884
00000001 68EBECB22C

000001 65888400197F32C8000106090682C
     55700000001419A216C41972EB0

EPB: 
Emulation 
Prevention 

Byte

Emulation Prevention Bytes (EPBs)
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256]; uint epbs;
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256]; uint epbs;

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256]; uint epbs;

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[0] = 8(8–0);
  this->epbs++;
}

uint epb_offset_array[256]; uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64

if (found_epb_pattern()) {
  this->epb_offset_array[0] = 8(8);
  this->epbs++;
}

uint epbs;

0
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64

if (found_epb_pattern()) {
  this->epb_offset_array[0] = 8(8);
  this->epbs++;
}

1

uint epbs;
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AppleD5500.kext EPB Handling

000000016764000BACA00000030008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64

if (found_epb_pattern()) {
  this->epb_offset_array[0] = 8(8);
  this->epbs++;
}

uint epbs 
serves as an 
array index

uint epbs;

1
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AppleD5500.kext EPB Handling

000000016764000BACA000000008000003
0010000003001000000300201000
...
0000030002000003000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epbs;

1
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000000016764000BACA0000000080000
0010000003001000000300201000
...
0000030002000003000400000300
040000030008
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

72

uint epbs;

2
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
00000002000003000400000300
040000030008

uint epb_offset_array[256];

64 72 …

uint epbs;

255
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AppleD5500.kext EPB Handling
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NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
00000002000003000400000300
040000030008

256th EPB

uint epb_offset_array[256];

64 72 …

uint epbs;

255
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
00000002000003000400000300
040000030008

256th EPB

uint epb_offset_array[256];

64 72 B…

uint epbs;

255
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
00000002000003000400000300
040000030008

256th EPB

uint epb_offset_array[256];

64 72 B…

uint epbs;

256
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

uint epb_offset_array[256];

64 72 B…

uint epbs;

256
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AppleD5500.kext EPB Handling

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

uint epb_offset_array[256];

64 72 B…

uint epbs;

256

No Bounds Check!
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

257th EPB
Position P

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256];

64 72 B…

uint epbs;

256
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

257th EPB
Position P

if (found_epb_pattern()) {
  this->epb_offset_array[256] = 8(P–256);
  this->epbs++;
}

uint epb_offset_array[256];

64 72 …

uint epbs;

256B
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

uint epb_offset_array[256];

64 72 …

257th EPB
Position P

if (found_epb_pattern()) {
  this->epb_offset_array[256] = 8(P–256);
  this->epbs++;
}

uint epbs;

8(P–256)B
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
000000020000000400000300
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

257th EPB
Position P

if (found_epb_pattern()) {
  this->epb_offset_array[256] = 8(P–256);
  this->epbs++;
}

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;

????
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
0000000200000004000000
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;

????
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
0000000200000004000000
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

258th EPB
Position Q

if (found_epb_pattern()) {
  this->epb_offset_array[epbs] = 8(offset–epbs);
  this->epbs++;
}

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;

????
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
0000000200000004000000
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {

  this->epb_offset_array[8(P–256)+1] = 
               8(Q–8(P–256)+1);
  this->epbs++;
}

258th EPB
Position Q

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;

????
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AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
0000000200000004000000
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {

  this->epb_offset_array[8(P–256)+1] = 
               8(Q–8(P–256)+1);
  this->epbs++;
}

258th EPB
Position Q

8(Q–8(P–256)+1)

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;



#BHUSA  @BlackHatEvents

110

AppleD5500.kext EPB Handling

000000016764000BACA0000000080000
001000000010000000201000
... (250 EPBs)
0000000200000004000000
040000030008

NALU: 
Network 

Abstraction 
Layer Unit

NALU
Header

Start Codes

EPB: 
Emulation 
Prevention 

Byte

if (found_epb_pattern()) {

  this->epb_offset_array[8(P–256)+1] = 
               8(Q–8(P–256)+1);
  this->epbs++;
}

258th EPB
Position Q

8(Q–8(P–256)+1)

uint epb_offset_array[256];

8(P–256)+164 72 B…

uint epbs;
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AppleD5500.kext needs a valid long NALU with at least 258 EPBs to 

reach this condition 

Encode large values in offset_for_ref_frame in 

Sequence Parameter Set (SPS)

111

Generating CVE-2022-32939 
PoC Video
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Generating CVE-2022-32939 
PoC Video

AppleD5500.kext needs a valid long NALU with at least 258 EPBs to 

reach this condition 

Encode large values in offset_for_ref_frame in 

Sequence Parameter Set (SPS)
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CVE-2022-32939: Demo

A demo showing us generating the video to have tons of emulation prevention 

bytes. 

113
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A demo showing the video being uploaded to an iPhone SE with iOS 13.3 and 

crashing as the Files thumbnailing processing is going through. 

CVE-2022-32939: Demo

114
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● The EPB array was missing a bounds check
○ Fix was to check if epbs < 256

● The 257th EPB location overwrites an index
○ Controls where we write

● The 258th EPB location stored at overwritten index
○ Controls the value we write
○ Limited to small negative 32-bit values

● More than 258 EPBs allows for continuous overwrite
● Exploitation requires:

1. Validly encoded bitstream
2. At least 258 EPBs
3. Information leak vuln for targeting

● Once you have a target, you can use H26Forge to tailor 
location of EPBs 257 and 258

115

CVE-2022-32939: iOS 
Controlled write Summary
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Conclusion

116

Decoder complexity is 
significant, and video 

decoding attack 
surface is difficult to 

explore
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Codec Threat Landscape

Risks and Concerns

● Actors are abusing this in-the-wild

● Defenses are sparse

Positive Directions

● Stateless Video Decoder: parsing 

removed from the Linux kernel

● Performant software decoding: 

vulnerabilities can be isolated with 

sandboxing
117
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Conclusion

118

Discovered serious 
vulnerabilities found 

in the iOS Kernel

Decoder complexity is 
significant, and video 

decoding attack 
surface is difficult to 

explore
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● Presented parser bug that 

caused memory corruption

● Other issues discovered

○ DoS from undefined states

○ Information leakage

● Some issues were 0-click 

Types of Decoder Bugs

119
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Introduced H26Forge: toolkit 
to create specially crafted 

H.264 videos

Conclusion

Special tools like H26Forge can help make sense of 
the complexity of encoded videos and to discover 

vulnerabilities in this underexplored attack surface
120

Decoder complexity is 
significant, and video 

decoding attack 
surface is 

underexplored

Discovered serious 
vulnerabilities found 

in the iOS Kernel
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Going Forward

More codecs to 
explore

More infrastructure 
may be vulnerable such 

as video transcoding

We can all H26Forge a 
new path forward to a 

secure video 
infrastructure

Warehouse-Scale Video Acceleration: Co-design and Deployment in the Wild
https://gwern.net/doc/cs/hardware/2021-ranganathan.pdf 

H26Forge

121

https://gwern.net/doc/cs/hardware/2021-ranganathan.pdf
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Software Bill of Materials (SBOM)

User available System-on-Chip 

BOM ☺ 

122

Secure Software Development Lifecycle (SDLC)
Video codec testing with H26Forge ☺ 

Memory-Safe Languages

H26Forge is written in Rust ☺ 

Going H26Forward

https://dm1wsvzj3kcu0.cloudfront.net/wp-content/uploads/2023/06/Planning-1.png

https://www.mepits.com/uploads/ckeditor/images/psoc%20image.png
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The attack surface of video decoders is underexplored. 

Tools like H26Forge unlock it. 

Hack The Planet!

Code and Paper 

are available

https://wrv.github.io/h26forge.pdf

wrv@utexas.edu
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