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Tesla’s Infotainment Now AMD-Powered
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Our Previous AMD Research
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Why Jailbreak a Car?

Many reasons:

• to ”look around” (curiosity)

• to replace its soHware

• to ac&vate so*-locked features
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What you know

What you know
you don’t know

What you don’t know
you don’t know
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Outline
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Hotwiring the Infotainment system

ExtracOng Secrets from the Tesla

Analyzing Boot and Firmware Security



Model 3 Car Computer
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Infotainment and Connec:vity ECU (ICE)
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Cooling chassis
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Autopilot v3
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Infotainment and Connec:vity ECU (ICE)



ICE (Backside)
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• NXP MPC5748G µController
• PowerPC-based
• FreeRTOS-based OS
• SD card reader for logs
• Boots from internal flash
• manages car configura:on

ICE (Backside)

Gateway
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Car configuraGon

• Stored and managed by the Gateway

• Lists (paid) hardware and soHware features
• Car performance
• Ba-ery capacity (for so3ware-locked ba-eries)
• Level of Autopilot: (Enhanced) Autopilot, Full Self-Driving capability
• Car region
• Rear seat heaters
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• AMD Zen 1 CPU, Vega GPU
• Linux 5.4
• Firmware and recovery 

system on SPI flash
• System and user par::on 

on NVMe

ICE (Backside)

Infotainment APU
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Previous Tesla Hacking

• Threat model: Outsider 
who is remote or in 
physical proximity

• Goal: Access/control car

• SoHware-based 
vulnerabiliOes: Can be 
fixed by Tesla over-the-air

REGULAR EXPLOITATION OF A TESLA MODEL 3 
THROUGH CHROMIUM REGEXP
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PlaIorm Threats from the Inside

• Threat model: Insider who already 
has digital and physical access to the 
car

• Goal: Tweak car beyond normal flows
• acHvate so#-locked features without 

paying
• li3 repair and regulaHon restricHons

• Insider not limited to soHware-based 
aYacks
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Non-vola(le storage
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⏸x86

SPI Flash

NVMe
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Non-vola(le storage

Verified Boot

⏸x86

SPI Flash

NVMe

Coreboot

Coreboot
verifies

Tesla 
OS Loader

Tesla
OS Loader

20



Non-vola(le storage
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Non-vola(le storage
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How to get a root shell

Many opOons:

• Spawn serial shell on boot

• Add  SSH key to 
authorized_keys  file

• Add known SSH password
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RootFS ARootFS A

They all require changes to the 
Root file system

# SSH 
password
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Non-vola(le storage

Verified Boot
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dm-verity

19.06.23 26

• Integrity checking of block devices
• When a block is read into memory, it’s hashed in 

parallel

• Merkle tree used to efficiently store and verify 
hashes of individual block
• Trusted root file system represented by root hash
• Intermediate hashes stored alongside data

#

10 1101 00

#

#



dm-verity
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# Patch



🔗
Root FS

Non-vola(le storage

Verified Boot
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Non-vola(le storage

Verified Boot
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⏸x86

SPI Flash

NVMe SSD

Coreboot

Coreboot Root FS

Linux 
kernelnvme0n2RootFS A RootFS B… …

#

Linux KernelTesla 
OS Loader

Tesla
OS Loader

Linux 
kernel

verifies
⛔

#

🔗

loaded

rejected



Tesla OS Loader
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# Patch



Tesla OS Loader
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# Patch



Non-vola(le storage

Verified Boot
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Linux Kernel

Non-vola(le storage

Verified Boot
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Linux Kernel

Non-vola(le storage

Verified Boot

34

⏸x86

SPI Flash

NVMe SSD

Coreboot

Coreboot Root FS

Linux 
kernelnvme0n2RootFS A RootFS B… … Linux 
kernelRootFS A

##

Tesla 
OS Loader

Tesla
OS LoaderCoreboot

Coreboot

# Patch

loaded

rejected

##



Linux Kernel

Non-vola(le storage

Verified Boot

35

⏸x86

SPI Flash

NVMe SSD

Coreboot

Coreboot Root FS

Linux 
kernelnvme0n2RootFS A RootFS B… … Linux 
kernelRootFS A

##

Tesla 
OS Loader

Tesla
OS LoaderCoreboot

Coreboot
verifies
⛔

⁉

loaded

rejected

##



AMD Secure Processor

36

• ARMv7 µController

• Integrated into CPU SoC

• Highly privileged

• Variety of responsibiliOes
• Hardware root of trust
• Firmware TPM (fTPM) for key management and more
• (On EPYC Servers) Secure Encrypted VirtualizaHon

APUSP



Linux Kernel

Non-vola(le storage

▶

AMD PlaIorm Secure Boot
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Linux Kernel

Non-vola(le storage

▶
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Linux Kernel

Non-vola(le storage

▶

AMD PlaIorm Secure Boot
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Off-Chip
Boot Loader

ROM
Boot Loader

Non-vola(le storage

Previous AMD SP VulnerabiliGes
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AMD SP

SPI Flash
AMD Root 

Key
Off-Chip Boot 

Loader

• 2019: Off-Chip Boot Loader Buffer 
overflow
• Arbitrary Code ExecuHon ✅
• Fixed via firmware updates

• 2020: ROM Boot Loader
 Buffer overflow
• Arbitrary Code ExecuHon ✅
• Not fixable (ROM)
• Fixed in new generaHons (>= Zen 2)
• Fixes backported to Tesla’s Zen 1 APU

verifiesverifies
⛔

#



Tesla’s Security EvoluGon

2014

• Open X servers

• Hardcoded passwords

• DiagnosOc Ethernet: root

• No code signing

2023

• Firmware and OS signing

• Chain of trust during boot

• Root of trust in AMD SoC
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Outline
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Hotwiring the Infotainment system

ExtracOng Secrets from the Tesla

Analyzing Boot and Firmware Security



Off-Chip
Boot Loader

Off-Chip Boot 
Loader

ROM Boot Loader

Regular Early Boot VerificaGon

Non-vola(le storage

AMD SP

SPI Flash

Load & VerifyCompare to hashLoad

ARK Hash

Off-Chip Boot 
Loader

Off-Chip
Boot Loader

AMD Root Key

loaded

rejected

AMD Root Key Off-Chip Boot 
Loader
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ROM Boot Loader

Off-Chip Boot 
Loader

Failed Early Boot VerificaGon

Non-vola(le storage
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SPI Flash AMD Root Key

loaded

rejected
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AMD Root Key

⛔

Off-Chip Boot 
Loader

Patched
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Load

ARK Hash



Fault InjecGon AQacks
Induce fault by altering the IC’s environment:
• Laser, electromagneHc-radiaHon, clock, supply 

voltage

Voltage Glitching:
• Lowering voltage shortly

45

width

fall *me rise *me



Key Challenges

• Most faults are “useless”
• Trigger:

Figure out when targeted 
check happens

• Parameters:
Voltage drop steepness, width, 
minimum

• Reset/Success:
IdenOfy failed aYacks and retry 
as fast as possible

if input() == 
“teslaSecret123”

print(„Incorrect!“)

Glitch

System Lock,
Reset,
Error

Con&nue 
normally

Ignore 
comparison

print(„Correct!“)
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ROM Boot Loader

Off-Chip Boot 
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Failed Early Boot VerificaGon

Non-vola(le storage
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ROM Boot Loader

Off-Chip Boot 
Loader

Glitched Early Boot VerificaGon

Non-vola(le storage
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Finding the ARK VerificaGon Time Window
Verify ARK

Modified ARK

Original ARK

SPI bus

Load ARK Load & Verify Off-Chip BL

⛔

?
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SPI bus

ARK bytes



VCORE

Dynamic Voltage Control

AMD SoC

x86 cores

AMD SPSVI2

VSoC

SMU

VR

• SMU monitors SoC and uses the SVI2 
bus to communicate with the 
external voltage regulator (VR)

• SVI2 allows to control two voltage 
domains per VR
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VCORE

Glitch Setup

AMD SoC

x86 cores

AMD SPSVI2

VSoC

SMU

VR

FLASH

Teensy 
µController

ATX reset

SPI

• Teensy
• Inject SVI2 packets
• Resets target via ATX reset line
• Monitors the SPI bus (CS) to trigger 

voltage glitch

• External PC controls glitch parameters
51



Voltage Glitch Wiring
SVI2 bus (SVD + SVC)

SPI chip-select
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SVI2 bus

Teensy 
µController

SPI bus

ATX reset
SPI programmer
Serial output

Glitch Setup in Reality
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Voltage Glitch Steps

• SVI2 SVC: bus clock

• SVI2 SVD: bus data

• VSoC: target’s voltage

• SPI CS: chip-select signal
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VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• SoC sets iniHal voltage • SVD rising edge triggers a-ack logic

• VSoC rises
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VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• VR sends telemetry packets • VSoC stable
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VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• Teensy injects SVI2 packets

• Disable telemetry to avoid collisions

• VSoC is adjusted
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VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• Teensy starts counHng CS edges to 
trigger glitch on Hme

• CS becomes acHve à AMD SP loads 
data
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VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• Teensy injects two SVI2 packets to 
create voltage disturbance

• Voltage drop on VSoC (glitch)

59

VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Voltage Glitch Steps

• Teensy monitors CS to detect success

• Teensy resets target on fail

• CS inacHve (high) à failed a-empt

• CS acHve (low) à successful a-empt

60

VSoC

SPI CS
failed

SPI CS
success

SVI2 SVC

SVI2 SVD



Linux Kernel

Non-vola(le storage

▶

AMD PlaIorm Secure Boot
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Linux Kernel

Non-vola(le storage

▶

AMD PlaIorm Secure Boot
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Trying to AcGvate the Rear Seat Heaters
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Finding their ConfiguraGon ID
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Serial console

A^ack script

SSH console
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Trying to AcGvate the Rear Seat Heaters



What About Persistence?

• Sorry, voltage glitch is not persistent
• Need to glitch on every Infotainment boot
• But the car configuraHon survives regular infotainment (re)boot
• And Infotainment supposedly doesn’t reboot very o3en

• Glitching could be made even smoother by a mod chip/PCB
• ImplementaHon detail … 🙃
• We leave this as an exercise to the interested audience
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Secure ConfiguraGon Items

• Demo possible since the rear seat heaters were an “insecure 
configuraOon item” in our Gateway firmware version
• ”Secure configuraHon items” can only be changed with a valid signature

• “Rear seat heaters were upgraded to be a signed configura4on 
star4ng in the 2022.44 release”, Tesla told us

• So being root on the Infotainment is not sufficient
• So3ware or hardware vulnerability in Gateway necessary

68
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Outline
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Hotwiring the Infotainment system

ExtracOng Secrets from the Tesla

Analyzing Boot and Firmware Security



What secrets are there on the Tesla?

CAR CREDENTIALS
• Authen'cates car against Tesla servers 

(Tesla’s car VPN) 
• Firmware updates
• Car configura:on

• Bound to Vehicle Iden'fica'on Number 
(VIN)

• Used to remotely (de-)authorize 
services

USER DATA
• Phones connected via Bluetooth

• Contacts, calendar, call logs ...

• Loca'ons visited

• WiFi passwords

• Spo'fy and Gmail session cookies

71



• Everything used to be cleartext
• Car CredenHals on SD card, on 

storage
• User data on cleartext storage 

parHHon

• Now there is TPM-based 
security
• Car Creds sealed in TPM
• User data parHHon encrypted,

key sealed in TPM

19.06.23 72

How are these secrets secured?



What we extracted

• We wrote a paper on aYacking AMD’s fTPM
• ExtracHng the TPM’s internal state
• Unsealing arbitrary TPM objects

• We extracted the car credenOals
à giving us access to Tesla’s server 
endpoints meant for cars

• We extracted the encrypted user parOOon’s 
disk encrypOon keys
à we have access to user data
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Non-vola(le storage

🔐 User Data

x86 Firmware

▶
ROM

Boot Loader

Where in the boot is the fTPM?
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x86

AMD SP

SPI Flash

NVMe

Off-Chip
Boot Loader

AMD Root 
Key

⏸ ▶ Opera:ng System

x86 OperaRng System

Off-Chip
Boot Loader

AMD SP 
Firmware

Secure OS
µKernel fTPM App …

Key pls? 🔑

🔓



Non-vola(le storage

Secure OS
µKernel fTPM App …

🔐 User Data

x86 Firmware

ROM
Boot Loader

Where in the boot is the fTPM?
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x86

AMD SP

SPI Flash

NVMe

Off-Chip
Boot Loader

AMD Root 
Key

⏸ ▶ Opera:ng System

x86 OperaRng System

Off-Chip
Boot Loader

AMD SP 
Firmware

Sealed
Disk Key

NV Data

🔑

🔓
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TPM ObjectTPM Objects
• Public Part

• Metadata
• Which algorithm (AES, RSA, ECC, ...)
• When and how can the object be 

used (policy)
• Public key (if asymmetric algo.)

• Private Part
• (Private) key
• Auth value (for user input policy)
• Seed value
• Encrypted, integrity-protected

Public Part
algorithm: RSA
usage: sign=with pin
 en/decrypt=never
 copy=never

public key: c28e f334 c9...

Private Part
private key: 3175 4088 06...

auth value: hash(PIN 1, 2, 3, 4)

seed value: adf9 8dd3 0e...

🔒
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TPM Object Sealing

• Objects are sealed using a parent object

• TPM Spec. gives sealing algorithms
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🔑 Storage/Integrity Keys

KDF

TPM Object

Public Part

Private Part 🔒

Parent Object (loaded)

Public Part

Private Part 🔓
Seed value



• TPM objects form a forest
(mulOple trees)

• Roots: Primary objects
• Derived from one of three 

primary seeds

• Need to walk hierarchy to 
unseal/load object

TPM Object

Primary
Object

Primary
Object

seals seals

TPM Object

sealsTPM Object

seals

TPM Object
TPM Object

seals

TPM Object
TPM ObjectTPM Object

TPM Object

seals
seals

Primary Seed

derivesderives

stored on TPM
persistently

derived

loaded

78

derive

load

unseal

*is there*TPM Object Hierarchies



• On SPI flash chip
• Primary seeds, persistent counters, etc.

• Encrypted and integrity-protected

• We reverse-engineered the key derivaOon

• Chip-unique secret locked in CCP storage
• Can only be used as AES key

• But we can extract intermediate value

ARK

79

The Non-VolaGle fTPM Data



Secure OS
µKernel fTPM App etc.

Non-vola(le storage

x86 Firmware

ROM
Boot Loader

Where in the boot is the fTPM?
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x86

AMD SP

SPI Flash

NVMe

Off-Chip
Boot Loader

AMD Root 
Key

⏸ ▶

x86 OperaRng System

Off-Chip
Boot Loader

AMD SP 
Firmware NV Data

##

Payload
Glitch

🔑
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How do we unseal a TPM Object?

TPM Object

Primary
Object

Primary
Object

TPM Object

TPM Object

TPM Object
TPM Object

TPM Object
TPM ObjectTPM Object

TPM Object

seals seals

seals

seals

seals

seals
seals

Primary Seed

derivesderives
• TPM objects are stored externally

• Sealing is defined in TPM spec.

• Primary objects:
• Some are cached in NV data

(see faulTPM)
• Seeds should be in NV data
• DerivaHon only loosely specified!

✅

✅

✅

✅
❓

❓

✅

✅
(cache)
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Primary Object DerivaGon

• Most fields come from the 
input “template”
• Metadata, AuthorizaHon,  …

• Other fields are derived from a
determinis4c random bit 
generator (DRBG)
• Seeded with template and seed
• Algorithm not specified by spec.
à reverse engineering

Primary Object

Public Part
algorithm: ECC

usage: …

public key: c28e f334 c9...

Private Part
private key: 3175 4088 06...

auth value: …

seed value: adf9 8dd3 0e...

Template

Primary Seed

DRBG
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TPM Object

Primary
Object

Primary
Object

TPM Object

TPM Object

TPM Object
TPM Object

TPM Object
TPM ObjectTPM Object

TPM Object

seals seals

seals

seals

seals

seals
seals

Primary Seed

derivesderives

✅

✅

✅

✅
✅

✅

✅

✅
(cache)

fTPM Unsealing AQack Recap
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Payload
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NV Data🔐

NV Data
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TPM Object

Finding the Car CredenGals
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NV Data🔐

Payload

leak

TPM Object

Unsealing the Car CredenGals



Finally: ExtracGng the Car CredenGals
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Using the Car CredenGals
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TPM Object

ExtracGng the Disk EncrypGon Keys
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ExtracOng Secrets from the Tesla

Analyzing Boot and Firmware Security



Summary
1. We reverse-engineered Tesla’s boot security

• Tesla sets a good example of how it should be done

2. We sOll rooted the system through voltage glitching
• This allows to acHvate some so3-locked features without paying
• Not so3ware-patchable by anyone

3. We extracted hardware-bound secrets from the TPM using the 
same aYack
• This can ease independent repairs

89



Key Takeaways

1. SoH-locking hardware features increases hacking incenOves

2. Using baYle-tested open-source soHware like Coreboot and Linux 
provides a good level of soHware security

3. But: Consider hardware aYacks in your threat model, too
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Responsible Disclosure(s)

• 2021: Informed AMD about voltage glitching suscepObility

• 2022: Shared faulTPM aYack with AMD (based on glitching)

• 2023: Informed Tesla about “AMD jailbreak”
• Tesla was ‘relieved’ that a single glitch did not yield persistence 
• Did not comment the car_creds extracHon
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