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Abstract

The US National Cybersecurity Strategy seeks to assign responsibility
for securing systems to the “most capable actors”, which involves making
software vendors liable for security failures. To help inform policy-makers,
we present a case-study in which private actors voluntarily accepted liabil-
ity for security failures. Since 2014, various security vendors announced
cyber warranties that promise to pay-out to customers if the vendor’s
product fails to prevent a security incident. Cyber warranties are vol-
untarily offered by vendors in a bid to re-shape market dynamics and
avoid the market for lemons, in which cheap but ineffective security prod-
ucts (lemons) crowd-out effective products (peaches). We study fourteen
warranties and three broad lessons emerge; (i) liability is not universally
opposed by software vendors and may in fact reward vendors of secure
software; (ii) disentangling the cause of a security failure presents a chal-
lenge to the functioning of liability regimes; and (iii) there is no universal
duty of care that could qualify vendors for a safe harbor. These lessons
can help policy-makers in crafting the software liability regimes that in-
centivize vendors to write secure software.

1 Introduction

Holding software vendors liable for bugs and security failures is a perennial
public policy proposal [1, 2, 3, 4]. Building on these ideas, the 2023 US National
Cybersecurity Strategy notes that “too many vendors ignore best practices” and
proposes that policy should “shift liability onto those entities that fail to take
reasonable precautions to secure their software”. The argument goes that buyers
of software struggle to evaluate software security [5] and that vendors are best
placed to secure it.

Although liability makes sense in the abstract, it is unclear how policy-
makers should design the software liability regime. Notably, former officials said
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that “establishing liability for software manufacturers was the most significant—
if hardest to achieve—element of the strategy” [6]. This creates a chicken-and-
egg problem in that there is no existing experience and wisdom from designing
liability regimes, leading to a hesitation in creating regimes that would generate
experience and wisdom.

Our paper takes a novel approach in looking to the private sector, which
has been voluntarily re-assigning liability for cybersecurity failures since 2014
via cyber warranties. Cyber warranties enable the vendor to voluntarily accept
(some of) the consequences of cyber incidents that the vendor’s product failed
to prevent. As a result, the “most capable and best-positioned actors” accept
some of the liability for security failures. Thus, cyber warranties represent a
free-market experiment in software liability.

The core lesson is that software liability will have a differential impact on
the software industry with vendors of secure software the relative winners. For
example, our empirical test shows that warranties are offered by vendors with
higher quality products as measured by product reviews. Such vendors are less
impacted by mandatory liability, given some amount was voluntarily accepted.

Section 2 introduces the case-study of cyber warranties, identifying 14 war-
ranties and tracking the development of this aspect of the market. Section 3
reflects on how this informs potential software liability regimes. Section 4 offers
a conclusion.

2 Cyber Warranties

Cyber warranties and software liability have a similar effect in that liability for
security failures is shifted to software vendors. However, warranty enthusiasts
introduce a novel consideration. Liability regimes not only punish the vendors
of insecure products but, in doing so, also reward the vendors of secure products.
This idea is an important counter-point to the argument that software liability
will destroy markets. To the contrary, market actors voluntarily accepted lia-
bility in a bid to re-shape the market in a way that rewards vendors of effective
products.

2.1 Case-Study

To see this, we need to go back to the first cyber warranty, announced at Black-
Hat USA in 2014. Jeremiah Grossman sketched how the warranty worked:

“if a WhiteHat customer is hacked, WhiteHat would refund the cus-
tomer’s money for the services they paid for and the first $250,000
of any breach-related costs.” [7]

At RSA 2015 a few months later, the maximum pay-out was increased to $500k.
In an op ed, Grossman argued that warranties could result in “no more snake
oil”, a pejorative phrase used to describe ineffective InfoSec products [8].
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ID Vendor Type Year Limit*

W1a [7] WhiteHatSecurity Security audit 2014 $250k
W1b [7] WhiteHatSecurity Security audit 2015 $500k
W2 [11] SentinelOne End-point 2016 $1m
W3 [12] MyDigitalShield Network 2016 $50k
W4 [13] Cymmetria Deception 2016 $1m
W5 [14] AsTech Security audit 2017 $5m
W6 [15] CrowdStrike End-point 2018 $1m
W7 [16] Cybereason End-point 2020 $1m
W8 [17] ThreatAdvice MSP 2020 $250k
W9 [18] Deep Instinct End-point 2021 $3m
W10 [19] Rubrik Back-up 2021 $5m
W11 [20] Arctic Wolf SOC 2021 $1m
W12 [21] Sophos End-point 2022 $1m
W13 [22] Kroll End-point 2022 $1m
W14 [23] Veeam Back-up 2023 $5m

Table 1: Publicly announced cyber warranties. * Many of these warranties have
additional conditions (e.g. $1k per machine up to a limit of $1m) that reduce
the effective limits, although this is not consistently reported.

The argument can be explained with economic theory, namely the “market
for lemons” for which George Akerlof won a nobel prize [9]. InfoSec products are
credence goods, which means buyers cannot observe effectiveness until after pur-
chase. This can lead to a lemons market, in which low-quality products (lemons)
dominate the market because buyers cannot identify higher-quality products
(peaches) that are more costly to produce. Warranties change this equilibrium
by creating a signal that is more expensive for vendors selling lemons, who must
pay out more often because the product fails to stop attacks [10]. In this way,
buyers can avoid “snake oil” [8] by purchasing from vendors who offer war-
ranties. Such vendors are accountable for security failures and so more likely to
build high-quality products (peaches).

Theory slowly became practice as others vendors announced warranties. Ta-
ble 1 shows that a further thirteen warranties were announced following White-
Hat’s warranty in 2014. Potential pay-outs also grew over time from $250k to
up to $5 million for some warranties. Warranties were more common in certain
market segments, especially end-point protection.

The proliferation of warranties creates the potential for an empirical test of
the signaling value. We collected 13.6k ratings from buyers of 31 “Endpoint
Protection Platform” products as classified by Gartner, of which five (a total
of 3.1k ratings) were sold with a cyber warranty. The vendors who announced
cyber warranties occupy position 4 (Sophos), 6 (SentinelOne), 7 (CrowdStrike),
18 (Cybereason) and 29 (Deep Instinct) if we use the number of ratings as a
proxy for market size.

The mean rating (from one to five stars) for vendors offering warranties was
4.81 compared to 4.46 for the others. Both sub-samples have a median rating of
5 stars. The volume of observations (n = 13.6k) means the difference between
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these two means is statistically significant on most tests (e.g. the Mann-Whitney
U test: (U = 20.7m, p < 0.0001).

This observational evidence shows that products offered with a warranty
achieve higher customer satisfaction. This supports the prediction from eco-
nomic theory that warranties would be offered by vendors to signal higher qual-
ity goods [9, 10]. Admittedly, ratings capture more than simply how effective
the product is at preventing attacks, which is difficult for buyers to evaluate
even after installing the product. Ratings also capture factors beyond core
functionality, such as customer service.

This story should be qualified by critiques of the terms and conditions of
cyber warranties. In particular, vendors only cover specific costs related to the
functionality of the vendor’s product. A software auditing vendor’s warranty
(W5) only covers losses resulting from vulnerabilities that were publicly known
at the time of the audit [24]. Similarly, a back-up providers only covers ransom
demands that are offered in exchange for the cryptographic key that can recover
systems [25]. The warranty does not cover ransoms demanded under the threat
of leaking personal data, which is understandable given back-ups do not protect
the confidentiality of data.

3 Implications

This raises the question of what lessons can be learned for software liability
set by governments. Cyber warranties flip the conventional wisdom on software
liability. In the past, proposals were held back by fears that liability would stifle
innovation [6]. If this was universally true, it is unclear why the security vendors
in our case-study voluntarily accepted liability via warranties.

An alternative interpretation is that the status quo of no liability stifles the
production of secure software. Vendors skimp on investing in secure software
because buyers cannot easily discern secure from insecure [26], which means the
market does not reward the investment. This leads to a ‘market for lemons’,
in the language of Akerlof [9], to the benefit of vendors of insecure software.
Our case study shows that transferring a small amount of liability—voluntarily
accepted by the vendor offering the warranty—helps to address the market for
lemons. This raises the question of whether more liability transfer is necessarily
better, or whether voluntary warranties should be left to evolve.

The growth of cyber warranties could be supported by policy makers. This
would range from discussing warranties in strategy documents to endorsing
products offered with warranties through to incorporating warranty availability
into government procurement decisions. This approach requires less political
capital, not least because vendors control how much liability they accept. The
policy goal would be to establish in a norm in which InfoSec vendors voluntarily
offer warranties.

The problem with this approach is that warranties have been so slow to pro-
liferate. Even in the market segment in which warranties are most widespread,
namely End-Point Protection, products sold with a warranty represent just
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22.8% of product ratings. Warranties are much rarer for other InfoSec segments,
and non-existent in the rest. We did not identify any security warranties for
non-security software, even though it can also be targeted in security incidents.
This all suggests that vendor voluntarily offering warranties will not move the
needle, and more drastic measures will be needed to re-assign responsibility at
scale.

The contractual wording of warranties highlights a challenge in doing so.
Cyber warranties are crafted so that vendors are only liable for failures that the
vendor’s product was designed to prevent. For example, the back-up provider
covered ransom threats based on encrypted systems but not leaked data because
back-ups cannot prevent the former. Assigning responsibility to specific vendors
may be challenging because DFIR investigations are inconsistent in identifying a
singular root cause for cybersecurity failures [27, 28, 29]. This is partly because
attacks involve multiple steps exploiting networks of software systems made
up of various libraries, micro services and proprietary code. It is also because
the legal system creates incentives to obfuscate root causes [30]. The resulting
uncertainty will undermine the functioning of the liability regime—warranties
get around this by affirmatively stating what will be covered, even though this
creates the possibility a victim could receive two warranty payments (e.g. if both
warranties are triggered).

Another challenge is to affirmatively define reasonable care across different
products and services. For example, the software auditing vendor defined their
warranty in terms of identifying known CVEs, but this is not relevant for a back-
up firm. Policy makers may try to abstract away from this problem by focusing
on processes that the vendor follows, such as a secure software development life
cycle. But linking a failure back to the implementation of high-level processes
will be challenging.

A further cautionary tale can be seen in the warranties requiring that the
customer follows steps related to the installation, operation and maintenance
of products. Such obligations are in tension with the national cybersecurity
strategy’s goal of easing the burden on users with “limited resources and com-
peting priorities”. Again, we face the problem that this balance will be different
depending on context.

4 Conclusion

The first cyber warranty was announced in 2014, which was followed by a further
13 over the next decade. The pace of announcements appears to have acceler-
ated, particularly in the end-point protection market segment. Our empirical
test showed that products offered with warranties achieve higher product satis-
faction, which suggests that warranties signal some aspect of quality. However,
detractors point to the relatively narrow coverage offered.

A decade of cyber warranties points to lessons for policy-makers crafting
novel security liability regimes:

1. Liability rewards vendors who create secure software. Without any ac-
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countability, those vendors lose market share to vendors selling insecure
software (lemons).

2. Warranties take responsibility for a sub-set of security incidents linked to
the product’s functionality. This results from the complexity of corporate
networks, in which assigning one single cause of failure is a hard prob-
lem. The associated uncertainty could undermine the efficacy of liability
regimes.

3. It is challenging to define what reasonable care looks like with regards to
building security into software as this varies by product. This necessitates
policy measures and legislation that account for context.

While these lessons are not new, the case-study of cyber warranties provides
real-world lessons and experiences.

A different lesson is that markets can, in admittedly limited circumstances,
establish private institutions that assign liability to software vendors without
any impetus from policy makers. This raises an entirely new approach for policy
makers, namely supporting vendors in voluntarily offering cyber warranties.
Such an approach avoids the painful process of drafting and passing legislation,
or creating and clarifying regulatory authority. It is surely worthy of exploration.
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