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• MITRE ATT&CK Matrix

• CVE-2023-22952

• Case walk through

• Remediation

Agenda



#BHUSA  @BlackHatEvents

MITRE ATT&CK Matrix

Credential Access DiscoveryInitial Access

Execution ExfiltrationLateral Movement

Persistence Defense EvasionPrivilege Escalation
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Initial Access - CVE-2023-22952
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Data vs. Control Plane

Control Plane

Data Plane

SugarCRM EC2 AWS Access Key

IAM User
EC2RDS
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Credential Access – Access Keys

%UserProfile%\.aws\credentials
$HOME/.aws/credentials
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Discovery - GetCallerIdentity

whoami

GetCallerIdentity
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Discovery - Tools

Pacu Scout Suite
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Discovery
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• ListOrganizationalUnitsForParent

o List all Organizational Units (OUs)

• ListAccounts

o List all account IDs for OU

• DescribeOrganization

o Account ID and root email

Discovery - Organizations
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Discovery - GetCostandUsage



#BHUSA  @BlackHatEvents

Discovery - RDS
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Lateral Movement – Execution - Exfiltration

SugarCRM RDS DB

CreateDBSnapshot
RestoreDBInstance

FromDBSnapshot

ModifyDBInstance

SugarCRM EC2

Security group

Port 3306

MySQL

AuthorizeSecurity

GroupIngress
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Discovery - EC2
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Lateral Movement/Execution

CreateImage ImportKeyPair RunInstances
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Lateral Movement/Execution - New Region

Security group

Port 22

SSH

CreateSecurityGroup ImportKeyPair RunInstances
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Privilege Escalation - Root
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Persistence - Regions
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Defense Evasion
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Defense Evasion
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Defense Evasion
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Case Wrap-up

• Initial access through CVE-2023-22952
• Access key compromise
• Organizations and Cost and Usage Discovery
• RDS
• EC2
• Root login attempts
• Attack timeline
o Broader activity: 21 – 27 days
o AWS activity: 2 – 4 days
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Remediation

• Access keys
• IAM policies
• Monitor root account
• Enable logging and monitoring
o CloudTrail, GuardDuty, VPC Flow Logs
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Remediation – Access Keys
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Remediation – IAM Policies
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Remediation – Monitoring Root

{ $.userIdentity.type = "Root“ &&

$.userIdentity.invokedBy NOT EXISTS &&

$.eventType != "AwsServiceEvent" }

CloudWatch Metric
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Remediation – Logging and Monitoring

CloudTrail VPC Flow LogsGuardDuty
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Key Takeaways

• Cleanup and monitor access keys
• Monitor AWS accounts for abnormal activity
• Enforce granular permissions
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Thank You
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