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Initial Access - CVE-2023-22952

SugarBPM Modules

PROCESS
BUSINESS RULES

Reusable sets of
conditions and outcomes -

— ak.a. rules - can be
_ﬁ embedded in a process
definition.

A process email template
is required if you want to
include a Send Message
event in a process

definition.

PROCESS
DEFINITION

RUNNING RUNNING RUNNING UL e RUNNING
PROCESS PROCESS PROCESS PROCESS PROCESS

The actual business
process is defined with
start/end events,
conditions, user activities,
and automated actions.

A single process runs in Sugar
each time a process definition's
Start Event is triggered.

Processes are listed in Process
Management list view and are
actionable if they contain user
activities such as approvals.

L sugarcrm

NST

NATIONAL VULNERABILITY
DATABASE
NVD
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Data vs. Control Plane
" Control Plane

@ p_ =

RDS EC2 M

/ IAM User

|

P Data Plane

SugarCRM EC2 AWS Access Key
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Credential Access - Access Keys

[profile _name]
aws_access_key id
aws_secret_access_key

AKIABBBCCCDDDEEEFFGG
AAAbbbCCCddEE/fffGGGhhhIIIjjjKKK111MMMM/

Prefix Resource type

ABIA AWS STS service bearer token . ]

ACCA | Context-specific credential %UserProfile%\.aws\credentials
AGPA  User group $HOME/.aws/credentials

AIDA 1AM user

AlPA Amazon EC2 instance profile

AKIA Access key

ANPA Managed policy
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GetCallerldentity

"UserId": "AIDAKSJEN4KSEJO9S822BETCW",
"Account”: "123456789123",

"Arn": "arn:aws:iam: :123456789123:user/User”
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Discovery - Tools

v

Pacu Scout Suite
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Discovery

loudfront .
oo rlon df . cloudtrail redshift lambda
cloudtormation 83 secretsmanager
dynamodb )
| . elasticache
directconnect elasticfilesystem

. @C2
acm . .
la[ l l clastiemapreduce  €lasticloadbalancing
logs codebuild

sns
monitoring

kms

rds -

organizations

StS
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Discovery - Organizations

« ListOrganizationalUnitsForParent
o List all Organizational Units (OUs)
» ListAccounts
o List all account IDs for OU

* DescribeOrganization

o Account ID and root emalil
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"ResultsByTime": [

"requestParameters”: { "TimePeriod": {
“Start™: "2023-01-01",

"TimePeriod": "End": "2023-01-31"
"Start": 2 3 - }.

"Total": {
"End": "26 > "BlendedCost": {
1 "Amount": "457.621690
J 3 "Unit": "USD"
n = m, AR il }
Granularity"”: "MONTHLY", ,s , ,
. "UsageQuantity": {
"Metrics": | "Amount": "53214.9810448132",

., ., "Unit": "N/A"
BlendedCost", .

"UnblendedCost”, "UnblendedCost™: {
"Amount": "457.621€90

"UsageQuantity” "Unit": "USD"
}
},
"Groups": [],
"Estimated”: false

1,

"DimensionValueAttributes™: []
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Discovery - RDS

listtagsforresource

describedbclustersnapshots

describedbclustersnapshotattributes d e S C rib e db inS tanC e S
describedbsubnetgroups

describedbparameters

describedbsnapshots
describedbparametergroups

describedbsecuritygroups
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Lateral Movement — Execution - Exfiltration

SugarCRM EC2 CreateDBSnapshot

2 2

RestoreDBInstance
FromDBSnapshot

\g

Security group
M Port 3306 l / \
Q@

MySQL

AuthorizeSecurity

SugarCRM RDS DB
Grouplngress

ModifyDBInstance



O

black hat

USA 2023

Discovery - EC2

describevolumes _ .
describevpcpeeringconnections describeimages describeregions
describesnapshotattribute describenetworkacls
describesubnetsd o b
describenetworkinterfaces describesecuritygroups
describeflowlogs

describeinstances

describeinstanceattribute

describesnapshots
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Lateral Movement/Execution

B %= |

Createlmage ImportKeyPalir Runlnstances
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Lateral Movement/Execution - New Region

Security group

M Port 22

—  SSH @m ml

CreateSecurityGroup ImportKeyPalir Runinstances
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Sign in "eventVersion":
"userIdentity”:
@ Root user "type": "Root",

Account owner that performs tasks requiring
unrestricted access. Learn more

"principalId”: "123456789123",
"arn": "arn:aws:iam::123456789123:root",

C 1AM user "accountId"”: "123456789123",

User within an account that performs daily tasks. "EICCES sKeyId LU
Learn more

(]

}s

"eventTime": "2023-01-11T00:00:007",

"eventSource”: "signin.amazonaws.com",

"eventName": "ConsolelLogin”,

“ "awsRegion": "us-east-1",
"sourceIPAddress™: "12.34.56.78",

By continuing, you agree to the AWS Customer "use r‘Agent "+ "User ,&gent St r‘ing . 3

Agreement or other agreement for AWS services, and the "EI“PDI“MESSEEE" - "Fajiled authentication" ,

Privacy Motice. This site uses essential cookies. See our
Cookie Motice for more information. " req uestParameters™: null r

Root user email address

root@root.com

"responseElements”: {
"ConsoleLogin": "Failure"

Create a new AWS account }
2
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Defense Evasion
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Defense Evasion

Instances (1/1) info

| Q| Find instance by attribute or tag (case-sensitive)

| Instance state = running | X | | Clear filters

Instance
state

pending

running
stopping

stopped

shutting-

down

terminated
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Defense Evasion

Instances (1/1) info

| Q| Find instance by attribute or tag (case-sensitive)

| Instance state = running | X | | Clear filters

Instance
state

pending

running
stopping

stopped

shutting-

down

terminated
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Case Wrap-up

* |nitial access through CVE-2023-22952
* Access key compromise
* Organizations and Cost and Usage Discovery
 RDS
e EC2
 Root login attempts
e Attack timeline
o Broader activity: 21 — 27 days
o AWS activity: 2 — 4 days
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Remediation

* Access keys
* |AM policies
* Monitor root account
* Enable logging and monitoring
o CloudTrail, GuardDuty, VPC Flow Logs
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Remediation - Access Keys

[profile name]
aws_access_key id = AKIABBBCCCDDDEEEFFGG
aws_secret_access _key = AAAbbbCCCAdEE/fffGGGhhhIIIjjjKKK111MMMM/
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"Version": "2012-16-17",

"Statement": |

"Action": [
"ec2:*",
||53:;*||-’
"Jam:*"

1.

"Resource™: "*"
"Effect”: "Allow"

"Version": "2012-10-17",
"Statement™: |

“"Action": [
"ec2:DescribeInstanceAttribute”,
"ec2:CreateTags"

1.

“"Resource”: "arn:aws:ec2:us-east-1:123456789123:instance/i-93j383j38dkd93j6",

"Effect": "Allow"

“"Action": [
"s3:ListBuckets"”,
"s3:PutBucketVersioning"

1.

"Resource": "arn:aws:s3:::bucketname",

"Effect": "Allow"
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CloudWatch Metric

{ $.userldentity.type = "Root” &&
$.userldentity.invokedBy NOT EXISTS &&
$.eventType = "AwsServiceEvent" }
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Remediation - Logging and Monitoring

P

CloudTrall GuardDuty VPC Flow Logs
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Key Takeaways

* (Cleanup and monitor access keys
 Monitor AWS accounts for abnormal activity
* Enforce granular permissions
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