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It's all good, kind of










Create phishing emails: LLMs

o ChatGPT using GPT-4
» A few data points are enough for personalized text
o Security mechanisms to prevent malicious uses

o But they are weak
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Create phishing emails: V-Triad

e Manual creation of phishing email

e More time-consuming

 Ensure the email meets each part of the V-Triad
o Credibility (cues, signals)
» Relevancy (compatibility)

o Customizable fields and capabilities
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Automate phishing attacks using LLMs

» Phase 1 - Collect background information
» (almost) everyone has a large digital footprint
» Phase 2 - Create phishing emails

» Phase 3 - Send phishing emails

 Phase 4 - Analyse the results
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Automate phishing attacks using LLMs

» Phase 1 - Collect background information
» Phase 2 - Create phishing emails
o Control group, GPT, V-Triad, V-Triad + GPT

» Phase 3 - Send phishing emails

 Phase 4 - Analyse the results
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Control group email example

Fetched from KnowBe4 #BHUSA @BlackHatEvents



Query: write an email offering a
$25 gift card to Starbucks for
Harvard Students, with a link for
them to access the discount code,
in no more than 150 words

GPT email example

#BHUSA @BlackHatEvents



V-Triad email example



V-Triad + GPT email example

Query: Create an email offering a
$25 gift card for Harvard Students
to Starbucks, with a link for them
to access the QR code, in no more
than 150 words

#BHUSA @BlackHatEvents



Automate phishing attacks using LLMs

» Phase 1 - Collect background information
» Phase 2 - Create phishing emails
» Phase 3 - Send phishing emails

o 112 participants

» Send in batches of 10 emails, 10.30 am - 2.30 pm

 Phase 4 - Analyse the results
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Free text examples: Control group

Reduces suspicon Increases suspicion

» Reasoning seems leqit » Unrealistic reasoning
e Strange formatting and language
e Aggressive language (urging to take action)
» Asking for too much personal information
« Did not sign up for the reward program

| was not a customer, so it seemed strange
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Free text examples: GPT

Reduces suspicon Increases suspicion

« Wanted the reward, appreciated the gift e Free giveaways are sketchy

e Other stores have offered free giveaways recently « No graphics

» The text and content seemed legit » Strange language and phrasing

» The general feeling looked legit e Suspicious content

e I'm a customer, so it seemed right e | was not a customer, so it seemed strange

« The company would never give away things for free
o Links are always sketchy
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Free text examples: V-Triad

Reduces suspicon Increases suspicion

o Plausible text « Non-plausible deal (free things are sketchy)
e Plausible deal » Not relevant

» Seems like an ordinary email » Lacks official branding

» Nothing that raised attention
» Relevant targeting (students at the University)
» Relevant timing (a store recently opened nearby)
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Free text examples: V-Triad + GPT

Reduces suspicon Increases suspicion

e | wanted the giveaway

Content seems leqit
Purpose seems legit

« No free lunch - suspicious of the giveaway
» Urging to press a link seems sketchy
e The look and feel differ from the original branding

Not overly urging to take action, which seemed legit

Relevant targeting (students)

| finally felt they gave me a good deal

fheiding@seas.harvard.edu
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Intent detection

4 models (GPT, Bard, LLaMA, Claude)
4 emall types (previous emails + "normal” marketing emails)
o 4 questions

 What is the intention of this email?

o Can there be anything suspicious about this email?

« How should | respond to this email?

Do you think this email was created by a human or LLM?
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Intent detection - interesting answers

o "Less than 5% that it was written by an existing Al"

» "No linguistic flair indicative of Al-generated text"

 "The tone aligns well with the scammy sales pitch of a
human”

o Great recommendations (Claude)
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Future work and conclusions



Hacking humans with LLMs

» Not as good as specialized human models (yet)
o Performs much better with small manuall adjustments

o Sophisticated phishing attacks are getting easier to launch

o Future projects

e Train LLMs to be better at phishing

» Can we automate the phishing process
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Stop hackers using LLMs

» (Some) LLMs are already good at detecting phish
» Provides good recommendations for avoiding phish
o Future projects

 Use LLMs to improve cybersecurity training

» Understand the user’s suspicion profile

» Tailor the training to the user’s cognitive profile
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Join a hew study - cybersecurity training

Use LLMs to improve cybersecurity training
Organizations and private individuals
Understand the user’s suspicion profile

Tailor the training to the user’s cognitive profile
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https://harvard.az1.qualtrics.com/jfe/form/SV_cCJTf7eu96vrRAy

Takeaways

o Can Al hurt us? Yes
o« Can Al help us? Yes
 Use Al to help us get better
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The End

"I don't know if we can be trusted with such a weapon. But we have no choice."

Oppenheimer

‘ Fredrik Heiding

. fheiding@seas.harvard.edu
Yy  @_fredrikh01
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