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Pablo Artuso, Yvan Genuer

Discovering New Vectors to Gain Remote and 
Root Access in SAP Enterprise Software
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› Lead Security Researcher

› 10 years SAP Security experience

› Java rookie

› @lmkalg

Pablo Artuso

› Security Researcher

› 20 years SAP experience

› 10 years SAP Security

› linkedin.com/in/1ggy 

Yvan GenuerOnapsis

2



#BHUSA  @BlackHatEvents

74%
of the Global 
2000 use SAP

of the world’s 
transaction revenue

of F500 Oil & Gas

77% 100%87%
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https://docs.google.com/file/d/1iNP4Ufnxce4uGOYKWXeNLoSqXVfGhdVo/preview
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What just happened ?
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root or nt/system

CVE-2023-24523

Stage 3 local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

Stage 2 P4 service access

SSRF

CVE-2023-36925

Stage 1 

Enable arbitrary application

CVE-2023-28761

HTTP service access
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root or nt/system

CVE-2023-24523

Stage 3 
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Accomplish several life-cycle tasks
OS independent
Part of SAP system
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No authentication

New parameters in game
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https://docs.google.com/file/d/1z75D-KC6PPOC5s93qz8QRHZX0mXv89DN/preview
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Patch Description CVSS CVE
3285757 Privilege Escalation vulnerability in SAP Host Agent (Start Service) 8.8 CVE-2023-24523
3275727 Memory Corruption vulnerability in SAPOSCOL 7.2 CVE-2023-27498
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root or nt/system

CVE-2023-24523

Stage 3 local http request local user access

22



#BHUSA   @BlackHatEvents

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

Stage 2 

SSRF

CVE-2023-36925
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SolMan

PI/PO

LaMa

EP

…

Simplified stack of SAP 
Java-based Solution / 

Product

SAP Java NetWeaver

< Solution / Product > 

OS

P4: Introduction

P4 Protocol
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https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-US/48/2d9ba88aef4bb9e10000000a42189b/content.htm?no_cache=true

P4: JNDI basics
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P4: JNDI basics
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List 
Services

P4: Analysis Cycle



#BHUSA  @BlackHatEvents

P4: Listing services
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https://codewhitesec.blogspot.com/2021/06/about-unsuccessful-quest-for.html 
(Kai Ullrich)

P4: Listing services

29

https://codewhitesec.blogspot.com/2021/06/about-unsuccessful-quest-for.html


#BHUSA  @BlackHatEvents

List 
Services

Filter 
Telnet 

Results

Kai 
Ullrich’s 
Script

P4: Analysis Cycle
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Pick  
service

List 
Services

Filter 
Telnet 

Results

Kai 
Ullrich’s 
Script

P4: Analysis Cycle
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Pick  
service

grep

Server 
LogsFind Interface 

& 
Implementation

List 
Services

Filter 
Telnet 

Results

Kai 
Ullrich’s 
Script

P4: Analysis Cycle
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JCC
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P4: Findings

Patch Description CVSS CVE
3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
3252433 Arbitrary read of OS files + Full DoS in locking service 9.9 CVE-2023-23857
3273480 SQL injection (read) + DoS in User Defined Search service 9.9 CVE-2022-41272
3267780 SQL injection (read) + DoS in JobBean service 9.4 CVE-2022-41271
3268093 RFC arbitrary function execution + JCO password leak in rfcengine service 9.4 CVE-2023-0017
3317453 Incorrect reference handling leading to arbitrary application startup 8.2 CVE-2023-30744
 3288096
3288394
3288480
3287784

Multiple information disclosures 5.3

CVE-2023-26460
CVE-2023-24526
CVE-2023-27268
CVE-2023-24527
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P4: Findings
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P4: Findings

Patch Description CVSS CVE
3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
3252433 Arbitrary read of OS files + Full DoS in locking service 9.9 CVE-2023-23857
3273480 SQL injection (read) + DoS in User Defined Search service 9.9 CVE-2022-41272
3267780 SQL injection (read) + DoS in JobBean service 9.4 CVE-2022-41271
3268093 RFC arbitrary function execution + JCO password leak in rfcengine service 9.4 CVE-2023-0017
3317453 Incorrect reference handling leading to arbitrary application startup 8.2 CVE-2023-30744
 3288096
3288394
3288480
3287784

Multiple information disclosures 5.3

CVE-2023-26460
CVE-2023-24526
CVE-2023-27268
CVE-2023-24527
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“Hey SMDAgents do 
this simulation for me”
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“Hey SMDAgents do 
this simulation for me”

“Sir yes sir !” “Sir yes sir !” “Sir yes sir !”

“Sir yes sir !”
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Collectors classes
On Agent side
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Collectors classes
On Agent side
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com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.
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Collectors are executed on the remote Agent.

Any vulnerabilities inside collectors will be
executed on the remote Agent!
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com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.
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Patch Description CVSS CVE
3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497

com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.

54



#BHUSA  @BlackHatEvents

com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.

Patch Description CVSS CVE
3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
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com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.

Patch Description CVSS CVE
3348145 Header Injection in SAP Solution Manager (Diagnostic Agent) 7.2 CVE-2023-36921
3352058 Unauthenticated blind SSRF in SAP Solution Manager (Diagnostics agent) 7.2 CVE-2023-36925
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com.sap.smd.mai.collector.HelloWorldCollector
com.sap.smd.mai.collector.SAPPingHostCollector
com.sap.smd.mai.collector.SAPGrmgClassicCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector
com.sap.smd.mai.collector.SimpleFileServiceCollector2
com.sap.smd.mai.collector.SAPPingHTTPCollector
com.sap.smd.mai.collector.SccCollector
com.sap.smd.mai.collector.SAPControlWSCollector
com.sap.smd.mai.collector.LicenseCollector
com.sap.smd.mai.collector.FileServiceCollector
com.sap.smd.mai.collector.FileContentScanCollector
com.sap.smd.mai.collector.EventLogServiceCollector
etc.

Patch Description CVSS CVE
3348145 Header Injection in SAP Solution Manager (Diagnostic Agent) 7.2 CVE-2023-36921
3352058 Unauthenticated blind SSRF in SAP Solution Manager (Diagnostics agent) 7.2 CVE-2023-36925
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https://docs.google.com/file/d/1wgg_zQfyNQuifhbhgKc5feoFSV0ywtRo/preview
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root or nt/system

CVE-2023-24523

Stage 3 local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

Stage 2 P4 service access

SSRF

CVE-2023-36925
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Stage 1 

Enable arbitrary application

CVE-2023-28761

HTTP service access
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SAP JNDI Injection: JEA
SAP Java-based 

system
Java Endpoint 

Analyzer
Connects using credentials

Downloads files (SOAP, Servlet, etc)
Config files 

analysis

61

List of HTTP Endpoints

Onapsis/java_endpoint_analyzer
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NavigationServlet is exposed without 
authentication

JEA
Enterprise 

Portal

SAP JNDI Injection: The vulnerable servlet
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doGet() → handleGetSubTreeCall() → getNavigationTree() →… → redirect() 

SAP JNDI Injection: The vulnerable servlet
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SAP JNDI Injection: The vulnerable servlet
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Redirectors / 
Connectors

PCD PCDH TBN OBN
ROLES GPNMODELEDCONTENT

COLLABORATIONCONNECTOR

SAP JNDI Injection: Finding the vulnerability
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Redirectors / 
Connectors

PCD PCDH TBN OBN
ROLES GPNMODELEDCONTENT

COLLABORATIONCONNECTOR

SAP JNDI Injection: Finding the vulnerability
PCD

Prefix “pcd://”
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SAP JNDI Injection: Finding the vulnerability
doGet() → handleGetSubTreeCall() → getNavigationTree() →… → redirect() 
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SAP JNDI Injection: Finding the vulnerability
doGet() → handleGetSubTreeCall() → getNavigationTree() →… → redirect() 
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SAP JNDI Injection: Finding the vulnerability
doGet() → handleGetSubTreeCall() → getNavigationTree() →… → redirect() 

JNDI lookup with user-controlled input
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SAP JNDI Injection: RMI Exploitation

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf

● RMI-JNDI lookups can be 
used to load remote clases 
through JNDI references.

70

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf
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SAP JNDI Injection: RMI Exploitation

Enterprise 
Portal

Start an RMI Server hosting a JNDI reference which 
references to a remote class

71

Attacker

Attacker 
controlled 

server

1



#BHUSA  @BlackHatEvents

SAP JNDI Injection: RMI Exploitation

Executes payload using “pcd://rmi://<ip>:<port>”

Enterprise 
Portal

72

Attacker

Attacker 
controlled 

server

1

2
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SAP JNDI Injection: RMI Exploitation

Executes payload using “pcd://rmi://…” which 
forces the JNDI lookup

Enterprise 
Portal
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Attacker

Attacker 
controlled 

server

1

2

3
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SAP JNDI Injection: RMI Exploitation

RMI server returns a reference to remote class

Enterprise 
Portal

74

Attacker

Attacker 
controlled 

server

1

2

3
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SAP JNDI Injection: RMI Exploitation

RMI server returns a reference to remote class

Enterprise 
Portal
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Attacker

Attacker 
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server

1

2

3
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SAP JNDI Injection: RMI Exploitation

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf

● RMI-JNDI lookups can be 
used to load remote clases 
through JNDI references.

● RMI JNDI lookups can be 
used to load local classes 
through JNDI references.

https://www.veracode.com/blog/research/exploiting-jndi-injections-java 76

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf
https://www.veracode.com/blog/research/exploiting-jndi-injections-java
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SAP JNDI Injection: RMI Exploitation

RMI server returns a reference to local class

Enterprise 
Portal
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Attacker

Attacker 
controlled 

server

1

2

3

4
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SAP JNDI Injection: Specific gadget

● Conditions to be met:

○ Class must exist in SAP’s classpath
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SAP JNDI Injection: Specific gadget
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SAP JNDI Injection: Specific gadget
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SAP JNDI Injection: Specific gadget
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SAP JNDI Injection: Specific gadget

● Conditions to be met:

○ Class must exist in SAP’s classpath
○ Must be a factory
○ Must be casteable to ObjectFactory
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SAP JNDI Injection: Specific gadget
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SAP JNDI Injection: Specific gadget

● Conditions to be met:

○ Class must exist in SAP’s classpath
○ Must be a factory
○ Must be casteable to ObjectFactory
○ Must implement getObjectInstance
○ Must do something interesting

84
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SAP JNDI Injection: Specific gadget

EJBObjectFactory

85
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SAP JNDI Injection: Specific gadget

EJBObjectFactory

86

…
String appName = getAppName(ref);

if (appName != null){
startApp(appName);

…
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SAP JNDI Injection: RMI Exploitation

RMI server returns a ref to the local 
EJBObjectFactory

Enterprise 
Portal

87

Attacker

Attacker 
controlled 

server

1

2

3

4
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SAP JNDI Injection: RMI Exploitation

When resolving the reference, executes the 
startApp() with the appName provided

Enterprise 
Portal

Starting app…

88

Attacker

Attacker 
controlled 

server

1

2

3

4

5
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SAP JNDI Injection: RMI Exploitation

Execution crashes but application is now started

Enterprise 
Portal

App started

89

Attacker

Attacker 
controlled 

server

1

2

3

4

5



#BHUSA  @BlackHatEvents

SAP JNDI Injection: Reverseless Exploitation

 Launches exploit using EJB resolver and the ref 
with the appName in the same payload

Enterprise 
Portal

Starting app…

90

Attacker

1
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SAP JNDI Injection: Reverseless Exploitation

Application started

Enterprise 
Portal

App started

91

Attacker

1
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SAP JNDI Injection: Findings

Patch Description CVSS CVE
3289994 Missing Authentication check in SAP NetWeaver Enterprise Portal 6.5 CVE-2023-28761
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Stage 2 P4 service access

Stage 1 

Enable arbitrary application

CVE-2023-28761

HTTP service access
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Chaining: SAP Injection + P4 Exploitation

P4TunnelingApp

Enterprise 
Portal

Launches SAP JNDI exploit and turns on 
“P4Tunneling” app

94

Attacker

1
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Chaining: SAP Injection + P4 Exploitation

Enterprise 
Portal

Sends P4 traffic embedded inside HTTPs request to 
P4T

P4T

TCP HTTP P4

95

Attacker

2
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root or nt/system

CVE-2023-24523

Stage 3 local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

Stage 2 P4 service access

SSRF

CVE-2023-36925

Stage 1 

Enable arbitrary application

CVE-2023-28761

HTTP service access
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root or nt/system

CVE-2023-24523

local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

P4 service access

SSRF

CVE-2023-36925

Enable arbitrary application

CVE-2023-28761

HTTP service access
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root or nt/system

CVE-2023-24523

local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

P4 service access

SSRF

CVE-2023-36925

Enable arbitrary application

CVE-2023-28761

HTTP service access
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root or nt/system

CVE-2023-24523

local http request local user access

RCE Windows

CVE-2023-27497

Arbitrary file reading

CVE-2023-23857

SQLi

CVE-2022-41272

P4 service access

SSRF

CVE-2023-36925

Enable arbitrary application

CVE-2023-28761

HTTP service access
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Stay Secure
Patch Description CVSS CVE

3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
3252433 Arbitrary read of OS files + Full DoS in locking service 9.9 CVE-2023-23857
3273480 SQL injection (read) + DoS in User Defined Search service 9.9 CVE-2022-41272
3267780 SQL injection (read) + DoS in JobBean service 9.4 CVE-2022-41271
3268093 RFC arbitrary function execution + JCO password leak in rfcengine service 9.4 CVE-2023-0017
3285757 Privilege Escalation vulnerability in SAP Host Agent (Start Service) 8.8 CVE-2023-24523
3317453 Incorrect reference handling leading to arbitrary application startup 8.2 CVE-2023-30744
3275727 Memory Corruption vulnerability in SAPOSCOL 7.2 CVE-2023-27498
3348145 Header Injection in SAP Solution Manager (Diagnostic Agent) 7.2 CVE-2023-36921
3352058 Unauthenticated blind SSRF in SAP Solution Manager (Diagnostics agent) 7.2 CVE-2023-36925
3289994 Missing Authentication check in SAP NetWeaver Enterprise Portal 6.5 CVE-2023-28761
 3288096
3288394
3288480
3287784

Multiple information disclosures 5.3

CVE-2023-26460
CVE-2023-24526
CVE-2023-27268
CVE-2023-24527

100
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Stay Secure
Patch Description CVSS CVE

3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
3252433 Arbitrary read of OS files + Full DoS in locking service 9.9 CVE-2023-23857
3273480 SQL injection (read) + DoS in User Defined Search service 9.9 CVE-2022-41272
3267780 SQL injection (read) + DoS in JobBean service 9.4 CVE-2022-41271
3268093 RFC arbitrary function execution + JCO password leak in rfcengine service 9.4 CVE-2023-0017
3285757 Privilege Escalation vulnerability in SAP Host Agent (Start Service) 8.8 CVE-2023-24523
3317453 Incorrect reference handling leading to arbitrary application startup 8.2 CVE-2023-30744
3275727 Memory Corruption vulnerability in SAPOSCOL 7.2 CVE-2023-27498
3348145 Header Injection in SAP Solution Manager (Diagnostic Agent) 7.2 CVE-2023-36921
3352058 Unauthenticated blind SSRF in SAP Solution Manager (Diagnostics agent) 7.2 CVE-2023-36925
3289994 Missing Authentication check in SAP NetWeaver Enterprise Portal 6.5 CVE-2023-28761
 3288096
3288394
3288480
3287784

Multiple information disclosures 5.3

CVE-2023-26460
CVE-2023-24526
CVE-2023-27268
CVE-2023-24527

3273729 Impact of CVE-2022-41271 and CVE-2022-41272 na na
3299806 FAQ for SAP Security Note 3252433 na na

101



#BHUSA  @BlackHatEvents

Stay Secure
Patch Description CVSS CVE

3305369 Multiple vulnerabilities in SAP Diagnostics Agent 10 CVE-2023-27497
3252433 Arbitrary read of OS files + Full DoS in locking service 9.9 CVE-2023-23857
3273480 SQL injection (read) + DoS in User Defined Search service 9.9 CVE-2022-41272
3267780 SQL injection (read) + DoS in JobBean service 9.4 CVE-2022-41271
3268093 RFC arbitrary function execution + JCO password leak in rfcengine service 9.4 CVE-2023-0017
3285757 Privilege Escalation vulnerability in SAP Host Agent (Start Service) 8.8 CVE-2023-24523
3317453 Incorrect reference handling leading to arbitrary application startup 8.2 CVE-2023-30744
3275727 Memory Corruption vulnerability in SAPOSCOL 7.2 CVE-2023-27498
3348145 Header Injection in SAP Solution Manager (Diagnostic Agent) 7.2 CVE-2023-36921
3352058 Unauthenticated blind SSRF in SAP Solution Manager (Diagnostics agent) 7.2 CVE-2023-36925
3289994 Missing Authentication check in SAP NetWeaver Enterprise Portal 6.5 CVE-2023-28761
 3288096
3288394
3288480
3287784

Multiple information disclosures 5.3

CVE-2023-26460
CVE-2023-24526
CVE-2023-27268
CVE-2023-24527

3273729 Impact of CVE-2022-41271 and CVE-2022-41272 na na
3299806 FAQ for SAP Security Note 3252433 na na
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Stay Secure

› Apply relevant patches…

› Restrict and monitor P4 access as possible

› IPS, IDS and Firewall are always encouraged

› Restrict RMI-like traffic
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Conclusions

› CVSS 

› No need to be an expert 

› Don’t be afraid

› Don’t pursue the silver bullet, it could be frustrating
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Pablo Artuso @lmkalg
Yvan Genuer linkedin.com/in/1ggy

https://www.onapsis.com

Thank you !
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