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• 1998
• OpenLDAP developed by OpenLDAP Project

• 2000
• Microsoft released Active Directory (AD)
• Ensured compliance of AD with LDAP!

Back to the

• 1980s
• X.500 directory services
• X.500 Directory Access Protocol (DAP)

• 1993-1997
• “Lightweight” Directory Access Protocol 

(LDAP) v1-3
• Used the simpler TCP/IP protocol stack

History
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• Open-source tools for LDAP visibility 
(defensive & offensive usages)
• 2015 – PowerView (@harmj0y)
• 2016 - Bloodhound (SpecterOps)
• 2017 – PingCastle (Vincent Le Toux)

Back to the

Logs?

Future



• How to get LDAP logs in a lab?
• SilkETW (Ruben Boonen, 2019)
• LDAPMon (Johnny Johnson, 2023)

• How to get LDAP logs in production?
• Defender for Endpoint (EDR agent)
• Defender for Identity (sensor on DC)

Back to the Logs?



Client-side vs Server-side LDAP Logs

• Client-side logs
• WYSIWYG
• #YOLO
• Obfuscation ripe

wldap32.dll

• Server-side logs
• Significant 

normalization 
(but not 100%)
• Undocumented 

expansions and 
substitutions of 
values
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Client-side vs Server-side LDAP Logs

• Server-side logs
• Significant 

normalization 
(but not 100%)
• Undocumented 

expansions and 
substitutions of 
values

• Client-side logs
• WYSIWYG
• #YOLO
• Obfuscation ripe

ADWS
(Active Directory Web Services)

• 100% log evasion 
opportunities



1. Speed run of LDAP SearchRequest parsing, 
obfuscation, deobfuscation & detection

2. Completion of our 2,000-hour R&D journey
3. Demo & release our brand new open-source 

framework:

What’s Happening Over the Next 40 Minutes

MaLDAPtive
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Anatomy of an LDAP SearchRequest (RFC 4511)

• RFC 4511 Section 4.5.1
• BaseObject
• LDAP://DC=contoso,DC=com

• Scope
• Subtree

• Filter
•

• AttributeSelection
• name,lastlogon,memberof

(name=Sabi)

•
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Secondary obfuscation focus

Primary detection focus

Primary obfuscation focus

Tertiary obfuscation focus



Anatomy of an LDAP SearchFilter (RFC 1558)

Comparison
Operator

AttributeGroupStart

( name = Sabi )

Value GroupEnd

• Required tokens
• GroupStart, Attribute, ComparisonOperator, Value, GroupEnd



Anatomy of an LDAP SearchFilter (RFC 1558)

(name=Sabi)

• Required tokens
• GroupStart, Attribute, ComparisonOperator, Value, GroupEnd

ExtensibleMatchFilterBooleanOperator

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

“

• Optional tokens
• BooleanOperator, ExtensibleMatchFilter•



Anatomy of an LDAP SearchFilter (RFC 1558)

(name=Sabi)

• Required tokens
• GroupStart, Attribute, ComparisonOperator, Value, GroupEnd

ExtensibleMatchFilterBooleanOperator

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

• Optional tokens
• BooleanOperator, ExtensibleMatchFilter•

“Object is NOT disabled.”



Anatomy of an LDAP SearchFilter (RFC 1558)

(name=Sabi)

(!(userAccountControl:1.2.840.113556.1.4.803:=2))
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(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_
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Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter
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Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter

FilterList



(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter
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FilterList



(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter

SearchFilter

Hi, I’m Clippy!

Need some help 
with PowerPoint 
transitions?

FilterList



FilterList

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter

SearchFilter



FilterList

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter

SearchFilter

Are you sure?

It looks like 
you could use 
some help with 
crowd work.



FilterList

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter Filter

SearchFilter

I have trivia
& jokes.

Which do you 
prefer?



(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter

FilterList

Filter

SearchFilter

What do you call the biggest LDAP SearchRequest in history?



(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter

FilterList

Filter

SearchFilter

What do you call the biggest LDAP SearchRequest in history?

10,485,760 bytes (~10.5 MB)

That’s so funny it qualifies as trivia AND a joke!



(!(userAccountControl:1.2.840.113556.1.4.803:=2))

Anatomy of an LDAP SearchFilter (RFC 1558)

&( (name=Sabi) )_

Filter

FilterList

Filter

SearchFilter

10,485,760 bytes (~10.5 MB)

That’s so funny it qualifies as trivia AND a joke!

What do you call the biggest LDAP SearchRequest in history?
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Obfuscating LDAP: 3 Deep Dives * 3 Genres

• Obfuscation Deep Dives:
• Filter                                 (name=Sabi)
• BaseObject LDAP://DC=contoso,DC=com

• AttributeSelection name,lastlogon,memberof
• Obfuscation Genres:

• Substitution
• Insertion
• Transformation



WARNING! Undocumented Findings Ahead

UNDOCUMENTED!



LDAP SearchFilter Token Types

Comparison
Operator

AttributeGroupStart

( name = Sabi )
Value GroupEnd

ExtensibleMatchFilterBooleanOperator

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

3

1 2 5

4



Obfuscation::Filter::Attribute

(name=Domain Admins)

• Attribute obfuscation
• Casing



Obfuscation::Filter::Attribute

(nAmE=Domain Admins)

• Attribute obfuscation
• Casing



Obfuscation::Filter::Attribute

( 14.1.840.113556.2.1. =Domain Admins)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

• Unique numeric values to identify 
object classes, attributes & 
syntaxes

• Defined by directory service
• OID notation is a dotted string of 

numbers which is described in the 
following table



Obfuscation::Filter::Attribute

(OID. 14.1.840.113556.2.1. =Domain Admins)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

• Unique numeric values to identify 
object classes, attributes & 
syntaxes

• Defined by directory service
• OID notation is a dotted string of 

numbers which is described in the 
following table



Obfuscation::Filter::Attribute

• OID (Object Identifiers) notation

(oId. 14.1.840.113556.2.1. =Domain Admins)

• Unique numeric values to identify 
object classes, attributes & 
syntaxes

• Defined by directory service
• OID notation is a dotted string of 

numbers which is described in the 
following table

• Attribute obfuscation
• Casing



Obfuscation::Filter::Attribute

00 0 000 00 00000 0 00(oId. 14.1.840. 113556.2.1. =Domain Admins)

• OID (Object Identifiers) notation
• Unique numeric values to identify 

object classes, attributes & 
syntaxes

• Defined by directory service
• OID notation is a dotted string of 

numbers which is described in the 
following table

• Attribute obfuscation
• Casing



( =Domain Admins)( =Domain Admins)

Obfuscation::Filter::Attribute

(name=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation



Obfuscation::Filter::Attribute

(name=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR=Domain Admins)

( =Domain Admins)1.2.840.113556.1.4.1208



Obfuscation::Filter::Attribute

(name=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR=Domain Admins)

( =Domain Admins)1.2.840.113556.1.4.1208

(
|
(displayName=domain admins*
(givenName=domain admins*
(legacyExchangeDN=domain admins
(physicalDeliveryOfficeName
(proxyAddresses=domain admins*
(Name=domain admins*)
(sAMAccountName=domain admins*
(sn=domain admins*)

)



Obfuscation::Filter::Attribute

(name=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR=Domain Admins)

( =Domain Admins)1.2.840.113556.1.4.1208

(
|
(displayName=domain admins*)
(givenName=domain admins*)
(legacyExchangeDN=domain admins)
(physicalDeliveryOfficeName=domain admins*)
(proxyAddresses=domain admins*)
(Name=domain admins*)
(sAMAccountName=domain admins*)
(sn=domain admins*)

)

No “*”



Obfuscation::Filter::Attribute

(aNR=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR==Domain Admins)

(
|
(displayName=domain admins*)
(givenName=domain admins*)
(legacyExchangeDN=domain admins)
(physicalDeliveryOfficeName=domain admins*)
(proxyAddresses=domain admins*)
(Name=domain admins*)
(sAMAccountName=domain admins*)
(sn=domain admins*)

)

(givenName=domain*)
(sn=admins*)
(givenName=admins*)
(sn=domain*)

First*Last*

Last*First*

No “*”



Obfuscation::Filter::Attribute

(aNR=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR==Domain Admins)

)

(givenName=domain*)
(sn=admins*)
(givenName=admins*)
(sn=domain*)

First*Last*

Last*First*

No “*”

(
|
(displayName=domain admins*)
(givenName=domain admins*)
(legacyExchangeDN=domain admins)
(physicalDeliveryOfficeName=domain admins*)
(proxyAddresses=domain admins*)
(Name=domain admins*)
(sAMAccountName=domain admins*)
(sn=domain admins*)(aNR=krbtgt)

(aNR=krb)

(aNR=krb*App
eal/Anything

YouWant!!!)



Obfuscation::Filter::Attribute

(aNR=Domain Admins)

• aNR (Ambiguous Name Resolution)

• Attribute obfuscation
• Casing
• OID (Object Identifiers) notation

(aNR==Domain Admins)
You can force ANR to require an exact match on any of 
the attributes in the table by starting the value with the 
equal sign, "=" (so the filter has two equal signs).



• (name=Domain Admins)
• (nAmE=Domain Admins)

• (1.2.840.113556.1.4.1=Domain Admins)
• (OID.1.2.840.113556.1.4.1=Domain Admins)
• (oId.001.02.000840.00113556.000001.04.001=Domain Admins)

Obfuscation::Filter::Attribute

• Attribute obfuscation
• Casing

• aNR (Ambiguous Name Resolution)

• OID (Object Identifiers) notation

( =Domain Admins)
(aNR==Domain Admins)
aNR•

•



Obfuscation::Filter::Attribute

• Attribute obfuscation
• Casing

• aNR (Ambiguous Name Resolution)

• OID (Object Identifiers) notation

• (name=Domain Admins)
• (nAmE=Domain Admins)

• (1.2.840.113556.1.4.1=Domain Admins)
• (OID.1.2.840.113556.1.4.1=Domain Admins)
• (oId.001.02.000840.00113556.000001.04.001=Domain Admins)

( =Domain Admins)
(aNR==Domain Admins)
aNR•

•

Do you know where else Ambiguous Name Resolution exists?



• ComparisonOperator obfuscation

(name=Domain Admins)
Do you know where else Ambiguous Name Resolution exists?

Microsoft!

What is more ambiguous than resolving to rename your 
products every 6 months, amirite?

AttributeObfuscation::Filter::



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation

(name

~

=Domain Admins)

ComparisonOperatorObfuscation::Filter::



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation

• Case still doesn’t matter
• Wildcards non-functional

(name~

• Approximately equal to

=Domain Admins)



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName= )( *



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =

(servicePrincipalName>=!)

(servicePrincipalName<=zzz)



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =

(servicePrincipalName>=!)

(servicePrincipalName<=zzz)

A-Z a-z0-9 ?@<=>:;!"#$%&'()*+ ./-,!"#$%&'()*+,-./     :;<=>?@     [\]^_`     {|}~a-z0-9 [\]^_` {|}~



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =

(servicePrincipalName>=!)

(servicePrincipalName<=zzz)

A-Z a-z0-9 ?@<=>:;!"#$%&'()*+ ./-,!"#$%&'()*+,-./     :;<=>?@     [\]^_`     {|}~

a-z0-9

X [\]^_` {|}~



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =

(servicePrincipalName>=!)

(servicePrincipalName<=zzz)

A-Z a-z0-9 ?@:;!"#$%& ()* ./,

a-z0-9

X [\]^_` {|}~

'-

!"#$%&'()*+,-./     :;<=>?@     [\]^_`     {|}~

<=>+



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to
• Logically equivalent presence filter

servicePrincipalName = )( > =

(servicePrincipalName>=!)

(servicePrincipalName<=zzz)

A-Z a-z0-9

a-z0-9

X
'- <=>+[\]^_`?@:;!"#$%&()* ./

!"#$%&'()*+,-./     :;<=>?@     [\]^_`     {|}~

, {|}~



• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
• Logically equivalent range filters

samaccounttype= )_(_ 805306368



• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
• Logically equivalent range filters

samaccounttype(_ >_=8053063687

)

(
&

)_
(samaccounttype<=805306369)



• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
• Logically equivalent range filters

samaccounttype(_ >_= )_80530636

)

(
&

(!(samaccounttype=805306367))
(!(samaccounttype=805306369))

7
(samaccounttype<=805306369)
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… 6  7  8 9  10 …
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<=9

!=7

!=9
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• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
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• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
• Logically equivalent range filters

samaccounttype(_ >_= )_80530636
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7
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(
&

(name=*mins)
))

(
&

(!(samaccounttype=805306367))
(!(samaccounttype=805306369))

• ComparisonOperator obfuscation

Obfuscation::Filter::ComparisonOperator

• Approximately equal to
• Logically equivalent presence filter
• Logically equivalent range filters

7
(name>=Domain Ad)
(name<=Domain Ae)

80530636 )_samaccounttype(_ >_=
(samaccounttype<=805306369)



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to

• Logically equivalent presence filter

• Logically equivalent range filters

• (name=Domain Admins)

• (name~=Domain Admins)

•
• (servicePrincipalName>==)

• (servicePrincipalName>=!)

• (servicePrincipalName<=zzz)

•
• (& )

• (& )

(samaccounttype=805306368)

(servicePrincipalName=*)

(name<=Domain Ae)(name>=Domain Ad)

samaccounttype(_ >_= )_805306367 (samaccounttype<=805306369)



Obfuscation::Filter::ComparisonOperator

• ComparisonOperator obfuscation
• Approximately equal to

• Logically equivalent presence filter

• Logically equivalent range filters

• (name=Domain Admins)

• (name~=Domain Admins)

•
• (servicePrincipalName>==)

• (servicePrincipalName>=!)

• (servicePrincipalName<=zzz)

•
• (& )

• (& )(name<=Domain Ae)(name>=Domain Ad)

samaccounttype(_ >_= )_805306367

(samaccounttype=805306368)

(servicePrincipalName=*)

(samaccounttype<=805306369)

ComparisonOperatorObfuscation::Filter::



• ComparisonOperator obfuscation
• Approximately equal to

• Logically equivalent presence filter

• Logically equivalent range filters

• (name=Domain Admins)

• (name~=Domain Admins)

•
• (servicePrincipalName>==)

• (servicePrincipalName>=!)

• (servicePrincipalName<=zzz)

•
• (& )

• (& )(name<=Domain Ae)(name>=Domain Ad)

samaccounttype(_ >_= )_805306367 (samaccounttype<=805306369)

(servicePrincipalName=*)(samaccounttype=805306368)

ComparisonOperatorObfuscation::Filter::



NOT!AND &
OR |

BooleanOperatorObfuscation::Filter::



NOT!AND &
OR |

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive

(co=Albania)

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive

(|(|(co=Albania)(( )))))))))(|((&((

!!

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive

(|(|(co=Albania)!((!(|((&(( )))))))))

• Double negation

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive

(|(|(co=Albania)!((!(|((&(( )))))))))

• Double negation

(!(!l=Kukës))

(!(!(l=Kukës)))

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation

co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation

co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation

co=Albania)(

(

(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

)_

(_
&_

(_name=Sabi)

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation

co=Albania)(

(

(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

)_

(_
&_

(_name=Sabi)

&

&|&
&|&

&|

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation

(

(

(_
|

l=Tiranë)
)

)

l=Kukës)

)_
(_name=Sabi)

co=Albania)(

(

(

&

!

! ONLY affects 1st 

BooleanOperator OR 
Filter (not FilterList).

&|&
&|&

&|

!

&

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

(De Morgan’s laws)

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B) )

(

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion (De Morgan’s laws)

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B)

co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

)_

(_
!_

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion (De Morgan’s laws)

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B)

co=Albania)(

(
(l=Tiranë)

(

(

)
)

|

&

l=Kukës)

)_

(_
!_

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion (De Morgan’s laws)

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B)

co=Albania)(

(
(l=Tiranë)

(

(

)
)

&_

|_

l=Kukës)

)_

(_
!_

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion (De Morgan’s laws)

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B)

co=Albania)(

(
(l=Tiranë)

(

(

)
)

&_

|_

l=Kukës)

)_

(_
!_

BooleanOperatorObfuscation::Filter::



• BooleanOperator obfuscation
• Additive
• Double negation
• Logical inversion (De Morgan’s laws) (

(
(

(

(

)
)

&_

|_

)_

(_
!_

co=Albania)!

!l=Tiranë)
l=Kukës)!

not (A or B) = (not A) and (not B)
not (A and B) = (not A) or (not B)

BooleanOperatorObfuscation::Filter::



(co=Albania)|_!(_!_ &_!( ( (( )))_!l=Kukës) l=Tiranë)

• BooleanOperator obfuscation
• Additive

• Logical inversion (De Morgan’s laws)

• Double negation

•
•

• (co=Albania)

• (|((&(((((|(|(co=Albania))))))))))

•
• (|((&((!((!(|(|(co=Albania))))))))))

• (!(!l=Kukës))

•
• (&(co=Albania)(|(l=Kukës)(l=Tiranë)))

•

BooleanOperatorObfuscation::Filter::



(co=Albania)|_!(_!_ &_!( ( (( )))_!l=Kukës) l=Tiranë)

• BooleanOperator obfuscation
• Additive

• Logical inversion (De Morgan’s laws)

• Double negation

•
•

• (co=Albania)

• (|((&(((((|(|(co=Albania))))))))))

•
• (|((&((!((!(|(|(co=Albania))))))))))

• (!(!l=Kukës))

•
• (&(co=Albania)(|(l=Kukës)(l=Tiranë)))

•

What is my LEAST favorite LDAP token type?

BooleanOperatorObfuscation::Filter::



• ExtensibleMatchFilter obfuscation

“Object is NOT disabled.”
(userAccountControl:1.2.840.113556.1.4.80 :! 3 = ))( 2

BooleanOperatorObfuscation::Filter::

What is my LEAST favorite LDAP token type?

The BooleanOperator – because I’m afraid of 
getting tied up in NOTs (!)



• ExtensibleMatchFilter obfuscation

“Object is NOT disabled.”
(userAccountControl:1.2.840.113556.1.4.80 :! 3 = ))( 2

ExtensibleMatchFilterObfuscation::Filter::



• ExtensibleMatchFilter obfuscation

“Object is NOT disabled.”
(userAccountControl:1.2.840.113556.1.4.80 :! 3 = )_( 2

2008+

2012 R2+

)

ExtensibleMatchFilterObfuscation::Filter::



• ExtensibleMatchFilter obfuscation

(userAccountControl:1.2.840.113556.1.4.80 :3 =515)_

• Bitwise breakout (AND/OR) 

1+2+512=515

ExtensibleMatchFilterObfuscation::Filter::



514

• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

(userAccountControl:1.2.840.113556.1.4.80 :3 =1)_
&

(

)
(userAccountControl:1.2.840.113556.1.4.80 :3 =514)(userAccountControl:1.2.840.113556.1.4.80 :3 =514)

1+2+512=515

ExtensibleMatchFilterObfuscation::Filter::



• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

)

514(userAccountControl:1.2.840.113556.1.4.80 :3 =1)_
&

(

(userAccountControl:1.2.840.113556.1.4.80 :3 =2)
(userAccountControl:1.2.840.113556.1.4.80 :3 =512)

1+2+512=515

ExtensibleMatchFilterObfuscation::Filter::



• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

)

514(userAccountControl:1.2.840.113556.1.4.80 :4 =1)_
|

(

(userAccountControl:1.2.840.113556.1.4.80 :4 =2)

1+2+512=515

(userAccountControl:1.2.840.113556.1.4.80 :4 =512)

ExtensibleMatchFilterObfuscation::Filter::



• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

)

514(userAccountControl:1.2.840.113556.1.4.80 :4 =1)_
|

(

(userAccountControl:1.2.840.113556.1.4.80 :4 =2)

1+2+512=515

(userAccountControl:1.2.840.113556.1.4.80 :4 =512)

ExtensibleMatchFilterObfuscation::Filter::

1048574(userAccountControl! = )_( ):1.2.840.113556.1.4.803:



• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

ExtensibleMatchFilterObfuscation::Filter::

• AND
• AND'd 1 bits
• NOT OR'd 0 bits

1048574(userAccountControl= )_

• Bitwise breakout (exact)



342294

• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

ExtensibleMatchFilterObfuscation::Filter::

• AND
• AND'd 1 bits
• NOT OR'd 0 bits

• Bitwise breakout (exact)

)
(!(userAccountControl:1.2.840.113556.1.4.804:= ))

1048574(userAccountControl
&

=

(

:1.2.840.113556.1.4.803: )_
4293918721



1048574)_

• ExtensibleMatchFilter obfuscation
• Bitwise breakout (AND/OR) 

ExtensibleMatchFilterObfuscation::Filter::

• AND
• AND'd 1 bits
• NOT OR'd 0 bits

• Bitwise breakout (exact)

342294(userAccountControl
&

=

(

)

:1.2.840.113556.1.4.803:

(!(userAccountControl:1.2.840.113556.1.4.804:=328204289))
(!(userAccountControl:1.2.840.113556.1.4.804:= ))

(userAccountControl:1.2.840.113556.1.4.803:=706280)

3965714432



1048574342294

• Bitwise breakout (exact)

• Bitwise breakout (AND/OR) 

• (userAccountControl=1048574)

•

• (userAccountControl:1.2.840.113556.1.4.803:=515)

• (&(userAccountControl:1.2.840.113556.1.4.803:=1)
(userAccountControl:1.2.840.113556.1.4.803:=514))

• ExtensibleMatchFilter obfuscation

ExtensibleMatchFilterObfuscation::Filter::

)_(userAccountControl =

)

:1.2.840.113556.1.4.803:

(!(userAccountControl:1.2.840.113556.1.4.804:=328204289))
(!(userAccountControl:1.2.840.113556.1.4.804:= ))

(userAccountControl:1.2.840.113556.1.4.803:=706280)
&(

3965714432



• Casing
• Value obfuscation

ValueObfuscation::Filter::

(name=krbtgt)

• Excluding Attributes with Value formats 
Boolean, SID, HexObjectReplicaLink, etc. 



• Casing
• Value obfuscation

ValueObfuscation::Filter::

(name=kRBtgT)

• Excluding Attributes with Value formats 
Boolean, SID, HexObjectReplicaLink, etc. 



• Casing
• Value obfuscation

ValueObfuscation::Filter::

(sAMAccountName=
(logonCount>=-

805306368)
1)

• Prepended 0’s



000000
0000(sAMAccountName=

(logonCount>=-

• Casing
• Value obfuscation

ValueObfuscation::Filter::

805306368)
1)

• Prepended 0’s



Z (

• Casing
• Value obfuscation

ValueObfuscation::Filter::

(whenCreated=20080217112855.000 )

• Prepended 0’s
• Timestamps



1337Ka anPlehrash

• Casing
• Value obfuscation

ValueObfuscation::Filter::

(whenCreated=20080217112855. )

• Prepended 0’s
• Timestamps

Z



1337Ka anPlehrash

• Casing
• Value obfuscation

ValueObfuscation::Filter::

(whenCreated=20080217112855. )

• Prepended 0’s
• Timestamps

Z

\5A
\5a



• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s
• Timestamps
• Hex encoding

(name=krbtgt)



• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s
• Timestamps
• Hex encoding

(name=krb tgt )\74 \74



• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s
• Timestamps
• Hex encoding

(name=krb tgt )\74 \74

In LDAP filters these characters should be escaped with the 
backslash escape character, followed by the two character
ASCII hexadecimal representation of the character.

\00    \0
\0A    \A



• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s
• Timestamps
• Hex encoding
• Wildcards

(name= rbtgt)k



• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s
• Timestamps
• Hex encoding
• Wildcards

(name= rbtgt)k * **



g

ValueObfuscation::Filter::

= rb

• Hope Walker (@Icemoonhsv) - SpecterOps
• https://posts.specterops.io/an-introduction-to-manual-active-directory-

querying-with-dsquery-and-ldapsearch-84943c13d7eb
• https://posts.specterops.io/manual-ldap-querying-part-2-8a65099e12e3 

• Casing
• Value obfuscation

• Prepended 0’s
• Timestamps
• Hex encoding
• Wildcards

(name )* * *

Another benefit of using the wildcard is you 
can use partial words to obscure what you 
are looking for. For example, instead of 
searching for password or administrator you 
can search *sword* or *minis*.



• (name=kRBtgT)

• (sAMAccountName=0000805306368)

• (logonCount>=-0000001)

• (whenCreated=20080217112855.1337KaZanPlehrash)

• (name=krb\74g\74)

•

• Casing
• Value obfuscation

ValueObfuscation::Filter::

• Prepended 0’s

• Timestamps

• Hex encoding

• Wildcards
(name= rb g )* * *



Obfuscation::Filter::That’sAll!



AdditionalObfuscation::Filter::

Comparison
Operator

AttributeGroupStart

( name = Sabi )
Value GroupEnd

ExtensibleMatchFilterBooleanOperator

(!(userAccountControl:1.2.840.113556.1.4.803:=2))

3

1 2 5

4



AdditionalObfuscation::Filter::

• Filter-wide obfuscation
• GroupStart/GroupEnd

• ((((((name=krbtgt))))))

• Whitespace (newline, tab, whitespace, etc.)
• ( ( ( ( ( name= krbtgt) ) ) ) ) .

• Garbage filters
• (&(name=KushJamUne?)(name=krbtgt)(name=NukEDi!))

• (|(un(e:J((am:=)s)a(b))i)(name=krbtgt)($}_=+;/@-))

• Filter/FilterList reordering



Obfuscating LDAP: 3 Deep Dives * 3 Genres

• Obfuscation Deep Dives:
• Filter                                 (name=Sabi)
• BaseObject LDAP://DC=contoso,DC=com

• AttributeSelection name,lastlogon,memberof
• Obfuscation Genres:

• Substitution
• Insertion
• Transformation



• BaseObject
• o

.• LDAP://CN=Public Key Services,
CN=Services,CN=Configuration,
DC=contoso,DC=com

Obfuscation::BaseObject

//_D =cont os DC=c mLDAP: o,C



• BaseObject

NT S dc MOd

Obfuscation::BaseObject

//_ =cont oo
.
s ,DC=c mLDAP: oDC



• BaseObject

\4e \6F \63\4f

D nt s DC mo//_ =coNT o,dc=c MLDAP: OdC o
.
S

• Casing_

Obfuscation::BaseObject



• BaseObject

oo cON//_ =co\4eT S ,dc=\63\4fMLDAP: dC \6Fo
.

• Hex encoding
• Casing_

Obfuscation::BaseObject



• BaseObject

000 OId.00 000

dcdC//_0.9.2342.19200300.100.1.25=co\4eT \6Fo
.
S ,0.9.2342.19200300.100.1.25=\63\4fMLDAP:

• OID (Object Identifiers) notation
• Hex encoding
• Casing_

Obfuscation::BaseObject



• BaseObject

_ _

//_0.9. 2342.19200300.100.1.25=co\4eT \6Fo
.
S , 0.9.2342.19200300.100. 1.25=\63\4fM000 OId.00 000LDAP:

• Prepended 0’s
• OID (Object Identifiers) notation
• Hex encoding
• Casing_

Obfuscation::BaseObject



= co\4eT \6Fo
.
S ,

_ _
_/ _ 0.9. 2342.19200300.100.1.25000 OId.000.9.2342.19200300.100. 1.25000 =

_
\63\4fMLDAP: /_ _

_ _ _ _
_

• BaseObject

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation
• Hex encoding
• Casing_

Obfuscation::BaseObject



= co\4eT \6Fo
.
S ,/ 0.9. 2342.19200300.100.1.25000 OId.000.9.2342.19200300.100. 1.25000 =

_
\63\4fM

• BaseObject

• Prepended 0’s
• OID (Object Identifiers) notation
• Hex encoding
• Casing_

Obfuscation::BaseObject

AttributeSelection

• Whitespace
• Double quotes

LDAP: /_ = ”coNToSo” ,



BaseObjectObfuscation::AttributeSelection

• AttributeSelection

,display  me,na ent ur yde orsec  it   script

SEC IT SCRIPT NA M

na m

name
ntsecurity
descriptor

display
name



na msec  it   script

Obfuscation::AttributeSelection

• Casing
• AttributeSelection

,display  me,na ent ur yde orSEC IT SCRIPT NA M

2811.2.840.113556.1.2.

name
ntsecurity
descriptor

display
name



nt ur yde orSEC  IT   SCRIPT

Obfuscation::AttributeSelection

• Casing
• OID (Object Identifiers) notation

• AttributeSelection

,display  me,na eNA  M

oID.0000 000

2811.2.840.113556.1.2.

name
ntsecurity
descriptor

display
name



Obfuscation::AttributeSelection

• Casing
• OID (Object Identifiers) notation

• AttributeSelection

,display  me,na eNA  MoID.0000 000

• Prepended 0’s

2811.2.840.113556.1.2.

name
ntsecurity
descriptor

display
name



Obfuscation::AttributeSelection

• Casing
• OID (Object Identifiers) notation

• AttributeSelection

,display  me,na e281 NA  M1.2.840.113556.1.2.oID.0000 000

• Prepended 0’s

_

• Whitespace

,NAME

name
ntsecurity
descriptor

display
name



,display  me,na e

Obfuscation::AttributeSelection

oID. 281
_

NA  M ,NAME

,AnythingYouWant

00001.2.840.113556.1.2.000

• Casing

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation

• Duplicate attributes

• AttributeSelection

name
ntsecurity
descriptor

display
name



,display  me,na e

Obfuscation::AttributeSelection

oID. 281
_

NA  M ,NAME,AnythingYouWant00001.2.840.113556.1.2.000

,*

• Casing

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation

• Duplicate attributes
• Garbage attributes

• AttributeSelection

name
ntsecurity
descriptor

display
name



,display  me,na e

Obfuscation::AttributeSelection

oID. 281
_

NA  M ,NAME,AnythingYouWant00001.2.840.113556.1.2.000 ,*

• Casing

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation

• Duplicate attributes
• Garbage attributes

• AttributeSelection

name
ntsecurity
descriptor

display
name



,display  me,na e

Obfuscation::AttributeSelection

oID. 281
_

NA  M ,NAME,AnythingYouWant00001.2.840.113556.1.2.000 ,*

• Casing

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation

• Duplicate attributes
• Garbage attributes

• AttributeSelection

name
ntsecurity
descriptor

display
name

What do you call this character: * ?

A) Asterisk
B) Wildcard
C) Splat



,display  me,na e

Obfuscation::AttributeSelection

oID. 281
_

NA  M ,NAME,AnythingYouWant00001.2.840.113556.1.2.000 ,*

• Casing

• Whitespace
• Prepended 0’s
• OID (Object Identifiers) notation

• Duplicate attributes
• Garbage attributes

• AttributeSelection

name
ntsecurity
descriptor

display
name

What do you call this character: * ?

A) Asterisk
B) Wildcard
C) Splat
D) Logically same as null (RFC-4522)
E) Logging resolves to [all_with_list]
F) All of the above



• Introduction
• LDAP Overview
• PROBLEM: Obfuscating LDAP
• SOLUTION: Parse, Enrich, Detect
• MaLDAPtive Tool Demo + Release



Solution::

• Wrote custom parser for 
LDAP SearchFilters
• C# State Machine
• Tokenizer

Parse



Solution::

• Wrote custom parser for 
LDAP SearchFilters
• C# State Machine
• Tokenizer

Parse



Solution::Parse

• Wrote custom parser for 
LDAP SearchFilters
• C# State Machine
• Tokenizer
• Syntax Tree



Solution::Enrich 2) Tokens

3) Filters & Branches

1) String

Decoding



Solution::Detect

• Find-Evil
• Parses
• Enriches
• Detects
• Scores
• Explains

65+ 
Rules

Thanks @olafhartong



• Introduction
• LDAP Overview
• PROBLEM: Obfuscating LDAP
• SOLUTION: Parse, Enrich, Detect
• MaLDAPtive Tool Demo + Release



DEMO + Public Tool Release



1. REMEMBER…we are defenders
2. From the beginning we decided on a 

non-standard release format
3. Today’s MaLDAPtive release includes:

1. Parser (tokenizer & syntax tree parser)
2. *Obfuscation module
3. Deobfuscation module
4. Detection module
5. Detection ruleset
6. Obfuscation corpus

What We Released Today

* Obfuscation module complete w/delayed release by EOY.



1. LDAP SearchRequests are frequently 
used by attackers in internal 
reconnaissance & privilege escalation 
phases of the attack lifecycle.

2. Defensive awareness & visibility of 
LDAP SearchRequests are still 
relatively immature with string-based 
detections being vulnerable to numerous 
classes of obfuscation & evasion.

Black Hat Sound Bytes

3. Brand new MaLDAPtive open-source framework can improve 
visibility, detection & deobfuscation of obfuscated LDAP 
SearchRequests via custom LDAP parser & detection ruleset.





Rrofsh sa malet.

Live long like a mountain.



Të lutem jo më kapëse letrash.

Rrofsh sa malet.
Live long like a mountain.



Rrofsh sa malet.
Live long like a mountain.

Të lutem jo më kapëse letrash.



Rrofsh sa malet.
Live long like a mountain.

Të lutem jo më kapëse letrash.
Please, no more paperclips.



Thanks for your time!



C

C

“SABI”
SABAJETE

ELEZAJ

“DBO”
DANIEL

BOHANNON

@danielhbohannon@sabi_elezi

https://github.com/MaLDAPtive/Invoke-Maldaptive

danielhbohannonsabajete_elezaj



1. https://learn.microsoft.com/en-us/archive/technet-wiki/5392.active-
directory-ldap-syntax-filters

2. https://learn.microsoft.com/en-us/windows/win32/ad/active-
directory-schema

3. https://www.rfc-editor.org/rfc/rfc4511
4. https://ldap.or.kr/ldap-a-to-z/
5. https://www.binarydefense.com/resources/blog/uncovering-

adversarial-ldap-tradecraft/
6. https://posts.specterops.io/an-introduction-to-manual-active-

directory-querying-with-dsquery-and-ldapsearch-84943c13d7eb
7. https://posts.specterops.io/manual-ldap-querying-part-2-

8a65099e12e3
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Clippy Jokes Cut for Time (You’re Welcome)

Okay, here’s a non-LDAP joke:
Where do I live when not on screen?

C:\Windows\System32\clip.exe

Why do I exist?

To help you identify the cutoff between 
millennials & GenZ without saying a word.

If I became an LDAP SearchRequest
then what kind of Filter would I be?

A Presence Filter – because I’m 
ALWAYS HERE!


