
Swipe Left for Identity Theft
An Analysis of 
User Data Privacy Risks on 
Location-based Dating Apps

Karel Dhondt, Victor Le Pochat, 

Yana Dimova, Wouter Joosen, Stijn Volckaert



2



3



4

TINDER

100M

BADOO

100M

POF

50M

MEETME

50M

TAGGED

50M

GRINDR

50M

TANTAN

50M

JAUMO

50M

LOVOO

50M

HAPPN

10M

BUMBLE

10M

HINGE

10M

HILY

10M

OKCUPID

10M

MEETIC

10M



5
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LBD apps elicit peculiar privacy behavior

› Users willingly share 

highly personal and sensitive data
(including exact locations)

› Users expect others to share data

› Users share data with strangers
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Sufficient (self-)disclosure Maintaining privacy 
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What are the privacy risks 

in sharing personal data 

with other users?



Social privacy ( institutional privacy)

Our adversary focuses on collecting personal data

about one or more other users of the LBD app

using only client-side interactions as a regular user
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Adversary Intentions
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What is the extent of

data exposure & leaks 

in LBD apps?



Data exposure & leaks

UI Exposure
readily visible

in the UI
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Intended sharing



Data exposure & leaks

UI Exposure
readily visible

in the UI

Traffic leak
automatically sent 

in API network traffic

Exfiltration leak
sent after altering
traffic or behavior
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Intended sharing Inadvertent sharing



Private Data Leaks

› Three modes of data exposure & leaks

UI Exposure: readily visible in the UI

Traffic Leak: automatically sent in API network traffic

Exfiltration Leak: sent after altering traffic or behavior
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Personal data

Sensitive data (GDPR art. 9)

App usage 
data
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APIs leak data for all apps

99 leaks in total



Personal Data Leaks
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Tinder: leak of non-binary gender



Sensitive Data Leaks

17 All apps: data reciprocity nearly always fails (hidden attributes)



App Usage Data Leaks
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Badoo, Bumble: exfiltration leaks of activity, filters

All except OkCupid: fetch multiple profiles at once

All apps: data reciprocity nearly always fails 

(hidden profiles)



Location Data Leaks
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Trilateration: Exact Distance
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Trilateration: Rounded Distance
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Trilateration: Proximity Oracle
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Bulk account creation accelerates stealthy stalking

› The adversary requires an account to browse profiles

→ This may expose the adversary to 

- the platform (/law enforcement) → anonymous

- other users → hidden



Bulk account creation accelerates stealthy stalking

› The adversary requires an account to browse profiles

→ This may expose the adversary to 

- the platform (/law enforcement) → anonymous

- other users → hidden

› How easily and stealthily can adversaries gather data?

Security measures for account creation

(also friction & forced sharing for legitimate users!)



Security of the account creation process

› Requirements for account setup

Email (11/15) Easy to acquire

Valid phone number (8/15) Higher barrier, esp. anonymously

Real profile data (8/15) Never verified

› Stealth: empty profile (Grindr); hidden profile (Hinge)

› Anonymity: only email (MeetMe/Tagged)



Security of the account creation process

› Photo (12/15) 
› Face photo (11/15)
› Face verification (13/15)

• Only mandatory on Bumble
• Profile badge = trust



Privacy policies of LBD apps fall short

› Legal basis for processing of sensitive data: consent

Sensitive data is stated to be optional (sexual orientation?)

› Location sharing options are insufficiently clear

12 apps function without location permission

Grindr warns about location inference

› Partially private profile may require paid subscription

› Burden to protect data is shifted to users

7 apps warn about sharing data with other users
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Functionality and privacy experience tension

Sufficient (self-)disclosure Maintaining privacy 

› Users want data: filter on desired traits, search more info, 

increase trust, improve safety feeling

› Users provide data: more success, protective disclosure; 

expectation, nudging, defaulting, and pressure to disclose
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Sharing data is expected, not concerning, even beneficial



Functionality and privacy experience tension

Sufficient (self-)disclosure Maintaining privacy 

› Users care about social privacy: limit or falsify disclosure

› Certain populations are at higher risk:

women: stalking/harassment; LGBTQ: outing/prosecution
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Online dating is a sensitive context with genuine risks



LBD apps should give users control, choice, agency

› Avoid nudging users to share data

› Inform users properly about sharing

› Hide profile data by default

Make data sharing a conscious decision

Only show profile to verified users

› Request location update explicitly

Give option to share approximate location
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LBD apps should better protect user data

› Fix inadvertent API leaks (OWASP API Security Top 10)

Limit exposure of/by API endpoints

Enforce proper access control (least privilege)

Match UI and API: avoid unnecessary extra data in API responses 

› Prevent location inference

Account for simple (trilateration) and advanced (stats) techniques

Implement solutions such as spatial cloaking (rounding coordinates)

Consider user needs: does high accuracy matter?
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LBD apps should better protect user data

› Prevent mass data gathering (account creation, stealth)

Requiring phone number, face verification (deepfakes)

Rate limiting, detecting fake requests (client-side signatures) /locations

Just annoying the adversary, and increasing friction for legit users?

› Avoid having data in the first place (data minimization)

Tinder has fewer sensitive data fields, deploys rounding coordinates
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If you do not have data, you cannot leak it



Responsible disclosure

› 12 out of 15 apps acknowledged receipt

› 9 engaged in substantial discussion & deployed fixes

All location leaks have been fixed

› Security vulnerability vs. privacy leak

Access control bugs, improper filtering, hidden parameters, …
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“As for the data in the API responses, this is not private information”



Conclusion

› LBD apps harbor a sensitive privacy context

Users feel compelled to share data, but social privacy is important

› (Intended) data exposure varies significantly between apps

› Inadvertent leaks/inference reveal hidden data/locations

APIs are an important cause of privacy breaches

› Privacy policies fall short – Apps put burden on users

Need for technical audits of UI and API, compared with privacy policy
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Black Hat Sound Bytes

1. Think beyond the typical “hacker” 

2. API hardening is crucial

3. Data minimization reduces leaks
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