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https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-role-enumeration/
https://blog.plerion.com/aws-account-ids-are-secrets/
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Agenda

Introduce
“Shadow Resources”

Showcase several 
AWS vulnerabilities

Introduce 
"BucketMonopoly"

Mitigation and 
Recommendations

Demonstrate 
open-source tool 

"TrailShark"
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Shadow Resource 

AWS resources generated 
automatically or semi-

automatically

Most of the time, spawned 
without user intervention

Might go unnoticed
by the account owner
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S3 Buckets as Shadow Resources
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Bucket Uniqueness

If you create 'cool-bucket-1', 
no one else can claim that 

bucket name

S3 bucket names must be 
globally unique across all AWS 

accounts



AWS CloudFormation 
Vulnerability 
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What is AWS CloudFormation?

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-overview.html

Create or use an existing 
template

Save locally or in S3 
bucket

Use AWS CloudFormation to create a 
stack based on your template

1 2 3
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1 Upload a template file

AWS CloudFormationAWS User

CreateUploadBucket

If the Bucket Does Not Exists:

Create Bucket

Return Bucket Name

2

BucketName

PutObject

3

4

5 …

CreateStack6

template_file.yaml



#BHUSA @BlackHatEvents

CloudFormation Bucket Name

RegionPrefix Hash

cf-templates-a3gjv31ap90h-us-east-1
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us-east-1

Bucket name: cf-templates-a3gjv31ap90h-us-east-1

AWS Account

AWS CloudFormation AWS S3 Bucket
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Bucket name: cf-templates-a3gjv31ap90h-us-east-1

AWS Account

AWS CloudFormation AWS S3 Bucket

us-east-1

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account

eu-west-2

AWS S3 BucketAWS CloudFormation
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Bucket name: cf-templates-a3gjv31ap90h-us-east-1

AWS Account

AWS CloudFormation AWS S3 Bucket

us-east-1

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account

eu-west-2

AWS S3 BucketAWS CloudFormationcf-templates-a3gjv31ap90h-{Region}
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https://onecloudplease.com/blog/s3-bucket-namesquatting
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Bucket name: cf-templates-a3gjv31ap90h-us-east-1

AWS Account - Victim

us-east-1

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account -Victim

eu-west-2

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account - Attacker

eu-west-2

AWS S3 BucketAWS CloudFormation

AWS CloudFormation AWS S3 Bucket
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Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account -Victim

eu-west-2

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account - Attacker

eu-west-2

AWS CloudFormation AWS S3 Bucket
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Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account -Victim

eu-west-2

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account - Attacker

eu-west-2

AWS CloudFormation AWS S3 Bucket



#BHUSA @BlackHatEvents

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
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Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account -Victim

eu-west-2

Bucket name: cf-templates-a3gjv31ap90h-eu-west-2

AWS Account - Attacker

eu-west-2

AWS CloudFormation AWS S3 Bucket

Information Disclosure
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Resource Injection in CloudFormation Templates

https://rhinosecuritylabs.com/aws/cloud-malware-cloudformation-injection/
https://github.com/RhinoSecurityLabs/pacu/wiki/Module-Details#cfn__resource_injection
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AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS CloudFormation AWS S3 Bucket

CloudFormation: Full Attack Scenario

User

1 Create Stack Upload Victim Template2

9

Lambda triggered by 
PutBucketNotification

3Get Victim Template4

Resource Injection5

Put Modified Template6

7 Submit Stack Get Modified Template8

Create the injected resource

Admin role
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AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS CloudFormation AWS S3 Bucket

CloudFormation: Full Attack Scenario

User

1 Create Stack Upload Victim Template2

9

Lambda triggered by 
PutBucketNotification

3Get Victim Template4

Resource Injection5

Put Modified Template6

7 Submit Stack Get Modified Template8

Create the injected resource

Admin role
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CloudFormation: Important Points

Initiator needs IAM role 
management permissions 

to create admin role

Attackers can still modify 
resources based on the 

template file

Wait for new stack 
deployment in a new 

region
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PoC
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The Elephant in the Room
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CloudFormation S3 Bucket Hash

RegionPrefix Hash

cf-templates-a3gjv31ap90h-us-east-1

4,738,381,338,321,616,896

[a-z0-9]{12}
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  The Hash
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Hash Discovery in Open-Source

~1000
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Eureka



#BHUSA @BlackHatEvents

Eureka

glue-assets-{AccoutId}-{Region}
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Eureka

glue-assets-{AccoutId}-{Region}
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Exploring Potential Vulnerabilities

Open-Source Documentation Crawling Automation
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TrailShark
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TrailShark

https://github.com/Aqua-Nautilus/TrailShark
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Digging for Potential Buckets
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Which services are responsible 
for these buckets?

Are they exploitable?



Glue EMR

SageMaker CodeStar

Service Catalog
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Pre-Steps for Exploitation

Allow public access with 
permissive policy

Create Lambda to inject 
malicious code via 

PutBucketNotification

Create predictable S3 
bucket in a new region



Glue Vulnerability
aws-glue-assets-{AWS::AccountId}-{AWS::Region}



#BHUSA @BlackHatEvents

What is AWS Glue?

https://aws.amazon.com/glue/



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS Glue AWS S3 Bucket

Glue: Full Attack Scenario

User

1 Create job Create Glue Python script2

9

Lambda triggered by 
PutBucketNotification

3Get Victim script4

Modify Glue Python script5

Put Modified script6

7 Run job Get Modified Glue Python script8

Run the injected Python script

Remote Code Execution
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Glue Service Role

https://docs.aws.amazon.com/glue/latest/dg/set-up-iam.html
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Invisible Backdoor
What the victim sees What is run
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Video



EMR Vulnerability
aws-emr-studio-{AWS::AccountId}-{AWS::Region}
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https://aws.amazon.com/emr/

What is AWS EMR?
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AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS EMR AWS S3 Bucket

EMR: Full Attack Scenario

User

1 Create a Studio Create Jupyter notebook2

9

Lambda triggered by 
PutBucketNotification

3Get Victim script4

Modify Jupyter notebook5

Put Modified script6

7 Get Modified Jupyter notebook8

Redirect the user to the malicious site
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AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS EMR AWS S3 Bucket

EMR: Full Attack Scenario

User

1 Create a Studio Create Jupyter notebook2

9

Lambda triggered by 
PutBucketNotification

3Get Victim script4

Modify Jupyter notebook5

Put Modified script6

7 Get Modified Jupyter notebook8

Redirect the user to the malicious site
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EMR: Disclaimer
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Two Ways to Continue
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Video



SageMaker Vulnerability
sagemaker-{AWS::Region}-{AWS::AccountId}
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AWS Account -Victim

eu-west-2

AWS Account - Attacker

eu-west-2

AWS SageMaker AWS S3 Bucket

SageMaker: Full Attack Scenario

User

1 Open Canvas Upload Dataset3

Get Manipulated Dataset6Create Dataset/ 
Upload files

2 Attacker

Get Dataset

Manipulated 
Dataset

4

5

Data Manipulation

Data 
Leakage



Service Catalog Vulnerability
cf-templates-{Hash}-{AWS::Region}
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What is AWS Service Catalog?
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CodeStar Vulnerability
aws-codestar-{AWS::Region}-{AWS::AccountId}
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CodeStar: Full Attack Scenario



Shadow Resource 
in Open Source
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Case Studies
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Past Services Affected by Shadow Resources

Athena

https://docs.aws.amazon.com/athena/latest/ug/querying.html



Bucket Monopoly
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Bucket Monopoly Step-by-Step

Monopolize
Creating Unclaimed Buckets 

Across All Regions

Discovering 
the Unique Identifier

Identifying 
Predictable Bucket Name
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Identifying
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Discovering the Unique Identifier

GlueCloudFormation

aws-glue-assets-{AWS::AccountId}-{AWS::Region} cf-templates-{Hash}-{AWS::Region}
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Discovering Account IDs

https://www.youtube.com/watch?v=iMYbne-tD20&t=872s&ab_channel=fwd%3Acloudsec
https://medium.com/@TalBeerySec/a-short-note-on-aws-key-id-f88cc4317489
https://github.com/righteousgambit/quiet-riot
https://github.com/fwdcloudsec/known_aws_accounts
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Monopolize
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Disclosure and Timeline
• 16 February 2024: Reported vulnerabilities in CloudFormation, Glue, EMR, 

SageMaker, and CodeStar to AWS. AWS acknowledged and began 

investigating.

• 18 February 2024: Reported a vulnerability in ServiceCatalog.

• 16 March 2024: AWS confirmed fixes for CloudFormation and EMR.

• 25 March 2024: AWS confirmed fixes for Glue and SageMaker. CodeStar 

addressed as it's planned for deprecation in July 2024.

• 30 April 2024: Reported CloudFormation fix leaves users vulnerable to DoS.

• 26 June 2024: AWS confirmed fixes for ServiceCatalog and CloudFormation.
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Summary and Mitigations

Use ‘aws:ResourceAccount’ 
Condition 
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Summary and Mitigations

Verify Expected 
Bucket Owner

Use ‘aws:ResourceAccount’ 
Condition 
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Summary and Mitigations

Naming S3 Buckets with 
Unpredictable Identifiers

Use ‘aws:ResourceAccount’ 
Condition 

RegionPrefix Account-ID

aws-xyz-123456789123-us-east-1

Verify Expected 
Bucket Owner
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Summary and Mitigations

Naming S3 Buckets with 
Unpredictable Identifiers

Use ‘aws:ResourceAccount’ 
Condition 

RegionPrefix Account-ID

aws-xyz-123456789123-us-east-1-1vc8126
Random

Verify Expected 
Bucket Owner



Do you still believe 
account ID isn’t a

secret?
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Thank you!
@YakirKad
@mike_katch
@ofekitach


